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An Improved Authenticated Encryption Scheme∗
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SUMMARY Authenticated encryption schemes are very useful for pri-
vate and authenticated communication. In 2010, Rasslan and Youssef
showed that the Hwang et al.’s authenticated encryption scheme is not se-
cure by presenting a message forgery attack. However, Rasslan and Youssef
did not give how to solve the security issue. In this letter, we give an im-
provement of the Hwang et al.’s scheme. The improved scheme not only
solves the security issue of the original scheme, but also maintains its effi-
ciency.
key words: authenticated encryption, unforgeability, confidentiality, non-
repudiation

1. Introduction

Two important services of public key cryptography are pri-
vacy and authentication. Public key encryption schemes
aim at providing confidentiality whereas digital signature
schemes must provide authentication and non-repudiation.
Nowadays, many practical cryptographic applications re-
quire those distinct goals to be simultaneously achieved,
such as electronic commerce and mobile communication.
Authenticated encryption schemes are designed to satisfy
such requirements. An authenticated encryption scheme al-
lows a signer to generate an authenticated ciphertext such
that only the designated receiver can decrypt the signed mes-
sage and verify the corresponding signature. A good au-
thenticated encryption scheme should satisfy unforgeability,
confidentiality and non-repudiation.

In an authenticated encryption scheme, if a message is
large, we need divide the message into a sequence of mes-
sage blocks and each message block is encrypted and signed
as a signature block individually. However, such method
will need more computation and communication costs. To
reduce the computation and communication costs, a notion
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called authenticated encryption with message linkages was
proposed. In 2003, Tseng, Jan and Chien [1] proposed two
authenticated encryption schemes with message linkages.
In 2006, Hwang et al. [2] showed that the Tseng-Jan-Chien
schemes suffered from message flows destroyed by an ad-
versary but the receiver is unconscious of the wrong flaws.
That is, the Tseng-Jan-Chien schemes do not satisfy the un-
forgeability and non-repudiation. In addition, Hwang et al.
gave an improvement of the Tseng-Jan-Chien schemes. Un-
fortunately, in 2010, Rasslan and Youssef [3] showed that
the Hwang et al.’s authenticated encryption scheme is also
not secure by presenting a message forgery attack. That is,
the Hwang et al.’s scheme also does not satisfy the unforge-
ability and non-repudiation. However, Rasslan and Youssef
did not give how to solve the security issue. In this letter,
we give an improvement of the Hwang et al.’s scheme. The
improved scheme not only solves the security issue of the
original scheme, but also maintains its efficiency.

2. An Improved Scheme

Let p be a large prime, q be a large prime factor of p −
1, g be a generator with order q in Zp and h(·) be a one-
way hash function. The signer Ua has a private key xa ∈
Z∗q and a corresponding public key ya = gxa mod p. The
receiver Ub has a private key xb ∈ Z∗q and a corresponding
public key yb = gxb mod p. The improved scheme consists
of three phases: the signature generation phase, the message
recovery phase and the conversion phase.

Signature generation phase: To generate a signature
for a large message M (the message M is made up of the
sequence {M1,M2, . . . ,Mn}, where Mi ∈ Zp) and send it to
Ub, Ua performs the following steps.

1. Choose a random integer k ∈ Z∗q .
2. Set r0 = 0.
3. Compute t = gk mod p.
4. Compute s = k + xah(M, t) mod q.
5. Compute ri = Mi ⊕ h(ri−1 ⊕ yk

b) for i = 1, 2, . . . , n. Here
⊕ denotes the exclusive or operator.

6. Compute v = s ⊕ h(yk
b).

7. Send (t, r1, r2, . . . , rn, v) to Ub.

Message recovery phase: After receiving the
(t, r1, r2, . . . , rn, v), Ub performs the following steps.

1. Compute Mi = ri ⊕ h(ri−1 ⊕ txb ) for i = 1, 2, . . . , n and
r0 = 0.
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Table 1 Security and performance comparison.

schemes security computation cost communication cost
uf co nr signature generation message recovery

[1] no yes no Te + (n + 1)Tm + (n + 1)Th 3Te + (n + 1)Tm + nTi + (n + 1)Th n|p| + |q| + |h|
[2] no yes no 2Te + Tm + (n + 1)Th 3Te + Tm + nTi + (n + 1)Th (n + 1)|p| + |q|

ours yes yes yes 2Te + Tm + (n + 2)Th 3Te + Tm + (n + 2)Th (n + 1)|p| + |q|

2. Recover the signature element s = v ⊕ h(txb ).
3. Check if the following equation holds:

gs = tyh(M,t)
a mod p (1)

If the above equation holds, the signature is valid. Oth-
erwise, Ub should reject it.

Conversion phase: Ub publishes the converted signa-
ture (t, s) for the message M. With this converted signature,
anyone can verify its validity by checking Eq. (1).

Our modification has two points: (1) Schnorr signature
scheme is used to resist the attack in [3]; (2) the signature
element s is encrypted to achieve the confidentiality.

3. Analysis of the Improved Scheme

The main security leak of Hwang et al.’s scheme [2] is that
they use an insecure signature verification equation. Our
improved scheme eliminates this leak by using standard
Schnorr’s signature verification equation [4].

For the unforgeability, we use Schnorr signature
scheme [4] to generate (t, s), i.e., t = gk mod p and s =
k + xah(M, t) mod q. Schnorr’s signature scheme has been
proved to be secure against an adaptively chosen message
attack in the random oracle model under the computational
Diffie-Hellman assumption [5]. Therefore, without the pri-
vate key xa of Ua, any attacker cannot make up a valid (t, s)
that pass the verification of Eq. (1).

For the confidentiality, anyone cannot extract the mes-
sage M from the ciphertext (t, r1, r2, . . . , rn, v) except the re-
ceiver Ub. To extract the message M, the attacker has to
obtain the session key h(ri−1 ⊕ txb ). Since h is a secure
hash function, the attacker has to obtain ri−1 ⊕ txb . How-
ever, the attacker cannot obtain ri−1 ⊕ txb from t = gk mod p
and yb. In the improved scheme, t = gk mod p and ri =

Mi ⊕ h(ri−1 ⊕ yk
b) are actually a hashed ElGamal ciphertext.

From [6], we know that the hashed ElGamal encryption
satisfies the semantic security under the decisional Diffie-
Hellman assumption. So the improved scheme satisfies the
confidentiality.

For the non-repudiation, anyone can verify that (t, s)
is a standard Schnorr signature if the receiver Ub releases
the triple (M, t, s). So, a trusted third party can easily settle
potential dispute between the Ua and the Ub by checking if
Eq. (1) holds.

We compare the security and performance of the
improved scheme with those of the Tseng-Jan-Chien
scheme [1] and Hwang et al.’s scheme [2] in Table 1. For
convenience, the following notation is used to analyze the

performance evaluation of the improved schemes: Te is the
time for executing a modular exponentiation operation; Tm

is the time for executing a modular multiplication operation;
Ti is the time for executing a modular inverse operation; Th

is the time for executing a one-way hash function; |x| is the
bit-length of an integer x. The computational cost of ex-
ecuting the modular addition, modular subtraction and ex-
clusive or operations are neglected because they are much
smaller than Te, Tm, Ti and Th. The uf, co and nr in the “se-
curity” column refer to unforgeability, confidentiality and
non-repudiation, respectively.

From Table 1, we know that both Tseng-Jan-Chien
scheme [1] and Hwang et al.’s scheme [2] do not satisfy
the unforgeability and non-repudiation. Our scheme sat-
isfy the unforgeability, confidentiality and non-repudiation.
The Hwang et al.’s scheme and improved scheme are more
efficient than the Tseng-Jan-Chien scheme. As compared
with the Hwang et al.’s scheme, the improved scheme needs
more one hash function operation in the signature generation
phase and one hash function operation in the message recov-
ery phase. However, the improved scheme saves the n mod-
ular inverse operations in the message recovery phase. So
the improved scheme maintains the efficiency of the Hwang
et al.’s scheme.

4. Conclusion

In this letter, we give an improvement of the Hwang et al.’s
authenticated encryption scheme. The improved scheme not
only solves the security issue of the original scheme, but also
maintains its efficiency.
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