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[PAPER

Improvements on Hsiang and Shih’s Remote User Authentication

Scheme Using Smart Cards

SUMMARY  We demonstrate how Hsiang and Shih’s authentication
scheme can be compromised and then propose an improved scheme based
on the Rabin cryptosystem to overcome its weaknesses. Furthermore, we
discuss the reason why we should use an asymmetric encryption algorithm
to secure a password-based remote user authentication scheme using smart
cards. We formally prove the security of our proposed scheme using the
BAN logic.

key words: network-level security and protection, authentication, security,
password

1. Introduction

Password-based user authentication schemes have been
developed to achieve efficient user authentication. The
schemes provide user convenience, because a user only has
to remember a password to login to a server. Conversely,
those who do not know the password are unable to login
to the server. In 1981, Lamport[1] proposed a password-
based authentication scheme for a server to authenticate re-
mote users over an insecure channel. In Lamport’s scheme,
the server maintains a verification table consisting of hashed
users’ passwords to authenticate the users. If an attacker
can modify the verification table, the attacker can imper-
sonate a legitimate user. Furthermore, if an attacker steals
the verification table, the attacker can derive users’ pass-
words from the table. In 2000, Hwang and Li [2] proposed
a password-based user authentication scheme using smart
cards to avert the attacks on Lamport’s scheme. In Hwang
and Li’s scheme, a server is able to authenticate users with-
out the verification table. Sun [3] improved Hwang and Li’s
scheme significantly, reducing communication and com-
putation costs. Sun’s scheme provides the advantages of
Hwang and Li’s scheme. However, neither Hwang and Li’s
scheme nor Sun’s scheme provide mutual authentication.
To alleviate the problem, in 2002, Chien et al. [4] pro-
posed a new password-based authentication scheme using
smart cards. They claimed that their scheme would pro-
vide mutual authentication. In 2004, however, Ku and
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Chen [5] found security flaws in Chien et al.’s scheme. It
was subject to reflection attack [6], insider attack [7], and
non-reparability [8]. Hsu[9] and Yoon et al.[10] in 2004
and Duan et al.[11] in 2006 stated that Ku and Chen’s
scheme was vulnerable to parallel session attack [9], [11].
Yoon et al. found that Ku and Chen’s scheme was insecure in
changing the user’s password and proposed improvements
to overcome the weaknesses. Table 1 shows a quick de-
scription of the possible attacks an authentication scheme
commonly faces, including the above attacks.

In 2009, Hsiang and Shih[12] pointed out that
Yoon et al.’s scheme was still susceptible to parallel session
attack, impersonation attack, and offline password guessing
attack. They proposed an improved scheme that enhanced
the security of Yoon et al.’s scheme whilst inheriting the
advantages of Yoon et al’s scheme. They claimed their
scheme to be secure against offline password guessing at-
tack, even if an attacker steals a user’s smart card and the
attacker breaches secrets stored in the smart card.

Unlike their claim, however, we discover that Hsiang
and Shih’s scheme is unable to thwart offline password
guessing attack and server impersonation attack. This re-
search is motivated by our desires to report the security flaws
of Hsiang and Shih’s scheme, to discuss why these flaws are
serious, to make it more secure with minimal modification,
and to discuss a method to improve performance. In this pa-

Table 1
paper.

A quick description of the attacks that are referenced in the

Attack Description

. An attacker intercepts a message sent by a
Reflection attack . . . .
legitimate user and replays it for impersonation

. An insider intercepts a message sent by another user
Insider attack .
over a secure channel in the same system

. A system cannot be recovered within a reasonable
Non-reparability . . .
time after being compromised

. An attacker establishes a new session with the
Parallel session attack .
server by posing as another user

Offline password An attacker repeats a trial of a password candidate

guessing attack for all candidates until finding the right password

. An attacker masquerades as a legitimate user or a
Impersonation attack
server

An attacker controls or eavesdrops on
Man-in-the-middle
communications between victims (a user and a
attack
server)
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per, we describe how offline password guessing attack and
server impersonation attack can be executed and then pro-
pose an improved scheme to thwart these security flaws. Our
proposed scheme is based on the Rabin cryptosystem [22].

The remainder of this paper is organized as follows.
In Sect. 2, we review Hsiang and Shih’s scheme. Section 3
shows security flaws in Hsiang and Shih’s scheme. Sec-
tion 4 proposes an improved scheme. Security analysis of
the improved scheme is presented in Sect.5. We discuss
the reason why we should use an asymmetric encryption al-
gorithm to secure a password-based authentication scheme
using a smart card and compare the performance of Hsiang
and Shih’s scheme and our protocol in Sect. 6. We conclude
in Sect. 7.

2. Review of Hsiang and Shih’s Scheme

The notation describing protocols used throughout this pa-
per is listed in Table 2. A secure channel is a way that en-
ables a sender to transfer messages to a receiver without se-
curity threats such as tampering and eavesdropping. If two
entities have a shared key, they are able to establish a se-
cure channel using the key. An offline communication is
generally regarded as another secure channel. A common
channel is an insecure communication path that allows an
attacker to eavesdrop and forge a message. The Internet is a
representative common channel. Hsiang and Shih’s scheme
assumes that a secure channel can be established only in the
registration phase.

Hsiang and Shih’s scheme has four phases: registra-
tion, login, verification, and password change.

2.1 Registration Phase

This phase is invoked whenever U initially registers or re-
registers to S'. Let us denote 7 as the number of registrations.
The following steps are involved in this phase.

1) U selects a random number b and computes h(b® PW).

2) U= S :ID, h(PW), and k(b & PW).

3) Ifitis U’s initial registration, S creates an entry for U
in the account database and stores n = 0 in this entry.
Otherwise, S sets n = n + 1 in the existing entry for U.

4) § performs the following computations:

P = W(EID & x), where EID = (ID||n) and x is S’s

Table 2  Notations used throughout this paper.
U user D identity of U
S remote server PW password of U

— | sending in common channel | » |[number of times that U re-registers at S

=>| sending in secure channel b random number selected by U

S’s public key for Rabin
permanent secret key of §
cryptosystem

S’s private keys for Rabin
P q ()
cryptosystem

one-way hash function
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permanent secret key generated using a pseudo random
number generator.
R=Pa®h(be PW).
V = (P ® h(PW)).
5) § = U: a smart card containing V, R, and /h(e).

U enters b into his smart card. Note that U’s smart card
contains V, R, b, and h(e), and U does not need to remember
b after finishing the phase.

2.2 Login Phase

When U wants to login S, the following operations will per-
form:

1) U inserts his smart card in the smart card reader, and
then enters /D and PW.

2) U’s smart card computes the following:
Ci=Roh(be PW).
C, = h(Cy ® Ty), where Ty is denoted as U’s current
timestamp.

3) U—-S:C={ID,Ty,C,}.

2.3 Verification Phase

After the message C is received, S and the smart card exe-
cute the following operations:

1) Ifeither ID or Ty isinvalid or Tg — Ty < 0, where T is
denoted as S’s current timestamp, S rejects U’s login
request. Otherwise, S computes h(W(EID®x)®Ty). If
the computed result equals the received C,, S accepts
U’s login request and computes C3 = h(h(EID & x) &
h(Ts)). Otherwise, S rejects U’s login request.

2) S > U : Ty and Cs.

3) If either Ty is invalid or Ts = Ty, U terminates this
session. Otherwise, U computes h(C; ®h(Ts)) and then
compares the result with the received Cs. If they are
equal, U successfully authenticates S .

2.4 Password Change Phase

This phase is invoked whenever U wants to change his pass-
word PW with a new one, PW,,,,.

1) U inserts his smart card in the smart card reader, enters
ID and PW, and requests password change.

2) U’s smart card computes P’ = R®&h(b®d PW)and V' =
h(P’' & h(PW)).

3) U’s smart card compares V' and the stored V in the
card. The request is rejected if V’ and V are not the
same.

4) U selects a new password PW,,,,, the smart card com-
putes R,y = P’ ® h(b ® PW,,,,) yielding h(EID & x) &
h(b ® PW,.,), and then replaces R with R,,,,.

5) U’s smart card computes V., = h(P" & h(PWpy,))
yielding h(h(EID & x) ® h(PW,.,)), and then replaces
V with V..
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3. Security Flaws in Hsiang and Shih’s Scheme

In this section, we describe security flaws in Hsiang and
Shih’s scheme, depicting how offline password guessing at-
tack and server impersonation attack can be executed.

3.1 Offline Password Guessing Attack

Offline password guessing attack [13]-[16] means that an at-
tacker tries to find a user’s password in an offline manner.
The attacker can freely guess a password and then verify if
it is correct without limitation in the number of guesses. In
general, the attacker can easily obtain a user’s password via
offline password guessing attack within a reasonable time
boundary, because users tend to choose simple and weak
passwords for their convenience [15]-[19]. In this case,
even if the password is converted into an unpredictable ran-
dom number by using a one-way hash function, the attacker
can easily find the correct password by comparing a hashed
password candidate with the hashed correct password be-
cause the password candidate consists of a limited allow-
able character set. Furthermore, since the users tend to use
the same password in several servers for convenience [13],
[16],[19], the attacker can login the servers as a legitimate
user after purloining the user’s password. For these reasons,
all password-based user authentication schemes should be
able to prevent offline password guessing attack. Hsiang
and Shih contended their approach could withstand offline
password guessing attack even if an attacker successfully
accessed the secret values stored in a smart card. Despite
their claim, we found their approach remains vulnerable to
offline password guessing attack. We present two scenar-
ios of offline password guessing attack for their scheme. In
these scenarios, the attacker can breach the secrets V, R, h(-),
and b stored in U’s smart card in various ways [20], [21] af-
ter the attacker has stolen the smart card, and can intercept
packets between a user and the server.

In the first scenario, the attacker performs the following
operations.

1) The attacker selects a password candidate PW’.

2) The attacker computes P’ = R@® h(b & PW’).

3) The attacker computes V' = (P’ & h(PW")).

4) The attacker repeats the above steps from 1) to 3) until
the computed result V' equals the breached secret V.

5) If they are equal, PW’ = PW.

The attacker is able to guess PW using three XORs,
three hash functions, and one comparison for each password
candidate in an offline manner.

In the second scenario, the attacker performs the fol-
lowing operations using the intercepted messages C, and
Ty, and the breached secrets R, h(-), and b:

1) The attacker selects a password candidate PW’.

2) The attacker computes C,’ = h(R® h(b® PW') & Ty).

3) The attacker repeats the above steps until the computed
result C,’ equals the intercepted message C.
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4) If they are equal, PW’ = PW.

The attacker is able to guess PW using three XORs,
two hash functions, and one comparison for each password
candidate in an offline manner.

3.2 Server Impersonation Attack

In general, an attacker can masquerade as a user if the at-
tacker obtains the user’s password, because password-based
user authentication is based on the knowledge of the pass-
word. However, an attacker should not be able to imperson-
ate the server even after obtaining a user’s password. Hsiang
and Shih’s scheme allows an attacker to masquerade as the
server if the attacker obtains a user’s password.

After obtaining the user U’s password through offline
password guessing attack described in Sect. 3.1 and extract-
ing secrets R and b stored in the user U’s smart card, an
attacker A can masquerade as the server S by performing
the following operations.

1) When a user U sends the message C = {ID, Ty, C»} to
the server S in the login phase of Hsiang and Shih’s
scheme, the attacker A intercepts the message C and
computes the following:

C; = h(R® h(b® PW) & h(Ty4)), where T4 is denoted
as the attacker A’s current timestamp.

2) A—> U: Ty and Cs.

After receiving the message 74 and C3, the user U executes
the following operations:

1) If either T, is invalid or T4 = Ty, U terminates this
session. Otherwise, U computes h(C;®h(T,4)) and then
compares the result with the received C3. If they are
equal, U successfully authenticates A. Note that C; =
Reh(bo PW)=P.

The received C3 should be equal to h(C @ h(T4)). Hence,
the attacker A successfully impersonates S .

It is ideal to impersonate the server S without the user
U’s password in the attacker A’s viewpoint. In Hsiang and
Shih’s scheme, although this is impossible, the attacker A is
able to obtain other benefits by impersonating S with U’s
password; A can violate the user U’s privacy and provide
forged services to the user U.

The privacy violation scenario is as follows.

1) A user connects to an attacker who masquerades as
a server and requests a service to the attacker, be-
cause the victim believes that the attacker is the gen-
uine server.

2) The attacker can find which service this victim re-
quests by reading this request message. In addition,
the attacker can perform man-in-the-middle attack by
connecting to the genuine server using the message
C = {ID,Ty,C,} sent from the victim in the login
phase (that is, the attacker forwards the message C to
the server §). Then, the attacker A intercepts the server
S’s response (that is, Ts and C3) and impersonates the



2396

server S as described earlier in this section. As a re-
sult, the messages exchanged between the victim and
the genuine server are disclosed to the attacker; the vic-
tim’s privacy is broken.

The scenario for providing forged services is as fol-
lows.

1) A user connects to an attacker masquerading as a
server and requests a service to the attacker.

2) The attacker provides a forged service, such as a ser-
vice including forged information, to the victim. The victim
may accept this forged service, because the victim believes
that this service is provided by the genuine server.

4. Our Proposed Scheme

We propose an improved scheme to alleviate the security
flaws in Hsiang and Shih’s scheme. The proposed scheme
inherits the advantages of Hsiang and Shih’s scheme, in-
cluding: (1) no verification table, (2) no restrictions in
choosing their passwords, and (3) mutual authentication be-
tween U and S. At the same time, the proposed scheme can
overcome the flaws and vulnerabilities discovered in Hsiang
and Shih’s scheme. Additionally, our proposed scheme en-
ables a user and the server to establish a session key be-
tween them. Our scheme is based on the Rabin cryptosys-
tem [22]. There are also four phases in our scheme — regis-
tration, login, verification, and password change. Our pro-
posed scheme assumes that a secure channel can be estab-
lished only in the registration phase. Each phase works as
follows.

4.1 Registration Phase

The registration phase is invoked when a user U registers to
aremote server S.

1) U selects a random number b and computes #(b® PW).

2) U= S :ID and h(b® PW).

3) If it is U’s initial registration, S creates an entry for U
in the account database and stores /D and n = 0 in this
entry. Otherwise, S sets n = n + 1 in the existing entry
for U.

4) S computes the following equations:

P = h(EID & x), where EID = (ID||n).
R=Poh(eoPW).

5) S = U: a smart card containing R, z, and Ah(-), where
z = p*qis the public key of § for the Rabin cryptosys-
tem. p and q are the private keys of S corresponding to
zZ.

6) U enters b in his smart card. U’s smart card contains
R, z, b, and h(-).

4.2 Login Phase

U performs the following operations to login S':

1) U inserts his smart card in the smart card reader, and
then enters /D and PW.
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2) U’s smart card computes the following equations:
Ci=RonhbaPW).
C> = (ID||C1|IMy|ITy)* mod z, where My is a random
number.

3) U—-3S: C2.

4.3 Verification Phase

S and U mutually authenticate each other in this phase.
They perform the following operations after the message C,
is received:

1) § decrypts C, with its private keys p and g using
the Rabin cryptosystem [22]. If ID or Ty is invalid,
S rejects this login request. Otherwise, S computes
h(EID & x) to compare with the decrypted result C;.
Note that it can be claimed that ID and Ty are valid
if they are in the ID space and the timestamp space,
respectively. If the comparison is positive, S accepts
U’s login request and computes ksy = h(Myl||Mys) and
C; = W(Ts|lksy), where Ts and My are denoted as S’s
current timestamp and a random number, respectively.
Otherwise, the authentication fails.

2) § - U:Ts, Mg, and Cs.

3) If Ty > Ty, U computes ksy = h(My||Ms) and
h(Ts|lksy) to compare to C3. If they are equal, U suc-
cessfully authenticates S. Otherwise, the smart card
terminates this session.

S and U use ksy = h(Myl||Ms) as a session key between
them for providing confidentiality and integrity. The session
key kg is temporarily stored in the volatile memory of the
smart card until removing the smart card from the smart card
reader.

4.4 Password Change Phase

U can change his password with a new one, PW,,,,, in this
phase.

1) U inserts his smart card in the smart card reader and en-
ters ID, PW, and PW,,,,, to request a password change.

2) U’s smart card and S invoke the login and verification
phases sequentially.

3) U’s smart card computes D; = h(b & PW,,,,) and en-
crypts D and a timestamp Ty with ksy. E; is denoted
as the encrypted result.

4) U->S:E 1-

5) S obtains D; and Ty by decrypting E; with ksy and
checks if Ty is a valid timestamp. If it is invalid, S re-
jects the password change request. Otherwise, S com-
putes R,y = H(EID & x) ® D; and encrypts R, and a
timestamp Ts with ksy. E> is denoted as the encrypted
result.

6) S - U:E,.

7) U’ssmart card decrypts E, with kg and checks if T'g is
valid. If so, this smart card replaces R with Ry,,. Oth-
erwise, this smart card terminates the password change
phase.
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5. Security Analysis

We describe the purpose and correctness of the modifica-
tions that we introduce to Hwang and Shih’s scheme in
Sect.5.1. We contend that our scheme would be secure
against offline password guessing attack, user impersonation
attack, and server impersonation attack in Sects.5.2, 5.3,
and 5.4, respectively. We also provide the formal proof of
the security of the proposed scheme in Sect. 5.5.

5.1 Correctness

We modify the registration phase of Hsiang and Shih’s
scheme by eliminating V, because V may cause offline pass-
word guessing attack as described in Sect.3.1. z is used
for encryption of authentication parameters and session key
generation between S and U. This session key is used for
mutual authentication and secure communication. The other
values have the same purpose with those of Hsiang and
Shih’s scheme.

In the login phase, C, is modified to conceal authenti-
cation parameters and send the session key between U and S
securely. The authentication parameters /D, Cy, and Ty and
a random number My are encrypted using the Rabin cryp-
tosystem. The reason why the Rabin cryptosystem should
be used is discussed in Sect.6. Cy, ID, and Ty are used
for authentication of U. Note that the encryption algorithm
of the Rabin cryptosystem is not injective; that is, there are
four possible results that can be obtained by decrypting one
ciphertext. In general, a meaningful result is chosen as the
true result (the true plaintext). In the proposed scheme, the
server S can determine the true result among four results
decrypted from C, using /D and Ty, because the true result
includes the valid ID and Ty. If there is a valid pair of ID
and Ty among the four decrypted results, S can find the true
C| and My from the decrypted C, which includes the valid
ID and Ty.

In the verification phase, user authentication should be
successful if PW is correct. An attacker cannot masquer-
ade as a legitimate user, because an attacker is unable to
forge the valid authentication value Cy, without knowing the
correct password. Cj3 is used for server authentication. An
attacker cannot impersonate the server because of the un-
known session key kg . Only the server that knows kg can
generate C3 using ksy. Hence, our proposed scheme pro-
vides mutual authentication.

In Hsiang and Shih’s scheme, V is used for changing a
password. In the proposed scheme, the session key ksy is
used for securing the password change phase. E; is the en-
crypted value of h(b & PW,,,) and Ty. E, is the encrypted
one of Ry, = W(EID®x)®h(b®PW,,,)and Ts. Ty and T
are used for authentication of E| and E,, respectively. Be-
cause of the unknown secret kg, an attacker cannot obtain
h(b® PW,,,) and R,,,, or alter E| and E; used for password
change. As a result, a user can freely change a password
because the password change phase is well protected.
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5.2 Offline Password Guessing Attack

Hsiang and Shih’s scheme is vulnerable to offline password
guessing attack because all the values used for authentica-
tion, except a password, are revealed to an attacker; they are
saved in the smart card or sent from the smart card to the
server in plaintext. The attacker is able to find the correct
password by verifying whether some information generated
through a password candidate is valid or not. In Hsiang and
Shih’s scheme, the attacker is able to find the correct pass-
word by comparing the generated value V' = h(R & h(b &
PW")@®h(PW")) with V = h(R&h(b®&PW)®h(PW)) stored in
the smart card, or by comparing C," = h(R&h(b&PW')dTy)
generated by the attacker with C, = h(R®h(b® PW) @ Ty)
sent from the smart card.

Our improved scheme is secure against offline pass-
word guessing attack, because C;, which is a value used for
authentication, and a session key kgp are not revealed; it is
neither saved in the smart card nor sent in plaintext from the
smart card. An attacker is unable to verify whether some in-
formation generated through a password candidate is valid
or not, even if the attacker obtains all of the values stored
in the smart card and sent from the smart card. For the ver-
ification, the attacker should solve the integer factorization
problem; it is hard for the attacker to solve the problem in
polynomial time. Consequently, the attacker cannot find the
correct password via offline password guessing attack in our
proposed scheme.

5.3 User Impersonation Attack

The message C; in the login phase of the proposed scheme
is encrypted with the server’s public key. Hence, an attacker
cannot falsify the valid C| without knowing the server’s pri-
vate keys. Note that since C, includes the current times-
tamp, an attacker cannot impersonate the user by replaying
the valid C, after eavesdropping on it.

5.4 Server Impersonation Attack

In the proposed scheme, the legitimate user U authenticates
the server S using the shared secret My . This secret is ran-
domly generated by the legitimate user U and sent to the
server S after encryption with S’s public key. My is known
to only its generator U and the server S, so the attacker can-
not impersonate the server. Without the knowledge of the
server’s private keys, the attacker cannot obtain the value
used for server authentication, such as My,.

5.5 Formal Proof

We formally prove the security of the proposed scheme
based on the BAN logic [25]. We use the following nota-
tions by convention: U and S are two entities, kgy is the
fresh session key shared between S and U, and z is S ’s pub-
lic key; other notations follow those of the BAN logic [25].
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We focus on the messages exchanged for mutual authentica-
tion and key agreement between a user U and the server S
and verify whether they can ascertain that they share a fresh
session key kg with each other.

The assumptions that we make before the verification

are:

) U= 3S:
2) 5| = 55

3) Ul =#My);
4) SIE#UVCIs);
S UzU=S;
6) S|=U=S5:

) Ul=S|=U=S;
8 S|=Ul=U=5;
9 Ul=S|=>U&% s,
10) S|=U &S s,

1) S| = Ul ~ U &% 5).

All these assumptions are used later in this section and
are required to be satisfied. Assumptions 1) and 2) state that,
respectively, U and S believe that S possesses a public key z.
These assumptions are required because S should know z for
mutual authentication and key agreement between U and §
as described in Sect. 4. Assumptions 3) and 4) mean that U
and S generate two fresh random numbers My and Mg and
assure their freshness. These assumptions are required be-
cause it should be guaranteed that every random number is
fresh for security purpose, as being widely known. Assump-
tions 5), 6), 7), and 8) mean that U and S have the shared
secret C;. Concretely, assumptions 5) and 6) mean that, re-
spectively, U and S believe that they securely share C;. As-
sumptions 7) and 8) state that, respectively, U and S believe
that each other believes that they securely share C;. These
assumptions are required because U and S should share C,
for mutual authentication as described in Sect. 4. Satisfying
these four assumptions means that U and S can success-
fully share C; according to the proposed scheme. Note that
these assumptions require that the above described assump-
tions 1) and 2) are satisfied. Assumptions 9), 10), and 11)
tell that U and S have the shared session key kgy. These
assumptions are required because U and S should share a
fresh session key kg and should be able to believe that they
share it. Satisfying these three assumptions means that U
and S can successfully share kg and can believe that they
share it according to the proposed scheme. An assumption
9) states that U believes that S has jurisdiction right over
ksy, because once U generates My and sends it to S with
the shared secret Cy, kg is finally determined by the ran-
dom number Mg generated by S from the viewpoint of U.
Assumptions 10) and 11) hold because S computes the fresh
session key kg with two fresh random numbers chosen by
U and itself. Note that the freshness of random numbers is
assumed by the above described assumptions 3) and 4).

Based on the above assumptions, the verification is
shown as follows:

IEICE TRANS. INE. & SYST., VOL.E95-D, NO.10 OCTOBER 2012

Message 1 U — S : {My,U f—-‘l S

12) S «(My,U = S);

13) S| = #(My, U = S);
14) S| = Ul ~ (My,U = S):;
15) S|= Ul = (My,U = 5).

Message2 S — U : {U <kS—U> Stksy.

16) U <{U &% Sikgy:

ksu

17) Ul=U+«— S,

18) Ul = #(U &5 5y,
19) Ul =S|~ (U &% 5):
20) Ul=S| = (U &S ),

ksu

21) S|=U «— §;
22) S| = #U &5 ).

In the login phase (Message 1), a user calculates the
shared secret C; using R, b, and PW and then securely sends
C| and a fresh random number My to S. 12), 13), 14), and
15) tell this. Concretely, 12) states that S receives My and a
message used to verify that U and S shares a secret C;. 13)
states that S believes the verification message and My are
fresh. 14) tells S believes that these messages are sent by
U. 15) means that S believes that U believes that these mes-
sages are true. The Message 1 is fresh for each authentica-
tion attempt because of the random number My . Note that
the freshness of the random number is assumed by the as-
sumption 3). Because of the shared secret Cy, S can authen-
ticate U. Note that the assumptions 5), 6), 7), and 8) stated
that C; is shared by U and S'. In the verification phase (Mes-
sage 2), S generates a fresh random number My (based on
the assumption 4)) and calculates the session key kg shared
between S and U using My and Mg. Then, S proves that
it can generate ksy by sending C3 which is generated using
ksy. 16), 17), 18), 19), 20), 21), and 22) tell this. Con-
cretely, 16) states that U receives a message notifying that
U and S use kgy to communicate with each other, and this
message is encrypted with a session key kg ;. Note that only
S can generate ksy = h(My||Ms), because only the entity
that has the corresponding private keys of S’s public key z
can find My from the Message 1. Based on the assumptions
1) and 2), U and S believe that S knows the correct public
key z.

6. Discussion

We discuss the reason why we should use an asymmetric
encryption scheme to prevent an offline password guessing
attack in this section.

Let an authentication parameter be a value used for au-
thentication and calculated by using a password. For in-
stance, C, and V are authentication parameters in Hsiang
and Shih’s scheme. If a user would choose a weak password
and an attacker could obtain an authentication parameter and
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all the input values used for calculating the authentication
parameter except a password, the attacker should be able
to derive the password via offline password guessing attack.
This is because the attacker calculates an authentication pa-
rameter using a password candidate and can then check if
this candidate is the same as the correct password by com-
paring the calculated authentication parameter with the ob-
tained one as described in Sect.5.2. Even if a client and
the server use symmetric encryption such as Advanced En-
cryption Standard (AES) [23] to conceal the authentication
parameter and input values, the attacker can decrypt them
after breaching the symmetric key stored in the smart card.
Hence, schemes that use only symmetric operations such as
hash, XOR, and symmetric encryption should be insecure
against offline password guessing attack because an authen-
tication parameter and its input values cannot be concealed
by using only these operations.

Asymmetric encryption is a viable option to conceal
the authentication parameter and input values. If a client
encrypts them with the server’s public key, an attacker can-
not obtain the authentication parameter and input values be-
cause the attacker is unable to decrypt them even if the at-
tacker breaches all the secret values stored in the smart card.
The corresponding private key for decryption is not stored
in the smart card but stored only in the server. It is almost
impossible for an attacker to find the private key because
most of the asymmetric encryption schemes are based on
the intractability of the integer factorization problem or the
discrete logarithm problem.

We adopt the asymmetric encryption to improve
Hsiang and Shih’s scheme. In our scheme, an authentica-
tion parameter C| is encrypted using the server’s public key
z. To find C}, the attacker should first obtain the server’s pri-
vate keys p and ¢ and decrypt C, using these private keys.
The attacker cannot obtain the private keys, because they are
stored in the server securely. After guessing C; using R, b,
and a password candidate PW’ and generating C,’ using the
guessed C, the attacker can try to compare C, with C;’ to
find the correct C;. If they are same, the password candi-
date PW’ is equal to the correct PW. However, to generate
C,’, the attacker should first obtain the correct My . The at-
tacker cannot find or guess My, because this value is a large
random number generated using a pseudo random number
generator and is not stored in the smart card and not sent
in plaintext. To find My, the attacker should acquire the
server’s private keys by breaking the Rabin cryptosystem.
As a result, the security of our proposed scheme is based on
the integer factorization problem.

Hsiang and Shih’s scheme needs nine hashes and eight
XORs in the login and verification phases whereas our
scheme requires five hashes, three XORs, one modular mul-
tiplication, and one decryption using the Rabin cryptosys-
tem. The Rabin cryptosystem can be adopted into our pro-
posed scheme because a user should perform only one mod-
ular multiplication and some inexpensive operations, such
as a hash function, per mutual authentication. In general,
a smart card performs up to 3000 modular multiplications
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per second [24]. Although it is necessary for the server to
perform expensive operations in our scheme, it may cause
an insignificant decrease in overall system performance be-
cause it is assumed that a server is able to maintain sufficient
performance. Hence, our proposed scheme is practical in
terms of both security and performance.

7. Conclusion

Yoon et al. proposed a password-based authentication
scheme to provide efficient and secure user authentica-
tion. However, this scheme has some security flaws such
as parallel session attack, impersonation attack, and of-
fline password guessing attack. Hsiang and Shih proposed
an improved scheme to eliminate these security flaws of
Yoon et al’s scheme. We found that Hsiang and Shih’s
scheme is still vulnerable to offline password guessing at-
tack and server impersonation attack. We demonstrated the
attack scenarios and then proposed an improved scheme.
Our scheme is secure against the offline password guessing
attack, user impersonation attack, and server impersonation
attack even if an attacker can breach the secret values stored
in the smart card with minimal additional overheads.
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