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Analysis and Improvement of a Secret Broadcast with Binding
Encryption in Broadcasting Networks

Mingwu ZHANG" ", Nonmember, Fagen LI'T, and Tsuyoshi TAKAGI'", Members

SUMMARY A secret broadcasting scheme deals with secure transmis-
sion of a message so that more than one privileged receiver can decrypt
it. Jeong et al. proposed an efficient secret broadcast scheme using bind-
ing encryption to obtain the security properties of IND-cPA semantic security
and decryption consistency. Thereafter, Wu et al. showed that the Jeong
et al.’s scheme just achieves consistency in relatively weak condition and
is also inefficient, and they constructed a more efficient scheme to improve
the security. In this letter, we demonstrate that the Wu et al.’s scheme is also
a weak decryption consistency and cannot achieve the decryption consis-
tency if an adversary has the ability to tamper with the ciphertext. We also
present an improved and more efficient secret broadcast scheme to remedy
the weakness. The proposed scheme achieves decryption consistency and
IND-cca security, which can protect against stronger adversary’s attacks and
allows us to broadcast a digital message securely.

key words: secret broadcast, binding encryption, public key, decryption
consistency

1. Introduction

Broadcast encryption is an interesting application of cryp-
tography which allows one to broadcast a secret to a chang-
ing group of intended recipients in such a way that no one
outside this group can view the secret, which is a crypto-
graphic problem of encrypting broadcast content (e.g. TV
programs) in such a way that only authorized users can de-
crypt the content. It allows to broadcast a digital message to
multiple users secretly. That is to say, broadcasting a secret
to a dynamically changing set of intended recipients in such
a way that no one outside this set can recover the secret.

In a public broadcasting network, it is very important
to broadcast a message to multiple receivers with the secu-
rity requirements of secrecy and consistency. Secrecy means
that only the designated receivers can extract the original
message. Consistency means that the receivers can assure
that all of the receivers have exactly the same message.
However, it is not easy to guarantee both consistency and
secrecy at the same time in a broadcasting network.

Verheul and Tilborg [1] proposed a binding encryp-
tion scheme achieves provable security in the random oracle
model. Gentry and Waters [2] designed a fully collusion-
resistant broadcast scheme and proposed a security model
to obtain adaptive security, where the adversary can corrupt
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all the users, except the target users. Jeong et al. [3] con-
structed a binding encryption scheme with security proof in
the standard model. However, Wu et al. [4] showed that the
Jeong et al.’s scheme just achieves consistency in a relatively
secure model but not in a stronger model. Furthermore, they
pointed out the Jeong et al.’s scheme is inefficient in commu-
nication load and computation cost even when their model
is accepted. Thereafter, they proposed a simple and more
efficient scheme.

In this letter, we first indicate that the Wu et al’s
scheme [4] (WZP scheme) can not achieve the security re-
quirement of decryption consistency. Furthermore, we also
propose an improved version that attains the IND-ccA seman-
tic security and decryption consistency, simultaneously.

2. Review and Analysis of the WZP Secret Broadcast
Scheme

Let 8 be a security parameter, and {0, 1}? be the set of #-bit

strings. We denote x i Z, as x is randomly selected from
Z,. It also uses a public encryption scheme PE that is a triple
of polynomial algorithms PE = (PE.key, PE.enc, PE.dec),
where PE.key(1?) generates a key (pk, sk); PE .encpi(m) en-
crypts the message m with public key pk; and PE.decg(c)
decrypts the ciphertext ¢ with private key sk. In the WZP
scheme, it assumes that the public-key encryption scheme
PE in use has an additional property that the public/private
key pair can be easily verified.

2.1 The WZP Scheme

The WZP secret broadcast encryption scheme [4] is de-
scribed as follows:

e BEkey(1%): A party P;(1 < i < n) runs this algorithm
to generate a pair of public-/private-keys [pk;, sk;].
This algorithm uses the key generation algorithm of a
public-key encryption scheme PE. The algorithm gets
[pki, sk;] « PE.key(1?) and outputs [pk;, sk;].

e BE.ency, ., (m): It first uses PE.key to get another
pair of PE’s public-/private-keys [pko, sko]. Then the
algorithm calculates c¢o « PE.encpy,(m). For i =

1,...,n,italso computes ¢; < PE.encp,(skp), and out-
puts a ciphertext C = [I',o0] where I' = (pky, ..., pk,)
and o = (pko, co, C1y .- Cp).

e BE.decy, (I',0): It first extracts sk; < PE.decg,(c;)
and check if (pko,sk)) is a correct pair of PE’s
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public-/private-keys. It outputs the extracted message
by m’ « PE.decské(co) if the test is successful, and
outputs L as failure otherwise.

2.2 Security Model

In [4], the authors declared that their scheme has the security
requirement of a binding encryption: semantic secure (IND-
cpa/cca) and decryption consistency (DC). Informally, Inp-
cpa/cca means that any adversary cannot get any information
of the plaintext from a ciphertext, and DC intends that any
adversary cannot make a ciphertext such that the receivers
extract different messages from this same ciphertext.

Definition 1: CompLETENEsS If (pk, sk) < PE.key(1%), C =
PE.encyi(m), and m’ = PE.decg(C), then the equation m’ =
m always holds for any m.

Definition 2: Inp-ccA A secret broadcast public-key en-
cryption BE is secure against adaptive chosen-ciphertext at-
tacks (IND-cca) if the advantage of any ppt adversary (A is
negligible in the following game:

1. BE .key(1%) outputs (pk, sk), and adversary A is given
19 and pk.

2. A may make polynomially-many queries to a decryp-
tion oracle BE.dec(-).

3. At some point, A outputs two messages g, m; with
[mo| = |m1|. A bit b is randomly chosen and the adver-
sary is given a challenge ciphertext C « BE.enc(my).

4. A may continue to query its decryption oracle
BE .dec(-) except that it may not request the decryption
of C.

5. Finally, A outputs a guess b.

We say that A succeeds the guess, and denote the probabil-
ity of this event by Pry pxg[Succ]. The adversary’s advan-

tage is defined as |Pr1;(’fl;%CA[S uccl] — %|.

Definition 3: mp-cpa A secret broadcast public-key en-
cryption scheme BE is secure against chosen-plaintext at-
tacks (Inp-cpa) if an adversary (A is unable to make query
to the decryption oracle in steps (2) and (4) in the game of
definition 2, and the advantage of A is negligible.

Definition 4: DECRYPTION cONSISTENCY Decryption consis-
tency requires that no adversary can produce a ciphertext
such that all receivers get the different messages from the
same ciphertext. Formally, a secret broadcast scheme is DC-
secure if the advantage of an adversary in the following ex-
periment is negligible.

Expggyﬂ(ﬁ)
Fori=1,...,n, (pki,sk;) < BE.key(6)

I' « (pki,...,pky); o« A(pky,..., pk,)

Jda,B € [1,n], if BE.decy,(I',0) # BE.decy, (I, o)
output b =1

output b =0
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2.3 Drawbacks

In this section, we show that the WZP scheme in [4] cannot
resist on the decryption consistency.

First, we consider a simple case with n = 3. If an
attacker got a broadcasting ciphertext [, o] to Py, P,, P3,
where I' = (pki, pks, pk3) and o = (pko, co, c1,C2,C3)
(Here I' is the public keys list and o is the ciphertext),
he can simply modify and update the component I with
I = (pky, pks, pky). 1Tt is easily to see that P, can de-
crypt the message successfully from [I”, o] but P,, P3 can
not because they will detect that (pko, skp) is not a valid key
pair by extracting the sk, from c; (resp. c3) with secret key
sks (resp. sky), that is, sk) = PE.decg,(c2) (resp. sk =
PE.decg,(c3)). This will violate the definition of decryp-
tion consistency.

Moreover, we give another attack and indicate that the
broadcasting receivers may get different invalid message
from the ciphertext even though the test of (pko, sk{) is suc-
cessfully in the decryption procedure. In [4], authors intro-
duce the ElGamal key as verifiable public/private key pair.
We also take ElGamal encryption as the instance of PE. To
encrypt a message m € G, the ElGamal encryption is pre-
sented as follows.

PE .key: | Receiver generates description of a multi-
plicative cyclic group G of order g with gen-
erator g; chooses a random x € Z; and com-
putes y = g*; publishes < y, G, g, g > as the
public key and retains x as the private key.
Sender computes ¢; = g', s =)y, =m- s
where r is a randomly picked/input from Z;;
outputs ciphertext C = (¢1,¢2) = (g7, m -
gxr)‘

Receiver computes s = ¢4 using his pri-
vate key x and gets message m’ = ¢, - s.

PE.enc:

PE.dec: =

In WZP broadcast encryption algorithm BE.enc, we
consider the process as follows: at first use ElGamal scheme
to get PE a key pair (sky = %, pky = g%), then we calcu-
late co = PE.encpr,(m) = (g',m - gi’). Fori =1,...,n,
it computes ¢; = PE.encp(sko) = (Ci1,Cip) = (g7, XgH")
where x; is the private key of user P; and r; i Z,. It out-
puts a ciphertext [, o] such that I' = (pky,..., pk,) and
o= (pk(’) = pkB,CQ, C'l = (6‘1’1,1" 6‘1’2), cee C;: = (f‘n’l,l' 6,1,2))
where t is randomly picked from Z, (t # O and ¢ # 1).

In the BE.dec phase, the extracted sk(’) is a valid com-
ponent to public key pk;. i.e.,

sky = PE.decg,(c}) = (t-&;2) - ézl_x’
(txg"") - (8")"™

txghn . g
tx-gxiri_xiri(gq)ri =X

= g% = (&Y' = pky = pky

rig—riXi

sk,

oQ
S
|
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Thus (pky, sk;) can pass through the fest check and consider
as a valid PE public-/private-key pair. It can extract the
message m’ by m’ « PE.dec(co) and claims that m’ is
a valid message from the original message m of the sender,
i.e. m’ = m. However, we indicate that the decrypted mes-
sage m’ is not equal to the original m.

m’ PE,derk(/)(Co) =m- gir . (gr)q—tfc

ri¥—-rq-rtx

=m-g =m-g e m

As r,X € Zy and t # 1, it holds that g"'™"% # 1. Then
m - g"1=D% £ m. In this case, all receivers can get the same
message m’ but it is not the original message m, this holds
the decryption consistency but contradicts the correctness of

an encryption scheme.
3. Improved Scheme
3.1 Proposed Scheme

We introduce a pseudo-random function 7, : {0,1}¢ —
{0, 1) that is selected from a function family 7 = {m |« is
in the space of 6-bit strings}. Like in [4], we also use a pub-
lic key encryption PE that the key pair is verifiable. i.e.,
test(pk, sk) = 1 if (pk, sk) is a valid key pair. For instance,
in the well-known ElGamal scheme, the equation pk = g%
always holds between a valid public key pk a private key sk.
The improved scheme is presented as follows.

e (pk,sk) «BEXkey(1): This algorithm generates and
outputs a key pair of public-/private-key (pk, sk) by
calling the public key generation algorithm PE.key.
Private key holder can verify the key consistency by
checking test(pk, sk) = 1.

e (Io) «BE.encyy,, i, (m): The algorithm first calls
PE key to get a key pair [ek,dk]. For 1 < i < n, it
computes ¢; = PE.encyy,(dk). It computes cg < m &
dk, h = ng(co,cy,...,¢,), w = PE.enc(ek @ h), and
outputs a ciphertext [, o] where I' = (pky,..., pk,)
and o = (w,cg,C1,...,Cp).

e m|L «BE.decy,(I',o): Taken as the input cipher-
text [I', o] and a broadcast receiver’s private key sk;,
this algorithm first computes dk « PE.decg.(ci),
h o= mg(co,ct1,...,¢p), and ek = h ® PE.decgz(w),
Checks equation test(ek, sk) = 1 holds and outputs
m «— co @ dk; Otherwise outputs L as decryption fail-
ure.

3.2 Efficiency Analysis

We compare the performance between JKL [3], WZP [4]
and ours. Our proposed scheme attains stronger decryption
consistency and achieves more stronger security of IND-ccA.
Moreover, WZP [4] and ours scheme have the similar com-
puting complex and communicating cost in secret broadcast
networks, which is more efficient than JKL scheme.
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JKL[3] WZP [4] ours

#of CT 2n + 1)|C| (n+ DICI+ |G| | nlC|+ |G|
# of enc 2n-& (n+ 1DE+ K, n+ DE+ K,
#ofdec || n-E+2D 2D+ 9 2D+ 9
semantic

. IND-CPA IND-CPA IND-CCA
security
DC weak weak strong

n: number of broadcast user

|G|: element size of group G

K : computation cost for generating a public-/private-pair
9K, : verification cost for (pk, sk) of PE

&: computation cost for encryption of PE

D: computation cost for decryption of PE

C: ciphertext size of public encryption PE

3.3 Security

In [3], [4], the schemes are only IND-cPA secure in seman-
tic security. Our proposed scheme achieves INp-cca security
that the adversary can make query to decryption oracles. Se-
mantic security, roughly speaking, requires that observation
of a ciphertext does not enable an adversary to compute any-
thing about the underlying plaintext message that it could
not have computed on its own (i.e., prior to observing the
ciphertext); this should hold even if the adversary has some
a priori information about the message.

Security against INp-cca is a strong and very useful no-
tion of security for public-key encryption schemes. This no-
tion is known to suffice for many applications of encryption
in the presence of active attackers, including secure broad-
cast communications, and electronic voting schemes, etc.
Our proposed scheme is proved to achieve IND-cca security.

Definition 5: PRF-secure A pseudorandom function 7, :
{0,1}% — {0,1)? is PRF-secure if the advantage of any ad-
versary (A is negligible in distinguishing b;(i € {0, 1}) for
the following two experiments, where Rand(-) is a set of all
functions from domain {0, 1}? to range {0, 1}°.

Exp.’5°(19) Exp.’'(19)

k < {0,1}¢ h « Rand'>"'~0.1f
by « A=O(1%) by « A1)
output by output by

Lemma 1: An encryption scheme can achieve the adap-
tive chosen-ciphertext security that derives from a building
blocks any CPA-secure public-key encryption scheme and a
one-time signature.

Theorem 1: If the public encryption PE is (O(t)),€)-
semantic secure (i.e., IND-cpa/cca) and the pseudoran-
dom function n, is (O(t,), €)-PRF-secure, the proposed BE
scheme is (O(t; + 1), € + 2€)- DC-secure.

Proof of Theorem 1. In PE.dec phase, it is easy to see
that the pair (ek,dk) is a valid key pair if and only if
BE .decg, (I, o) outputs a valid message instead of L. Un-
der this circumstances, ek = he PE.decg(w) = h e
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PE.decg (ek®h). If dk = dk, it has ek®h — PE.decg(dk&®
h). When h = n3(co,...,cn) = Aa(cos - .., cy) = h, it then
ek = ek.

The pseudorandom permutation 7y will retain the in-
tegrity and verification of the ciphertext (I', o). Therefore,
any tamper of the ciphertext will produce distinct ek that
will not pass through the test of public-/private-key pair. By
deploying a (O(t1), €)-secure pseudorandom function and a
(O(ty), €)-secure public encryption, the advantage of an ad-
versary in attacking the decryption consistency is (& + 2¢).

Theorem 2: If the public encryption PE is IND-cpa secure,
the proposed BE is Inp-cpa secure.

Proof of Theorem 2. If an adversary A can attack the pro-
posed scheme with advantage €, we can attack the public
encryption scheme PE with the same advantage by deploy-
ing A as a subroutine. After given a challenged ciphertext
Cr =" 0" =W,¢p-..,c)]to A that A does not carry
any private key of broadcast users in I'*. If A succeeds in
guessing the plaintext m™ in ciphertext C*, we can attack the
Inp-cpa for PE scheme. Note that w* is encrypted by PE
under a secret key dk, and we cannot decrypt it if we do not
hold dk. First, we compute d = c;®m*. Then we can recover
the plaintext v = ek @ h in w* such that v = PE.dec;(w").

Theorem 3: If the public-key encryption scheme PE is
Inp-cPa secure and pseudorandom function m, is PRF-
secure, the proposed BE is Inp-cca secure.

Proof of Theorem 3. In the proposed scheme, we use dk
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as the one-time signature key to sign the ciphertext, i.e.,
h = nz(co....,c,). Thus, any modification of the cipher-
text (I', o) will cause the failure of the key test of (e~k, cﬁc),
and any decryption query of adversary must be valid cipher-
text components. In Theorem 2, we have proved that the
scheme is IND-cPa-secure. According to Lemma 1, the pro-
posed scheme achieves IND-cca security that combines a cpa-
secure PE to encrypt the message with a one-time signature
scheme to sign the ciphertext.
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