2208

IEICE TRANS. INE. & SYST., VOL.E96-D, NO.10 OCTOBER 2013

[PAPER

Print-and-Scan Resilient Watermarking through Polarizing DCT

Coefficients

Chun-Hung CHEN', Student Member, Yuan-Liang TANG'™®, and Wen-Shyong HSIEH" "', Nonmembers

SUMMARY  Digital watermarking techniques have been used to assert
the ownerships of digital images. The ownership information is embed-
ded in an image as a watermark so that the owner of the image can be
identified. However, many types of attacks have been used in attempts to
break or remove embedded watermarks. Therefore, the watermark should
be very robust against various kinds of attacks. Among them, the print-
and-scan (PS) attack is very challenging because it not only alters the pixel
values but also changes the positions of the original pixels. In this paper, we
propose a watermarking system operating in the discrete cosine transform
(DCT) domain. The polarities of the DCT coefficients are modified for
watermark embedding. This is done by considering the properties of DCT
coeflicients under the PS attack. The proposed system is able to maintain
the image quality after watermarking and the embedded watermark is very
robust against the PS attack as well.

key words: digital watermarking, print-and-scan attack, discrete cosine
transform, geometric distortion

1. Introduction

As multimedia technologies advance, it is very easy to copy,
modify, and distribute digital images. However, such con-
venience also brings about many problems; for example,
unauthorized copying may lead to copyright infringement.
Currently, watermarking techniques are used to solve the
problem by embedding the copyright information into the
image as a way to assert its ownership. The embedded in-
formation thus should be very robust against any attempts
to break or remove the watermark. Among the various at-
tacks, the print-and-scan (PS) attack is very challenging be-
cause it not only alters the pixel values but also changes the
positions of the original pixels. Most of the modern water-
marking systems would fail under such an attack. In this
paper, we propose a novel PS-attack resistant watermarking
algorithm for color images. The algorithm operates in the
discrete cosine transform (DCT) domain and takes advan-
tage of the characteristics of the DCT coefficients under the
PS attack. We first investigated the influence of the PS at-
tack on the image pixels as well as the corresponding DCT
coefficients. Then, the results of the investigation were used
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to design a robust watermarking algorithm which can resist
the PS attack.

2. The PS Attack and PS-Resistant Watermarking
2.1 The PS attack

Lin and Chang[1] modeled the PS attack on an image by
considering the following two kinds of alterations. (1) Pixel
value changes: the brightness, contrast, and colors of im-
age pixels will be affected by the PS attack. (2) Geomet-
ric distortions: during the PS attack, the image will expe-
rience such geometric distortions as scaling, rotation, and
cropping. Most of these distortions result from improper
human operations during the printing and/or scanning pro-
cesses. Geometric distortion destroys the synchronization of
the watermark, that is, the embedding positions of the water-
mark are changed so that detection of the watermark using
the original positions would fail. These distortions need to
be corrected before watermark detection.

2.2 PS-Resistant Watermarking Techniques

A number of researchers have made efforts to tackle the PS
attack problem. Guo et al. [2] divided an image into blocks
and performed the digital Fourier transform (DFT) on those
blocks with more complex textures. And then, the values
of the coeflicients in the mid-frequency areas are increased
for watermark embedding. As complex textures are easily
smoothed by the PS process, the embedded watermark is
very vulnerable; hence, their method is more suitable for
high-quality images. Solanki et al. [3] used the differential
quantization index modulation to embed information in the
DFT phase spectrum of the images. The embedding is done
by quantizing the phase difference of the adjacent frequency
locations. In addition, they estimated the amount of rotation
resulting from the scanning process by utilizing the knowl-
edge of the digital halftoning.

Jin et al. [4] divided an image into blocks, performed
DCT on each block, and then selected the coeflicients whose
absolute values are greater than some threshold for water-
mark embedding. The watermark is embedded by setting the
relation between the numbers of positive and negative coef-
ficients in each block. Kang ef al. [5] applied a discrete log-
polar transformation on the Fourier magnitude coefficients’
Cartesian coordinate to obtain the log-polar coordinate. The
watermark is composed of an informative watermark and a
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tracking pattern and then embedded to the Fourier magni-
tude coeflicients. The cross phase correlation between the
tracking pattern and the log-polar mapped magnitude spec-
trum of the reproduced image is used to identify the geo-
metric distortion for resynchronization. Their method can
achieve a high success rate in extracting multiple watermark
bits from the image attacked by a combined operation of
JPEG compression and printing-scanning.

He and Sun [6] proposed a watermarking algorithm in
which image blocks are classified into smooth or texture
types according to magnitude of mid-frequency DFT coef-
ficients. And then, for the texture-type blocks, the water-
mark is embedded by some method based on DFT; whereas,
for the smooth-type blocks, the watermark is embedded by
some spatial domain method. Their method can achieve
high capacity. Most of the existing techniques deal with
grayscale images. However, the method proposed by Chiu
and Tsai [7] is designed for color images. They defined cer-
tain mid-frequency DFT coefficients as embeddable posi-
tions and then modified half of them to achieve a local max-
imum (peak). These local peaks are used to synchronize the
reading of a message arranged in a circular structure. One of
the shortcomings of their method is its high computational
cost.

Pramila et al. [8] took the advantages of different do-
mains to improve the robustness of the embedded water-
mark. Two synchronizing templates are embedded in the
Fourier and spatial domains, respectively, and the water-
mark is embedded in the wavelet domain. The embedded
templates are able to correct geometrical distortions after
the print-scan process. Cheng et al. [9] found that the av-
erages of DCT coefficients after the PS operation would not
change significantly. Therefore they embedded the water-
mark by changing the signs of the coefficients. The embed-
ding strength of the watermark is determined through the
JND model in order not to distort the image too much. They
also defined a threshold to determine if the watermark is ex-
istent in the image. However, they didn’t consider the char-
acteristics of the image when defining the threshold.

Shi et al. [10] divided the image into blocks and then
performed DCT on each of them. The mid-frequency coeffi-
cients are then selected for watermark embedding by setting
a set of the DCT coeflicients either to be positive or negative
for embedding the bit 1 or 0, respectively. Such a method
has a severe impact on the image quality if a great num-
ber of coefficients change their signs. To overcome, they
recorded the relationship between positive and negative co-
efficients in each block: if the number of positive coeffi-
cients is greater than that of negative ones, 1 is recorded;
otherwise, O is recorded. Therefore, the watermark is em-
bedded by changing the signs of the coefficients with fewer
numbers. As a result, the relationship information has to be
stored for watermark detection later. This makes their sys-
tem an informed watermarking system, rather than a more
ideal blind watermarking system.

In this paper, we propose a novel watermarking al-
gorithm operating in the DCT domain. The signs of the
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DCT coefficients are manipulated for watermark embedding
which leads to a very robust watermarking system against
the PS attack. The image quality is preserved to a high stan-
dard as well.

3. The Proposed Method

The design of our method is based on the properties of the
DCT coefficients under the PS attack. The watermark is
embedded by changing the polarity of a set of DCT coef-
ficients. The polarity is defined as: if the number of the
positive coeflicients is greater than that of the negative ones,
it is of positive polarity. Otherwise, it is of negative polarity.
The details of the watermarking algorithm are described as
follows.

3.1 Watermark Embedding

Let X = {(Cy, C2, C3)} be the host color image, and its three
color components are denoted as Cy, C,, and C3, respec-
tively. Figure 1 briefly delineates the watermark embed-
ding process: (1) The selected channel is first resized to a
standard size of M x M, and is divided into blocks of size
N x N, which produces (M/N)? blocks in total. As the bor-
der blocks are more vulnerable to the PS attack, only the
internal K = (M/N — 2)? blocks are used for embedding.
(2) Perform DCT on each of the K blocks, followed by
zig-zag scanning the coefficients to produce a sequence of
length N2. (3) Supposing the watermark W consists of m
bits: W = {w;lw; = 0,1; i = 1...m}, m mid-frequency co-
efficients are selected out of the N> coefficients in each se-
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Fig.1 The embedding process.
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Table 1  Percentages of sign-changing coefficients after PS.

First First First First First

10% 30% S50% 70% 90%

Red (R) Lena 3.6 7.5 11.0 15.1 20.1
Baboon 0.5 2.0 4.5 79 13.3
Peppers 2.4 6.2 10.6 15.3 20.3

Green (G)  Lena 1.9 5.8 9.6 13.5 18.4
Baboon 0.2 1.0 2.5 4.8 8.7
Peppers 2.7 6.4 10.7 14.9 19.7

Blue (B) Lena 1.7 42 7.3 11.4 16.5
Baboon 0.2 0.8 23 52 10.2
Peppers 3.0 7.9 13.1 18.2 23.4

Average 8.59

Hue (H) Lena 224 28.2 30.7 329 342
Baboon  10.4 16.1 19.6 23.1 259
Peppers 47.0  46.6 45.7 42.2 39.0

Saturation (S) Lena 12.2 17.2 18.7 21.1 24.6
Baboon 3.8 8.2 11.8 15.6 19.8
Peppers  25.1 244 269 296 327

Intensity (I) Lena 12.2 17.2 18.7 21.1 24.6
Baboon 3.8 8.2 11.8 15.6 19.8
Peppers  25.1 24.4 26.9 29.6 32.7

Average 23.28
Y Lena 1.9 5.5 8.9 12.5 17.1
Baboon 0.3 1.0 2.4 4.5 8.5
Peppers 2.4 5.4 9.0 13.5 18.4
Cb Lena 2.0 5.5 9.8 144 19.5
Baboon 1.1 23 45 7.8 13.1
Peppers 4.1 8.5 13.5 18.2 23.2
Cr Lena 3.0 7.5 12.0 16.9 21.8
Baboon 0.6 2.2 4.9 8.7 13.9
Peppers 4.3 10.3 14.9 19.0 23.6

Average 9.38

Channel Image

quence for watermark embedding. This produces an m X K
matrix. That is, one bit is embedded in K coefficients. (4)
As the coefficients in each row of the matrix is ordered from
lower to higher frequencies, the robustness of the embed-
ded watermark bits will be descending. Therefore, we apply
random permutation on the coefficients in each row in or-
der to balance their robustness. (5) A secret key is used to
generate a sequence of bits as the watermark, and each of
the watermark bit is embed by changing the values of the K
coefficients such that they are of positive (bit 1) or negative
(bit 0) polarity. (6) Apply inverse permutation on the ma-
trix. (7) The final watermarked image is then produced by
inversely zig-zag scanning the coefficients, restoring to the
original block positions, resizing to the original image size,
and finally combining with the other two color channels.

To find an appropriate color models for watermarking
embedding, several models such as RGB, HSI, and YCbCr,
were chosen for testing the degrees of the polarity invari-
ance after the PS process. We order the DCT coefficients ac-
cording to their absolute values, conduct experiments based
on portions of the leading coefficients (10%, 30%, ...), and
then count the percentages of coefficients that change their
signs due to the PS process. The results are shown in Ta-
ble 1. It is obvious that the RGB model has the lowest aver-
age percentage of sign changes, thus it is most robust against
the PS attack. To find out which channel in the RGB model
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Table 2  The variances of sign-changing percentages among images.

Channel Image First First First First First
10% 30% 50% 70% 90%
Red (R) Lena
Baboon 2.4 8.3 13.3 17.8 15.9
Peppers

Green (G)  Lena
Baboon 1.6 8.8 19.8 29.9 36.1

Peppers

Blue (B) Lena
Baboon 2.0 12.6 292 423 43.6

Peppers

Clearing center

' Edge detection @l region points
——CeCc corection )

Geometric
correction

Hough
transform

Fig.2  Geometric correction.

is most appropriate for watermark embedding, we also cal-
culate the variance of sign-changing percentages among the
images, as shown in Table 2. It turns out that the R channel
18 most stable than the G and B channels. Thus, the RGB
color model and the R channel are chosen as our watermark-
ing domains.

To embed one watermark bit, supposing there are p
positive and n negative coefficients in the K coefficients, re-
spectively, the watermark embedding is amount to chang-
ing some of the coefficients’ values such that the block is
of positive or negative polarity. This is done by setting the
resulting numbers of positive and negative coefficients to a
predefined ratio r (r > 1):

’ ’ ’ ’
p =rnorn =rp’,

where p’ and n’ are the numbers of positive and negative
coefficients after modification, respectively. Let d be the
number of coefficients to be modified. For positive polarity,
d is obtained by
{d=p’ -p, ifp'>p

d=0, otherwise

For negative polarity, d is obtained by

d=n"—n, ifn >n
d=0, otherwise

To preserve the image quality, the coefficients with
small magnitudes will be selected for modification. In addi-
tion, the values of them are set to be the average values of
the opposite-sign coefficients. After setting the polarity, the
positive (or negative) coefficients are multiplied by an em-
bedding strength factor, @ (@ > 1), for further enhancing the
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robustness. The embedding process is described as follows:

IfWi =1:

(1) If p < rn, achieve a positive polarity such
that p’ = rn’. The values of the d negative
coeflicients are set to be the average of the
positive coefficients.

(2) Multiply the positive coefficients by .

else (w; = 0):

(1) If n < rp, achieve a negative polarity such
that n” = rp’. The values of the d positive
coefficients are set to be the average of the
negative coeflicients.

(2) Multiply the negative coefficients by a.

After the watermark embedding, perform inverse DCT
on each block, rearrange the blocks, resize the original im-
age size, and then combine the three color channels to pro-
duce the watermarked image.

3.2 Watermark Detection

Before actually detecting the watermark, we need to per-
form geometric correction on the image first.

1) Geometric Correction

During the printing and scanning process, the image may
experience geometric distortions resulting from human op-
eration errors. The most common are rotation and scaling.
The former is due to improper alignment of the paper image
during scanning, and the latter is due to different resolution
settings between printing and scaling. In our method, the
rotation distortion is recovered by first detecting the border
lines of the scanned image using the Hough transform, and
then rotating the image back accordingly. The scaling dis-
tortion is corrected by setting the image to a standard size.
In the scanned image, to detect the border lines of the origi-
nal image, we first detect the edge pixels in the image. And
then, the Hough transform is performed to detect the four
border lines, whose slopes are used to rotate the image back
to its proper orientation. The process is delineated in Fig. 2.

As the Hough transform is very time consuming, it is
necessary to develop some means to reduce the computation
complexity. Since the Hough transform is computed based
on edge pixels, the more edge pixels found in the image, the
more time it will spend on computing. Because we are in-
terested in finding only the four border lines, pixels unlikely
belonging to the borders should not be taken into account.
Thus, if the rotation angle, 6, is supposed to be within some
range, say —10° < 6 < 10°, which is a reasonable assump-
tion for a human trying to align a paper image properly dur-
ing scanning, we may consider only those pixels which are
in the possible regions for the borders to appear, as shown
in gray in Fig.3. That is, the edge pixels in the center re-
gion (shown in white) can be ignored. Such a consideration
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Fig.3  Possible region (shown in gray) in which borders may appear.

greatly reduces the computational cost.
2) Watermark Detection

The watermark detection proceeds as follows. First, take
the R channel of the scanned color image, and then perform
geometric correction, followed by scaling the image to the
predefined M x M standard size. The rest of the steps are
similar to those in the embedding process: divide the image
into blocks of size N x N, select internal K blocks, perform
DCT on each block, select m mid-frequency coeflicients to
form an m X K array, apply random permutation, and finally
detect each watermark bit in each set of K coefficients using
the following decision formula to obtain the detected water-
mark W’:

{w: =1, ifp'=n
©=0, otherwise
The detected watermark, W’, is then compared with the wa-
termark, W, generated by the secret key, which produces the
error rate E as follows. If E is less than some threshold, the
watermark is declared to exist.

m

E:%Z|wi—wf

i=1

4. Experimental Results

Six color images were tested in our experiments: Lena, Ba-
boon, Peppers, Airplane, House, and Sailboat. The standard
image size M x M and block size NXN are setto be 512x512
and 32 x 32, respectively. The leading 10% to 40% coeffi-
cients are considered as mid-frequency coefficients and they
are used for watermark embedding in our method. Select-
ing these mid-frequency coefficients has certain advantages:
the watermark will be relatively more robust against the PS
attack and the image fidelity may be well preserved. The
embedding capacity is defined as (3 x N?)/10, therefore it
will be (3 x 16%)/10 = 76 (bits) or (3 x 32%)/10 = 307 (bits)
if we set N to be 16 or 32, respectively. As the purpose
of watermarking is to identify the owner of a digital im-
age, the watermark is usually some form of the owner’s
identity (social security number, for example). In general,
307 bits (= 38 ASCII characters) are more than enough for
storing an identity; therefore, we set N = 32. There are
thus (512/32) x (512/32) = 256 blocks in total, in which the
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Table 3  Error rates under the StirMark attacks.
Attack L B P A H S
JPEG 50 7.7 72 7.7 2.6 1.0 5.6
JPEG 60 3.6 4.6 6.2 3.1 0.0 1.5
JPEG 70 1.0 5.1 2.1 0.0 0.0 0.0
JPEG 80 0.0 3.6 0.0 0.0 0.0 0.0
JPEG 90 0.0 0.0 0.0 0.0 0.0 0.0

Median Filter 3x3 0.5 1.5 0.5 0.0 0.0 0.0
Gaussian Filter 0.0 0.0 0.0 0.0 0.0 0.0

Sharpening 0.0 0.0 0.0 0.0 0.0 0.0
Rotation -5° 0.0 0.0 0.0 0.0 0.0 0.0
Rotation 5° 0.0 0.0 0.0 0.0 0.0 0.0
Scaling 25% 8.7 9.2 9.2 72 5.1 9.2
Scaling 50% 0.0 0.0 0.0 0.0 0.0 0.0
Scaling 75% 0.0 0.0 0.0 0.0 0.0 0.0
Scaling 150% 0.0 0.0 0.0 0.0 0.0 0.0

Scaling 400% 0.0 0.0 0.0 0.0 0.0 0.0

(b)

Fig.4  Cropped images: (a) Center cropping 20% off, (b) Top-left crop-
ping 20% off.

internal K = 14 X 14 = 196 blocks are chosen for water-
mark embedding. The length, m, of the watermark is 195,
which means m mid-frequency coefficients are selected in
each block, and a watermark bit is embedded in a set of K
coefficients by changing its polarity. The ratio r and the em-
bedding strength « are set to be 2 and 1.1, respectively, in
the experiments to achieve high robustness.

To test the robustness of the proposed method, Stir-
Mark [11] operations were performed to attack our water-
marked images. Table 3 lists various StirMark attacks and
their corresponding watermark detection results. The error
rate is defined as the number of successfully detected wa-
termark bits divided by the total number watermark bits.
As most of the detection error rates are zero and the oth-
ers are all under 10%, it is obvious that our method is very
robust against both pixel-value and geometric attacks. For
further robustness testing, we performed center and top-left
cropping attacks, as shown in Figs.4(a) and 4(b). As our
method is designed to embed watermark bits in many dis-
tributed blocks, even if some of them are cropped off, the
remaining blocks are still capable of recovering the embed-
ded information. So we expect that the cropping attacks will
not have much impact on our method. This can be seen from
Table 4, in which the error rates are all under 9%. One thing
worth noting is that the low error rates shown in Tables 3
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Table 4  Error rates under cropping attacks.

Attack L B P A H S

Center cropping 5% off 0.0 0.0 00 0.0 0.0 0.0
Center cropping 10% off 0.0 0.0 00 0.0 0.0 0.0
Center cropping 15%off 0.5 3.1 05 1.5 00 1.0
Center cropping 20% off 1.0 84 4.6 3.1 05 5.1
Top-left cropping 5% off 0.0 00 00 00 00 0.0
Top-left cropping 10% off 0.0 0.0 0.0 00 0.0 0.0
Top-left cropping 15% off 0.0 0.0 0.0 0.0 0.0 0.0
Top-left cropping 20% off 2.1 1.0 0.5 1.5 0.0 1.0

Fig.5 Watermarked images: (a) Lena, (b) Baboon, (c) Pepper, (d) Air-
plane, (e) House, (f) Sailboat.

and 4 can be easily decreased down to zero if the watermark
is encoded in advance using error-correcting codes.

To test the robustness of the proposed method against
the PS attack, the HP LaserJet Pro CP1525nw color laser
printer and the HP F4280 All-in-One scanner were used to
print and scan the images, respectively. The watermarked
images were printed with the resolution of 600 dpi and then
scanned back with resolutions of 600, 300, and 100 dpis,
respectively. The performance of our method is compared
against those of Shi et al.’s, Chiu and Tsai’s, and Digimarc’s
methods. The lengths of the watermark are defined to be
126 and 64 bits in Shi et al.’s and Chiu and Tsai’s method,
respectively. Digimarc has four levels of durability (dur)
settings. Durability 4 stands for highest robustness and low-
est fidelity, whereas Durability 1 means lowest robustness
and highest fidelity. We set both dur = 1 and 4 in our exper-
iments.

The watermarked images produced by the proposed
method are shown in Fig.5. As can be seen, these im-
ages all have high visual quality. Their corresponding print-
and-scanned versions are shown in Fig. 6. Figure 7 shows
the watermarked and print-and-scanned images produced by
Shi et al.’s, Chiu and Tsai’s, and Digimarc’s methods. All
of the print-and-scanned images in Figures 6 and 7 were
printed with the resolution of 600 dpi and then scanned back
with 100dpi. Table 5 lists the PSNR values of the water-
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Fig.6  Print-and-scanned images: (a) Lena, (b) Baboon, (c) Pepper, (d)
Airplane, (¢) House, (f) Sailboat.

Fig.7  Watermarked (left column) and print-and-scanned (right column)
produced images by: (a) Shi et al.’s, (b) Chiu and Tsai’s, (c) Digimarc
(dur = 1), and (d) Digimarc (dur = 4) methods.

marked images produced by various methods, in which (and
in the following tables) symbols L, B, P, A, H, and S denote
Lena, Baboon, Peppers, Airplane, House, and Sailboat im-
ages, respectively. From Table 5, it is obvious that our PSNR
levels are quite acceptable and our method outperforms the
others.

The results of watermark detection on 600-, 300-, and
100-dpi scanning resolutions are shown in Tables 6, 7, and 8
respectively. As Digimarc does not have error rate measure-
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Table 5  Image quality measurements based on the PSNR.
Method L B P A H S Avg
The proposed 50.1 468 49.8 48.1 451 477 479
Shi et al.'s 49.0 383 471 462 420 442 445
Chiu and Tsai's 33.0 269 330 324 313 303 312

Digimarc (dur=1)  39.8 36.1 39.7 41.0 398 37.8 39.0
Digimarc (dur=4) 343 34.1 33.8 350 350 342 344

Table 6  Error rates under the PS attack of 600-dpi printing and scanning
resolutions.
Method L B P A H S Avg

The proposed method 00 00 00 0.0 0.0 00 0.0
Shi et al.'s method 36 21 51 21 00 2.1 2.5
Chiu and Tsai's method 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Digimarc (dur=1) N Y N Y Y Y 4/6
Digimarc (dur=4) Y Y Y Y Y Y 6/6
Table 7 Error rates under the PS attack of 600-dpi printing and 300-dpi

scanning resolution.

Method L B P A H S Avg
00 00 00 00 0.0 0.0
Shi ez al.'s method 4.1 144 51 92 3.6 4.6 6.8
Chiu and Tsai's method 6.3 94 3.1 63 31 3.1 5.2
Digimarc (dur=1) N Y N Y Y Y 4/6
Digimarc (dur=4) Y Y Y Y Y Y 6/6

The proposed method 0.0

Table 8  Error rates under the PS attack of 600-dpi printing and 100-dpi
scanning resolutions.

Method L B P A H S Avg
The proposed method 6.7 82 6.7 56 21 4.1 5.6
Shi et al.'s method 20.5 215 174 195 3.6 154 163
Chiu and Tsai's method 17.2 29.7 219 26.6 25.0 188 23.2
Digimarc (dur=1) N Y N Y Y N 3/6
Digimarc (dur=4) Y Y Y Y Y Y 6/6

ments, “Y” and “N” are used to denote if the watermark
is successfully detected or not. The experimental results
clearly show that if the scanning resolution is 600 or 300 dpi,
the watermarks are all correctly detected (i.e., error rate =
0%) by our method, and the watermarked images have high
PSNR values as well. Even when the scanning resolution
is as low as 100dpi, the error rates of our method are still
under 6% and our method outperforms all the others. There-
fore, our method is capable of producing robust watermarks,
and the watermarked images also have high visual quality.

5. Conclusions
In this paper, we proposed a watermarking system which op-

erates in the DCT domain and is very robust against the PS
attack. The watermark is embedded by setting the polarity
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of DCT coefficients. By analyzing the PS characteristics,
carefully choosing the DCT coeflicients for modification,
and effectively setting the embedding strength, the system
is able to achieve a high rate of watermark detection. The
qualities of the watermarked images are also well preserved.
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