LETTER IEICE Electronics Express, Vol.10, No.17, 1-6

An intelligent classification
method for Trojan detection
based on side-channel
analysis

Chenxu Wang'®, Jinghu Li', Mingyan Yu', and Jinxiang Wang>

L School of Information and Electrical Engineering, Harbin Institute of Technology,
Weihai, Shandong Province, China
2 Harbin Institute of Technology, Harbin, Heilongjiang Province, China

a) wangchenxu@hit.edu.cn

Abstract: Side-channel analysis is an important strategy for Hard-
ware Trojan (HT) detection. Karhunen-Love (K-L) expansion can be
used to improve side-channel signals analysis quality, As an auxiliary
post-processing method of K-L expansion, One Class Support Vector
Machine (OCSVM) is introduced to achieve ICs intelligent classifica-
tion. With the OCSVM and the power traces of Genuine ICs (Gen-
uines), a hyper sphere can be built to distinguish the Trojan ICs (Tro-
jans) from Genuines. The effectiveness of the proposed approach is
experimentally demonstrated using power simulations performed on a
representative circuit with several different Trojan circuits.
Keywords: side-channel analysis, hardware Trojan, detection, One
Class SVM (OCSVM)
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1 Introduction

Because of globalization of the semiconductor design and fabrication pro-
cess, ICs are becoming increasingly vulnerable to malicious activities and
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alterations, namely Hardware Trojans (HTs). Side Channel Analysis (SCA)
is an important detection method to address this problem [1, 2, 3, 4]. SCA,
borrowed from cryptographic analysis, was proposed by IBM in [2]. In [2],
the authors modeled the IC process noise and presented the basic theoret-
ical framework of side-channel analysis as a HT detection method. The
Karhunen-Love (K-L) expansion has proved to be an effective signal pro-
cessing technique for this approach in [2], however, according to the authors,
we have to recognize the Trojans from the projections pictures after K-L ex-
pansion by visual inspections, which is prone to misjudgments. On the other
hand, Design For Trust (DFT) is emerging for HTs real-time detection. In
[4], the authors proposed a post-deployment trust evaluation architecture
based on a mini neural network circuit. However, this method will depend
some IC. In this paper, based on the existing flow of [2], we introduced
One Class Support Vector Machine (OCSVM) a processing method after K-
L expansion to implement 1Cs’s intelligent classification. Compared with the
method in [4], it is not for the specific circuit and is more universal and
flexible.

2 Proposed method

In order to train a classifier to distinguish trusted ICs from untrusted ones,
one should only rely on information from Trojan-free chips [4]. In other
words, we are solving a One Class classification problem, where our objective
is to train a classifier to envelope the region of acceptable (trusted) ICs
without any data of unacceptable (untrusted) ICs. To achieve this end, we
employed the One Class classification training algorithm described in [5] and
we only use the Genuines data to train our classifier in our experiments. Our
proposed complete HTs detection flow is shown in Figure 1.

In Step2, the data preprocessing step is as follows: (1) Sample the side-
channel signals (vary with time) to get a N x T matrix Iy«p called side-
channel signal matrix (SCSM), where N is the number of the ICsUT, and T
is the number of sampling points; (2) Centralize the SCSM Iy to get the
post-processing side-channel signal matrix (the post-processing SCSM).

The training and optimization of the OCSVM by GTr-data and GOTr-
data mentioned in Step9 will be described in further details here: besides the
training data, the structure of the minimum hyper sphere of OCSVM also
depends on two basic parameters, i.e. penalty factor C and kernel function
parameter factor. Here, the powerful kernel function, Gaussian RBF was
taken as the OCSVM kernel function:
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Where ¢ is the kernel function parameter factor [5]. The trained result of
OCSVM is hardly influenced by C but very sensitive to £. Too large or small
& value may result in the problem of over-fitting and under-fitting in SVM

learning, and the preference should be given to search for the optimal value
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Step1
Collecting Side-channel Signals: Subject all ICs under test (ICSUT) to the same 1/OJ/
test to collect the side-channel signals from ICSUT;

v

Step2
Preprocessing: Subject the side-channel signals of the ICsUT to the data pre-processing |/
to obtain the pre-processed side-channel signal matrix (pre-processed SCSM).

v

Reverse Analysis: Select a few ICs from the ICSUT for reverse analysis. The selected| /_ Step3
ICs are known as the reverse-analysis ICs, while the remaining ICsUT as the test ICs.
Destructively reverse-engineering the reverse-analysis ICs to check whether they were]
injected with Trojan;
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groups: one are called Genuines for training (GTr) and the rest are named Genuines for|

IC Grouping: The known Trojan-free reverse-analysis ICs can be divided into two|/ Step4
optimizing the training (GOTr);

v

Building Eigenspace: Utilize K-L expansion and the preprocessed SCSM of GTr to|/ StepS
build the eigenspace of ICs;

v

|Projection: Projecting all ICSUT’s pre-proposed SCSM into the built ICs eigenspace to|/ Step6

get the side-channel eigenvalue matrix of ICsUT;

N ormalized : Normalize the eigenvalue matrix of ICsUT obtained from step 6, by|/ Step?
mapping the side channel signal values of each column onto the interval [0,1] to get the|
post-normalized side-channel signal eigenvalue matrix of the ICsUT;

v

Data Grouping: Take out the GTr’s post-normalized side-channel signal eigenvalue as /_ Step8
the training sample data named GTr-data, and the GOTt’s as the optimizing sample data
named GOTr-data;

|
|
|
|
|
|
|
|
: T raining and Optimization: Train and optimize the OCSVM using GTr-data and|
|
|
|
|
|
|

Step9

GOTr-data respectively to build the minimum hyper sphere which can be enabled to|
only envelope the normalized eigenvalue of Genuines;

v Step10
Classification: Send the normalized side-channel signal eigenvalues of the test ICs into|/

the optimized OCSVM for classification and output the result. If the data point lies on|

the outside of the hyper sphere, then the corresponding IC may be infected with Trojan.
Otherwise, it can be viewed as Trojan-free.

Fig. 1. Proposed Hardware Trojan Detection Flow

Table I. Description of the Algorithm to Determine &

stepl: step2:
£=10; for i=1:1000
for i=1:1000 E=E+AE
-train OCSVM using GTr-data -train OCSVM using GTr-data
-evaluate OCSVM using GOTr-data -evaluate OCSVM using GOTr-data
-get the evaluation accuracy -get the evaluation accuracy
-if the accuracy >= expection -if the accuracy <= expection
break; break;
else end
§=¢/2; end
end E=E-AE.
end

& to get the minimum hyper sphere by means of OCSVM training. Table I
describes the optimization process of ¢ in the interval (0,10] (C = 0.9).

As shown in Table I, the step A€ in Step2 is determined by the value &
obtained from Stepl of the algorithm. Take the value A as 1/10 of order of
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magnitude of £ obtained from Stepl. The value ¢ obtained after subjected
to the above algorithm processing will be regarded as the optimal value &,
then such value and the training sample data can be utilized to complete the
training of OCSVM in such a manner as to get the minimum hyper sphere.

3 Experimental setup

3.1 ICs used in our analysis

We used synthesized DES (Data Encryption Standard) circuit as the bench-
mark circuit in the rest of this paper. The Trojan added to this circuit ranges
from a simple counter to decoder. In a counter based Trojan, the Trojan cir-
cuit counts clock cycles and output the value at every clock rising edge. In
the case of a decoder based Trojan, the Trojan circuit decodes several DES
ciphertext bits to output. To push the limit, we also let one 2-input NAND
gate act as the Trojan, which is almost the least gate in a standard cell li-
bray. The different types of Trojan circuit and their relative area are showed
in Table III. In our experiments, the area of the synthesized DES circuit is
62945.46 pym?.

3.2 Testbed used for circuit simulation and power trace gen-
eration

Since no two ICs are identical even if they use the same masks and go through
the same fabrication process, their side-channel signals differ even for the
same input. This is called process noise variation, which is the most influen-
tial misjudgment factor for Trojan detection we have to face [2]. Following
the practice of the literature [2], we set up three experimental scenarios for
+2%, +5%, and +7% process noise level respectively. For each scenario, the
above Genuine DES and three kinds of Trojan were implemented. So, there
will be 9 experimental groups which are shown in Table III to evaluate our
proposed method. Similar to the method used in [2], we modeled the process
noise by randomly altering the parameters of the target technology library
first in the range of 2% to form 87 technology libraries, then increased pro-
cess noise level up to 5%, and finally to £7%. Each different variation of
parameter values represents a different physical circuit manufactured through
the same process. For each experimental group, the gate level netlist of DES
and the testbench are the same, and the distribution of side-channel data is
shown in Table II.

Basically, we followed the power simulation method in [2]. We used Syn-
opsys Design Compiler X-2005.09 with the Chartered 0.18 pgm, 1.8 V technol-
ogy library for the synthesis of the DES with and without the Trojan. We

Table II. Side-Channel Data Distribution of an Experiment

For Constructing Hyper | For Training (30)
Genuines (87) Sphere (50) For Training Optimization (20)
For Test Purpose (37)
Trojans (87) For Test Purpose (87)
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also used ModelSim SE PLUS 6.0 for functional simulation and switching
activity analysis and Synopsys PrimeTime PX C-2009.06 for power analy-
sis. We ran simulations and obtained power traces at 125 MHz for different

scenarios.

4 Experimental results and performance validation

After power traces acquisition for a given type Trojan circuit and process vari-
ation (e.g. £2%), we conducted the K-L expansion to find a signal eigenspace
based on known Genuines, and then Genuines and Trojans signal were pro-
jected in the eigenspace where signals from Trojans and Genuines are likely
to have different characteristics. With 2-input NAND taken as an Trojan
circuit, Figure 2 illustrates the above processing result (up to 87 samples)
when process variation is assumed to be +2%. Obviously, it is difficult to dis-
tinguish these curves as Trojan or genuine IC if only by observing Figure 2.
However, the proposed method in this paper can avoid plotting, because
it processes the ICs side-channel signal with K-L expansion and takes use
of an intelligent algorithm, OCSVM, to achieve the Hardware Trojan auto-
recognition.

Table III shows the recognition rate results for different scenarios based
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Fig. 2. Projections of Power Traces from Genuines and
Trojans (2-input NAND, +2% Process Noise
Level)

Table III. Recognition Result and ¢ value

Exp. | Trojan Type Ralative | Process Recognition Rate ¢ value
Area | Variations | Genuine |Trojan |Total
1 | 4-bit counter |0.68% | 2% 100% 100% | 100% |0.00973
2 | 4-bit counter | 0.68% | 5% 100% 100%  |[100% |0.00243
3 | 4-bit counter | 0.68% | 7% 100% 100% |100% |0.00153
4 |2-4 decoder |0.08% |2% 100% 100% | 100% | 0.005859
5 |2-4 decoder |0.08% |5% 100% 100% | 100% |0.000152
6 |2-4 decoder |0.08% |7% 100% 100% | 100% |0.000087
7 | 2-input nand | 0.015% | 2% 100% 100% | 100% | 0.000455
8 | 2-input nand | 0.015% |5% 90.70% {90.80% |90.77% |0.002481
9 | 2-input nand | 0.015% |7% 90.70% |80.46% |83.85% |0.001421
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on our proposed method. In the Table III, ‘Genuine’ denotes the correct
recognition rate of Genuines, ‘Trojan’ denotes that of Trojans, and ‘Total’
stands for the correct recognition rate of all the ICs under test. As shown in
Table III, in case of relatively large HT (e.g. the first three experiments), a
very good recognition result can be achieved at different process noise levels;
As the HT becomes smaller, the recognition rate can reach 100% even though
the process noise level reaches £7% (e.g. the successive three experiments).
When the HT is further reduced to the extent that there is only one 2-input
NAND gate (e.g. the last three experiments), the recognition rate can reach
100% only in case of relatively small process noise level (e.g. the 7th experi-
ment). However, the recognition rate will be reduced in case of large process
noise level (e.g. the 8th and 9th experiments). That’s because a 2-input
NAND is so little that the resulting power is completely submerged in the
process noise, and the characteristic data after K-L expansion is also becom-
ing poor. Nevertheless, we believe our proposed classification method based
on OCSVM may become a good and long-term solution for Hardware Trojan
detection when combined with some more effective characteristic processing
technique to enlarge Trojan activity.

5 Conclusion

In this paper, our contribution is to introduce OCSVM to Hardware Trojan
detection, and to propose a more sophisticated detection flow based on side-
channel analysis, which can achieve intelligent classification for ICs under
test, rather than depending on visual inspections upon the plotted figure. The
experimental results under different scenarios show that OCSVM as a post-
processing method of K-L expansion is efficient and practical for Hardware
Trojan ICs recognition.




