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Abstract: In this paper, we propose an improved quad Itoh-Tsujii
algorithm to compute multiplicative inverse efficiently on Field-
programmable gate-arrays (FPGA) platforms for binary fields

generated by irreducible trinomials. Efficiency is obtained by

eliminating the precomputation steps required in conventional

quad-ITA (QITA) scheme. Experimental results show that the

proposed architecture improves the performance on FPGAs com-
pared to existing techniques.
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1 Introduction

The Itoh-Tsujii algorithm (ITA) [1] forms an integral and crucial

component of elliptic curve cryptography. This algorithm can be used for

efficient computation of multiplicative inverse [2]. The ITA was initially

proposed to find the multiplicative inverse for normal basis representation
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of elements in GF(2m). Later on, several works [3, 4, 5, 6] has been proposed

to improve the original algorithm to make it feasible for polynomial basis

representations. In [3], the ITA was generalized to compute multiplicative

inverse efficiently by reducing clock cycles at the cost of increased

hardware. In [4], efficient addition chains were used to compute the

inversion of an element in GF(2193). In [5], a parallel implementation of

ITA takes 20 clock cycles to compute inverse of an element in GF(2193). In

[6], QITA was proposed for better utilization of FPGA resources with

shorter addition chain to compute inverse of an element. In this express, we

propose an improved Quad Itoh-Tsujii inverse algorithm for efficient

implementation on FPGA platforms for binary fields generated by

irreducible trinomials. Implementation of the proposed scheme demon-
strates that the proposed QITA offer significant saving in execution delay

against that in [6] and achieves better performance.

2 Quad Itoh-Tsujii algorithm

The ITA is based on Fermat’s little theorem, by which the inverse of an

element a 2 GF 2mð Þ is computed by a�1 ¼ a2
m�2. The m number of

squarings hampers the performance of ITA. However, ITA efficiently uses

addition chains to reduce the number of multiplications required.

Exponentiation in the ITA is usually performed using squarer circuits [2].

In QITA [6], 22 circuits, also known as a quad circuit, are used for

exponentiation in fields with irreducible trinomials. A quad circuit raises

the input by a power of four. In FPGAs with 4 or 6 input LUTs, QITA offer

the best LUT utilization and uses shorter addition chain. However, the

overhead of the QITA is the need to precompute a3. This normally takes

two clock cycles if the multiplier used is purely a combinational circuit and

produces the result in one clock cycle. Also there is a need to store this

precomputed a3 in intermediate register bank ofm -bit size for use in further

steps. Generally m is large in cryptographic applications. Minimizing the

number of registers is important to realize a compact QITA architecture on

hardware.

3 The proposed quad-ITA algorithm

The scheme for computing the multiplicative inverse for an odd m (which is

generally the case) using the proposed QITA is shown in Algorithm 1. In

the algorithm �k að Þ ¼ a 4k�1ð Þ=3: For the input a 2 GF 2mð Þ and Brauer

addition chain u ¼ f1; 2; ::::::::: m� 1ð Þ=2g, the following algorithm com-

putes a�1 ¼ � m�1ð Þ=2 að Þ� �2 2n�1ð Þ
.

Algorithm 1: Proposed Quad –ITA Algorithm: (a u a�1)

l
0 ¼ length uð Þ
�u1 að Þ ¼ a

for each ui 2 2 � i � l0ð Þ do
p ¼ ui�1

q ¼ ui � ui�1

�ui ¼ �q � �4
q

p

End
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return a�1 ¼ �l0 að Þ� �2 2n�1ð Þ

The merit of the proposed QITA is that �1 að Þ ¼ a can be taken directly

into the iteration steps of the algorithm and therefore it is not required to

precompute a3. This saves two clock cycles at this initial stage of the

algorithm. However the final step takes two clock cycles thereby saving an

overall one clock cycle compared to design in [6]. It is also not required to

store the precomputed a3 in intermediate register bank (generally of m-bit
size). Therefore there is no need for intermediate register bank in the

proposed design if Brauer addition chain [1, 7] is used. As we work with

large numbers, the register file is the most critical component in the

architecture. As the registers occupy more percentage of the gate area in a

conventional architecture, reducing the number of the registers are very

effective to minimize the total gate area. Again, note that reducing even

one register decreases the total gate area considerably. Also the access to

the register bank is not required. The proposed QITA can also be extended

to use any higher power 2n circuits based on [4]. Even for higher power

circuits, precomputation of a2
n�1 is not needed. However in the final step,

one need to calculate a�1 ¼ � m�1ð Þ=2 að Þ� �2 2n�1ð Þ
that consists of Quads and

squarings. At this step it is possible to perform Quad and multiplication

operations in parallel to save clock cycles.

4 The proposed quad-ITA architecture

The proposed Quad-ITA architecture for a combinational multiplier is

shown in Fig. 1. It generates the multiplicative inverse of the input

a 2 GF 2233ð Þ by computing the steps in Table I.

　 The multiplier used is the hybrid Karatsuba algorithm [8] and

quadblock consists of eight cascaded quad circuits for best performance [6].

Fig. 1. Proposed Quad-ITA Architecture for GF (2233)
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Here the quadblock and multiplier delay are consider to be about the same.

The input qin fed to the quadblock generates qin4; qin42 ...... qin48. The

select lines qsel of the multiplexer in the quadblock determines which of the

eight powers gets passed on to the output. The MOUT and QOUT buffers

store the output of the multiplier and the quadblock, respectively. At every

clock cycle, either the MOUT or QOUT is considered depending on the

signal en, except for the final step. The controller is a finite state machine

whose design is based on the Brauer addition chain and the number of

cascaded quad circuits in the quadblock. At every clock cycle, control

signals are generated for the multiplexer selection lines and enable to the

buffers. Table I shows the steps to compute Inverse of a 2 GF 2233ð Þ using
proposed QITA with generated control signals. The element �u1 að Þ ¼ a is

taken directly into the iteration steps of the algorithm. Note that

precomputation of a3 and subsequent storage in register bank is not

needed in our architecture.

　 The first step in the computation of a�1 is the determination of (�u2 ) =
a5 that takes two clock cycles. The first clock uses a as the input to the

quadblock to compute �u1ð Þ41 . In the next clock, this is multiplied with a to

produce the required output. In general, computing any step

Table I. Inverse of a 2 GF 2233ð Þ using proposed QITA

with control word
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�ui að Þ ¼ �ujþuk að Þ takes uj

8

l m
+1 clock cycles. Out of this, one clock cycle is

used by the multipliers and quadblock requires
uj

8

l m
clock cycles. The final

step takes two clock cycles. Both multiplication and single power quad

operations are done in the first clock cycle to compute �116ð Þ4. In the second

clock, this is multiplied with �116ð Þ2 to produce the required a�1 output. At

the end of each step, the result is present in MOUT. Note that removal of

precomputing a3 saved two clock cycles. However, computation of final

step in Algorithm 1 requires one additional clock cycle compared to the

design in [6]. Overall one clock cycle is saved in our design.

5 Experimental results

In order to compare the two algorithms, the results were taken on Virtex 4

(contains four-input LUTs) and Virtex 5 (contains six-input LUTs) FPGA

platforms using synthesis tool of Xilinx ISE 11.1 design software. The

Table II compares the performance on the binary field with irreducible

trinomials with specified NIST digital signature standard [9]. The table

shows a significant reduction in LUTs and computation time T = (Delay×
Clock cycles) resulting in increase of overall performance P = 1/(No. of

LUTs×T). Generally, trade-off exists between number of LUTs and delay.

Also, about m number of slice registers S gets reduced in the proposed

scheme. This is significant because m is a large number in cryptographic

applications.

　 Table III compares the proposed work with [4, 5, 6] for the same FPGA

platform, finite field and addition chain. The proposed implementation

improves resource utilization and computation time comparatively. Our

design requires no BRAMs and only one global clock (GCLK). This

contributes to the reduction of area and power consumption. However, our

design uses distributed RAM that needs more slices.

　 Table IV compares the proposed work with [6] in terms of power

consumption using Xilinx Power Analysis (XPA) tool. The result shows

that our design has better power consumption comparatively. The

proposed design saves 16mW of total power.

Table II. Comparison Results on FPGA Platforms over

NIST Binary Fields with Irreducible Trino-
mials
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6 Conclusions

This paper proposes an improvement in Quad Itoh-Tsujii inverse algorithm
for an efficient implementation on FPGA platforms for fields generated by

irreducible trinomials. It requires no register bank and less clock cycle. The

implementation of the proposed Quad-ITA in FPGA platform results in

advantages such as superior computation time, less register storage,

reduced power consumption and better performance over existing techni-
ques. The design is scalable and is suitable for use in resource constrained

cryptographic applications.

Table III. Comparison for Inversion in GF (2193) on

XCV3200EFG1156

Table IV. Xilinx Power Analysis Comparison Result on

XC4VFX140
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