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A new method for resisting collision attack based on parallel

random delay S-box

Fang Zhou'?, Ning Wu'?, Xiaoqiang Zhang?’, and Jinbao Zhang'

Abstract Collision Attack (CA) has posed a huge threat to the security of
AES circuit. To protect sensitive information, it’s necessary to do research
on defense strategy of CA. This letter proposes a new method to defense
CA through the implementation of random delay based parallel S-box. It
can destroy the consistency of the power consumption curves, confuse the
judgment of the collision and the setting of the collision threshold to
achieve the goal of resisting the CA. Compared to the well-known random
mask method and other CA countermeasures, our strategy can defense CA
without changing the AES round transformation architecture and bring
extra resource overhead.
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1. Introduction

As an international block cipher algorithm, AES is widely
used in the field of information security for its high key
sensitivity, short build time and low memory requirements.
However, the Collision Attack (CA) technology developed
in recent years can quickly recover the key of AES, and
has brought great challenges to the security of AES circuits
[1,2,3,4,5,6,7,8,9].

In order to avoid the leakage of sensitive information,
it is essential to carry out research on the CA defense
strategy of AES to design a safe and reliable AES circuit.
The defense strategy of CA can be divided into two
categories [10]: one is to reduce the fluctuation of the
power curve to reduce the amount of leaked information
[11, 12, 13, 14, 15, 16]; another method is to destroy the
data relevance between the power curve and key by in-
creasing the redundant power consumption or random
noise [17, 18, 19, 20, 21, 22, 23]. The technology of
Random Delay Insertion (RDI) is proposed to reduce the
correlation between the power consumption and intermedi-
ate processed data. At first Random Delay Insertion is
implemented via software methods, which are mostly im-
plemented within the code executed on the processors
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[24, 25]. On the other hand, in hardware-based methods,
the designer of the circuits has more freedom and options
to increase the immunity of algorithms. So some research-
ers designed random delay circuits based on hardware
methods [26, 27, 28, 29, 30]. In [28], the randomization
of delays is controlled through control signals. But the
control signals are part of input data for encryption. So this
countermeasure is considered weak and close observation
of collected traces, an intelligent adversary can get sensi-
tive information. In [29], four kinds of latch with a
randomized propagation delay were used in the data path
of SBox. The difference of them lies in the inserting delay
chain, which actually is a series of buffers. But there is no
detailed description of how to randomize delay chain, and
they don’t evaluate the CA-resistant measure under some
power analysis attacks. An S-box design based on time-
delay chaotic systems is proposed in [30]. But the time-
delay chaotic system has a complex structure, which will
lead to the increase of area and power consumption.
Similarly, they don’t evaluate the CA-resistant measure.

All the hardware methods suffer from overheads in
terms of power consumption and area. Therefore, this
paper focuses on the design of CA defense with the lower
overhead. In order to design a more reliable and simplified
CA defense method, this paper proposes a random delay
based parallel S-box AES circuit, our strategy can destroy
the conditions of CA by changing the power consumption
characteristic of S-box to achieve the goal of resisting the
CA.

2. The principle of CA

Based on the Hamming weight model, the power con-
sumption in the implementation of cryptographic algorithm
is closely related to the data being processed. The principle
of CA is based on the correlation between power con-
sumption and processed data, through the statistical analy-
sis of power consumption curve, we can detect whether a
collision occurred or not. When a collision occurs, the
relationship between the keys is established according to
the known plaintext information. The processes of CA are
shown as follows.

2.1 Attack points

S-box is the most common attack target. Take the second
and the seventh S-box output of the first round as an
example to explain CA, their inputs are denoted as
P2 @D ko, p7 ® k7 respectively. CA is shown in Fig. 1.
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Fig. 1. The attack points of CA

Attacker randomly selects a set of plaintexts as the
input of the AES, and obtains a set of power consumption
curves, which is the basis for carrying on the statistical
analysis and computing the correlation of the two S-boxes
power consumption curves. If the correlation coefficient is
large, a collision occurs between the S-boxes, so the
Eq. (1) can be obtained.

S(p2 @ k) = S(p7 @ k7) =
@k =p®ki=>p®pr=k®k

S() represents the byte substitution operation, p; and ;
(1= 2 or 7) denote one byte of plaintext and key respec-
tively. Take other S-box as the attack position, and obtain
collision chain by collision attack as Eq. (2), Ajj
(1,j=1,2,...,16) denote the result of plaintext for p;
and pj; bitwise xor operation.

&)

ki ®ky=Ap
ki @ ks =A3

)
ki @ ki = A1e

2.2 Collision detection

In general, the collision detection method is based on the
distance detection method. The general process of distance-
based collision detection is as follows: Firstly, the two
energy curves are averaged to reduce the influence of
noise; the distance between two power consumption curves
is obtained. If the distance is less than a certain threshold, it
is considered that Collision, otherwise there is no collision.
The schematic diagram of the distance-based collision
detection method is shown in Fig. 2.

\
_ |
7l ]
|
average / !
= 2 A

72 Threshold

collision/not collision

average
E—

operation 2

n

Fig. 2. Collision detection

Operation 1 and 2 are performed » times to obtain two
sets of power consumption curves. Two average power
consumption curves 71, 2 are obtained by averaging the
power consumption curves of the two sets, r key points are
selected on the two curves. The distance between the key
points, if the distance is less than the threshold set in
advance, the collision occurred otherwise there is no colli-
sion. The distance is usually calculated by the Euclidean
distance method as expressed in Eq. (3).
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Dis(tl,72) = zr:(rl,- —12,) (3)
=1

Euclidean distance can better overcome the noise
interference, so most of the actual attack selection Eucli-
dean distance method to calculate the distance between two
power curves.

3. The proposed parallel random delay S-box AES
circuit

The premise of the implementation of collision attacks is
that attackers can use the power curve to successfully
detect the collision and set a reasonable threshold, the
principle is selecting r key points at the same time to
calculate the distance between the power consumption
curves. So, once the consistency of the power curve is
destroyed, the collision determination and threshold set-
tings will be affected, the success rate of collision attacks
will be greatly reduced. Based on the analysis above, this
paper designs parallel S-box based on random delay; the
architecture is shown in Fig. 3.
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Fig. 3. The parallel random delay S-box AES circuit

The Delay implementation mechanism is a random
number counter. When encryption begins, the circuit ran-
domly generates 16 random number called Delayl, the
range is from O to 15 and do not repeat each other and
then according to /5-Delayl generate 16 random numbers
as Delay2. The random numbers are loaded into each
counter in turn. After the ARK (Add Round Key, ARK)
is completed, the input part of the counter starts counting.
When the counter reaches the set random number, the
control signal is pulled high and the result of the ARK is
sent to the S-box. Similarly, as S-box operation is com-
pleted, the output part of the counter starts counting; when
the counter counts to Delay2, the S-box operation results
will be output.

The generation of traditional random numbers is ac-
complished through the conversion of various states of the
linear feedback shift register (LFSR). In order to simplify
the circuit design, the method of generating random num-
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bers is to pre-write 16 random numbers in the circuit with a
bit width of 4 bits. Each random number plus 1 in per
encryption, and each random number is always limited to
0~15 range, so that it not only ensures the randomness of
the data but also simplify the circuit design.

4. Experiments

We realize AES circuit with Verilog HDL, synthesize and
simulation AES by Synopsys EDA tool. To test the effec-
tiveness of parallel random delay S-box, we conducted two
set of experiments. The first is collision detection to deter-
mine the threshold value. The processes are shown as
follows.

Setpl: We assume there are two cryptographic chips:
Chip_A and Chip_B. Chip_A contains the attacked key, and
Chip_B contains the known key. The two are the same
except for the key contained.

Step2: We take Chip_B as the experimental object,
select the specific plaintext py = 0 and p; @ p» =k D ks
(k1 and k, are known). So a collision will occur. This set of
plaintexts is encrypted n times to obtain two sets of power
consumption curves, which are output of the first and the
second S-box. Then we calculate the average of the two
power consumption curves 7zl and 2. According to
Eq. (3), the value of distance at the time of collision is
calculated and expressed as D.

Step3: In the same way, we take Chip_B as the
experimental object. But we select different plaintext
p1 =1 and p, remains unchanged. So a collision will not
occur. And then we used the same method to get the
distance D; when the collision does not happen.

Step4: Repeat Step3, select different plaintext p; =i
(i=2,3,...,255), and get the distance D; (i=
2,3,...,255).

Step5: Calculate threshold 7. Select a value D’ which
is closest to Dy from D; (i=2,3,...,255), and set the
threshold 73, to 7), = D”;D/.

Step6: Take Chip_A as the experimental object. Input
different plaintexts n times, and then select » key points to
calculate D. If D is less than the threshold T3, collision is
considered; otherwise, no collision is considered. If no
collision is detected, choose other plaintext inputs and
repeat Step6 until collision is detected.

In the first experiments, we set » = 10, n = 100 and
Key_B = 128'h2b7e¢1516_28aed2a6_abf71588_09cf4f3c
for Chip_B, perform Stepl to Step5, and calculate the
collision threshold 7;, is 0.089. And then CA is carried
out with Chip_A. We set the random plaintext P = 128'h
e5a9ac05_1b60b72a_b415b348 _c674b23¢ and select k| as
a free variable in the collision chain, so we need to change
the input of the plain text p,~pj¢ in turn so that the second
to 16th S-boxes collide with the first S-box respectively.
Firstly, we keep plaintext p; equal to 0x3e unchanged, p,
traverses all 256 values from 0x00 to Oxff, perform Step6.
As a result, we can get 256 distances D; (i = 0, 1,...,255)
after p, is traversal completed, the results are illustrated as
Fig. 4.

In Fig. 4, the red dotted line represents the threshold
value 7},. And we can see from Fig. 4, Ds; is below the red
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Fig. 4. The distance of the first and the second S-box

dotted line when p, = 0x33, which means a collision point
is detected for CA. And collision doesn’t occur with the
other values of p,. According to Eq. (1), we obtain the
relationship between k; and k,, which is k| @k =
0x33 @ 0x3e = 0x0d. Similarly, each plaintext byte (from
p3 to pie) traverses all 256 values from 0x00 to Oxff, and
the relation between k; (1= 3,4,...,16) and k; can be
calculated in the same way. We can obtain collision chain
by collision attack as Eq. (2).

The second set of experiments is to verify the effec-
tiveness of our parallel random delay S-box. We take our
S-box as target to carry out collision attack, do a set of
experiments according to the above Stepl to Step5 and
calculate the collision threshold 7;, as 0.139. We select &
as a free variable in the collision chain and want to find
the relationship between k; and k,. A plaintext P =
128'h19f48d08_a0c648be_9af8e32b_e93de22a is randomly
selected and the above Step6 is performed. As a result,
we can get 256 distances D; (i = 0, 1,...,255) after p, is
traversal completed, the results are illustrated as Fig. 5.

As we can see from Fig. 5, a plurality of collisions is
detected for collision attacks on the proposed S-boxes
based on random delays. But as we know, when the values
of pi, ki and k, are unique deterministic value, there
should be only one collision between k; and k. These
indicate that something is wrong with the CA, the collision
cannot be correctly detected and the S-box based on
random delay has been proved to have a certain ability to
withstand collision attacks.
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Fig. 5. The distance of the first and the second for the parallel random
delay S-box



Besides, to evaluate the overheads in terms of area and
power consumption, AES circuit based on the well-known
method random mask strategy in [18], inserting delay
buffers proposed in [29], and our parallel random delay
S-box are synthesized on the Virtex-5 FPGA platform. The
performance comparison of three circuits is shown in
Table 1.

Table I. The performances of AES circuits in different strategies.

. Random mask | Delay buffers .
Defense strategies (18] [29] This work
Slices 10637 7259 5844
Power (mW) 11.408 7.985 6.832

From Table I, it is obvious that the defense strategy
proposed in this paper reduces the circuit area and power
by 45.05% and 40.11% compared to the random mask
method, by 19.49% and 14.44% compared to the method in
[9]. So our method is a much easier and more efficient way
to defense collision attack.

5. Conclusion

This letter presents a random delay method based parallel
S-box to resist CA. The S-box circuit designed in this paper
destroys the condition of the CA by changing the power
consumption characteristics of the S-box. Experiment
shows it has the ability to resist the CA. At the same time,
compared to the well-known random mask method and
other CA countermeasures, our method can defense CA
without changing the AES round transformation architec-
ture and bring extra resource overhead.
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