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Abstract: A contents correction signature hashing scheme for fast
string matching algorithm in high performance network intrusion de-
tection systems is proposed. The objective is to design a highly scalable
pattern matching system suitable for wide spreading similar varieties of
malicious behaviors in network. Simulation results show the proposed
method maintains the hash table evenly compared with general hash
table and shows high scalability as the increase of signatures and 130%
of performance gain compared with SNORT.
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1 Introduction

As the increasing popularity of network applications through internet, the
need for network security has been increased due to the wide spreading ma-
licious behaviors such as system hacks and viruses. In order to detect them,
also known as signatures, from packet payload, deep packet inspection based
on string matching techniques should be performed by intrusion detection
systems (IDS) [1]. It has to be done to all incoming bytes, against thousands
of pattern characters at wire rate. This process is computationally expensive
and affects greatly overall system throughput [2].

String matching in network IDS is characterized as long and large scale
patterns because of various types of virus, worm, trojan, and malware day by
day. So far, tree based algorithms [3] have been regarded as a base candidate
for them with the worst-case time complexity O(n), where n is the length of
patterns. However, the time complexity of these algorithms is linear in the
size of the input.

Therefore, this paper proposes a novel high-speed and scalable string
matching algorithm, contents correction signature hashing (CCSH), for large-
scale pattern sets in network. This uses a conventional hash function based
on division method and if two or more rules have the same key value, then
we build a linked list of all the synonyms of each rule. To find a record in
the table, we would first find its home address and then search the list which
is associated with that particular home address.

2 Contents Correction Signature Hashing

In the proposed pattern matching system, two separate hashing tables are
configured for ports and signatures, respectively. The proposed CCSH is
applied to the latter. Here, we choose a hash function f(x) that maps a
set of signatures into an integer interval from 1 to n. For the reference
value x, a 2-byte value is taken in a signature based on the random position
selection scheme. Two bytes can generate 65,536 possible hashing values
sufficiently enough for covering all rules existing now. It can minimize the
cost of scanning data. This can be justified simply with following equations:
M = n− k + 1 and T = M × k where M is the number of hash calculations,
n is payload size of bytes, k is the size of reference value; T is total data
size required for comparisons. Therefore, the increase of window size may
decrease the number of hash calculations; and then it definitely increases the
scanning data size required for string matching. So two bytes can allow the
minimal scanning result.

The random position selection scheme is devised by taking account of
current network environments in which various worms have spread widely
and a lot of their varieties have kept appearing day by day. Their common
characteristic is that there exists strong similarity between them. This means
that the relationship between signatures is extremely high, which results
in increasing the possibility that they may have an identical hashing value
based on a fixed positioned 2-byte selection method. In this case, a linked
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list connect to a hashing value has the possibility of becoming very long.
As a result, the worst case time complexity becomes in proportion to the
maximum number of nodes of which have same hashing values.

The proposed CCSH scheme enables the signatures closely correlated with
each other to have different hashing values, which comes in effect that the sig-
nature hash table becomes distributed evenly rather than being concentrated
on a same hashing value. The other effect is to increase the matching speed
through the effective distribution. As a result, the proposed CCSH can be
used for improving the matching efficiency and guaranteeing the scalability
to the number of rules.

3 Algorithm

The proposed CCSH is composed of two stages as shown in Table I: the byte
windowing and rule matching. They are expressed in while and for loop
statements. In general hashing tables, full-text matching is required between
the data part of inspecting packet and an actual signature. However, in
CCSH, a hashing value is taken from two bytes from a signature such that the
information, how far a 2-byte is away from the beginning part of a signature,
is kept in the information of a rule connected to the signature hash table.

Byte Windowing: In order to inspect packet data area being compared
with a 2-byte reference value, windowing should be executed based on 2-byte
stride. The hashing value calculated through byte windowing is compared
with the values in the signature hash table. This process continues until
either finding a matching value or reaching at the end of the table. Here,
the actual number of rules to be compared with can be decreased because
they are reduced by port number and protocol and then hash table is used
to reduce the number further.

Rule matching: Once the byte windowing is finished or there is a matching
case, the rule matching stage will be executed to find whether or not a packet
accords with real rules. For this stage more detailed information are prepared
such as the information on origin, destination, and location in signature.
That information will be compared prior to the full matching between a
signature and data area. Therefore, it can reduce not only the number of
matching numbers but also the possibility of false detections.

Table I. The proposed CCSH algorithm
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4 Experimental Results

In order to evaluate the proposed algorithm, we have implemented a real-
time network IDS using a 2.6.16.18 version Linux kernel and the packet was
processed using REROUTING hook point in Netfilter, an open source Linux
kernel module for intercepting and manipulating network packets. For per-
formance comparison, we select Jump Aho-Corasick algorithm [4] in 2.4.5
version SNORT and Smartbit [5] as a packet generator.

First, the effectiveness of 2-byte random position selection scheme in
CCSH is verified by the level of even distribution of hash table. Figure 1
shows the distribution ratio of 1,000 rules between general hash table and
CCSH. When using conventional hash table, the distribution of hashing val-
ues are concentrated on certain value intervals, for example, between 20 and
30. As mentioned before, this is a serious cause of performance degradation
and bad influence on performance estimation on an algorithm. However,
when taking the proposed method, the distribution is even, which shows
the effectiveness of the proposed algorithm. Moreover, this guarantees the
performance when there is a strong correlation between signatures and even
distribution in accordance with increasing number of rules.

Next, we evaluate the packet processing performance. The performance
comparisons are conducted on different rule sizes in order to verify the rule
scalability and network stability. We vary the number of rules up to 1,000
with 1Gbps transmission rates, as shown in Figure 2. Here we can easily
find that the number of rules affect on the overall performance in SNORT;
however, CCSH shows high scalibiltiy as the increase of signatures without
degrading performance. At the same time, it achieves 130% of performance
increase compared with SNORT. The performance gap is extended further
because it is programed at kernel-level while SNORT at the application-level.

Fig. 1. The distribution ratio of 1,000 rules between gen-
eral hash table and CCSH
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Fig. 2. The packet processing performance with the num-
ber of rules

5 Conclusion

This paper proposes a novel string matching algorithm, called contents cor-
rection signature hashing (CCSH), to detect malicious packets in network
with scalability and high speed. Simulation results show the proposed method
maintains the hash table evenly compared with general hash table and shows
high scalability as the increase of signatures and 130% of performance gain
compared with SNORT. Especially, considering on the network environment
of wide spreading malicious behaviors such as system hacks and viruses day
by day, the proposed algorithm can achieve much higher performance im-
provement.
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