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Statistical Evaluation of a Superconductive Physical Random
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SUMMARY A physical random number generator, which generates
truly random number trains by using the randomness of physical phenom-
ena, is widely used in the field of cryptographic applications. We have
developed an ultra high-speed superconductive physical random number
generator that can generate random numbers at a frequency of more than
10 GHz by utilizing the high-speed operation and high-sensitivity of super-
conductive integrated circuits. In this study, we have statistically evaluated
the quality of the random number trains generated by the superconductive
physical random number generator. The performances of the statistical tests
were based on a test method provided by National Institute of Standards and
Technology (NIST). These statistical tests comprised several fundamental
tests that were performed to evaluate the random number trains for their
utilization in practical cryptographic applications. We have generated 230
random number trains consisting of 20,000-bits by using the superconduc-
tive physical random number generator fabricated by the SRL 2.5 kA/cm2

Nb standard process. The generated random number trains passed all the
fundamental statistical tests. This result indicates that the superconductive
random number generator can be sufficiently utilized in practical applica-
tions.
key words: single-flux-quantum circuit, random number, Josephson junc-
tion, comparator

1. Introduction

A random number generator is one of the most important
devices for secure communication systems. For example,
in the case of Secure Socket Layer (SSL) protocol, a se-
cure communication protocol widely used today, the cryp-
tographic key is generated on the basis of the random num-
ber sequences [1]. At present, pseudo-random numbers, i.e.,
numbers generated by computers, are used in SSL. A large
number of pseudo-random numbers have been developed
so far [2], [3]. However, pseudo-random numbers are not
suitable for the generation of cryptographic keys because a
considerable amount of computer resources are required to
implement effective pseudo-random number generation al-
gorithms. Another major disadvantage is that the random
number sequences can be predicted as they are generated
using computational algorithm.

Physical random number generators have been devel-
oped in order to enhance the security of cryptographic com-
munication systems [4]–[8]. These physical random number
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generators can generate truly random numbers by extract-
ing entropy from natural physical phenomena such as ther-
mal noise in atmosphere and nuclear fission. Since these
physical phenomena are random in nature, physical random
number generators can ensure the security of cryptographic
communication systems.

Conventional physical random number generators,
which employ semiconductors, generally use the thermal
noise in their circuits as the source of randomness. Because
the amplitude of thermal noise is much lower than the logic
levels of the semiconductor circuit, amplification of noise is
required. The amplification process restricts the generation
speed of conventional physical random number generators
to less than 10 Mbps [5]. This generation speed is insuffi-
cient for practical communication systems.

We have been developing a small-sized, ultra-high-
speed physical random number generator using Josephson
integrated circuits [9]. The proposed circuit uses the ther-
mal noise in a single-flux-quantum (SFQ) circuit. The SFQ
circuit provides a signal voltage of the order of hundreds of
microvolts; therefore, there is no need to amplify the thermal
noise, and a high-speed operation of tens of gigahertz can be
expected [10]. We developed a prototype of the supercon-
ductive physical random number generator and statistically
evaluated the randomness of the generated random number
sequences.

2. Superconductive Physical Random Number Gener-
ator

A superconductive physical random number generator con-
sists of an SFQ comparator and a current source. Figure 1

Fig. 1 Equivalent circuit of the superconductive physical random num-
ber generator. Critical currents of J1, J2, and J3 are 216 µA, and Rs =
1.73Ω.
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Fig. 2 Typical transition curve of the output probability of an SFQ
comparator.

shows an equivalent circuit of the superconductive random
number generator. All Josephson junctions are resistively
shunted to adjust the McCumber parameters of junctions
to ∼1. In an ideal environment, where noise is absent, the
Josephson junction J3 always switches if the control current
Ictl is larger than a certain threshold current value. However,
a finite gray zone, where the output probability is obtained
in the range from 0 to 1, exists because of the thermal and
quantum noises in the circuits [11]. The dependence of the
output probability of the typical SFQ comparator on the con-
trol current as obtained by numerical simulation is shown in
Fig. 2. The output probability of the SFQ comparator can be
controlled by adjusting the supplied control current. We can
obtain true random numbers by adjusting the control current
such that the output probability is 0.5.

In order to estimate the maximum operating frequency
of the superconductive physical random number generator,
we performed a circuit simulation by Monte-Carlo analy-
sis by considering the thermal noise [12]. The simulations
were performed assuming the Superconductivity Research
Laboratory (SRL) 2.5 kA/cm2 Nb standard fabrication pro-
cess [13], and the operation temperature was 4.2 K. Figure 3
shows the simulated results of the superconductive random
number generator. The output signal, a datum “0” or “1,”
was obtained whenever the input clock was applied to the
circuits. Therefore, the generation frequency for random
numbers was equal to the frequency of the input clock. Fig-
ure 4 shows the simulated output probabilities of the super-
conductive physical random number generator. The control
current Ictl was adjusted to obtain an output probability of
0.5 for an input-clock frequency of 10 GHz. The depen-
dence of the output probability of the superconductive phys-
ical random number generator on the input-clock frequency
was studied by simulation. From the simulation results, we
observed that the superconductive physical random number
generator worked effectively at a generation frequency of up
to 30 GHz for a bias voltage of 2.5 mV.

Fig. 3 An example of the simulated results of the superconductive phys-
ical random number generator. A random output sequence is obtained by
inputting a periodical signal. The generation frequency for random num-
bers is 10 GHz. A random number train “1010110001” is obtained.

Fig. 4 Dependences of output probabilities on the generation frequencies
for random numbers at various bias voltages. The standard bias voltage of
the designed circuit is 2.5 mV.

We designed and implemented a superconductive phys-
ical random number generator using the SRL 2.5 kA/cm2

Nb standard process [13]. The SFQ comparator, which is
the main component of the superconductive physical ran-
dom number generator, was fabricated on a 40 µm × 80 µm
circuit.

We also developed an automated current-control sys-
tem to adjust the control current to realize a stable operation
of the superconductive physical random number generator.
Figure 5 shows the block diagram of the system. The out-
put probability of the SFQ comparator changed because of
the noises in the bias voltage, noises from room-temperature
equipments, and a change in temperature. The control cur-
rent supplied to the system automatically adjusts to an opti-
mum bias point on the basis of the output probability of the
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Fig. 5 Block diagram of the experimental setup.

circuit, which is monitored by a PXI system. In addition,
this system can be used to record the output for a 20,000-bit
random number train, and we can statistically evaluate the
random number sequences. We have performed continuous
tests for the superconductive random number generator us-
ing this setup.

3. Experimental and Statistical Tests

We have performed a low-speed test for the superconduc-
tive random number generator at 250 kHz and generated 230
random number trains consisting of 20,000-bit random num-
bers by using the automated measurement system. Figure 6
shows the experimental results of continuous tests on the su-
perconductive physical random number generator. Since the
automated current-control system worked, the output prob-
ability was maintained at approximately 0.5 during the mea-
surement.

We have statistically evaluated the quality of the gener-
ated random number trains. The standard statistical tests —
the monobit test, the porker test, the runs test, and the long
runs test of the NIST FIPS 140-2 [14] — had been per-
formed on the generated random number trains. At present,
although these four tests have been deleted from the latest
version of NIST FIPS140-2, they are often used as simple
tests [15]. The four statistical tests of NIST FIPS 140-2 are
provided below.

• The monobit (frequency) test
The monobit test evaluates the probability of obtaining
an output “1” in the random number sequences. In this
test, the value of X is defined as the number of outputs
of “1” in a 20-kbit stream. The required value of X is
9,725 < X < 10,275.
• The poker test

The random 20,000 stream is divided into 5,000 con-
secutive 4 bit segments. By counting and storing the
number of occurrences of the 16 possible 4 bit values,
f (i) is defined as the number of each 4 bit value i,
where 0 ≤ i ≤ 15. X is determined as follows:

X = (16/5000) ∗
⎛⎜⎜⎜⎜⎜⎜⎝

15∑

i=0

[
f (i)
]2
⎞⎟⎟⎟⎟⎟⎟⎠ − 5000 (1)

The test is passed if 2.16 < X < 46.17.

Fig. 6 Transitions of the measured output probability. One trial
corresponds to a generation of 20-kbit random numbers.

Table 1 Requirements of the runs test.

• The runs test
A run is defined as a maximal sequence of consecu-
tive bits in a sequence of either all ones or all zeros
that are part of the 20,000-bit sample stream. The in-
cidences of runs (for both consecutive zeros and con-
secutive ones) of all lengths (≥1) in the sample stream
should be counted and stored. The test is passed if the
runs (of lengths greater than 6) occur within the corre-
sponding intervals, as specified in Table 1. This must
hold true for both the zeros and ones (i.e., all 12 counts
must lie in the specified interval). For the purposes of
this test, runs of length greater than 6 are considered to
have a length of 6.
• The long runs test

A long run is defined as a run of length 26 or more
(of either zeros or ones). In the case of the sample of
20,000 bits, the test is passed if there are no long runs.

All recorded random number trains passed these four
statistical tests. The initially obtained statistical-test results
of the 20 random number trains for each test are shown in
Figs. 7(a)–(e) for clarify. These experimental results imply
that the superconductive physical random number generator
can be utilized in practical cryptographic applications. Ad-
ditionally, a byte correlation plot (Fig. 8) of 8-Mbit random
number sequences generated by the superconductive phys-
ical random number generator indicates a good quality of
randomness.



456
IEICE TRANS. ELECTRON., VOL.E93–C, NO.4 APRIL 2010

Fig. 7 The results of NIST FIPS 140-2 tests. The colored regions indicate the ranges of the values
required to pass the tests. The data number n refers to the nth measured random number sequence. The
results of (a) the monobit test and (b) the poker test. (c) (d) Results of the runs test; runs for data “0”
and data “1”are shown. (e) Results of the long run test.
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Fig. 8 Byte correlation plot of the 8 Mbit pattern.

4. Conclusion

We have designed and implemented a prototype of the su-
perconductive physical random number generator. We de-
veloped a current-control system to ensure stable operation
of the superconductive physical random number generator.
The maximum generation frequency of random numbers is
estimated to be 30 GHz through circuit simulations. We sta-
tistically evaluated the random number sequences generated
by the superconductive physical random number generator.
All generated random number sequences passed the FIPS
140-2 tests. This result indicates that the superconductive
random number generator can be used for practical crypto-
graphic applications.
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