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SUMMARY  This paper presents decentralized multi-authority attribute-
based encryption and signature (DMA-ABE and DMA-ABS) schemes, in
which no central authority exists and no global coordination is required
except for the setting of a parameter for a prime order bilinear group and
a hash function, which can be available from public documents, e.g., ISO
and FIPS official documents. In the proposed DMA-ABE and DMA-ABS
schemes, every process can be executed in a fully decentralized manner;
any party can become an authority and issue a piece for a secret key to a
user without interacting with any other party, and each user obtains a piece
of his/her secret key from the associated authority without interacting with
any other party. While enjoying such fully decentralized processes, the
proposed schemes are still secure against collusion attacks, i.e., multiple
pieces issued to a user by different authorities can form a collusion re-
sistant secret key, composed of these pieces, of the user. The proposed
ABE scheme is the first DMA-ABE for non-monotone relations (and more
general relations), which is adaptively secure under the decisional linear
(DLIN) assumption in the random oracle model. This paper also proposes
the first DMA-ABS scheme for non-monotone relations (and more gen-
eral relations), which is fully secure, adaptive-predicate unforgeable and
perfect private, under the DLIN assumption in the random oracle model.
DMA-ABS is a generalized notion of ring signatures. The efficiency of
the proposed DMA-ABE and DMA-ABS schemes is comparable to those
of the existing practical ABE and ABS schemes with comparable relations
and security.

key words: attribute-based encryption, attribute-based signatures, decen-
tralized multi-authority system, non-monotone predicates

1. Introduction
1.1 Background

Attribute-based encryption (ABE) [2]-[6] is an advanced
(fine-grained) notion of public key encryption that covers
identity-based encryption (IBE) [7]-[11] as a special case.

In the notion, a secret key is associated with a parame-
ter, W, and message is encrypted to a ciphertext along with
another parameter Y. Ciphertext can be decrypted by the
secret if and only if a relation R(P, Y’) holds.

Similarly, a versatile and privacy-enhanced class of
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digital signatures have been studied as attribute-based sig-
natures [12]-[21]. A signing key is parameterized by V.
A message along with parameter T can be signed by sign-
ing key associated with ¥ if and only if a relation R('¥Y, Y)
holds. The verification for a signed message associated with
parameter T is executed using the master public key and pa-
rameter Y. The privacy of signers in this class of signatures
requires that a signature generated by a secret key with ¥ re-
lease no information regarding ¥ except that R(\Y, () holds.

The notions of ABE and ABS require a trusted party
called an authority. The authority generates a pair of master
public key (system parameter) and master secret key. The
master secret key is used to generate user’s secret key asso-
ciated with the user’s parameter, V.

In the case of IBE and identity-based signatures (IBS),
Y is user’s identity and relation R is the equality, i.e.,
R(¥P,Y) holds iff ¥ = Y, and more generally in (ciphertext-
policy: CP) ABE and ABS for a general access structure,
Y is a tuple of attributes of a user, and R(-, 1) is a general
access structure.

Although ABE and ABS have many attractive applica-
tions, a big problem in the notions is that the security of the
whole system depends on a single party, the authority. In
other words, if the authority is corrupted, or the master se-
cret key is compromised, the system will be totally broken.

To address this problem, modified notions of ABE and
ABS called multi-authority (MA) ABE and ABS, have been
studied [22]-[26] and [17]-[19], in which multiple authori-
ties are introduced and each authority is responsible for issu-
ing a piece of a user’s secret key associated with a category
or domain of attributes, i.e., a user obtains a secret key that
consists of several pieces, each of which is issued by each
corresponding authority.

Chase [22] initiated the notion of the MA-ABE, and
introduced an approach of using a global identifier to tie
several pieces of a user’s secret key issued by different au-
thorities. Her scheme, however, still has a central authority,
i.e., if the authority is corrupted, the security of the system
will be totally broken. The MA-ABE scheme in [25] and
MA-ABS schemes in [17]-[19] also have a central authority
and the same problem as [22]. The central authority prob-
lem was resolved in [23], however the admissible relation is
very limited to an AND policy of a determined set of author-
ities. Lin et al. [24] also removed the central authority, but
the system is only secure up to collusions of m users, where
m is a system parameter.

Lewko and Waters [26] presented the first decentral-
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ized multi-authority (DMA) CP-ABE scheme without a cen-
tral authority whose admissible class of relations are general
monotone access structures (or monotone span program).
Their result, however, has the following problems: First,
their scheme requires a trusted setup of a parameter, com-
posite number N := p;p.p3 (p1, p2, p3 are primes) and a
generator g; of secret subgroup G,,. That is, there exists a
trapdoor, (p1, p2, p3), and the security of the system will not
be guaranteed by the security proof, if the trapdoor is com-
promised. The second problem is the scheme supports only
the small universe of attributes, i.e., the number of attributes
is bounded in a polynomial of the security parameter (in
practice, it should be exponentially large). The third prob-
lem is that the security proof is based on four non-standard
assumptions over a bilinear group of a composite order.

As for ABS, no DMA-ABS scheme (without a central
authority) has been proposed.

1.2 Our Results

This paper addresses the problems with the existing MA-
ABE schemes as well as the Lewko-Waters DMA-ABE
scheme [26], and presents the first DMA-ABE scheme for
non-monotone predicates and the first DMA-ABS scheme.

o The proposed DMA-ABE scheme:

— This paper proposes the first DMA-ABE scheme
for general relations (non-monotone access struc-
tures combined with inner-product relations [27]),
in which no central authority exists and no global
coordination is required except for the setting of a
parameter for a prime order bilinear group and a
hash function. Note that parameters for a prime
order bilinear group on supersingular and some
ordinary elliptic curves and specification of hash
functions such as the SHA families can be avail-
able from public documents, e.g., ISO and FIPS
official documents [28], [29] and [30], or can be
included in the specification of the scheme.

The proposed DMA-ABE scheme enjoys fully de-
centralized processes in the same manner as [26]
does; any party can become an authority and issue
a piece for a secret key to a user without interact-
ing with any other party, and each user obtains a
piece of his/her secret key from the associated au-
thority without interacting with any other party.

Remark: The general relations (non-monotone
access structures combined with inner-product re-
lations [27]) supported by the proposed DMA-
ABE scheme are: ¥ := (¥,..., %) € E*"" for
encryption, and ' := (M, (@), ...,8,) € F;'""*")
for a secret key (some elements &; or ¥; can be
empty, where 1 < i, j < d). The component-wise
inner-product relations for attribute vector compo-
span program M, and R(¥, T') holds iff the truth-
value vector of (T(¥; -7 = 0),...,T(Z; -0z = 0))
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is accepted by span program M.

If the DMA-ABE for general relations is spe-
cialized to DMA-ABE for non-monotone access
structures, then n, = 2, ie., % := (1,x,) and
U, := (v;,—1), where %, - 0, = 0iff x;, = v; (x;
and v; are attributes).

The attribute universe is structured in two layers
in our DMA-ABE scheme (same as [27]). The up-
per layer consists of a polynomial number of cat-
egories or sub-universes identified by t = 1,2,.. .,
each of which is a subset of the attribute uni-
verse. For example, a category (or sub-universe),
ID (with some 1), is a set of identities of humans.
The lower layer consists of an exponential number
of elements of each category or sub-universe, e.g.,
a passport number (or email address) of a person
(in general, expressed by a vector form, ¥;) is an
element of category (or sub-universe) ¢ for ID.
The layered structure is very suitable for multi-
authority schemes, since each authority can cor-
respond to a category. For example, the govern-
ment is responsible for category ID or issuing a
secret key associated with the identity (e.g., pass-
port number) of a citizen.

In addition, this layered structure is also suitable
for non-monotone predicates as described in [27]
(journal version).

This paper proves that the proposed DMA-ABE
scheme for the general relations is adaptively se-
cure in the DMA security model under the DLIN
assumption in the random oracle model. That is,
while enjoying such fully decentralized processes,
the proposed DMA-ABE scheme is secure against
collusion attacks, i.e., multiple pieces issued to a
user by different authorities can form a collusion
resistant secret key, composed of these pieces, of
the user.

The result herein includes, as a special case,
a DMA-ABE scheme for non-monotone access
structures adaptively secure under the DLIN as-
sumption (on prime order bilinear groups), i.e., af-
firmatively solves the above-mentioned problems
left by Lewko and Waters in [26].

If the relation is specialized to the conjunction
combined with inner-product relation, our DMA-
ABE scheme is adaptively secure and (weakly-
)attribute-hiding with ; (t = 1,...,d) [27].

e The proposed DMA-ABS scheme:

This paper proposes the first DMA-ABS scheme
for the above-mentioned general relations (which
includes non-monotone access structures) with
the same DMA properties and other features as
our DMA-ABE.

This paper proves that the proposed DMA-ABS
scheme is fully secure, adaptive-predicate un-
forgeable and perfectly private, in the DMA secu-
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rity model under the DLIN assumption in the ran-
dom oracle model. Here, the privacy and signing
query security are proper requirements for DMA-
ABS but not for DMA-ABE.

— Our DMA-ABS scheme is considered to be a nat-

ural extension of ring signatures [31], [32]. In
ring signatures, no central authority and no trusted
setup are required and every process is fully dis-
tributed. Our DMA-ABS also requires no central
authority and no trusted setup and every process
is fully distributed. When a user with attributes
issued by several authorities signs a message asso-
ciated with a predicate (satisfied by the user’s at-
tributes), many users who have attributes satisfy-
ing this predicate are possible signers of this mes-
sage, but it is concealed which user among these
users is the actual signer.
In other words, ring signatures are a very spe-
cial case of our DMA-ABS where the underlying
predicate is just a disjunction and each authority
is a user in a ring. For many applications of ring
signatures, our DMA-ABS is more suitable. For
example, in an application to whistle-blowing, an
expose document on a financial scandal to a news-
paper company would be better to be endorsed by
someone with certain possible positions and qual-
ifications related to the scandal than by someone
in a list of real persons.

o The efficiency of the proposed DMA-ABE/ABS
schemes is comparable to those of the existing
ABE/ABS schemes (e.g., [18], [19], [27]). See Table 3
in Sect. 6.8 for ABS schemes.

1.3 Key Techniques

First we focus on the key techniques of our DMA-ABE and
then move to those of our DMA-ABS.

As described in [26], the central technical hurdle to
construct a DMA-ABE scheme is to make it collusion re-
sistant. We follow some established key ideas for the target,
global identifier gid [22] and (random oracle) hashing of gid
[26]. However, the way of employing the hashed value of
gid is quite different in the proposed approach compared
to the existing schemes (e.g., [26]). The major difference
is that we target reducing the security of our DMA-ABE
scheme to the DLIN assumption, and that our construction
is on the framework of dual pairing vector spaces (DPVS)
[27], [33]. For some notations hereafter, see Sect. 1.5.

One of the advantages of DPVS is that it provides us
with a rich structure of hierarchical trapdoors. DPVS V can
be constructed on a prime order bilinear group G as a di-
rect product (tuple) of G, i.e., (Gy,...,G,) € V (G; € G),
and constitutes a vector space. A pair of dual (or orthonor-
mal) bases of V, B, and B*, can be randomly generated us-
ing random linear transformation X such that B and B* are
transformed from the canonical basis A by transformation X
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and (X~1)7, respectively. In a typical application of DPVS
to cryptography, (a part of) B is used as a public key and (a
part of) B* is used as a secret key or trapdoor. Here, there is
arich hierarchical structure of trapdoors, the top level X, the
second level B*, and various lower levels ¢* € span(B*).

A key trick to securely tie several pieces for a secret
key issued by multiple authorities into a single secret key
of a user is to share a random scalar value 6 among these
pieces with the form of (6%,.. Je: (t=1,... ,d), ie., §1is
shared among (6%, .. JBr (6%4,.. Je;, Where (6%, .. )s;
denotes a linear combination over basis B; by linear coef-
ficient vector (6%;,...). Here we employ the (random ora-
cle) hash value of gid, H(gid), as 6G € G. It looks, how-
ever, difficult to compute (6)?,,...)]3; from secret key B;
for each authority ¢, since it is hard to compute discrete
logarithm ¢ of the hashed value, §G. Top level trapdoor
X, now plays an essential role in overcoming the problem,
i..e., computing this value without using the discrete log-
arithm §. In place of directly computing (6, ...)s: from
B, we compute (X; )T ((x,1H(gid), ..., x;,H(gid),...)) (=
X DT (6%, .. ) = (6%, .. )s;), where X, = (x,1, ..., X1,)
and see Sect. 5.2 for the definition of (X;1)T(-).

A specific central space, V (t = 0), played an essential
role in the security proof (based on the dual system encryp-
tion technique) of previous ABE scheme in [27]. No such
a central space, however, is allowed in our DMA setting,
where only spaces, V, (t = 1, ..., d), generated by decentral-
ized authorities are available. A crucial part of the key tech-
niques in our DMA-ABE scheme is to distribute the dual
system encryption trick with the central space (r = 0) to all
the spaces witht =1, ...,d.

More precisely, the secret-key and ciphertext are of the
forms of (X;,6%,0™,0™,.. )g: and (s;¥;, s/5;, 0", 0™, .. )p,,
respectively. Here, s; and 57 are shares from an access struc-
ture for secret s and 0, respectively. Subspaces with {s;7;}
and {%} are used for decryption, and subspaces with {s] ;)
and {6x;} are for the distributed dual system encryption trick
without the central space. To execute the trick over the sub-
spaces, 2n,-dimensional hidden subspaces are employed for
semi-functional forms of secret-keys and ciphertexts.

As for the key techniques of the proposed DMA-ABS,
there are two major requirements for DMA-ABS, (collusion
resistant) unforgeability and privacy in the decentralized
multi-authority model. Our target is to construct a DMA-
ABS scheme that is secure (unforgeable and private) in the
decentralized multi-authority model.

To realize such a DMA-ABS scheme, the top level
strategy is based on Naor’s paradigm [9], which is originally
a conversion from identity-based encryption (IBE) to (ordi-
nary) digital signatures, but in our case, an encryption coun-
terpart, DMA-ABE, is converted to DMA-ABS, i.e., DMA-
ABS can be constructed from DMA-ABE.

Here, a signature associated with policy 1 of DMA-
ABS corresponds to an T-specified secret key delegated
from user’s DMA-ABE secret key associated with attribute
Y, where ¥ should satisfy Y, and the signature verifica-
tion is executed by checking whether the signature (or Y-
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specified secret key) can decrypt a DMA-ABE ciphertext
associated with Y made by a verifier. Hence, to convert
DMA-ABS from DMA-ABE, one more layer of trick, del-
egating a secret key, should be added on DMA-ABE. The
proposed DMA-ABS scheme is constructed on this strategy
from the proposed DMA-ABE.

The (collusion resistant) unforgeability of our DMA-
ABS can be proven in a manner similar to the (collusion
resistant) adaptive security of our DMA-ABE.

A new idea is required to achieve the privacy condition
for DMA-ABS, since no privacy condition is required for
DMA-ABE or included in Naor’s paradigm. In this paper,
we develop a new re-randomization technique to achieve the
privacy of DMA-ABS, since the re-randomization technique
for privacy in the previous MA-ABS scheme [19] is not ef-
fective in the DMA-ABS setting due to the fully distributed
structure.

For more details on the techniques in the security
proofs of DMA-ABE and DMA-ABS, see the proof outline
and construction idea in Sects. 5.4 and 6.3.

1.4 Related Works

1. The proposed DMA-ABE and DMA-ABS schemes are
constructed on the same framework as the (single-
authority) ABE, ABS and MA-ABS schemes [19],
[27], that are based on the DPVS and dual system
encryption technique, however, the requirements for
DMA-ABE and DMA-ABS are quite different, or
much more demanding. Therefore, many key ideas and
core techniques of the proposed DMA-ABE and DMA-
ABS are novel and essentially different from those in
[19], [27] as described in Sect. 1.3.

2. As a subsequent work of [26], Lewko [34] con-
structed a DMA-ABE scheme over prime order bi-
linear groups, however, it only allows small-universes
for attributes and monotone access structures, i.e., not
non-monotone ones. Moreover, another DMA-ABE
scheme by Rouselakis and Waters [35] solved some
issues of the Lewko-Waters DMA-ABE scheme [26],
e.g., its attribute-universe is large and it is constructed
over prime order groups. The scheme is, however, not
adaptively secure and under a non-standard assump-
tion, g-type assumption. It also supports only mono-
tone access structure relations, same as those in [34].

3. The mesh signatures [36] are a variation of ring signa-
tures, where the predicate is an access structure on a list
of pairs comprising a message and public key (m;, pk;),
and a valid mesh signature can be generated by a per-
son who has enough standard signatures o-; on m;, each
valid under pk;, to satisfy the given access structure.

A crucial difference between mesh signatures and
DMA-ABS is the security against the collusion of
users. In mesh signatures, several users can collude by
pooling their signatures together and create signatures
that none of them could produce individually. That is,
such collusion is considered to be legitimate in mesh
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signatures. In contrast, the security against collusion
attacks is one of the basic requirements in ABS and
DMA-ABS.

4. Another related concept is anonymous credentials

(ACs) [37]-[42]. The notion of ACs also provides
a functionality for users to demonstrate anonymously
possession of attributes, but the goals of ACs and
(DMA-)ABS differ in several points.
As described in [18], ACs and (DMA-)ABS aim at dif-
ferent goals: ACs target very strong anonymity even
in the registration phase, whereas under less demand-
ing anonymity requirements in the registration phase,
(DMA-)ABS aims to achieve more expressive func-
tionalities, more efficient constructions and new ap-
plications. In addition, (DMA-)ABS is a signature
scheme and a simpler primitive compared with ACs.

1.5 Notations

. . N R
When A is a random variable or distribution, y < A denotes
that y is randomly selected from A according to its distribu-

tion. When A is a set, y A A denotes that y is uniformly
selected from A. We denote the finite field of order g by F,,
and F, \ {0} by qu A vector symbol denotes a vector repre-
sentation over Fy, e.g., X denotes (x1,...,x,) € ]P',;’. For two
vectors X = (x1,...,x,) and ¥ = (vy,...,0,), X+ Udenotes the
inner-product )}, x;v;. The vector 0 is abused as the zero
vector in [Fj for any n. XT denotes the transpose of matrix
X. I; and O, denote the ¢ x ¢ identity matrix and the £ X ¢ zero
matrix, respectively. A bold face letter denotes an element
of vector space V, e.g., x € V. When b; e V(i=1,...,n),
span{by,...,b,) € V (resp. span{¥,...,Xx,)) denotes
the subspace generated by by,...,b, (resp. X,...,%,).
For bases B := (by,...,by) and B* := (b],...,b}),
(X1s.. X0z = SN b and (g1, ... oyn)ee = DY, yib).
For a format of attribute vectors 7 := (d;ny, ...,ny) that in-
dicates dimensions of vector spaces, &, ; denotes the canon-
J-1 n—j

ical basis vector (0---0,1,0---0) € F;’ fort=1,...,dand
j=1,...,n. GL(n,F,) denotes the general linear group of
degree n over F,,.

2. Dual Pairing Vector Spaces by Direct Product of
Symmetric Pairing Groups

For simplicity of description, we will present the proposed
schemes on the symmetric version of dual pairing vector
spaces (DPVS) [33], [43] constructed using symmetric bi-
linear pairing groups. For the asymmetric version of DPVS,
see Appendix A.2 of the full version of [27].

Definition 1: “Symmetric bilinear pairing groups” (g, G,
Gr, G, e) are a tuple of a prime ¢, cyclic additive group G
and multiplicative group Gr of order ¢, G # 0 € G, and a
polynomial-time computable nondegenerate bilinear pairing
e:GxG — Grie., e(sG,tG) = e(G,G)* and e(G,G) # 1.
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Let Gopg be an algorithm that takes input 11 and outputs a
description of bilinear pairing groups (¢, G, Gr, G, e) with
security parameter A.

Definition 2: “Dual pairing vector spaces (DPVS)” (¢, V,

Gr, A, e) by a direct product of symmetric pairing groups

(¢,G,Gr,G,e) are a tuple of prime g, N-dimensional vec-
N

——
tor space V := G x---x G over F,, cyclic group Gr of
order ¢, canonical basis A := (ay,...,ay) of V, where
i—1 N—i

a :=(0,...,0,G,0,...,0), and pairing e : VXV — Gr.
(Symbol e is abused as pairing for G and for V.) The pair-
ing is defined by e(x,y) := H?Ll e(Gi, H)) € Gy where
x :=(Gy,...,Gy) e Vand y := (Hy,...,Hy) € V. This
is nondegenerate bilinear i.e., e(sx,y) = e(x,y)* and if
e(x,y) = 1 forally € V, then x = 0. For all i and j,
e(a;,a;) = e(G, G)% where 6;j = lifi = j, and O otherwise,
and e(G,G) # 1 € Gy. DPVS generation algorithm Ggpys
takes input 14 (1 € N) and N € N, and outputs a description
of paramy, := (g, V, Gr, A, e) with security parameter A and
N-dimensional V. It can be constructed by using Gppg.

3. Non-Monotone Access Structures with Inner-Product
Relations

3.1 Span Programs and Non-Monotone Access Structures

Definition 3 (Span Programs [44]): Let {p,...,p,} be a
set of vaAlriables. A span program over [, is a labeled
matrix M := (M,p) where M is a ({ X r) matrix over
F, and p is a labeling of the rows of M by literals from
{p1,...» Pn,—P15--., 2pu} (every row is labeled by one lit-
eral), i.e., p : {1,...,€} = {p1,..., Pu>"P1> --+» 7Pn}. A
span program accepts or rejects an input by the following
criterion. For every input sequence § € {0, 1}" define the
submatrix Ms of M consisting of those rows whose labels
are set to 1 by the input 6, i.e., either rows labeled by some
p; such that §; = 1 or rows labeled by some —p; such that
0; =0. (ie.,y:{l,...,€} = {0,1}is defined by y(j) = 1 if
[o()) = pilAl6: = 1] or [p(j) = =pil Al6; = 0], and y(j) = 0
otherwise. Ms := (M;),(j=1, where M; is the j-th row of
M.)

The span program M accepts ¢ if and only if [ e
span{Ms), i.e., some linear combination of the rows of
My gives the all one vector I. (The row vector has the
value 1 in each coordinate.) A span program computes a
Boolean function f if it accepts exactly those inputs § where
f©) =1

A span program is called monotone if the labels of the
rows are only the positive literals {py,..., p,}. Monotone
span programs compute monotone functions. (So, a span
program in general is “non”-monotone.)

We assume that no row M; (i = 1,...,¢) of the matrix
M is 0. We now introduce a non-monotone access structure
with evaluating map y by using the inner-product of attribute

45

vectors, that is employed in the proposed DMA-ABE and
DMA-ABS scheme.

Definition 4: (Inner-Products of Attribute Vectors and Ac-
cess Structures) U, (t = 1, ...,d and U, c {0,1}*) is a
sub-universe, a set of attributes, each of which is expressed
by a pair of sub-universe id and n,-dimensional vector, i.e.,
(t,0), where 1 € {1,...,d} and 7 € F}" \ {0}

We now define such an attribute to be a variable p of
a span program M = (M, p), ie., p := (t,0). An access
structure S is a span program M := (M, p) along with vari-
ables p := (1,0),p’ = (¢',7),..., i.e, S := (M, p) such that
p:A{l,....0 = {@0),,0),..., =0, ,0),...}. LetT
be a set of attributes, i.e., I' := {(t, %) | X, € Fq"’ \ {6}, 1<
t < d}, where ¢ runs through some subset of {1,...,d}, not
necessarily the whole indices.

When I is given to access structure S, map vy
{1,...,¢6} — {0, 1} for span program M := (M, p) is defined
as follows: Fori = 1,...,4, set y(i) = 1if [p(i)) = (,0)]
Al %) € TT ALG; - X = 0] or [p(i)) = —(,7)] Al(t, %) € T
AlT; - % # 0]. Set y(i) = 0 otherwise.

Access structure S := (M,p) accepts I iff [ e
span{(M;)y=1)-

Remark 1: The simplest form of the inner-product rela-
tions in the above-mentioned access structures, that is for
ABS and ABE, is a special case when n, = 2 for all
t €{l,...,d}, and ¥ := (1,x) and ¥ := (v,—1). Hence,
(t, %) :=(,(1,x))and (¢, ;) := (¢, (v;, —1)), but we often de-
note them shortly by (¢, x;) and (¢, v;). Then, S := (M, p) such
that p : {1,...,¢} — {0, ,V),... =), (', 0),...}
W, V,...€Fy),and ' := {(t,x) | x; € Fy, 1 <t < dj.

When I' is given to access structure S, map 7y
{1,...,€} — {0, 1} for span program M = (M, p) is defined
as follows: Fori = 1,...,¢, set y(i) = 1 if [p(i) = (t,v;)]
Al x) € T] Alo; = x] or [p()) = =(t,0)] Al(F,x,) € T
Alv; # x;]. Set y(i) = 0 otherwise.

Remark 2: When a user has multiple attributes in a sub-
universe (category) ¢, we can employ dimension n, > 2. For
instance, a professor (say Alice) in the science faculty of a
university is also a professor in the engineering faculty of
this university. If the attribute authority of this university
manages sub-universe ¢ := “faculties of this university”, Al-
ice obtains a secret key for (¢, X, := (1,—(a + b),ab) € FZ)
with a := “science” and b := “engineering” from the author-
ity. When a user verifies a signature for an access structure
with a single negative attribute —(z, “science”), the verifica-
tion text is encoded as —(z,7; := (a%, a, 1)) with a := “sci-
ence”. Since X, - U; = 0, Alice cannot make a valid signature
for an access structure with the negative attribute —(z, “sci-
ence”). For such a case with n, > 2, see Sect. 6.4 with our
DMA-ABS scheme.

We now construct a secret-sharing scheme for a span
program.

Definition 5: A secret-sharing scheme for span program
M :=(M,p) is:
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1. Let M be ¢ X r matrix. Let column vector f'T =
U >
(fise. oo ST & FZ. Then, 5o := T+ fT = 37, fiis the

secret to be shared, and 57 := (sy,...,85)  :=M - fﬂ‘r is
the vector of ¢ shares of the secret sy and the share s;
belongs to p(i).

2. If span program M := (M, p) accept &, or access struc-
ture S := (M, p) accepts T, i.e., e span{(M;)yi=1)
withy : {1,...,¢} — {0, 1}, then there exist constants
{ai€Fy|liel}suchthat I C {i e{l,...,0}|y(@) =1}
and ;. @;s; = so. Furthermore, these constants {a;}
can be computed in time polynomial in the size of ma-
trix M.

4. Decisional Linear (DLIN) Assumption

Definition 6 (DLIN: Decisional Linear Assumption [45]):
The DLIN problem is to guess S € {0,1}, given

(paramg, G,£¢G, kG, 66G, okG, Yp) & g{;L'N(M), where

R
Gg-N (1Y) : paramg := (¢, G, Gz, G, €) & Gopg(1"),

U U
k,0,&,0 «Fy, Yo:=(0+0)G, Y| <G,
return (paramg, G,&G, kG, 066G, okG, Yp),

for B <E {0, 1}. For a probabilistic machine &, we define
the advantage of & for the DLIN problem as: Adng'N(/l) =

Prlect.o) - 1] e & 68Ny |- Prleato 1o &
Q?UN(I/I)“ .
The DLIN assumption is: For any probabilistic

polynomial-time adversary &, the advantage Advg"'N(/l) is
negligible in A.

5. Decentralized Multi-Authority Attribute-Based En-
cryption (DMA-ABE)

5.1 Definitions of DMA-ABE

Definition 7 (Decentralized Multi-Authority ABE): A de-
centralized multi-authority (DMA) ABE scheme consists of
the following algorithms. These are randomized algorithms
except for Dec.

GSetup A party runs the algorithm GSetup(1*) which out-
puts a global parameter gparam. The party publishes
gparam.

ASetup An attribute authority # (1 < t < d) who wishes
to issue attributes runs ASetup(gparam, t,n;) which
outputs an attribute-authority public key apk, and an
attribute-authority secret key ask,. The attribute au-
thority 7 publishes apk, and stores ask;.

AttrGen When an attribute authority ¢ issues user gid a se-
cret key associated with an attribute vector ¥, it runs
AttrGen(gparam, ¢, ask,, gid, %) that outputs an at-
tribute secret key uskgiq,¢). The attribute authority
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gives UskKgiq ..z, to the user.

Enc To encrypt a message m € Gy with an access structure
S, using a set of public keys for relevant authorities
{apk,}, a user runs Enc(gparam, {apk,}, m,S) which
outputs a ciphertext Ctg.

Dec To decrypt a ciphertext ctg, using a set of public keys
for relevant authorities {apk,} and secret keys corre-
sponding to user gid and attributes {(z, X,)}, gid runs
Dec(gparam, {apk,, uskgiq )}, Cts) which outputs a
message m or a special symbol L.

A DMA-ABE scheme should have the following
correctness property: for all security parameter A, all
attribute sets ' := {(t, %)}, all gid, all messages
m and all access structures S, it holds that m =
Dec(gparam, {apk,, uskgiq,.¢)}:.%)er» Cts) with overwhelm-

ing probability, if S accepts I, where gparam &
GSetup(11), (apk,, ask;) a ASetup(gparam, ¢, n,),

uskgig, 1.7, & AttrGen(gparam, ¢, ask;, gid, ¥;) and ctg il
Enc(gparam, {apk,}, m,S),

We let S the set of authorities. We assume each at-
tribute is assigned to one authority as in [26], or an attribute
is considered to be of the form of (¢, X,).

Definition 8 (Adaptive Payload Hiding of DMA-ABE):

For an adversary, we define Advg(MA'ABE’PH(/l) to be the suc-
cess probability in the following experiment for any security
parameter 4. An DMA-ABE scheme is adaptively payload-
hiding if the success probability of any polynomial-time ad-

versary is negligible:

Setup Given 14, the challenger gives gparam i
GSetup(1?) to adversary A.
A specifies a set Tpaq € 7 of corrupt attribute au-
thorities (and good (non-corrupt) authorities 7 gooq :=
7 \ Tbad). For good authorities t € Tgooqd, the chal-

lenger runs (ask;, apk,) & ASetup(gparam, t, n,) and
gives {apk, ber,,,q t0 A.

Phase 1 The adversary is allowed to issue a polynomial
number of queries, (gid, 7, ¥;), to the challenger or ora-
cle AttrGen(gparam, t, ask,, -, -) for attribute secret key
uskgid,(1,7)-

Challenge Let I'yq, := {(z, X)} queried to the AttrGen or-
acle with the i-th global identifier, gid;, and I'y :=
{(t, #)}te7,.4» Where * denotes a wild card (an arbitrary
value).

The adversary submits two messages m®, m" and an
access structure, S := (M, p), provided that the S does
not accept any I'gig, U I'g with any gid,.

The attacker must also give public keys {apkK,}er,,, of
corrupt attribute authorities t € Tpag-

The challenger flips a random coin b <E {0, 1}, and
computes ct(Sb) & Enc(gparam, {apk,}, m®,S). It

: (b)
gives cty” to the adversary.
Phase 2 The adversary is allowed to issue a polynomial
number of queries, (gid, 7, X;), to the challenger or ora-
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cle AttrGen(gparam, ¢, ask;, -, -) for attribute secret key
Uskgia t,z)» provided that S does not accept I'yig, U I'g
with any gid; (i = 1,...,vy).

Guess The adversary outputs a guess b’ of b.

The advantage of an adversary (A in the above game is de-
fined as AdvQ""5PH() = Pr[p’ = b] - 1/2 for any
security parameter 1. A DMA-ABE scheme is adaptively
payload-hiding secure if all polynomial time adversaries
have at most a negligible advantage in the above game.

5.2 Construction

We define function p : {1,...,¢} = {1,...,d} by p(i) =t
if p(i) = (¢,0) or p(i) = —(t,0), where p is given in access
structure S := (M, p). In the proposed scheme, we assume
that p is injective for S := (M, p) with ciphertext ¢ = cs.
We showed how to relax the restriction in the full version
of [27]. In the description of the scheme, we assume that
input vector ¥; := (x;1,...,Xs,) is normalized such that
X1 := 1. (If X is not normalized, change it to a normal-
ized one by (1/x;;) - X, assuming that x,; is non-zero). In
addition, we assume that input vector 7; := (vi1,...,Vin,)
satisfies that v;,, # 0. For matrix X := (x; ;)i j=1
F)*N and element g := (Gy,...,Gy) in N-dimensional V,

gX denotes (LY, Gixits -+, Xk, Gixin) =(XiL; Xi1Gis s
Zf\i  Xi,nGi) by a natural multiplication of a N-dim. row vec-
tor and a N X N matrix. Thus, it holds that e(gX, h(X~")T) =
e(g,h) foranyg,h € V.

GSetup(1') : paramg := (¢, G, Gr. G, e) < Gopg(1").
H:{0,1}* - G; return gparam := (paramg, H).
Remark : Given gparam, the following values can be
computed by anyone and shared by all parties:
Go:= HO0Y € G, G,:=HO"',1)eG,
gr = e(Go, Gy),
ASetup(gparam, t,n,) : paramy, := (q,V;, Gr, A, e)
= Gopvs(1, 5, + 1, paramy), X, < GL(Sn, + 1.F,),
by; == (07", Gy, 010X, fori=1,...,5n, + 1,
Et = (bt,h cees bt,Zn,’ bl,5n,+l)7
ask; := X;, apk, := (paramVI,I/Bi), return (ask;, apk,).
AttrGen(gparam, t, ask,, gid,

%= (Xt X)) €F\{O)s. toxy = 1) :

: = U
Ggid = H(Qid) € G, & = (@11, @1n) — ]Fq’,

n n
L -
k, =( xt,lGl, - xl,nth xt,ngid» s xz,n/Ggid,
2n, n 1
—

2n,
0",  ¢.1G1, ... 10,G1, 0
return USkgid’(,’;’) = (gid, (¢, )?t), k?)
Remark : Let b}, := (0!, Gy, 0""'")(X; )T,

T,
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B := (b;l, .. ,b;snlﬂ) and 6 € F, s.t. Ggig = 6G .
Then k; is represented as

n n 2n, n
——

. //_}\ /_}\ > /—_’)\
k[ = ( Xt» 5xf’ 0 nl, SDZ’ O )B;-
Enc(gparam, {apk,}, m, S := (M, p)) :

> U >
FeF, =)= M-, s9:=1- T,

5 R > 3 =
freFrsel-fT=0, 8 =(sp.....sp" =M f7,
fori=1,....¢, 10,66 <£Pq,
if p(0) = (1,8 1= (031, s Vin) € F2\ {0} 5.t 03, # 0),

n ny 2n, n 1

—_————
- - - —
ci:=(s5;€,1+0:U;, s5:8,,+0.0;, 0¥, 0", “m g,
if p(i) = (1, ),
n n; 2n, n 1
——
- - —
ci:= (st ST, 0™, 0" “m D,
Cas1 :=gym, Ctg:=(S,¢1,...,€¢Cq41), return Cts.
Dec(gparam, {apk,, uskgig .1, := (gid, (£, 1), k;)},
CtS = (S’ Clyovns cf’ Cd+1)) :
If S := (M, p) accepts I" := {(t, X;) € USKgiq,1.2)}>
then compute / and {a;};e; such that = Z a;M,;,
iel
where M, is the i-th row of M, and
Ic{ie{l,...0 [p()=(1) A (t, )€l A T - %=0]
Vo [p()==(t0) A (t,X) €T A U;- X #0]},
K:= 1—1 e(ci, ki)™ 1_[ e(c;, kf)”"/(ﬁ’"f’),
i€l Ap(i)=(t,0;) i€l Ap(i)=(1,0;)
return m’ := cg41 /K.

[Correctness]
If S := (M, p) accepts " := {(t, X;) € uSKgiq,1.2)}

[ictnpy=) €(€ir k) Tlictnptiy=nieay €(cin ki)™ 0%

(s +08))(T; 3)
_ @;(s;+05]) own
= [ictnptr=ceary 97
Sicr(@isi+oa;s)) .
=gr" " =gy since Y aisi = so and

/
et a;s; = 0.

Hiemp(i)h(r,ﬁf) 9r

5.2.1 Comparison with the CP-ABE Scheme in [27]

Okamoto-Takashima [27] gave an adaptively secure CP-
ABE scheme on DPVS framework. Ciphertexts (CT) and
secret-keys (SK) of the scheme have two components, one
for decryption and one for shared secret recovering. Con-
cretely, the first corresponds to r = 0,d + 1 component, i.e.,
(o, cq+1) and k;, and the second corresponds to others, i.e.,
(c1,...,¢¢) and {k;}; z)er. CT and SK vector components
for + # 0 have dimension 3n; = n, + n; + n, + 1, where
the first n, dimension is the real-encoding part (real part, for
short) for CT and SK vectors, the second is the hidden part
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for semi-functional CT and SK, the third is the SK random-
ness part, and the fourth is the CT randomness part.

Our DMA-ABE scheme cannot use k; (and then c¢o)
component from the distributed and decentralized key gen-
eration. To meet the correctness and (adaptive) security re-
quirements even without ¢+ = 0 components, both real part
and hidden parts are increased to 2n,-dimensional, respec-
tively, i.e., with 5n, = 2n, + 2n, + n, + 1 inner-structure (see

the figure below).
In [27] CP-ABE, a scalar { in ¢g, which is indepen-
dent of the shared secret s; in¢; (i = 1,...,¢), is used for

ElGamal-like decryption, however in our decentralized sit-
uation, we should use s directly for decryption, so in ad-
dition to the corresponding shared secret {s;}, we add more
n; dimension in the real part to embed another shared secret
{s7} with the share sj = 0.

Moreover, the dual system security proof in [27] is ac-
complished using the hidden part in ¢¢ and k. Instead of it,
we require more 1, dimension in the hidden part in each vec-
tor component ¢, and k; with ¢ # 0 to change each queried
key (in the security game) to semi-functional form sequen-
tially i.e., without affecting to the other queried keys.

ny n ny 1

CT & SK vector (t #0) —— —"— —"—
in [27] CP-ABE ~ ° ( real hidden SKran. CT ran.),

2n, 2n, n 1

CT&SKvector(t #0) ——~ "> —
inour DMA-ABE ( real hidden SK ran. CT ran.).

5.3 Security of the Proposed DMA-ABE

Theorem 1: The proposed DMA-ABE scheme is adap-
tively payload-hiding against chosen plaintext attacks under
the DLIN assumption in the random oracle model.

For any adversary A, there exist probabilistic machines
&1, &, and &3, whose running times are essentially the same
as that of A, such that for any security parameter A,

Adv " ABEPR1) < AdvEHN (1)

+ 371 (AdVEENC) + Adve-N() + €,

where &, ;,(+) = Ey(h,-), E3 () := E3(h, ), vy is the max-
imum number of queries to random oracle H and € :=
(2d + 10)vy +2d +5)/q.

5.4 Proof Outline of Theorem 1

At the top level strategy of the security proof, an extended
form of the dual system encryption by Waters [46] is em-
ployed, where ciphertexts and secret keys have three forms,
normal, pre-semi-functional and semi-functional. The real
system uses only normal ciphertexts and normal secret keys,
and pre-semi-functional and semi-functional forms of ci-
phertexts and keys are used only in a sequence of security
games for the security proof. (Additionally, ciphertexts have
temporal and non-functional forms. See below.)

We employ Game 0 through Game 3. In Game 1, the
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challenge ciphertext is changed to temporal 0 form. When at
most vy random oracle queries are issued by an adversary,
there are 4vy game changes from Game 1 (Game 2-0-4),
Game 2-1-1, Game 2-1-2, Game 2-1-3, Game 2-1-4 through
Game 2-vy-1, Game 2-vy-2, Game 2-vy-3, Game 2-vy-4.

In Game 2-h-1, the challenge ciphertext is changed to
pre-semi-functional form, and keys for the first #— 1 random
oracle queried global identities, gid, are semi-functional
form, while the remaining keys are normal. In Game 2-A-
2, key for the h-th global identity is changed to pre-semi-
functional form while the remaining keys and the challenge
ciphertext is the same as in Game 2-A-1. In Game 2-4-3,
the challenge ciphertext is changed to semi-functional form
while all the queried keys are the same as in Game 2-h-2.
In Game 2-h-4, key for the h-th global identity is changed to
semi-functional form while the remaining keys and the chal-
lenge ciphertext is the same as in Game 2-h-3. At the end
of the Game 2 sequence, in Game 2-vy-4, all the queried
keys are semi-functional forms (and the challenge ciphertext
is semi-functional form), which allows the next conceptual
change to Game 3. In Game 3, the challenge ciphertext is
changed to non-functional form (while all the queried keys
are semi-functional form). In the final game, advantage of
the adversary is zero.

We summarize these changes in Table 1, where shaded
parts indicate the challenge ciphertext or queried key(s)
which were changed in a game from the previous game.

As usual, we prove that the advantage gaps between
neighboring games are negligible.

For cts := (S,c1,...,¢¢,cq01), we focus on € :=
(¢1,...,¢¢), and ignore the other part of ctg, i.e., (S, cg+1),
(and call (¢q, ..., ¢¢) ciphertext) in this proof outline. In ad-
dition, we ignore a negligible factor in the (informal) de-
scriptions of this proof outline. For example, we say “A is
bounded by B” when A < B + €(4) where €(1) is negligible
in security parameter A.

A normal secret key, Jexnorm (with attributes (¢, X)), is
the correct form of the secret key of the proposed DMA-
ABE scheme, and is expressed by Eq. (1). Similarly, a nor-
mal ciphertext (with access structure S), €™, is expressed
by Eq.(2). A temporal ciphertext is expressed by Eq. (3).
A pre-semi-functional ciphertext, €P%®™ s expressed by
Eq.(4) and a pre-semi-functional secret key, frpresemi g
expressed by Eq.(5). A semi-functional ciphertext, ¢se™,
is expressed by Eq.(6) and a semi-functional secret key,
Frsemi s expressed by Eq. (7). An non-functional cipher-
text, "™, is expressed by Eq. (8).

Below, Problems 1, 2, and 3 and their advantages are
used, which are similarly defined as those for DMA-ABS
which are given in Definitions 12, 13 and 16, respectively.
The differences of the problems for DMA-ABE and DMA-
ABS are just additional two dimensions for verifying hash
values in DMA-ABS.

To prove that the advantage gap between Games 0
and 1 is bounded by the advantage of Problem 1 (to guess
B € {0,1}), we construct a simulator of the challenger of
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Table 1  Outline of game descriptions for Theorem 1.

challenge queried keys
ciphertext 1 h-1 h h+1 e vH
Game 0 normal normal
1 temporal normal
2-1-1 pre-semi. normal
2-1-2 pre-semi. pre-semi. normal
2-1-3 semi-func. pre-semi. normal
2-1-4 semi-func. semi-func. normal
2-h-1 pre-semi. semi-func. normal
2-h-2 pre-semi. semi-func. pre-semi. normal
2-h-3 semi-func. semi-func. pre-semi. normal
2-h-4 semi-func. semi-func. semi-func. normal
2-vy-4 semi-func. semi-func. ‘ semi-func.
3 non-func. semi-func.

Game O (or 1) (against an adversary A) by using an instance

with 8 Ad {0, 1} of Problem 1. We then show that the distri-
bution of the secret keys and challenge ciphertext replied by
the simulator is equivalent to those of Game 0 when 8 = 0
and those of Game 1 when § = 1. That is, the advantage
of Problem 1 is equivalent to the advantage gap between
Games 0 and 1 (Lemma 1). The advantage of Problem 1
is proven to be equivalent to that of the DLIN assumption
(Lemma 8).

We then show that Game 2-(h — 1)-4 can be con-
ceptually changed to Game 2-h-1 (Lemma 2), by us-
ing the fact that parts of bases, (b;24,+1,---,br4n) and

zan T ’b:,4n,)’ are unknown to the adversary. In par-
ticular, when 2 = 1, it means that Game 1 can be con-
ceptually changed to Game 2-1-1. When h > 2, we no-
tice that normal key and semi-functional challenge cipher-
text, (I?* norm gsemiy - are equivalent to normal key and pre-
semi-functional challenge ciphertext, (l?* norm  gpre-semiy oy
cept that (0-)shared secret {r;};=1,., with ro = 0 is used
in ¢P'®seM instead of ordinary shared secret {r{"}i=1,...c with

u . . i .
ry « F, for some coefficient vector in ¢*°™. This change

of coefficient vectors can be done conceptually since zero
vector 0" is used for the corresponding part in k*"'™.

The advantage gap between Games 2-h-1 and 2-h-2 is
shown to be bounded by the advantage of Problem 2 (pre-
cisely, a slightly modified Problem 2 with the total dimen-
sions 51, + 1, not 5n, + 3 for each 1), i.e., advantage of the
DLIN assumption (Lemmas 3 and 9).

We then show that Game 2-h-2 can be conceptually
changed to Game 2-h-3 (Lemma 4), where we use the fact
that all queried keys {(z, %)} do not satisfy the challenge S.
Here, we notice that pre-semi-functional key and pre-semi-
functional challenge ciphertext, (k* pre-semi_cpre-semiy = are
equivalent to pre-semi-functional key and semi-functional

challenge ciphertext, (k*Pe-semi ¢semy except that shared

seml instead of

pre-semi

{ri}i=1...c with ro = 0 for some coefficient vector in ¢
Therefore, this conceptual change is proved using Lemma
13.

The advantage gap between Games 2-4-3 and 2-h-4 is
similarly shown to be bounded by the advantage of Problem
3, i.e., advantage of the DLIN assumption (Lemmas 5 and
12).

We then show that Game 2-vy-4 can be conceptually
changed to Game 3 (Lemma 6) by using the fact that parts
of bases, (bsp+1,...,bay) and (b7, ..., b}), are unknown to
the adversary.

Game 0 : Original security game. That is, the reply to an
AttrGen query k" e uskgig, .7 to an AttrGen query for
(gid,,, (t, %)) with 1 € T 4004, and the challenge ciphertext for
Mm@, mMV,S := (M, p)) are:

2n,
n n; n 1
n —_—— N~ A (1)
klgh)* = ( )?.t» 6(h))?:ta 7 ‘,th), 0 )B;’a
fori=1,...,¢,
if p(i) = (1, 7)),
n n
¢ = (gz,l +0,U;, 5;é,1 + 0.7,
2n, .
t 1
—
i g
> ) 19

if p(i) = (1, 0,

2n,
n
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- U > R o S o N
where f — F/, " < (f € F, | T- T =0},50:= T fT, 5 :=
= U §]
M- 1,50 = M;- f77,6,0),7;,6® — F, and " — .

Game 1 : Same as Game 0 except that the challenge ci-
phertext, ¢;, cq+1, are:

fori=1,...,¢,
if p(i) = (1, Ui) Ate Tgood,

—— ———
. = = 23 /=
ci = (si€1 +0iU;, s;e1 + 0,0,

2n,
—— n’ 1
—
—
@] 07,0 T e ©)
if p(i) = =(t,0;) A te 7 good>
n n 2n n; 1

—
M )8,

= ’ = - 7, 7,
ci = (80, SiU;, ,0’, 0™,

S0 (b
cas1 = gym®,

u . .
where z; < F,, and the other variables are generated as in
Game 0.

Game 2-h-1 (h = 1,...,vg) : Game 2-0-4 is Game 1.
Game 2-h-1 is the same as Game 2-(h — 1)-4 except that the
challenge ciphertext, ¢;, c441, are:

fori=1,...,¢,

if p()) = (,0) A te 7 good>
n n

—_——

. - - ’ > , =

C; .= (s,'e,,I + 6;U;, §;€1 + giU,‘,
2n,

n 1
—
— 4
brd =2 ] =2 4 71
(ri€n1 + wity) - Zs, rié + wiv; |, 0%, " ;i g, )

if p(i) = =(t,0) A te T good>
2n,

n; n n 1

—
N A~ ~
. brd I—)l ‘%' Z lﬁ' On; .
ci = (s, 80, |12, rivi), 0%, " 1 g,

S
Cd+1 = grom(b),

U > —_
where § — (e F, | 1-§" =0,M;-§" =0 for Vis.t. p(i) €
u —
Toad)§ < {§ € F, | M;-g" = 0 for Vi st p(i) €

u u
Tbad}, r = Mi'g)T, r; = Mi'ﬁ'T,Z, «— GL(VL;,Fq), 0.)1',0.)[/. «—
F,, and the other variables are generated as in Game 2-
(h—1)-4.
Game 2-h-2 (h = 1,...,vy): Game 2-h-2 is the same as
Game 2-h-1 except that the reply k;h)* € uskgig, .z tO an

AttrGen query for the h-th global identity gid, and ¢ € T good
is:

2n, n
N ! 1
Q)

—— —_—

where 7 & F,, U, := (Z™) for Z, & GL(n,.F,) used
in Eq. (4), and the other variables are generated as in Game

n; ny

—
h)* -
kg) ::( Xt
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2-h-1.

Game 2-h-3 (h = 1,...,vg) : Game 2-h-3 is the same
as Game 2-h-2 except that the challenge ciphertext, ¢;, c4+1,
are:

fori=1,...,¢,
if p(i) = (t,0) A t € Tgoods

—— ——
. - - ’ > /=
C; = (sie,,] + Gil)i, S;€11 + Qil)i,

2n, n |

AA
(5,1 +wily) - Zy, vy + witi, 0", 7 mi s ©

if p(i) = =(t,0;) A te 7 good>
n; ny 2n n 1

——
- - ’= g 7 '3 —
¢ := (s, s, v W2, riv, 0%, " m ),

e 50, (b
Cd+1 = gTom( ),

u —
where § — {g € F | M;-g" = Ofor Vis.t. p(i) € Tpag), 1/ =
M; - ", and the other variables are generated as in Game 2-
h-2.

Game 2-h-4 (h =1,...,vyg): Game 2-h-4 is the same as
Game 2-h-3 except that the reply k;h)* € uskgig, (1,z) to an
AttrGen query for the h-th global identity gid, and ¢ € T good
is:

2n,

n n; n 1

—_—
., =T o = @)
K= (%, "%, , ", "0

u . .
where 7" — F,, and the other variables are generated as in
Game 2-h-3.

Game 3 : Game 3 is the same as Game 2-vy-4 except that
the challenge ciphertext, c;, c441 are:

fori=1,...,¢,
if p(i) = (t,0) A t € Tgoods

ny n

—— ——
- ~ |2 - 7= =
c; = (e,,l + 0iv;, s;éi1 + 6.0,
2n, n; 1
—
—
3 = >3 > 71
(riéi1 + wity) - Zy, ri€y + wiv;, 0", " i g,
if () = (1,8) A 1 € Thag,
n n 3n, |
——
- ~ |2 = >3 , > 3 — 8
c; = (ez,l +6;0;, sié,1 + 65, 07", " ni g, ®)
. . R
if p(i) = =(2,0:) A t € Tgoods
ny n; 2n, n 1

AN — ———— =
- ~ | ’ = - Z 7> On, —
¢i = (5 sv, rdh-Z, s, 0" T s,
if p(i) = ~(1,0) A 1 € Toag,

ny n; 2n; n 1
- ’> 2 —
— (= n, n
¢ .-(, B, 070", T s,
. . b
Cd+1 ‘= Ygr m( ),

Uu_. — U .
where f — Fg, s; =M, - fF and so < F,. The other vari-
ables are generated as in Game 2-vy-4. Here, we note that
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so is independent from all the other variables.

Let Advg)(/l) be AdeIMA'ABE’PH(/l) in Game 0, and
AV ), AdvE" D, .. AdvET (), AdvP(1) be the
A\ A A ’ A
advantage of A in Game 1,2-h-1,...,2-h-4, 3, respectively.
It is obtained that Adv(;{)(/l) = 0 by Lemma 7. We
will show five lemmas (Lemmas 1-6) that evaluate the
gaps between pairs of Advf;)[) ), Adv(;[)(/l), Adv(;[’h'l)(/l), e
AdvE" (1) for b = 1,...,vy, and Adv}(1). From
these lemmas and Lemmas 8, 9 and 12, we obtain
AdVIMABEPH ) = AdVID() < AV () — Advi ()| +
iy [AQVE ) — AdvE TR ] + XL T [Adv ™
(D) —AdVG D)+ AdVE P ()- AdV ()| +AdVG (1)
< Advig (D) + X7 Adv;jh(/l) + 0 Advig () + (2dvy +

2d)/q < AdvVEN() + X7 (AdvEEN(A) + AdveIN() +
((2d + 10)vy + 2d + 5)/q. This completes the proof of The-
orem 1. O

We will show lemmas for the proof of Theorem 1. Be-
low, advantages AdeP;] ), Advgfh(/l), Advg‘:’h(/l) of adver-
saries for Problems 1, 2, and 3 are similarly defined as those
for DMA-ABS which are given in Definitions 12, 13 and
16, respectively. The differences of the problems for DMA-
ABE and DMA-ABS are just additional two dimensions for
verifying hash values in DMA-ABS.

As indicated in Tables 1 and 2, game transforma-
tions for DMA-ABE are considered as parts of those for
DMA-ABS, namely, Games 0, 1, 2-h-1, ..., 2-h-4 (for
h =1,...,vg) and 3 for DMA-ABE correspond to Games
0,1, 3-h-1, ..., 3-h-4 (for h = 1,...,vy) and 5 for DMA-
ABS. Therefore, proofs of lemmas for DMA-ABE are given
by proofs of the corresponding lemmas for DMA-ABS.

Lemma 1: For any adversary A, there exists a proba-
bilistic machine $;, whose running time is essentially the
same as that of A, such that for any security parameter A,
IAdVY (1) — Adv} (D] < AdvE! (1) + 2d/q.

Lemma 1 is proven in a similar manner to that of
Lemma 14, which is given in Appendix B.2.

Lemma 2: For any adversary A, for any security parame-
ter 4, AV "V (1) - AdVE V() < 2d/4.

Lemma 2 is proven in a similar manner to that of
Lemma 16, which is given in Appendix B.4.

Lemma 3: For any adversary A, there exists a proba-
bilistic machine $,, whose running time is essentially the
same as that of A, such that for any security parameter A,
AV " V() - AdvETP ()] < AdviZ (1), where By () :=
By(h, ).

Lemma 3 is proven in a similar manner to that of
Lemma 17, which is given in Appendix B.5.

Lemma 4: For any adversary A, for any security parame-
ter 2, AdvS "2 (1) = Adv P ().

Lemma 4 is proven in a similar manner to that of
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Lemma 18, which is given in Appendix B.6.

Lemma 5: For any adversary (A, there exists a proba-
bilistic machine 83, whose running time is essentially the
same as that of A, such that for any security parameter A,
AV () — AdvE" (D] < AdV (1), where By () =
Bs(h, ).

Lemma 5 is proven in a similar manner to that of
Lemma 19, which is given in Appendix B.7.

Lemma 6: For any adversary A, for any security parame-
ter A, Advy"" (1) = Adv) ().

Lemma 6 is proven in a similar manner to that of
Lemma 21, which is given in Appendix B.9.

Lemma 7: For any adversary A, Adv(;{)(/l) =0.

Proof. Since the value of s in ¢4 is independent from all
the other variables, the challenge bit b is independent of the
advaersary’s view in Game 3. Hence, Adv(;{)(/l) =0. O

6. Decentralized Multi-Authority Attribute-Based Sig-
natures (DMA-ABS)

6.1 Definitions of DMA-ABS

Definition 9 (Decentralized Multi-Authority ABS: DMA-ABS):
A decentralized multi-authority ABS scheme consists of the
following algorithms/protocols.

GSetup, ASetup, AttrGen are the same as those for DMA-
ABE in Definition 7.

Sig This is a randomized algorithm. A user signs mes-
sage m with claim-predicate (access structure) S :=
(M,p), only if there is a set of attributes I' such
that S accepts I', the user has obtained a set of
keys {uskgigq¢) | (t,%) € T} from the attribute
authorities.  Then signature o can be generated
using Sig(gparam, {apk,, uskgiq . z)}, m, S), where

USKgig, 1,2, <E AttrGen(gparam, t, ask;, gid, X,).

Ver To verify signature o on message m with claim-
predicate (access structure) S, using a set of public keys
for relevant authorities {apk,}, a user runs Ver(gparam,
{apk,}, m, S, o) which outputs boolean value accept :=
1 or reject := 0.

We let S the set of authorities. We assume each at-
tribute is assigned to one authority.

6.2 Security Definition of DMA-ABS

The definition of perfect privacy for the decentralized multi-

authority ABS is essentially the same as that of the ABS

given in [19].

Definition 10 (Perfect Privacy of DMA-ABS): A DMA-
R

ABS scheme is perfectly private, if, for all gparam «

GSetup(14), for all (ask,, apk,) < ASetup(gparam, 7) (1 <
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t < d), all messages m, all attribute sets I'; associated with
gid, and I'; associated with gid,, all signing keys {usk; i

AttrGen(gparam, ¢, ask;, gid;, X1}z, )er, and {usk;, &
AttrGen(gparam, ¢, ask;, gid,, X;2)}.x,,)er, - all access struc-
tures S such that S accepts I'; and S accepts I'», the distri-
butions Sig(gparam, {apk,, usk,; | (t,%.1) € I'1},m,S) and
Sig(gparam, {apk,, usk;» | (t, X,2) € Iz}, m, S) are equal.

For a DMA-ABS scheme with perfect privacy, we de-
fine algorithm AltSig(gparam, {apk;, ask}, 7, S) with S and
master key ask; instead of I' and {uskgig  z)}¢2)er: First,

R H 2
generate Uskgq ¢y < AttrGen(gparam, ¢, ask;, gid, ¥;) for

arbitrary T' := {(¢,X)} which satisfies S, then o &
Sig(gparam, {apk,, uskgiq .z} 1, S). Return o

Definition 11 (Unforgeability of DMA-ABS): For an ad-
versary, we define AdvglMA'A SUF (1) to be the success prob-
ability in the following experiment for any security param-
eter . A DMA-ABS scheme is existentially unforgeable if
the success probability of any polynomial-time adversary is
negligible:

1. The challenger gives gparam & GSetup(1Y) to ad-
versary A. Adversary A specifies a set Tpag S T
of corrupt attribute authorities (and good (non-corrupt)
authorities Tgood := 7 \ Tpad). For good authori-

ties t € Tgood, The challenger runs (ask;, apk,) &
ASetup(gparam, ,n,) and gives {apkK, }er,,,4 t0 A.

2. Adversary A is allowed to issue a polynomial num-
ber of queries, (gid,, x;), to the challenger or or-
acle AttrGen(gparam, -, ask;,-,-) for attribute secret
key uskgiq .z for good t € Tgooq. A is also
allowed to issue a polynomial number of signing
queries, (gid,m,S := (M,p),I’) where I' satisfies S,
with corrupted authority public keys {apk,}, and at-
tribute secret keys {uskgiq %)} for corrupt # € Tpaq A

(t,%) € T, to the challenger. For good t € Tyood A

R
(t,%;) € T, the challenger generates USKgiq (%) <

AttrGen(gparam, ¢, ask;, gid, ;). Then, he generates

o & Sig(gparam, {apk;, usKgiq .z }¢.%)er> M, S) and
gives it to A.

3. At the end, the adversary outputs (m’,S’, o) and cor-
rupted authority public keys {apK,}er;,,-

Let Ty, := {(#, %)} queried to the AttrGen oracle with the
i-th global identifier, gid;, and Iy := {(t, *)}ser;,,,» Where
* denotes a wild card (an arbitrary value). We say the
adversary succeeds, if (m’,S’) was never queried to Sig
oracle, S’ does not accept I'yq U I'y for any gid;, and
Ver(gparam, {apk,},m’,S’,0’) = 1.

6.3 Construction Idea of the Proposed DMA-ABS Scheme

Here we will show some basic idea to construct the proposed
DMA-ABS scheme. Our DMA-ABS scheme is constructed
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on the DMA- scheme given in Sect. 5.2.

Roughly speaking, a secret signing key skr with at-
tribute set " and a verification text € with access structure
S (for signature verification) in our DMA-ABS scheme cor-
respond to a secret decryption key skr with I" and a cipher-
text ¢ with S in the DMA-ABE scheme, respectively. No
counterpart of a signature §* in the DMA-ABS exists in the
DMA-ABE, and the privacy property for signature §* is also
specific in DMA-ABS. Signature §* in DMA-ABS may be
interpreted to be a decryption key specialized to decrypt a
ciphertext with access structure S, that is delegated from se-
cret key skr-.

The algorithms of the proposed DMA-ABS scheme
can be described in the light of such correspondence to the
DMA-ABE scheme:

GSetup Almost the same as that in the DMA-ABE scheme
except that a hash function, H,, is added in gparam.
This is used for hashing of message and access struc-
ture in the signing and verification algorithms.

ASetup Almost the same as that in the DMA-ABE scheme
except that B; is revealed as a public parameter in
our DMA-ABS, while it is secret in the DMA-ABE
scheme. They are published in our DMA-ABS for the
signature generation procedure Sig to meet the privacy
of signers (for randomization). This implies an impor-
tant gap between DMA-ABE and DMA-ABS.

In [19], since (a part of) E’; is a master secret, other

bases {B;};o can be public. However, in DMA-ABS,
by lack of Vy, public {B;};¢ should include modi-

,,,,,

quires a new security proof in the dual system encryp-
tion.

AttrGen The same as that in the DMA-ABE scheme.

Sig Specific in DMA-ABS. To meet the privacy condi-
tion for §*, a novel technique is employed to ran-
domly generate a signature from skr and {@f}(,, %)er- In
[19], attribute vector X, is encoded on n,-dim. subspace

Span(b;"l, el b;‘,n) in a secret key. However, in DMA-

ABS, by lack of Vj, the vector is also encoded on

another span{b* , b:Zn,>' To re-randomize both

Ll
vectors independently using public (b}, by, ,,)i=1
a tricky part of our signature generation.

Ver Signature §* in the DMA-ABS is an endorsement to
message m by a signer with attributes accepted by
access structure S. The signature verification in our
DMA-ABS checks whether a signature (or a specific
decryption key) §* works as a decryption key to decrypt
a verification text (or a ciphertext) associated with S
and Hy(m, S).

6.4 Proposed DMA-ABS Scheme

We define function p : {1,...,¢} = {1,...,d} by p(i) := ¢
if p()) = (t,0) or p(i) = =(t,0), where p is given in ac-
cess structure S := (M,p). In the proposed scheme, we
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assume that p is injective for S := (M,p) with signa-
ture o = os. We showed how to relax the restriction
in [47], however, for notational simplicity, we do not in-
clude the techniques for removing the restriction here. In
the description of the scheme, we assume that input vec-
tor X; := (X1,...,%.,,) is normalized such that x;; := I.
(If X is not normalized, change it to a normalized one
by (1/x;1) - X, assuming that x,; is non-zero). In addi-
tion, we assume that input vector 3; := (vi1,...,0;,) Sat-
isfies that v;,, # 0. We refer to Sect. 1.5 for notations on
DPVS, e.g., (X[, ey .XN)B, (y] yeees yN)]B%* for Xi,Y;i € Fq, and
é,j. For matrix X := (xi)ij-1..v € F)”" and element
g = (Gy,...,Gy) in N-dimensional V, for notation gX, re-
fer to Sect. 5.2.
R
GSetup(1') :  paramg, := (¢, G, Gr. G, ¢) & Gopg(1),
H, :{0,1} - G; H, : {0,1}" = F;
return gparam := (paramg, Hy, H>).

Remark : Given gparam, the following values can be

computed by anyone and shared by all parties:

Go:= Hi(0") € G, G, := H,(0"',1)eG,

Gy = Hi(0',1,0) € G, g7 := e(Go, G).
ASetup(gparam, 1) : paramy, := (g, V;, Gr, A, e)

U
:= Gapvs(11, 51, + 3, paramg), X, < GL(5n, + 3,F,),
b, = (07", Gy, 07X,
by, := (07", G, 0" HXH ! fore=1,...,5n,+3,
ny 3n,+2 n

— —_—
b;iL = (Ol_l’ GZ, Onl_[a 03nt+2’ Sot,t,lGl PR QDI,L,n,Gl 5 0)(X;r)_1 5

where ZZ’L = (@rats s Pram) < Fyr, fore=1,...,n,
By = (b1, bisn3), B = (b, ... b5, 13),
Et = (bt,l seees br,Zn,+2’ bt,5n1+3)7
B;F = bz*,l’ o bf,n,’ b;n,+l’ I bj,2n/+2’ b;ﬁ,4n1+3’ o b:,Sn,+2)’
return ask, := X;, apk, := (paramVr,E,,fB?,*).
Remark : Let 7 € F; s.t. G, = nGy, then
n 3n,+2 n 1
— —_—— =T
b;[ :( ﬂ,é»“’ 03n,+2’ '@m’
AttrGen(gparam, t, ask,, gid, %; := (x;1, .., X¢.n,) € JF;" \ {6}
such that x;; ;= 1) :

Ggid = Hl(gld)a (zl‘ = (‘10{,1’ e

0 g fore=1,..,n,.

u
s ‘pl,l’lz) — Fnl?

ny ny 2
2
k? = (xt,lGla ooy xt,ll,Gl7 xt,ngid» (13} xl,n,Ggida O )
27!, n; 1
—_—

2n, Ty-1
0", 90t,1G1, -~v§0t,n/Gl’ 0 )(Xt ),
return USKgiq %) := (9id, (¢, X1), k7).
Remark : Let 6 € F, s.t. Ggig = 0G1,

n n 2 2n, n

thenk; =( x, ox, 05, 0™ &, O0)s.

53

Sig(gparam, {apk,, uskgig .z := (9id, (t, ¥), k;)},
m, S :=(M,p)) :
If S := (M, p) accepts I" := {(t, X;) € uSKgiq ¢}, then
compute I and {a;};c; such that [= >ier @iM;, where
M, is the i-th row of M, and
Iclief{l,. 0} [p@)=¢T)A @) T AT - X =0]
Vo [p@) =t 0) A %) el A Ui- % #0]},

WS F, gi=yifiel, g =0ifigl fori=1,....L
fori=1,....0, &< F,

U =y
Bi0)s Bin) —{B1,....Be) | Si_, BiM; = 0},
sti=vyi- ki + 2", <yi,0,1bzl + ({//i-xl,l+yf,1,t)b;,n,+/,)
+4; (b7, 41 + Halm, )b

t,2n,+2) +r,
* u * *
where r; «span(b;,, .3, b5, .»)»
and y;, i = Wi 15 - Yijn,) for j=0,1,
are defined as
ifiel A p@)=(@1),
- u — -
Yi=a, Yig =i | Jij ;=0 A yij1=Bijh
ifiel A p(i)= (1),
- o — u — -
Yii= /@R, iy — iy | Gy 0= Bijh
ifigl A p) = (7)),
— u — -
vi=0, Jij = {Wi; | §i;-0;=0 A yij1 =8}
ifigl A p(i) =—(1,7),
— u - -
¥i =0, Jij <= {Gij | Jij- 0 =Bij)
return §° :=(s],...,S}).
Ver(gparam, {apk,}, m, S :=(M,p),5") :

> U
feF, 5 i=(s1,..., 507 ::M-fT, S0 :zl-fT,

-

5 R
fefstl - fT=0,5"=(,....0 =M T,
fori=1,...,¢,
if p(i) = (¢, 0 == (vi1, ..
U
eiagl{»el/‘/a ni < Fq7
n ny 2
b d =2 = / > 24
ci:= (i€, + 0U;, s;é1 +0;U;, 6 (Hy(m,S), 1),

2n, n
—

2n, n,
o=, 0™,

Vi) €M\ {0} 5.t v, # 0),

1
—
i B,
. . - ' U
if p(i) = =(1,0), 07,m; < Fy,
ny ny 2 2n; n 1
/AA/—/%’;\A
ci:=(siU;, sith, 07 (Ha(m,S),-1), 07, 0",
. S0
Ca+l = Yr>

return 1 if ﬂle e(c;, s7) = cqr1, return O otherwise.

—
ni B

[Correctness] If S
UsKgia,(1,2) s

= (M,p) accepts T' := {(t,X) €
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¢
[1i-; eCcis s7) =
. VA ~* . % .
i e(ci k;f)% Hi:l n"z e(c, bl Yioee(c;, bﬂfﬂ)(tl/,x,.ﬁy,.l.t)

=1

@;(si+(0+Y)s7) ¢ 7BiositPins]
= [l 9r [Ticy Ir
jer @i(Si+(0+Y)s] ¢ (mBiosi+Bir s, .
_ g%, 7 @i(si+( +¢r)sl) . gTI_](nﬂygs +,3yls,) — g;?’ since

14 4
Dier @isi=50 and ¢ ais,{ =Z,‘:1,3i,05i:2,':1;8i,] S; =0.

6.5 Security of the Proposed DMA-ABS

Theorem 2: The proposed DMA-ABS scheme is perfectly
private.

Proof. Before starting the proof, we first define function
AltSig specified in the proposed DMA-ABS scheme as fol-
lows:

AltSig(gparam, {apki, ask,}, m, S)
FEFE, (€).(6) S E....&) | L, &M =T},

fori=1,...,¢,
if p(i) = (¢,7;), then

u
(@0, Zi1) < (@0, Zi) | Zio - Ui = Ziy - U; = 0,

zioa1 = & Zit1 = 6&] 1, )

if p(i) = (¢, 0;), then

U —
(0> 7)) —(Zi0,Zi1) | Zio - U;=&3, Ty - Ui =0€1},

2n, 2 2ny ny 1
S;-( = (Zi,()’ Zi,lsé’i(l’ HZ(m’ S))’ 0 ’a g, O )B;”

U U
where §; < F,, ¢ < IF’Z’, return §° :=(s],...,s}).

Remark: Theorem 2 implies that AltSig defined above is
equivalent to AltSig defined just after Definition 10, and this
justifies the notations.

We now start the proof. This theorem is true if the fol-
lowing statement is true, where AltSig is defined above:

For all gparam i GSetup(14), (ask;, apk,) &

ASetup(gparam, t), all messages m, all attribute sets
R
I associated with gid, all signing keys {uskgig ey <

AttrGen(gparam, ¢, ask;, gid, X;)}, all access structures S
such that S accepts ' := {( %)}, the distribu-
tions of Sig(gparam, {apk;, uskgq )}, m, S) and
AltSig(gparam, {apki, ask;}, m, S) are equal.

In the proposed DMA-ABS scheme, (s7,...,s}) il
Sig(gparam, {apki, uskgig %)}, m, S) are expressed by

§7:=Z0. 21 (1, Hy(m, §)), 07, @1, 0)g: (i=1,...,£+1),
where, for 1 <i < ¢,
ifiel A p@)=(@71),
Zio = @i%; + i Zin = ai(6 + )X + i
where 7, & (i | i - ;=0 A i1 =B} for j = 0, 1,
iftiel A p(i)=-t0), Zio= (/@ %)% + 1o,

Zin = (@i/ (T - X)O6 + )X + Fixs
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U . .
where Ji j < {Ji; | §ij- 0 =i} for j=0,1,
ifi¢l A p()=(0), Zio=nbio, Zi1 =il
u .
where i j {7 j | i,j - U;=0 A y; ;1 =i} for j=0,1,
ifigl A p()=-(70), Zio=nlio, Zi1 =i,
u - - - .
where i j < {iji; | ;-0 =B} for j=0,1,
Let @ := (aj,...,a;) suchthat ] := a; ifi € I and @] := 0
ifi ¢ I, and § := 6 + i, then it can be rephrased by
forl1 <i<{,
U
Zi0.Z01) < {Z0.Z) | Zo-0i=Z1-0,=0
A Zio1 = a; + B, zii1 = 0a; + Bi1}if p(i) = (1, 7)),
> > U > > > -
(Zi0.Zi1) < @0, Z1) | Zip - Ui = @} + 1B,
Zi1 - U = 6a; + By} if p(i) = (1, 7)),

where 6 is uniformly and independently distributed in F, for
each signature generation.

On the other hand, (s7, . ..
ask,}, m, S) are expressed by

,57) & AltSig(gparam, {apki,

57 = (0. Zi1- £i(1, Ho(m, §)), 0°", &, 0)g;, where

fori=1,...,¢,

U
(@0, Zi1) < (@0, Z) | Zio - Ui = Ziy - 0 = 0,

Zi,O,] = fi’ Zi,l,l = 66; }’ lfp(l) = (t7 E)l)a

§] —_—
(Ti0-7i1) < (G0 Z1) | Zio - U3 = &, Ty - U = 6€] ),

if p(i) = (1, 1)).

For any {a}} such that Zf;l aM; = Tand 7 € IFqX, the
distributions of

(@) +7B1o, 6@ +B11)s ... (@) + WBro, 0 + Br.))

S8 e Fy, (Bio) (Bi1) < {(B) | S, B:M; = 0} and
(&1, 68)), ..., (&, 6E))

St F, @).€) e | 3L EM=T),

are equivalent. Therefore, distributions Sig(gparam, {apk,
usKgia,.x)}» M, S) and AltSig(gparam, {apk;,ask;}, m, S)
are equivalent. o

Theorem 3: The proposed DMA-ABS scheme is unforge-
able (adaptive-predicate unforgeable) under the DLIN as-
sumption in the random oracle model.

For any adversary A, there exist probabilistic machines
&1,6,, 831, E32 and &4, whose running times are essentially
the same as that of A, such that for any security parameter
/L

Advo M ABSIF (1) < Advg N + 3% AdvEEN ()
+ 37 (AdVEIN (1) + AdvRIN (D) + AdvEIN () + €,

E3na

where Ey.4() = E(h, ), E3pa () = Ezq(h, ), E3pa() =
Esn(h, ), vs (resp.vy) is the maximum number of queries
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Table2  Outline of game descriptions for Theorem 3: in the table, norm., temp., pre-s.f., s.f., and non-
f. stand for normal, temporal, pre-semi-functional, semi-functional, and non-functional, respectively.
challenge queried signatures queried keys —Efl
cr [t[n—afnlnsr v 0 =1 n Jaet ]y

Game 0| norm. norm. norm. norm.
1|| temp. norm. norm. norm.
2-1|| temp. s.f.‘ norm. norm. norm.
2—hH temp. ‘ s.f. s.f. norm. norm. norm.
2-vs|| temp. s.f. s.f. norm. norm.
3-1-1{| pre-s.f. s.f. norm. norm.
3-1-2|| pre-s.f. s.f. pre-s.f. norm. norm.
3-1-3 s.f. s.f. pre-s.f. norm. norm.
3-1-4 s.f. s.f. s.f. norm. norm.
3-h-1{| pre-s.f. s.f. s.f. norm. norm.
3-h-2|| pre-s.f. s.f. s.f. pre-s.f. norm. norm.
3-h-3 s.f. s.f. s.f. pre-s.f. norm. norm.
3-h-4 s.f. s.f. s.f. s.f. norm. norm.
3-vy-4 s.f. s.f. s.f. s.f. [norm.

4 s.f. s.f. s.f. s.f.

5|| non-f. s.f. s.f. s.f.

to signing oracle (resp.random oracle H;), and € := ((d +
6)vs + (2d + 10)vy +3d + 11)/q.

6.5.1 Proof Outline of Theorem 3

As mentioned in Sect. 6.3, secret signing keys and verifi-
cation texts in our DMA-ABS are the counterparts of se-
cret decryption keys and ciphertexts in DMA-ABE. Based
on this correspondence, we follow the dual system encryp-
tion methodology proposed by Waters [46], at the top level
of strategy of the unforgeability proof. Signatures have two
forms, normal and semi-functional, secret keys have three
forms, normal, pre-semi-functional and semi-functional,
and verification texts (ciphertexts) have four forms, normal,
temporal, pre-semi-functional and semi-functional (see Ta-
ble 2). The real system uses only normal forms, and other
forms are used only in a sequence of security games for the
security proof. (Additionally, verification texts have non-
Jfunctional form. See below.) In addition to verification
texts, secret keys and signatures, a part of public key, b;,,
has two forms, normal and semi-functional.

We employ Game 0 through Game 5. In Game 1, the
verification text is changed to temporal form. When at most
vs signature queries are issued by an adversary, there are vg
game changes from Game 1 (Game 2-0), Game 2-1 through
Game 2-vg. In Game 2-h, the first 4 (including the h-th
queried) signatures are changed to semi-functional form,

while the remaining signatures are normal.

Then, when at most vy random oracle queries for H;
are issued by an adversary, there are 4vy game changes
from Game 2-vg (Game 3-0-4), Game 3-1-1, Game 3-1-2,
Game 3-1-3, Game 3-1-4 through Game 3-vy-1, Game 3-
vy-2, Game 3-vy-3, Game 3-vy-4.

In Game 3-h-1, the verification text is changed to pre-
semi-functional form, and keys for the first # — 1 random-
oracle queried global identities, gid, are semi-functional
form, while the remaining keys are normal. In Game 3-A-
2, key for the h-th global identity is changed to pre-semi-
functional form while the remaining keys and the verifi-
cation text is the same as in Game 3-h-1. In Game 3-h-
3, the verification text is changed to semi-functional form
while all the queried keys are the same as in Game 3-h-2.
In Game 3-h-4, key for the h-th global identity is changed
to semi-functional form while the remaining keys and the
verification text is the same as in Game 3-A-3. At the end
of the Game 3 sequence, in Game 3-vy-4, all the queried
keys are semi-functional forms (and the verification text is
semi-functional form). In Game 4, a part of authority public
key, b;,, are changed to semi-functional form. In Game 5,
the verification text is changed to non-functional form since
all the queried signatures, keys, and b;, are semi-functional
form. In the final game, advantage of the adversary is at
most 1/g.

We summarize these changes in Table 2, where shaded
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parts indicate the verification text, keys, signatures, public
keys which were changed in a game from the previous game.
As usual, we prove that the advantage gaps between
neighboring games are negligible.
We denote verification text by & := (cy,...,¢,), and

-

keys by k* := (k})(.z)er in this proof outline. In addition,
we ignore a negligible factor in the (informal) descriptions
of this proof outline. For example, we say “A is bounded by
B” when A < B + €(1) where €(2) is negligible in security
parameter A.

A normal secret key, Jexnorm (with attributes (7, X)),

is expressed by Eq.(10), and a normal signature, §"°™
(with access structure S) is expressed by Eq.(12), which
are the correct forms of the secret key and signatures of
the proposed DMA-ABS scheme, respectively. Similarly,
a normal verification text (with S), "™, is expressed by
Eq. (13), and normal form of (a part of) public key /™ is
given in Eq. (11). A temporal verification text is expressed
by Eq.(14). A semi-functional signature, §°™ is ex-
pressed by Eq. (15). A pre-semi-functional verification text,
érre-semi i expressed by Eq. (16) and a pre-semi-functional
secret key, Frpresemi g expressed by Eq.(17). A semi-
functional verification text, %™ is expressed by Eq. (18)
and a semi-functional secret key, Frsemi s expressed by
Eq.(19). A non-functional verification text, ¢ non-f js ex-
pressed by Eq. (21).

To prove that the advantage gap between Games 0 and
1 is bounded by the advantage of Problem 1 (to guess 8 €
{0, 1}), we construct a simulator of the challenger of Game
0 (or 1) (against an adversary A) by using an instance with

B <£ {0, 1} of Problem 1. We then show that the distribution
of the secret keys and verification text (in the final step) used
by the simulator is equivalent to those of Game O when 8 = 0
and those of Game 1 when § = 1. That is, the advantage
of Problem 1 is equivalent to the advantage gap between
Games 0 and 1 (Lemma 14). The advantage of Problem 1
is proven to be equivalent to that of the DLIN assumption
(Lemma 8).

The advantage gap between Games 2-(h— 1) and 2-h is
shown to be bounded by the advantage of Problem 2’, i.e.,
advantage of the DLIN assumption (Lemmas 15 and 10).

We then show that Game 3-(h — 1)-4 can be con-
ceptually changed to Game 3-h-1 (Lemma 16), by us-
ing the fact that parts of bases, (b;24+3,-..,b44,4+2) and
(b;"zm p3reees b; an, +»)» are unknown to the adversary. In par-
ticular, when 2 = 1, it means that Game 1 can be con-
ceptually changed to Game 3-1-1. When & > 2, we no-
tice that normal key and semi-functional verification text,
(Knorm_gsemiy are equivalent to normal key and pre-semi-
functional verification text, (l_c)* norm gpre-semiy - except that
¢ with ry = 0 is used in grre-semi

,,,,,

for some coefficient vector in . This change of coeffi-
cient vectors can be done conceptually since zero vector 0™

is used for the corresponding part in frnorm,

Z.seml
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The advantage gap between Games 3-4-1 and 3-h-2 is
shown to be bounded by the advantage of Problem 2, i.e.,
advantage of the DLIN assumption (Lemmas 17 and 9).

We then show that Game 3-A-2 can be conceptu-
ally changed to Game 3-A-3 (Lemma 18), where we
use the fact that all queried keys {(z,%)} do not sat-
isfy S that adversary output. Here, we notice that
pre-semi-functional key and pre-semi-functional verifica-
tion text, (k*Pre-semi cpre-semiy  ape equivalent to pre-semi-
functional key and semi-functional challenge ciphertext,
(Krpre-semi_gsemi) - except that shared secret {r}'}—

.....

u_ . . . .
ry « Fyis used in ¢**™ instead of {r;};=y,.., with ry = 0 for

some coefficient vector in ¢P®¢™ Therefore, this concep-
tual change is proved using Lemma 13.

The advantage gap between Games 3-4-3 and 3-h-4 is
similarly shown to be bounded by the advantage of Problem
3, i.e., advantage of the DLIN assumption (Lemmas 19 and
12).

We then show that the advantage gap between Games
3-vy-4 and 4 is bounded by the advantage of Problem 27,
i.e., advantage of the DLIN assumption (Lemmas 20 and
11).

We then show that Game 4 can be conceptually

changed to Game 5 (Lemma 21) by using the fact that parts
of bases, (b/3p+3,...,br4n+2) and (b;l,...,b;nl), are un-
known to the adversary.
Proof : To prove Theorem 3, we consider the following
(vs + 4vy + 4) games. In Game 0, a part framed by a box
indicates coefficients to be changed in a subsequent game.
In the other games, a part framed by a box indicates coef-
ficients which were changed in a game from the previous
game.

Game 0 : Original security game. That is, kfh)* €
uskgig, (1.z,)» Which is a reply to AttrGen query for the A-th
global identity, (gid,,, (t, ¥,)) witht € S forh = 1,..., vy is:

n n 2n,

2
AAA’/\AA
h)s h U h
K = (£ 6P 702, [0 ] g™ 70 e, (10)

n; 1

of apk, is:

2n, n, 1
——

—_ —— T S ——

by, = (&, 0", 0%, 0[0"] @, 0 ) (D)
fort=1,...,n, where & ]Fq,Z,_E),’[ A F,, and {sfh)*};zl ,,,,, ‘s
which is a reply to the h-th AltSig query for (m®, S®) with
SW = M,p)forh=1,...,vs is:

n ny 2

ne ne 2

h) (h (h
* = —/
s = (@, W, 41, Hym™, s™y),

2n,
—_——

~
o [0 ),

where 3. < F,. & < FU @) @E) < (En... b |

n 1

——
0 )z, (12)
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S EM; = T), and for i = 1,...,¢, if p(i) = (1,7,
/ U = 2 - = 7 =
then (w(h) _)(h)) — {W,w) | w - = w -y =

1
0, the 1-st coordmate of ; = &;, the 1-st coordinate of ] =

—= . . u
8¢, 1 if p(i) = (1, 5), then (@, &™) & {(@:, &) | @;-T; =
&, WU = 6§ }, and the verification text {¢;}i=1.. ¢, Cat1s

for (m S”) with S’ := (M, p), which is used for verlﬁcatlon
of the output of the adversary (A at the end of the game is:

if p(i) = (1, %),

ne n 2
1= (s [en1 + 00, i€ + 6,0, 6] (Ha(m', §7), 1),

2n,

— " 1

—
(020" T s,
if p(i) = (1, %), (13)
ny n 2

rd a4 24 ’ ’
ci = (sifi;, siti, 0] (Ha(m',S'), 1),
2n,
n; 1

e N
02n, o™ -
> ’ ]71 )B,’

e %
Ca+1 ‘= 9r>

wheref & F’,f’
M;-fTs

f’e]F’llf’T 0}, 50 := 1+ fT, 5 :=
= Mi ° f’T3 Gi’ 0:9 0:'” ni <_ Fq-

Game 1 : Same as Game 0 except that (a part of) the veri-
fication text, {c;}i=1,..¢, for (m’,S") with S’ := (M, p), which
is used for verification of the output of A at the end of the
game is:

fori=1,...,¢,
if p(i) = (1,5:) A 1 € Tgood
n ny 2

r—/ﬁ
= (8i€,1 + 0,1, 58,1 + 0.0;, 6, (Ho(m', S'), —1),
2n,

ny
S 1
—
—
0", [z 0" T e (14)
_‘(t’ 171) AN S Tgood,
n, ny 2
—
ci:= (s, 80, 0] (Ha(m',S"), - 1),
2n,

if p(i) =

n; 1
71 2 71
0", [z 0" T e

where Z; Pd Fy
Game 0.

Game 2-h (h = 1,...,vg): Game 2-0 is Game 1. Game
2-h is the same as Game 2-(h — 1) except that the reply
{s"*)iz1,__¢ to the h-th AltSig query for (m",S® := (M, p))
is:

and the other variables are generated as in
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fori=1,...,¢,
if (p() = (1,5) V p(i) = ~(1, 1)) A 1 € Tgood,
n n 2
—
s = (B, B P 41 Hym®, 50, 15)
/_Z/L ny 1

N
o, | @” ] @, 0 s,

U . .
where ﬁgh) — ]Fg’, and the other variables are generated as in
Game 2-(h —1).

Game 3-h-1 (h = 1,...,vyg) : Game 3-0-4 is Game 2-
vs. Same as Game 3-(h — 1)-4 except that (a part of) the
verification text, ¢;, for (m’,S’) with S’ := (M, p) in the final
step:

fori=1,...,¢,
pr(l) = (t’ 3!) A te (Tgood,
n n 2
r—/ﬁ
= (56,1 + 0;U;, 5781 + 0703, 0, (Hy(m', S"), = 1),
2n,
n; 1
,./\/-/\
(ri€i1 + i) - Zy, rié + w0 |, 0", T s,y (16)

pr(l) = _'(t’ 171) AN AS T-QOOd’

n, n 2

v d aa 24 ’ ’
ci = (s, 805, 6/ (Hy(m',S"),-1),

2n, n .
——— !
= ’ = AA
U >
Wheregﬂ—{g’ePrIL =0, M;-g' =0forVis.t., p(i) €

U
Toach§ — (G € F, | M;-§" = 0 for Vi st, pli) €

u
Toadh ri = M;-g",r .= M;- g, Z, & GL(n, Fy), wi, w!
F,, and the other variables are generated as in Game 3-
(h—1)-4.
Game 3-h-2 (h = 1,...,vy): Game 3-h-2 is the same
as Game 3-h-1 except that the reply kﬁh)* € uskgig, (1.z) tO
AttrGen query for the /-th global identity gid;, with # € 7 good
is:

m n 2

O
K= (2P, s0EP, 02,

2n, n
N 1
,_/\\
DU, L0 E 0 ), (17

u U
where 7" « F,, U, := (Z;")" for Z, «— GL(n,,F,) used in
Eq. (16), and the other variables are generated as in Game
3-h-1.

Game 3-h-3 (h =1,...,vg): Same as Game 3-h-2 except
that (a part of) the verification text, c;, for (m’, S") with S’ :=
(M, p) in the final step:
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fori=1,...,¢,
pr(l) = (t’ 171) A te %Ood’
ny ny 2
/—/ﬁ
= (8i€,1 + O,U;, 5;€1 + 0,0, 0 (Ha(m', §'), = 1),
2n,
ny 1

—_—
—~—
(a,l +wilth) - Zy, ey + wiv, 0", T m e, b (18)
if p(i) = =(t,0) A te 7 good>
n; n; 2
v d = 24 /’ ’
¢ = (s, s;0;, 0 (Hy(m',S"),-1),

2n,
——

—
—
/7 Urd 71,
Ji.Zhrivh Ot, ni )B,9

where § < (g € B! | M;-§" = 0 for Vi s, p(i) €
Toad), 1) = M; - §",
as in Game 3-h-2.
Game 3-h-4 (h = 1,...,vyg) : Game 3-h-4 is the same
as Game 3-h-3 except that the reply kﬁh)* € uskgig, .z) tO
AttrGen query for the A-th global identity gid;, with # € 7 good
is:

ny 1

and the other variables are generated

ny n 2

k;h)* — ( th)’ 6(/1))Z,§h), 02’

2n, n
—_— ! 1
I h
Om’Tl(h))é’) ’ 935 )’ 0 )]BS,* (19)

u . .
where 7" — F,, and the other variables are generated as in
Game 3-h-3.

Game 4: Game 4 is the same as Game 3-vy-4 except that a
part of apk,, {b; }=1....n,» fOr t € Tgooq is:

.....

2n, n

n ny 2 1

T e O e I TR
b, = (zé,, 0", 0% 0%[né,) @, 0 s (0)

u . .
where < F,, and the other variables are generated as in
Game 3-vy-4.

Game 5 :
part of) the verification text, {¢;};=|
= (M, p) in the final step is:

Game 5 is the same as Game 4 except that (a
¢, Cqs1, for (m’, S”) with

,,,,,
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fori=1,...,¢,
pr(l) = (t’ 171) A te (Tgood’
n ny 2
= (5801 + 6%, 5,81 + 00, 6 (Ha(m', '), 1),
2n, n; 1

—
—
(riéi1 + wily) - Zy, r,{é)t,l + w,{ﬁi, 0™, " 1 e,
If p(i) = (#,5}) A t € Toads

ny n
e ————

——
—(e,1+00,,se,1+90,,

2n, n
—

r—’— —_
6;,(H2(m,»s’)’ _1)’ 02711’ On[? Tli )B,3

If p(i) = ~(1,5) A 1€ Tgoo0, 1)
U n 2
N o —
¢i = (5, st 6] (Hy(m', "), - 1),
2ny n 1

—
- /= n
ri; - Z, riv;, 0™, " omi m,,

If p(i) = =(t,5) A t € Tpad,

§ n; 2
N
¢i = (5 i sith, O (Ha(m', S, -1),
2n; n

1
N —
02n, On, T
£ » T’l )Bﬂ

Ca+1 ‘= Y9p >

where f et F,’Z,Fi =M, - f')F and sg & F,. The other vari-
ables are generated as in Game 4. Here, we note that s is
independent from all the other variables.

Let Adv() be AdvO™85UF(1) in Game 0,
and Adv') (D), Advy" (), Advy D), ..., AdVE ),
Adv(;{)(/l), Adv(;{)(/l) be the advantage of A in Game
1,2-h,3-h-1,...,3-h-4,4,5, respectively.

It is obtained that Adv}(1) = 1/g by Lemma 22.
We will show eight lemmas (Le{g)mas 14—(21)1) that e\Z2ath)1ate
the gaps between pairs of Adv,'(1), Adv'(1), Adv; (1)
for h = 1,...,vs, AdVS"P), .. AdVEP () for
hoo= L...vg AWVY@ and AdVY(D).  From
these lemmas and Lemmas 8, 9 and 12, we obtain
AdVOMABSUE () = AV (1) < AV () — Adv} ()| +
0 AVE T ) - AVEP | + 3 AV D)
—AVST P+ 32 3 [AVETO ) - Adv D (] +
|Adv(3’v”'4)(/l) — AV (D] + |Adviy (1) — Advy ()| + AdvSy
(D) < AR + X, AdVE (D) + 37 (AdVE?, ()+
Advi? (/l)) + Advgz(/l) +(d + )vs + 2dvyg + 2d +
1)/q < Adv?L'N(/l) + X7 AN + 3 (AdVEIN )+

AdVEN (D) + AdVRN() + ((d + 6)vs + (2d + 10)vyy +3d +
11)/q. This completes the proof of Theorem 3. |

6.6 Structure of Reductions for Theorem 3

In Fig. 1, an equality between neighboring games indicates
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Game 2-0 Game 3-0-4

u
Game
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Game
21

Game
1

Game
22

Game
0

I

‘ Problem 1 ‘ ‘ Problem 2’ ‘
™~ t
h |
N
N

DLIN

Game
31-2

/u
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Game
313

Game
314

Game
3411

Game
3-vH-1

Game
3-vH-2
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3-vH-4

Game
3-vH-3

Game
5

Game
4
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L.
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Type 1 Type 2 Type 1 Type 2 T \ Type 3
Problem 2 Problem 3 ‘ Problem 2 ‘ ‘ Problem 3 ‘ ‘ Problem 2 ‘
I 1l ?
Problem 2 Problem 2 '
~ —v
—

=
TS~ e 7 DLIN
DLIN

Fig.1  Structure of reductions.

~ =
= =

—

that the left-hand game can be conceptually (information-
theoretically) changed to the right-hand game. An approxi-
mate equality between them indicates that the gap between
them is upper-bounded by the advantage of the problem
indicated. The information-theoretical changes have three
types: Type 1 is a (conceptual) linear transformation inside
a subspace for a verification text with preserving the secret
key and signature coefficients on the subspace, Type 2 is
a conceptual coeflicients change from the adversary’s view
through the key query limitation in the security definition
(Definition 11), and Type 3 is a (conceptual) linear trans-
formation across subspaces. The DLIN Problem is defined
in Definition 6, and Problems 1, 2, 2’, 2”, 3 are defined in
Definitions 12, 13, 14, 15, 16, respectively.

One highlight in the game description is a combina-
tion of Type 2 conceptual change and computational one by
Problem 3, i.e., the transition from Game 3-A-2 to 3-h-3,
and to 3-h-4. The type 2 transformation changes a shared
secret {r;};=1.__¢ with ro = 0 on the first block of the hidden
<oy b1 35,42) to @ uniformly generated

,,,,,

.....

get of the h-th part of the Game 3 sequence. Problem 3 then
swaps the result on the first block of the hidden part of the /-
th gid’s secret key to that on the second block of the hidden
part, i.e., Span<bf’3n,+3, .. .,b;"4nr+2). This change prepares
the next (h + 1)-st part of the Game 3 sequence, and at the
same time, the A-th result remains in the h-th gid’s secret
key, which makes all queried secret keys semi-functional at
the end of the Game 3 sequence i.e., a global coordination
of the local results.

We have shown that the intractability of (complicated)
Problems 1 and 2 (and 2, 2”) is reduced to that of the DLIN
Problem through several intermediate steps, or intermediate
problems, in [27]. They are indicated in Fig. 1 by dotted
arrows.

We show that the intractability of Problems 3 is re-
duced to that of Problem 2 in Lemmas 23 and 24. Problem
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1 is used for evaluating the gap between advantages of ad-
versary in Game 0 and 1 (Lemma 14). Problem 2 (resp.2’,
2”) is used for evaluating the gap between advantages of ad-
versary in Game 3-A-1 and 3-A-2 (resp.in Game 2-(h — 1)
and 2-h, in Game 3-vg-4 and 4) in Lemma 17 (resp. Lemma
15, Lemma 20). Problem 3 is used for evaluating the gap of
those in Game 3-%-3 and 3-h4-4 (Lemma 19). They are indi-
cated in Figure 1 by arrows. The rest of gaps between games
are evaluated without computational assumptions (Lemmas
16, 18 and 21).

6.7 Lemmas for the Proof of Theorem 3

We will show fifteen lemmas for the proof of Theorem 3.
The proofs of Lemmas 9 and 12 are given in Appendix
B. Lemma 8§ is proven similarly to Lemma 1 in [27], and
Lemma 13 is proven in Appendix C in [27]. We describe
random dual orthonormal bases generator Gy, below, which
is used as a subroutine in the following problems.

Goo(14, 71 := (d;my, ..., ng)) :
param; := (¢, G, Gr, G, ¢) & Gopg(1V), Kk,& < F,
fortr=1,...,d, N;:=5n+3,
paramy, := (¢, V;, Gr, A, €) := Gapus(1!, N, paramg),
X; = (ui)is © GLINGE,), iy == (XD,
Bri = K(Xeits - XeiN A, = K X0 Xei j@ )

bz,- =EDin, .. Pin)a, =€ 2?1:'1 ﬁt,i,jat,j’
By = (byt.... b)), By = (b7, b7 ),

Go := kG, G :=&G, gr:=e(G,G)<,

,,,,,

We note that g7 = e(bt,i,b;i) fort=1,...,d;i=1,...,N,.
Definition 12 (Problem 1): Problem 1 is to guess 3, given

.....

.....

™% . * * * * _
By i= (b1 b3 100 By a3 0 b5 i) fore=1,..d,

w,0,y, < By, Z < GL(n,F,) fort=1,..d,
fort=1,...,d;

n; n n+2 n; n 1
—_— T ——
. n, P3 1,+2 n, n, —
eO,l,l L ( 0 t, wet,ls O ! bl 0 r, 0 ’3 Vt )B[?
— 2 +2 2
el,f,l L ( OV!, bl wet,ls O”t bl (O-et,l) . Z[’ Onr, 7’t )B,&

e =wb, fori=2,...,n,

for B <E {0,1}. For a probabilistic machine B, we
define the advantage of B as the quantity Adv?P_;g1 K :=

R
Prlsito - 1l & 67t |-
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o & GTaL ||
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Lemma 8: For any adversary B, there exist probabilistic
machines &, whose running times are essentially the same as
that of B, such that for any security parameter A, Advg1 <
AdvEN() + (d + 5)/q.

Lemma 8 is proven similarly to Lemma 1 in [27]. O

Definition 13 (Problem 2): Problem 2 is to guess 3, given

— R
(paramy, (B, By, by, s €,)i=1,. asi=1,..n» Go, G1,6G1) G2
(14, @), where

ﬁB?I = (bl,l’ (13} bt,2n1+2’ bl,3l‘l,+37 [13) bt,Sn,+3) fOI‘ t = 15 -'9d7
U U
8, 7,w,0 « By, Z, « GL(n,,F,), U;:=(Z; ) fort=1, .., d,

. u
fort=1,...,d;i=1,...,n; 5,,,'<—F;’,

2n+2 n n ny 1
n, > 2 7, 7
*

By, = (0",68,,0% 0" 0" & 0 )
— 2. 02 2 2

hT,t,i T (Ont, 66[,1', O ) (Tef,i) . U[, O”r’ 6Z,i, 0 )B;‘
— > 2 >

el‘,i Lo (Onr’ wet,[& O bl (O-e[,i) . Z[’ Onr’ Onr, 0 )B,s

return (paramy, {B,, B;, hy, ;. €:i}i=1,. a;i=1,..n,» Go, G1,6G1),

for B £ {0, 1}. For a probabilistic adversary B, the advan-
tage of B for Problem 2, Advgz(/l), is similarly defined as in
Definition 12.

Lemma 9: For any adversary B, there exists a probabilistic
machine &, whose running time is essentially the same as
that of B, such that for any security parameter A, Advf;2 <
Adv2"N() + 5/4.

Lemma 9 is proven similarly to Lemma 2 in [27]. O

‘We use two variants of Problem 2, i.e., Problem 2’ and
2”, which have essentially same structure as that of Problem
2, as well as Problem 2. The security of the problems can be
reduced to that of Problem 2.

Definition 14 (Problem 2’): Problem 2’ is to guess f,
given

— R ,
(paramﬂa {Bt’ B;a h/*it,i’ et,i}t=1,.4,d;i=1,2, GO’ Gl) — QEZ (1/19 ﬁ)’
where

.....

B := (bi15 bion+2,bi3n,43, s bisee3) fore=1,..d,

u U
8,7,w,0 « Fy,Z, & GL(n,F,), U;:=(Z " fort=1,...d,
forr=1,....,d;i=12;8 :=(1,0), :=(0, 1 YeF2,

8 ﬁF;',
2n,+2 2n, n; 1
—_—— " T
hy, ;= (07,62, 0%, Sis 0
By, = (02,62/, 0",(t€) U o4 0 g
e, = (0" we', 0% (cé;) 2, 0", 0 ),
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return (paramy, {B,, B;, hy, ;. €:i}i=1,..a;=12, Go, G1),

for B <E {0, 1}. For a probabilistic adversary B, the advan-
tage of B for Problem 2’, Adv;;2 (), is similarly defined as
in Definition 12.

Lemma 10: For any adversary B, there exists a proba-
bilistic machine &, whose running time is essentially the
same as that of B, such that for any security parameter A,
AdvPZ (1) < AdvBHN() + 5/4.

The proof of Lemma 10 can be reduced to that of Lemma
9. O

Definition 15 (Problem 2”): Problem 2” is to guess f,

. = R
glVen (paramﬂ’ {Bts B;(’ h/);,t,i’ et,i}t:l,..,d;i:l,“,nt’ GO’ Gl) —
G2 (14, 71), where

ﬁ 9 9

By := (b11, - bron+2,bi3n435 - brsn+3) fort=1,..d,

U
6,T,w,0 « Fy,

. - U
fort=1,....,d;i=1,...,n; 6,J~<—]F;’,
n 2n,+2 n ny 1
By, = (68, O™ oM, g, 0
0., '~ ( et,ia ’ ’ t,is )]B;‘
* 2 2n,+2 > 2
hl,t,i - (66[’1‘, O ! ) Tet,i’ 6t,i7 O )B;
— 2n,+2
et,i - ((,L)é)[!i, O et ) Ugt,i’ Onl’ 0 )B,»

return (paramﬂs {Btv B;ks h;,t,i’ et.i}t:l,“,d;i:l,..,n,, G03 G]),

for g8 <E {0, 1}. For a probabilistic adversary B, the advan-
tage of B for Problem 2, Advgzﬂ(/l), is similarly defined as
in Definition 12.

Lemma 11: For any adversary B, there exists a proba-
bilistic machine &, whose running time is essentially the
same as that of B, such that for any security parameter A,
Advh? (1) < AdvEN() +5/4.

The proof of Lemma 11 can be reduced to that of Lemma
9. O

Definition 16 (Problem 3): Problem 3 is to guess 3, given

= R
(paramﬁ, {Bt’ B?, h;,m, et,i,t}t:I ..... d;i=1,..., n,;z:1,2) —

QE?’(ll,ﬁﬁ, where

By = (Br1s o Byom s3> Bran 43, o brs3) fore=1,..d,
U
7,7, w,w, — Fy fore=1,2,
u
Z, — GL(n,F,), U, = (Z; Y fort = 1,..,d,

. - U
fort=1,...,d;i=1,...,n;t=1,2; 6t,i<—]F;',

2n,4+2 2n, n 1
* 2n,+2 - 7 2
h(),t,i = (O ! s (Tet,i) : Ut7 O 17 6[,1'5 0 )Bf
— 2n,+2 2 2
hT,t,i o= (O & b On[’ T ef,i? 6t,ia 0 )]B:
— 2n,+2 > >
e, = (07, (wé,)- Z,wé,; 0" 0 ),
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Table3  Comparison with the existing MA-ABS schemes.
MPRI10 [18] MPR10 [18] OT11 [19] Proposed
Instantiation 3 Instantiation 2
Signature size C+r+2 ||360+2r+90+12 70+ 11 13¢
(# of group elts)
Decentralized X X X v
Model generic group standard standard random oracle
ode model model model model
Security full full full full
Assumptions CR hash DLIN DLIN and CR hash DLIN
Predicates monotone monotone non-monotone non-monotone
Sig. size example 1
(=10.r=5 1=128) 17 1534 81 130
Sig. size example 2
(€ = 100.r = 50, 1 = 128) 152 4864 711 1300

return (paramy, (B, By, by, 1, €. }i=1,..asi=1,..n=1,2 Go, G1),

for B e {0, 1}. For a probabilistic adversary B, the advan-
tage of B for Problem 3, AdvE3(Q), is similarly defined as in
Definition 12.

Lemma 12: For any adversary 8, there exists a proba-
bilistic machine &, whose running time is essentially the
same as that of B, such that for any security parameter A,
AdvR2(1) < Adv2"N() + 5/4.

Lemma 13 (Lemma 3 in [27]): For p € F,, let C, :=
{(X,0)|%- 0= p} C VX V* where V is n-dimensional vector
space F, and V* its dual. For all (¥,9) € C), for all (7, %) €
Cp, Pr[yU=F ANUVZ=0] = Pr[¥Z=7 A 0U =w] =

1/4C,. where Z & GL(n,F,), U := (Z~1)T.

Lemma 14: For any adversary A, there exists a proba-
bilistic machine $;, whose running time is essentially the
same as that of A, such that for any security parameter A,
IAdVR (1) — Adv (D] < AdvE! (1) + 2d/q.

Lemma 15: For any adversary (A, there exists a proba-
bilistic machine B,, whose running time is essentially the
same as that of A, such that for any security parameter
A, JAVG D) = AdVEP (D] < AdVE? () + 4/q, where
Boru(:) := Bay(h, ).

Lemma 16: For any adversary A, for any security param-
eter 4, [Advy ") - Adv ()] < 24/q.

Lemma 17: For any adversary (A, there exists a proba-
bilistic machine $3;, whose running time is essentially
the same as that of ‘A, such that for any security param-
eter A, [AdVy" V(1) — Adviy"P ()] < AV (), where
Bip1(+) = B (h, ).

Lemma 18: For any adversary ‘A, for any security param-
eter 4, Adv'y" (1) = Advy" V().

Lemma 19: For any adversary (A, there exists a proba-
bilistic machine B3, whose running time is essentially
the same as that of A, such that for any security param-
eter A, [AdvVG" V(1) - Advy" V()] < Adv (1), where
Bip2() := Bsa(h, ).

Lemma 20: For any adversary (A, there exists a proba-
bilistic machine 8,4, whose running time is essentially the
same as that of A, such that for any security parameter A,
JAGVS (1) — Advy ()] < AdvEZ ().

Lemma 21: For any adversary A, for any security param-
eter 4, Adv'y () = Adv® ().

Lemma 22: For any adversary ‘A, Adv(;)(/l) =1/q.

Proof. Since the value of sy in ¢4y is independent
from all the other variables, the verification equation,
le e(c;,s7) = cqy1, holds with probability 1/g in Game
5. Hence, Adv) (1) = 1/g. o
The proofs of Lemma 12 and Lemmas 14-21 are given

in Appendix B.

6.8 Performance (When# := (d;2,...,2))

In this section, we compare the efficiency and security
of the proposed DMA-ABS scheme with parameter 71 :=
(d;2,...,2) to those of the existing MA-ABS schemes in
the standard model (instantiation 2 in [18] and MA-ABS
in [19]) as well as the ABS scheme in the generic group
model (instantiation 3 in [18]) as a benchmark. Since all of
these schemes can be implemented over a prime order pair-
ing group, the size of a group element can be around the size
of F, (e.g., 256 bits). In Table 3, £ and r represent the size
of the underlying access structure matrix M for a predicate,
ie., Me ]F;X’.

For example, some predicate with 4 AND and 5 OR
gates as well as 10 variables may be expressed by a 10 X 5
matrix, and a predicate with 49 AND and 50 OR gates as
well as 100 variables may be expressed by a 100 x 50 matrix
(see the appendix of [26]). A is the security parameter (e.g.,
128).
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Appendix A: Security of MA-ABS Schemes When
Central Authority Is Corrupted

Three MA-ABS schemes, which are based on single-
authority ABS schemes, Schemes 1, 2 and 3, have been pre-
sented in Appendix F.1 of [18]. Here, we call them Schemes
1-MA, 2-MA and 3-MA. In this appendix, we will show that
the three MA-ABS schemes are totally broken if the central
authority (called “the signature trustee” in [18]) is corrupted.

In Schemes 1-MA and 2-MA, the role of the central au-
thority is to issue its own signature verification key (public
key) and a CRS for the NIWI protocol. Their attribute-based
signature scheme is based on the OR-proof on attribute au-
thorities’ signatures for attributes or the central authority’s
signature for pseudo-attributes. Therefore, if the central au-
thority is corrupted, or an attacker can get the signing key
(secret key) of the central authority, then the attacker can
forge a signature for any policy and message, as the simula-
tor for the security proof can do.

In Scheme 3-MA, the role of the central authority is
to issue a public key including (Ao, hp) and signature ver-
ification key TVer, where ay with Ay = hgo is a secret
key of the central authority, and to issue user uid a token
7 := (uid, Kpase, Ko, p), Where p is the authority’s signature
on Uid||Kpase that is verified by T Ver.

In the last paragraph of Appendix F.1, a modification
based on the random oracle model (ROM) is described such
that Kpase can be a hash value of uid, i.e., Kpase := R(uid)
for some hash function R or the random oracle. By this
modification, the token can be simper under ROM such that
7 := (uid, Ky). Note that, however, even in this modification,
the central authority still has a secret key a, and the secret
key plays an essential role for the security.

If the central authority is corrupted, or an attacker can
get the secret key, ag, then for any policy T and message
m, the attacker can compute S; := (Cg")" (Vi € [{]),
Y = (Cg) (w & Z), Py o= b TTC (A BYO)Ma,
W := Y% and P, for j = 2,...,t are the same as the origi-
nal ones. Here, all the notations follow those in the descrip-
tion of ABS.Sign in page 12 of [18]. The obtained (forged)
signature, o := (Y, W,S1,...,S¢, P1,..., Py, for (T,m) is
verified validly. That is, by getting the secret key of the
central authority, the attacker can forge a signature for any
policy and message (even using ROM additionally).
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Appendix B: Proofs of Lemmas 12 and 14-21
B.1 Proof of Lemma 12

Lemma 12. For any adversary B, there exists a prob-
abilistic machine &, whose running time is essentially the
same as that of B, such that for any security parameter A,
AdvR3 () < AdvEHN() +5/4.

Proof. Problem 3 is the hybrid of the following Experi-
ment 3-0, 3-1 and 3-2, i.e., AdVE() = |Pr [Exp}’() — 1]

—Pr [Exp%'z(/l) — 1]| Therefore, from Lemmas 23, 24 and

9, there exist probabilistic machines C and &, whose running
time are essentially the same as that of 8, such that for any
security parameter A,

AdVE3(1) = |Pr[Exp-’§°(/l) - 1] —Pr [Exp%‘z(/l) - 1]|
< |Pr[Exp;’§0(/l) - 1] - Pr[Exp-’z’;l(/l) - 1]|

+ |Pr[EXp3sfl(/1) - 1] - Pr[Exp3’(1) — 1”
< AdvE2(1) < AdvEYN() +5/4.

This completes the proof of Lemma 12. O

Definition 17 (Experiment 3-a (@ = 0, 1,2)): We define Exp-
3-a instance generator, G=**3(14, if), where

. N R
S84, ) - (paramy, (By, B }ie1....a0 Go, G1) & Gob(14, 1),

.....

ﬁt = (bits s bion2, Bran+3, . brsn3) fore =1, ..,d,
7,7, w, w, <E F,fort=1,2,

U
Z, — GL(n,F,), U, := (Z7H fort = 1,...,d,

. u
fort=1,....dii=1,....n;t=12 &;F"

2n,+2 2n, m 1
2n,+2 2
I N+ - 7,
hy, ;.= O™, 1€, -U, 0" 6y 0 e
- 2n,+2 7> 2
ki, = (0", 18, -U,7'é; o, 0 e
— 21,42 >
h;f’i = (0 & ) 0”’9 T/et,h gt,[? 0 )B:
— 2n,+2 > >
et,i,l e (0 M ) wlet,i : Zh wzet,h 0"1’ O )B,’
Ty A* *
return (paramﬁa {Bt’ Bz 5 {h(y’t’i’ el‘,i,L}f=] ,,,,, d;i=1,...,n,50=1,2>»
Go, Gy).

For a probabilistic adversary B, we define 3 experiments
Expy” (@ = 0,1,2) as follows:

1. Bis given o & G314, ).

2. Output f < B(14,0).

Lemma 23: For any adversary 8B, for any security param-
eter 1, Pr[Exp3°(1) - 1] = Pr[Exp}' (1) > 1],

u .
Proof. Let 0 < F,. If we set, fori=1,...,n,
dt,3n,+2+i = (02"'+2, _Gé)t,i -7, gt,i, On’+1)B,,

* e (212 > > 7,41
ronrasi = (077, €yis 0¢.;-Z, 0" g
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Then, D; = (by1,....bi3n42, 30435 - - o> dans2, bana3,
* - * %
.,b5n1+3) and Dt = (btl"‘ bt2n +2’dt,2n,+3""’
* * *
d a2 b ETIEIPI b t,Sn,+3) are dual orthonormal bases.
Moreover, (D;, D) are consistent with B,. Then,
2n,+2 2n, n 1
h* - 02n,+2 - & 0
0ni * ( ) Tet,i : Ufa s 6l,i7 )B;‘
_ 242 > >
- (O & ) Tet,i ‘ U;,Tle[’i, 6t,i9 O )D;
— 242
et,i,t O (0 et 5 wtgt,i : Zt, w:gt,is Ol’l,, 0 )B,s
A2 = 2 >
O, wéi-Z,wé,, 0", 0 o,
where 7’ := —07 and w, := w,+0w),, which are independently

u
and uniformly distributed since 6, w, < F,. Thatis, the joint
distribution for Exp-3-0 and that for Exp-3-1 are equivalent.
O

Lemma 24: For any adversary &, there is a proba-
bilistic machine C, whose running time is essentially
the same as that of B, for any security parameter A,

[Pr[Expl! () — 1] - Pr[Exp}(1) — 1]] = AdvE2(D.

Proof. In order to prove Lemma 24, we construct a prob-
abilistic machine C against Problem 2 using a machine
$ distinguishing the experiment Expﬁ;1 from Exp3;2 5 as a
black box as follows: C is given a Problem 2 instance,

.....

fori=1,...,n,

u
el =€y, e;n =MD, +me,; wheren,m « F,,
Dy := (dri)i=1,...5n43 = Br1s - s brpys Br3na3s o Brgna2,
bionsts-- s bi3ns2:binsts o bion Brana3s - o bisna3),
Dy := (dr*,i)i=1 ,,,,, Sni+3 1= (bt IR bln ’ b;(3n1+3’ e f4n,+2’
b;2n,+l’ et bt,3n,+2’ b;n +12 b;2n ’ b:4n,+3’ s b*Sn +3)
Dt = (dz,l, cee dt,2n,+2’ dz,4n,+3, cee dt,Sn/+3)
= (bz,l see bt,nn bt,3n1+3’ s bz,4n,+27 br,2n,+1 P bt,2n,+2a
bian3s ... bisn43),

where C can calculate D, and D* from a part of the Prob-
lem 2 instance, i.e., (B;, B;), while C cannot calculate a part
of basis Dy, i.e., (d; 2,43, - - - » A1 3n,+2), from the Problem 2 in-
stance. C gives (paramy, {Dy, D, k€1, h=1....i1....na=12,
Go,G1) to B, and receives 5 € {0, 1}. C then outputs 1 — .

Then,
2n,+2 2n, n; 1
=
7 - 2 2n
0” = ( 0 t,(sel,ho 5 0 17 6t,i’ 0 )B;
_ 2n,+2 > 2
=( 0=e, 0", 6, 0ri» 0 oy,
- 2 -
By ,=( 0"68,,0% 18, U,0"  &;: 0 )
— 2n,+2 2 2
- ( O et 5 Tet,i : Utvéet,iv 3!,1'9 O )Dfs
- > 2 2
etl 1= ( Ont? wef,ia 0 ) O-ef,i : Zt7 Ont9 On[’ 0 )Bt
=( 02n,+2, O'é),,,- -7y, wgz,i, 0™, 0 )D,,
2n,+2 2n, n+1
2 1
*— 1, =4 =4 1 71+
e ir = (0", (i +nw)é;;, 0%, moey; - 2, 0™, 0" ),
2n,+2 2n, n+1

2n,+2 1
+ = = +
= (07", moé,; - Z, (i1 + mw)éy;, 0" )p,,

IEICE TRANS. FUNDAMENTALS, VOL.E103-A, NO.1 JANUARY 2020

where 9,7, w,0,n + nw and n,0 are independently and
uniformly distributed in [, (except with negligible prob-

ability) since 6,T<u o1, 12 <E F,. That is, the
above (param;, {D;, D}, hy, etidi=n,. izt =12, Go, G1)
has the same distribution as the output of the generator

D314, 72) (resp. G5 °(11, /7)) when B = 1 (resp. 8 = 0).
This completes the proof of Lemma 24. O

B.2 Proof of Lemma 14

Lemma 14. For any adversary A, there exists a proba-
bilistic machine B, whose running time is essentially the
same as that of A, such that for any security parameter A,

IAdVY (1) — Adv; (D] < Adviy! (1) + 2d/q.

Proof. In order to prove Lemma 14, we construct a proba-
bilistic machine $; against Problem 1 by using any adver-
sary A in a security game (Game 0 or 1) as a black box as
follows:

1. B, is given Problem 1 instance

2. B plays a role of the challenger 1l'1mthe secur1ty game
against adversary A.

3. At the first step of the game, for each authority ¢ €
T good> B1 sets

* * *
D _(d[j)]l ,,,,, Sny+3 - _(btl"‘ btnt fA20

b bt Bionts -5 Brsyi3)s
D= (d1s. .. dion 2 di5n43)s
Dy := (dt*,p-- d?n, d:n+l""’ :,Zn,+2’
dignezo - by 5p00);
u u
where 7« Fy, ry, < span(b;,, .5..... b5, o),

;i* = ﬂd;kt +r,fore=1,...,
ally calculate D; since b’

n;. B does not actu-

. .
b dn,+2 AT€ NOL avail-

t3n 43200
able in the Problem 1 instance, but obtains ﬁ, and ﬁ,*
from B, and @f in the instance. $B; sets gparam :=
(paramg, H,, Hy) using paramg := (q,G,Gr,G,e)
underlying param;, and Gy, G, gr contained in the
Problem 1 instance, where H;, H, is modeled as ran-
dom oracles. $B; then returns gparam and {apk,
(paramvr,ﬁ,,ﬁ;‘)},@fgm to A. B, prepares a list (H-
list) for answers of the random oracle queries, which
has data (0%, L, Go) and ((0*"!, 1), L, G;) at the begin-
ning.

4. When a random oracle query for H; is issued for a
global identity gid, if gid is not queried before, then

a fresh dgig <E [, is generated and B, answers dg4idG1
and records data (gid, dgig, dgidG1) to the H list. Other-
wise, B obtains d4jgG1 from the H-list, and answers it
to A.
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5. When an AttrGen query is issued for a pair of a global
identity and an attribute (gid, (7, %)) for t € Tgo0d, Bi
first asks a random oracle H; query for gid, then obtains
the scalar 64jg from the H-list. B, calculates

n n 2n,+2 ny 1
> =2 2n+2 2
* n
ki =( X, 0gaX, 07", @gigrs 0 )ors (A1)

using @gid,s < Fy" and ﬁ;‘. B, answers USKgig .z) =
(gid, (¢, %), k}) to A.

6. When a Sig query, (gid, m, S := (M, p), I, {apt,,
USkgid,(I,i’,)}teTbad/\(t,)?,)el")’ is issued by A, By gen-

erates USKgigz) for ¢ € Tgoa A (t,X) €

R
I' as in Eq.(A-1). Then, B, answers o «

Sig(gparam, {apt,, uskgid %)} ¢z )er> M, S) to A.

7. When 8, receives an output (m’, S’, §*) and {apt, }er,,
from A (where S’ := (M, p)), B, calculates the verifi-
cation text (¢, ..., ¢, cq41) as follows: fori =1,...,¢,

’ -1
Ci = Z?:] Cijbrj + Z’;;l Cing+j€rj+1 + Cion€p11
2 e~
+ ijl Cipn+jbi2n+j 1 p(0) € Tyoods

L O2m+2 g
ci =250 Cijbej+Mibisnes  if p(0) € Toads

e 45
Ca+l ‘= Yp>

> U
where f — Fr, & = (s1,...,s0T := M- T, 5o :=
> 5 R > 2
L e Fst T fT=0,5T = (s),....s)"T = M-

£, 6.0.07 & F, fori=1,....0 andif p(i) = (1, ),
then & = (si¢1 + 0,8, 5,2, + 6,0, 6 (Ha(m, S),~1),
if p(i) = (1. %), then & := (5,8, 5,3, 6 (Ha(m, S), ~1))
lem 1 instance, {B}cr,, from {apt}ier,,. B1 veri-
fies the signature (m’, S’, §*) using Ver with the above
({ei}i=1...e> ca+1), and outputs 5’ := 1, if the verification
succeeds, 8 := 0 otherwise.

When g = 0, it is straightforward that the distribution by
B,’s simulation is equivalent to that in Game 0. When 8 = 1,
the distribution by $B,’s simulation is equivalent to that in
Game 1 except for the case that there exists ani € {1,...,{}
such that ¢;3,, = v;,, 8, = 0, or there exists an ¢ € {1,...,d}
such that (z;1,...,23n,) = 6, i.e., except with probability
(C+d)/q <2d/qsince € < d. |

B.3 Proof of Lemma 15

Lemma 15. For any adversary A, there exists a proba-
bilistic machine B,, whose running time is essentially the
same as that of A, such that for any security parameter A,
IAdVE "D (1) — AdVE (D] < AdVEZ () +(d + 1)/q, where
Born() 1= Ba(h, ).

Proof. In order to prove Lemma 15, we construct a proba-
bilistic machine B, against Problem 2’ by using an adver-
sary A in a security game (Game 2-(h— 1) or 2-h) as a black
box as follows:
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. B, is given an integer 4 and a Problem 2’ instance,

(param;;, (B, By, by, ., €1ihi=1...a:i=1.2, Go, G1).

. B, plays a role of the challenger in the security game

against adversary A.

. At the first step of the game, B, provides A

public keys gparam as in the proof of Lemma
14 and fapk, := (paramy ,B;,B;)};=s of Game

2(h - 1) (and 2-h), where 7 < F, b, =

u
* k 3 * * *
ab;, + ri, with r;, « span(b;,, .5.....b75, ),
Bf = (b1, .-, bion+2, bisn+3) and By = (b, ...,
T x * * * *
biyb s 8000 Bray iz -i by, ) for each

authority ¢ € 7 yoog, that are obtained from the Prob-
lem 2’ instance. The H-list is initialized as in the proof
of Lemma 14.

. When a random oracle query for H; is issued for the

t-th global identity gid := gid,, B, answers as follows:

When gid is not queried before, then a fresh dgiqg & F,
is generated and B, answers dgigG to A and records
data (gid, dgig, 0gidG1) to the H list. When gid is al-
ready queried, B3.; obtains d4igG; from the H-list, and
answers it to A.

. When an AttrGen query for the (-th global identity

gid := gid, is issued for a pair of a global identity and
an attribute (gid, (¢, X;)) for t € Tgo0q, B> calculates nor-
mal key k; with Eq. (10), that is computed using B; of
the Problem 2 instance and dgjg as

n, n 2n,+2 n 1

* > > 2m+2 2 -
ki :=( %, OgiaX, 07", Ggar O e,

U
where @gig, — Fy".

. When a Sig query, (gid, m, S := (M, p), T, {apt,,

USKgid,(r,2) }ieThag A (n2)er)s 18 issued by A, B3 gen-
erates USKgg(y) for ¢ € Tgood A (%) € T

. R
as in Eq.(A-1). Then, B3, answers o «

Sig(gparam, {apt,, uskgid,:.%)}¢.2)er> M, S) to A.

. When the «-th Sig query, Sig query, (gid,m,S :=

(M, p), T, {apt,, uskgig 1, 2)}eTom A ()er)> 1S issued by
A, B;3.1 computes the replied signatures as follows:

a. When ¢ < h, 8, computes a semi-functional sig-
nature (s7,...,s;) for (m,S) as in Eq. (15) using
{B;}=1....a in the Problem 2’ instance.

b. When ¢ = h, B, computes signature (s},...,S})
for (m, S) as follows:

2n, 2n,+2 n 1
> 2 2n,+2 -
L
si L (Zi,()’Zi,la O ! ) g, O )B;

* *

+(i1by 041 + Xi2hg, 1)
* *

+H2(m’ S)(Xi,lbtyznﬁQ +Xi,2hﬂ’r’2)’

where 5 © F, & < FILE).E) <
(€,....&0) | XL, &M; = T),andfori=1,...,¢,

. . - 5> o U > o
if p(i) = (4, 0), then (Zo,Zi1) < {(Zo,Z1) |
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o0 =210 =0, ziog =&, 21 = 66 ),
. . > U >
if p(i) = =(t,7), then (Zo,Zi1) — {Zo0.Z1) |
- - - - <. U
Zo- U = & Zin-U = 6}, xij <« Fy for
i=1,...,6j=12.

c. When ¢ > h, B, computes a normal signa-
ture (s7,...,s;) for (m,S) as in Eq.(12) using
{B;}=1....« in the Problem 2’ instance.

8. When B, receives an output (m’,S’,§*) and from A
(where S’ := (M, p)), B, calculates the verification text
(c1,...,¢p,cq41) as follows: fori=1,...,¢,

¢ = Z?Z’l cijbej + Ho(m', S")(xi1B10n,+1 + Xi2e€:1)

—(Xi1b12n+2 + Xi2e:2) + Nibysp+3 for p(i) € Tyoods

¢ = Z?Zﬁ Cijbrj + xin(Ha(m', S")b;op, 41 — bion,+2)
+1ib; 50,43 for () € Toads

e %
Ca+l ‘= Yp>

- U

where f — Fr, § = (s1,...,s0T := M- T, 5o :=
7 p R ? AT _ T._ NT .
U7 e Brst 1T = 0,57 = (5),...,5)" = M-
ey U . . >
Y 0i,6.,6, < Fyfori=1,...,¢ and if p(i) = (1, 7)),
then & := (s:&,1 + 6,5, 58,1 + 0/8) € FJ™, if p(i) =
~(t, ), then & = (5T, s/%) € B fori = 1,...,¢,

Yii & Fyfori=1,....6j=12 and (e}, are
from the Problem 2’ instance. B, verifies the signature
(m’,S’,§"*) using Ver with the above ({¢;}i=1...¢» Car1)s
and outputs 5’ := 1, if the verification succeeds, 8’ := 0
otherwise.

Claim 1: The distribution of the view of adversary A in the
above-mentioned game simulated by 8, given a Problem
2’ instance with 8 € {0, 1} is the same as that in Game 2-
(h — 1) (resp. Game 2-h) if 8 = 0 (resp.8 = 1) except with
probability 1/g (resp.d/q).

Proof. We consider the joint distribution of {¢;};-
ated in step 8 and {s} := sf.h)*}izl
step 7.

c¢;fori=1,...,¢ calculated in step 8 in the above sim-

ulation are expressed as:

.....

,,,,,

2n, 2 n
=2 7’ ’ 1,
Ci = ( Cis a)l(Hz(m ’S )5_1)’ 0 r’
n n |

— N
oi(Hy(m',8'),=1,0"72) - Z,, 0™, " Dz, (A-2)

where w; = Yi1 + Xipw, 0 = Xi20, and w, 0, {Z =1, a
are defined in Problem 2’ and &; € FS”‘ are defined in step
8 above. Note that w;, o; are uniformly and independently
distributed.

When g = 0, replied signature s} generated in case (b)

of step 7 is

2n, 2 2n, ny 1
* - - 21, >
si = (Zi,()’ Zi,ls 6i(1’H2(m’ S))’ 0 ) ("ZD) O )]B;f’

IEICE TRANS. FUNDAMENTALS, VOL.E103-A, NO.1 JANUARY 2020

where 6; = i1 + xi20, and 9 is defined in Problem 2’,
(Zi0, 1) € F2™ are defined in case (b) of step 7 above, and
105 Zi, q p

u
@; < F;. When B8 = 1, replied signature s; generated in
case (b) of step 7 is

2ny 2 ny

. —
§; 1= (Z0, 21, 6:(1, Hy(m, S)), 0™,

t - ny 1
(1, Ho(m,S), 0" ) - Uy, @, 0 g, (A-3)
where 6; = xi1 + xi20,7i = xi2T, and 6, 7,{U;}=1, a4 are

.....

defined in Problem 2’, (Z;0,Zi.1) € Fg"t are defined in case (b)

of step 7 above, and &; A IF,'. Note that 6;, 7; are uniformly
and independently distributed.

Therefore, when 8 = 0, the distribution by B,’s sim-
ulation is equivalent to that in Game 2-(h — 1) except that
o defined in Problem 2’ is zero, i.e., except with proba-
bility 1/q. When 8 = 1, since (m’,S’) in Eq. (A-2) is not
equal to (m, S) in Eq. (A- 3), the pair (1;(1, H»(m, S), 0%72) -
U, oi(Hy(m', S"), —1,0"72)-Z,) € F xFy' is distributed uni-
formly in F' x Fy' for each ¢ except with probability d/g by
Lemma 13, since p(-) is injective. Hence, the distribution by
B,’s simulation is equivalent to that in Game 2-h except that
with probability d/q. |

From Claim 1, when 8 = 0, except in the event
that occurs with probability é, the above game is the
same as Game 2-(h — 1), and when 8 = 1, except
in the event that occurs with probability 3, the above
game is the same as Game 2-h. Hence, when § = 0
(resp. = 1), since the advantage of A in the above game

= Pr| B0~ 1]0 SGHE (L m|
(resp. Pr; ;= Pr [Bz,h(l’l,g)% 1 ‘ o EQTZ/(lﬂ,H)]),

AV ") < Pro + L (resp. Adviy" (1) < Pry + ¢) from
Shoup’s difference lemma. Therefore, |Adv(;['(h_1))(/l)—

Adv (D) < |Pro - Pry| + 1 = Advi?, (4) + 4L, This com-
pletes the proof of Lemma 15. |

is equal to Pry

B.4 Proof of Lemma 16

Lemma 16. For any adversary A, for any security param-
eter 4, |AdV ") — AV V()] < 2d/q.

Proof. Case that 2 = 1, i.e., proof for IAdv(;('VS)(/l) -
AdvS V)| < 2d/q :

,,,,,

define new (dual orthonormal) bases (D, D;) of V, as fol-
lows: .
Since 7; € ' is uniformly distribued and no Z; are 0 ex-
cept for negligible probability, i.e., d/q, vector i; := (0™, Z;)-
F, is uniformly distributed in ]Fé”’ for F, d GL(22n,,Fy)
except for negligible probability 1/g. Let ﬁ ; (resp. f?}) be
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the i-th row of matrix F, (resp. ( ) yfori =1,...,2n,

x
fin Jii
. -1 T .
ie., F;, = : and (F, ) = s diops2vi =
7 x
f;‘2n f;,2n

- -
(0211,+2 f 0/1,+1)B and dz2n oy = (02n,+2’f;’[’ 0n,+1)B7 for

i=1,....2n. Then, D; := (Bui.....byons2e dionsse- -

dt,4n,+25bt4n,+%~ thn,+3) and D;k = (btl,...,b;kzn +2°
* * * *
t,2n,+3""’dt4n,+2’bt4n +%""’bz,5n,+3) are dual orthonor-
mal bases.

In Game 2-vg, verification text¢; (i = 1,...,{) are

w2 2 a2 M

. n+1
= (0" G T e =TT, K T s (A4

fori=1,...,¢, where the coefficients ¥; on D, are obtained
from the definitions of y; and D;, and y; € IF’LZI"’ are uniformly
distributed and independent from all the other variables.
And, since no coefficient vectors 7. := ((r;é;) + w;t}) -
Z. 12 + OB if pli) = (L8) and 2 = (s - Z. 1B if
u u u
p() = =(t,1;), where w;, w] « Fy,Z «— GL(n;,Fy), g «
> u
{geFl-§" =0, < F.r:= M -§".rl :== M;-
(§")" are zero except for negligible probability d/q, ¥ :=
7, - F; are uniformly distributed in Fﬁ"’ except for negligible
probability d/q. Therefore, in Game 3-1-1, for the similarly
defined dual orthonormal bases (D,, D), verification text ¢;
(i=1,...,¢) are

2n, 2n,

2n,4+2 . n+1 2n+2 " n+1
—_— — — —
=" 2 T )= X T o, (AYS)

fori=1,...,¢, where the coefficients ¥; on D; are obtained
from the definitions of ¥; and Dy, and y; € IF%"’ are uniformly
distributed and independent from all the other variables.

In the light of the adversary’s view, (D,,D;) and
@, ﬁ,*) are consistent with authority public keys apk,
(paramvl,ﬁt,ﬁf). Moreover, since the RHS of Eq. (A-4)
and that of Eq. (A-5) are the same form, the challenge ci-
phertext {¢;};=1.. ¢ and cgz41 := gT in Game 2-vg can be con-
ceptually changed to that in Game 3-1-1.

Case that i > 2, i.e., proof for lAdvg'(h_l)"”(/l)—
AdVE V()| < 2d/q for h > 2:

To prove Lemma 16 in this case, we will show distri-
bution (param;, {E,, A*},ES,
(™) jo1, o tperns (€ibizi,...es Can) in Game 3-(h — 1)-4
and that in Game 3-h-1 are equivalent. For that purpose,
we define new (dual orthonormal) bases (D;, D}) of V; as
follows:

Since no r!’, w; are zero except with negligible proba-
bility d/q, vectors ¥; 1= ((r!'é,1 +wit)-Z,)- F; if p(i) = (1, ;)
and y; = (r{'V; - Z,) - F, if p(i) = —(t,;) are uniformly dis-

tributed in Fy for F, d GL(n,, Fy) except with negligible

=27/

probability d/q, where w, <— IF,,,Z, <— GL(n,F,),g

Fg, r! = M; (G")T. Let f,J (resp. fm.) be the i-th row of ma-
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N

trix F; (resp. ( ) yfori =1,...,n,1ie., F; =

5
Jin

T -
-1 _ . 2n,+2 2n,+1
and (F7Y) = | @ | danean = (02 f7 02y
A
Jin
. 2m+2 £ 2m+1 s
and d,, .. = (02 f;, 07y for i = 1,....n.

Then, Dz = (b,»],.. bt2n,+2’d12n,+3:-~
\bysns3) and DF = (b7 ... b", . d"

t2n42° t2n+3° *°

130,42, b1 30,43,
d*

1> t,3n,+2°

bf3n, JET b*Sn +%) are dual orthonormal bases.
Ver1ﬁcat10n texte; (i=1,...,0)in Game 3-(h — 1)-4 is
2n,+2 " 241
if p(i) = (1,3, ¢; = (T, (e +wilh) - Zi, " g,
2n,+2 " om+l
t —— 1
=" X T o
242 "’ 2n,+l
if p(i) = =(t,0), ¢; = (", (/8- Z:, g,
2n,+2 m 2n+
t ,_/\“ 1
:( Tt )?ia )]D,’ (A6)

where the coefficients y; on D, are obtained from the defi-
nitions of ¥; and Dy, and ¥; € F; are uniformly distributed
and independent from all the other variables.

When 1 s j < vy, all the coefficients on
span(b;,, R b, .,) of queried key (k" Yezpero for
the j-th gld in Game 3- (h — 1)-4 are zero. Therefore, the
keys have the same coeflicients on D} as on B;. The same
holds for queried signatures {s; ()= Yizicforj=1,...,vs.

And, no r;, w; are zero except with negligible probabil-
ity d/q, vectors y; := ((ri€;1 +w0i)-Z,)- F, if p(i) = (¢,0;) and

;= (ril; - Zy) - F, if p(i) = =(¢, 0;) are uniformly distributed
inFy for F, d GL(n,,F,) except with negligible probability

d/g, where w; & By, Z, & GL(n,,F,),§ (g € F | T- 47 =
0},7; := M; - §*. Therefore, in Game 3-h-1, for the similarly
defined dual orthonormal bases (D,, D), verification text ¢;
(i=1,...,0) in Game 3-(h — 1)-4 is

ne

2n,42 . 2n,+1
—
if pi) = (1, 8), ¢ = (-, (riéuy + with) - Z, )E,
ny
2n,+2 . 2n,+1
—_— —
=("" )?b "')]D,’
2n+2 ”f 2n,+1
lfp(l) = _‘(t vl) Ci = ( (rlvl) Zts )]B,
242 " ol
— —
:( o, )?i’ )D/’ (A7)

where the coefficients ¥; on D, are obtained from the defi-
nitions of ; and Dy, and ¥; € F; are uniformly distributed
and independent from all the other variables.

In the light of the adversary’s view, both (D;,Dy)
and (D,,D*) are consistent with public key apk :=
(paramy, ,B,,B*) Moreover, since the RHS of Eq. (A-6)
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and that of Eq.(A:7) are the same form. There-
fore, {k\* et s 2)ero {S,(-j) Yizt,vssi=1,..c and {¢i}iz1 ¢

above can be e’;pressed as keys, signatures, and verification
text in two ways, in Game 3-(h — 1)-4 and in Game 3-A-
1. Thus, Game 3-(h — 1)-4 can be conceptually changed to

Game 3-h-1. O
B.5 Proof of Lemma 17

Lemma 17. For any adversary A, there exists a prob-
abilistic machine Bs.i, whose running time is essentially
the same as that of A, such that for any security param-
eter A, [AdVS V(D) — AdV D < AV (A), where
B31() = By (h, ).

Proof. In order to prove Lemma 17, we construct a proba-
bilistic machine B5_; against Problem 2 by using an adver-
sary A in a security game (Game 3-A-1 or 3-h-2) as a black
box as follows:

1. B3 is given an integer & and a Problem 2 instance,
(param;, (B, B?, hy, . eiili-1.. di=1..n» G0, G1,0GY).
2. B3 plays arole of the challenger in the security game
against adversary A.

3. At the first step of the game, B3, provides A
public keys gparam as in the proof of Lemma 14
and {apk, := (paramy, ,,B MieTgs Of Game 3-

h-l (and 3-h-2), where 7« F,.bi, := rb;,

r, with r;, < spanb’,, e bl B =

(bits- - bions2, bisnsz) and BY = (btl,..., bfnr

b:‘Hl, .. b;‘2n +2,b;‘4n JETRT thn ,p) for each author-
ity t € 7'g°0d, that are obtained from the Problem 2
instance. The H-list is initialized as in the proof of
Lemma 14.

4. When a random oracle query for H; is issued for the ¢-

th global identity gid := gid,, B3.; answers as follows:

a. When ¢ # h and gid is not queried before, then

a fresh dgq <E F, is generated and B5.; answers
0gidG1 to A and records data (gid, dgid, 0gidG1) to
the H list. When ¢ # h and gid is already queried,
B;.1 obtains d4igG from the H-list, and answers it
to A.

b. When ¢ = h, B3.; answers 6G; in the Problem 2
instance to A and records data (gid, L, 6G) to
the H list.

5. When an AttrGen query for the :-th global identity
gid := gid, is issued for a pair of a global identity
and an attribute (gid, (z, X)) for 1 € Tgood, B3.1 cal-
culates k; (€ uskgiq ¢)) as follows and then answers
Uskgid’(l’fl) to A:

a. When 1 < ¢ < h -1, B3 calculates semi-
functional key k; with Eq. (19) to A, that is com-
puted using B} of the Problem 2 instance and dgig
as
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Znt+2 2}1, n 1
———— —— ——

= ()?17 6gidft’ 025 Onl»Téid-ft’ @’gid,ta O )Bf?
e U n
where ng <— Fy, Ggids < Fq'.
b. When ¢« = h, 83, calculates k;h)* using B; and
{h;;’r‘j} j=1,..n, of the Problem 2 instance as follows:

h)= h * *
() _211 ij)(b +hﬁt1)

c. Whent > h+1, B3 calculates normal key k; with
Eq. (10), that is computed using B; of the Problem
2 instance and dgiq as
2n,+2 2n, n 1
———— e —
k= (%, 6gaf, 0%, 0™, Ggarr O )i,

U
where @gig; — Fy'.

6. When a Sig query, (gid, m, S := (M, p),T’,{apt,,
USKgid,(1,%) }reTpas A (1.%)er)> 18 issued by A, Bz gen-

erates USKgiq(z) for t € Tgooq A (1,%) € T

R
as in Eq.(A-1). Then, B3, answers o «

Sig(gparam, {apt,, uskgid %)} ¢z )er> M, S) to A.

7. When 85 receives an output (m’,S’,5*) from A
and {apt,}er,,, (Where S’ := (M, p)), B;. computes
(pre-semi-functional) verification text (cy, ..., ¢, Ca+1)
given as Eq. (16) as follows: Let

F = (feml- /T =0),

F<> = (fe F/|M; - FT = 0for Vi s.t. pi) € Thag),
F<2> = F<0> N F<1>

={feFIT- /T =0,M; fT = 0for Vis.t. (i) € Thad)-

Then, B5.; generates

U
m,u —F forr=1,....d; (Mi,k)izl,..,t’;kzl,..,r =M,

—

g = @r=t, = W k=1, F<2>;

> U >
feBoso=T 1 s=M-f7,
f"<0> ﬁ F<0>, Si<0> =M,- (f’<0>)T’
§<1><EF<1> <1 _M (é»<l>)T

91 s
fort=1,...,d; k=1,...,

1 T ’
Jrji=me;+ wbinjs frij = g + bins)s

ryj=1,...,n4

. u V]

for L= 1 cer f’ gi’ Hl/’ 0;’7 w;,PFq, qi (_Span<bt,5n,+3>’
if p(i) = (1, 0) A te 7 goo0d>

(Ci,l’ ceey Ci,3n,)

= (85:€,1 + 6,U;, s 1>

é;l + 9’17,, Vi<
Ci = 2211, Cijbrj + Zj ViS4 e i,k.ﬁ,k,l
+6 (Hy(m', S" )by 2,41 — bi2n,+2)
+ Z_’;':] Cin+jbin2+j + qi,

if p(i) = (1,0;) A t € Thag,

<0> 2 7=
; €1 + Wb,
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(Cits---»Cion) i= (8i€11 + OiT;, Sf0>3t,1 +0'1),
2
C; .= Zjirl C,',jb[,j
+6 (Ha(m',S" )by on 41 — bion12) + qis
lfp(l) = _'(ts l_))l) Ate ‘7.900(13

(Cits--osCizn) = (5T, 5700, 70,

ci = X3 i+ B vy Ticy Miafig
+9,/~/ (HZ(m/’ S,)bt,2n,+1 - bt,2n,+2)
+ Z?‘:l Cip+jbi3n+2+j + Gis

if p(i) = =(t, %) A t € Tpads

(Ci,17 ceey Ci,2n,) = (siﬁi, S[<O>l7i)3

. 2n,
¢i = 25 Cijbij
+07 (Hy(m', S )b op,+1 — bion+2) + qi,
e 45
Ca+l ‘= Yp>

stance. Bs.; verifies the signature (m’, S, §'*) using Ver
with the above ({¢;}i=1...¢, ca+1), and B” := 1 if the ver-
ification succeeds, 8’ := 0 otherwise.

Claim 2: The distribution of the view of adversary A in the
above-mentioned game simulated by B3, given a Problem
2 instance with 8 € {0, 1} is the same as that in Game 3-A-1
(resp. Game 3-h-2) if 8 = 0 (resp.8 = 1).

Proof. We consider the joint distribution of {¢;};=;,_, gener-
ated in step 7 and k;h)* generated in case (b) of step 5.

Jijs ﬁk,j fort =1,....d;k=1,....,r;j = 1,...,m
calculated in step 7 in the above simulation are expressed
as:

7= mo, 0= o+ groi= 9o, fioi= grw + g,
n n 2 n 2n,+1
n, P 2 > 2n,+1
ﬁ,j = ( 0 [’ elel,j’ 0 s (ﬂ-tet,j)Zt, O ! )]B,’
. > 2 > 2n,+1
Jiej=0O",  fiej, 0, (Gi€.j)Z, 07" g,

.....
.....

dependently and uniformly distributed with only relations
[-f=1-g=0and M,;- f=M,;-G = 0 for p(i) € Toag.
Therefore, {c;};=1,. . are distributed as in Eq. (16).
When 8 = 0, secret key kﬁh)* for t € Tgood generated in
case (b) of step 5 is
kP =3 b+ b, )
2n, 2 2n, n

—— U
=&, 62, 02, 0™, @, Oy with g — Fr

When g = 1, secret key kﬁh)* generated in case (b) of step 5
is

I h * *
k;ﬁ* = Z;"zl xi,j)(bt,j + h,B )

1]
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2n,+2 2n, n

—
. U
=@, 62", 0%, 72U, 0", @7, 0)p: with @ < F.

Therefore, when S = 0, the distribution by $3_;’s sim-
ulation is equivalent to that in Game 3-A-1. When 8 = 1,
the distribution by $B5_;’s simulation is equivalent to that in

Game 3-h-2. m]
From Claim 2, we obtain Lemma 17 in the same man-
ner as in the proof of Lemma 15. O

B.6 Proof of Lemma 18

Lemma 18. For any adversary A, for any security param-
eter A, AQVS (1) = Advy "V ().

Proof.

+,<b —,<b> .
Let &7 = (5?8, + with) - Z,, &7 = r?0; -

i
Z, i, = 1% - Uy, where b = 2,3, 7 := t®_ %, := ¥ and

. U .
<3> is a share of a secret ry < Fy, i.e.,

<2> is a share of 0, r;

G G eF | T-57 =0, M T = 0for Vistp() €

Touals §° < (G € Fr | M;- fT = 0 for Vi s.t. 5i) €
Toadhs 1777 := M; - (G=")T for b = 2,3; p(i) € Tgoos-

Forl Game 3-h-2, we will consider the joint distribu-
tion of (@"**", ;) with p(i) = (2, %) and that of (@,~*", 7,)
with p(i) = —(¢,7;). For Game 3-h-3, we will consider the
joint distribution of (13;”<3>, ij;) with p(i) = (¢, ¥;) and that of
@, ) with p(i) = (2, &).

With respect to the joint distribution of these variables,
there are five cases for each i € {1,...,£}. Note that for any
ief{l,....,t}, (Z,U,) with t := p(i) is independent from the
other variables since p is injective, and that random vectors
J<*> and §=*> are independent from the other variables. (i)

for p(i) € Tgood is defined in Definition 3.

r

1. y() =1and [p(i) = (1,7;) A (t,X) €T A U;- X =0].
Then, from Lemma 13, the joint distribution of

(u_)’;r’<b>, i/;) is uniformly and independently distributed

u
on Cpar = {(@,5) | @ -7 = tr?} (over Z, «
GL(n;, Fy)).

2. y(i)=1and [p()) = ~(t,7;) A (t,X) el A U;-X #0].
Then, from Lemma 13, the joint distribution of

(@;", 7, is uniformly and independently distributed

on C(v»,_,;t)_"fb (over Z; & GL(n,, Fy)).
3. y(i) = 0and [p(i) = (+,7) A (t, %) €T] (i.e., ;- X, # 0).
Then, from Lemma 13, the joint distribution of

(@<, 7,) is uniformly and independently distributed

1 bl
U .
on Cg 2., ror> (over Z; « GL(n;,F,;)) where w; is

uniformly and independently distributed on F,. Hence,

the joint distribution of (u')’;"<b>, i) is uniformly and in-

dependently distributed over ]qu"’.

4. y() = 0and [p(i) = ~(t,0;) A (t, %) €] (e, U;- X =
0).
Then, from Lemma 13, the joint distribution of

(@;", 7, is uniformly and independently distributed
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on Cy (over Z; <E GL(n;, Fy)).
5. [pG) = t,0) A (t, %) ¢ T or[p@) ==(t,0) A (t,%) ¢
I].

Then, the distribution of @*<*> or w; <b

> is uniformly

and independently distributed on F;' (over Z d
GL(n,.Fy).

We then observe the joint distribution (or relation) of
(@7 Yier, e A" Yiz, ¢ and {F}i=1,._a- Those in cases
3, 4, and 5 are obviously independent from the others.
Due to the restriction of adversary A’s key queries, Te
SPAN(M, ) 51T 000 A y(D=1> (Mip(ireTrag)- Hence, the distribu-

tion of { Trf2> | cases 1 and 2 } is equivalent to that of
=1M; - (§<b>)T for
b = 2,3, and the distributions of §J 72 and §<*> are equiva-
lent except that T - <ﬁ<2>) =0and - (*<3>) is uniformly
distributed on FF,,.

Thus, the View of adversary A in Game 3-A4-2 is equiv-
alent to that in Game 3-h-3. O

<3>

{r; | cases 1 and 2 }, since ‘rr

B.7 Proof of Lemma 19

Lemma 19. For any adversary A, there exists a prob-
abilistic machine B3, whose running time is essentially
the same as that of A, such that for any security param-
eter A, |AdVS" V(1) — AdV VDI < AdVES (), where
B3 pa(+) 1= Baa(h, ).

Proof. In order to prove Lemma 19, we construct a proba-
bilistic machine 83, against Problem 3 by using an adver-
sary A in a security game (Game 3-4-3 or Game 3-h-4) as a
black box. B3, acts in the same way as B3 in the proof of
Lemma 17 except the following three points:

1. In case (b) of step 4; B3, acts in the same way as B3 |
in case (a) of step 4 in the proof of Lemma 17.

2. In case (b) of step 5; k" is calculated using B} and

{h[’;, , j} j=1,..n, Of the Problem 3 instance as follows:

k= x 5" by + oMby, 4 B

t+j Bt ])
where 6" := &g, .

3. In step 7; when B3, receives an output (m’,S’,§*)
from A, B3, computes (semi-functional) verification
text (cy,...,Cp, Cq+1) given as Eq. (18) as follows:

—_ U
Mo Ghs — Fy fore=1,...,

fort=1,....d; k=1,...,r; j=1,...,n5;
2 S
S = 2 Tl frr = 2ie Gkelr s
fori=1...,¢,

if p(i) = (¢, 9),
(Cists oo Cion,) 1= (8i€1 + 0,1, s'é,1 + 0'1)),
C; = ZZn, Cljblj + Zj 1 Utjft] + Zk 1 i,kfz,k,l
+9i/ (HZ(m S )bz,2n,+1 - bz,2n,+2) + qi,
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if p(i) = ~(t, %), (cia,...sCian) =
ci = Zl ICzjbz]+Z] ]Ul]Zk 1
+0 (Hy(m', S")by 20,41

(silf, $105),
Mixfij

- bt,Zn,+2) + qi,

Ca+1 = gST“,
where (Mlk)l ..... =1,.r = Mf (_ ]Fraf/ ﬁ €
Fy | T /7 = },so =1 M= M- fTs) o=

= U U
f’T 91’9;59” — F and ql — Span<bl,5n,+3>,

obtamed from the Problem 3 instance. $Bs., verifies
the signature (m’,S’,§*) using Ver with the above
({ei}i=1...e» €ar1), and outputs 8 := 1 if the verification
succeeds, B’ := 0 otherwise.

Claim 3: The distribution of the view of adversary A in the
above-mentioned game simulated by B3, given a Problem
3 instance with 8 € {0, 1} is the same as that in Game 3-h-3
(resp. Game 3-h-4) if 8 = 0 (resp.8 = 1).
Proof. We consider the joint distribution of {¢;};=1._ ¢ gener-
ated in step 7 and k;h) generated in case (b) of step 5.

fip fajfore=1,....dk=1,....rj=1,...,n
calculated in step 7 in the above simulation are expressed
as:

2 /e V2 ’
T = ZL=1 nt,twu ﬂt - ZL=1 n-f,ta)t’

gk = Z?:l?k,twt7 g]/c = Z?:] ak,twl
2n,+2 n n n+1
—_— N ——
fii= O™ mé . (@é Nz, 0g,
fj= "2 g, (9,8.)Z, 0" g,
where w,, W {Zt}t 1,..d are deﬁned in Problem 3. Note that

..........

.....

tributed as in Eq. (18).
When 8 = 0, secret key k;h)* generated in case (b) of
step 5 is

(h)* _ n; (h) * 1/ * %
kP =3 (b +6“>bm+]+hﬁ,j)

2n, 2 2n, n
h h h h n U
=@, 62", 0%, U, 0", @" 0y, with g < F.
When 8 = 1, secret key k;h) generated in case (b) of step 5
is

(h* _ n (h) * h %
kP =3 (b + 6 >b;‘n+j+hﬁtj)

2n, 2 2n, n
h h h
= &P, 62, 02, o, P gh, 0)g: with & 2" < Fy.
Therefore, when 8 = 0, the distribution by $3.,’s sim-

ulation is equivalent to that in Game 3-#-3. When 8 = 1,
the distribution by $B5,’s simulation is equivalent to that in

Game 3-h-4. O
From Claim 3, we obtain Lemma 19 in the same man-
ner as in the proof of Lemma 15. O
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B.8 Proof of Lemma 20

Lemma 20. For any adversary A, there exists a proba-
bilistic machine B4, whose running time is essentially the
same as that of A, such that for any security parameter A,
IAdV”" (1) — Advy ()] < AdVEE ().

Proof. In order to prove Lemma 20, we construct a proba-
bilistic machine B4 against Problem 2” by using an adver-
sary A in a security game (Game 3-vy-4 or 4) as a black
box as follows:

1. B4 is given a Problem 2” instance,(param, {@,,Bf,
hg, e jh=1...d:j=1..n» Go, G1).-

2. B, plays a role of the challenger in the security game
against adversary A.

3. At the first step of the game, B, provides A
public keys gparam as in the proof of Lemma

* y— * —
14 and sets bu = hﬁ,u for « = 1,...,n,
B = (Biys.. o bions2, bise3), B = (b,
Tk * * * * -
by by B0 B ze - b5, o) {aAPK o=

(paramvl,@;,l’l%\;‘)},eg for each authority t € S of Game
3-vy-4 (and 4), that are obtained from the Problem 2”
instance.

4. When a random oracle query for H; is issued for the
t-th global identity gid := gid,, 8, answers as follows:

When gid is not queried before, then a fresh dgiqg <E F,
is generated and B4 answers dgigG to A and records
data (gid, dgid, 0giaG1) to the H list. When gid is already
queried, B, obtains dgiuG from the H-list, and answers
it to A.

5. When an AttrGen query for the ¢-th global identity
gid := gid, is issued for a pair of a global identity and
an attribute (gid, (z, X)) for t € S, B, calculates semi-
functional key {k;},es with Eq.(19), that is computed
using B; of the Problem 2” instance and dgq as

2n,+2 2n, ny 1
* = = 2 A
Py— 1,
k[ - (-xt’ 6gidxt, O ) O f7 Tgid-xt’ ‘Pgid,ts 0 )B;’

where 77 d Fy, Bgid,s A Fy'.

6. When an AltSig query for (m,S) is issued by A, B,
computes a semi-functional signature (s7,.. »87) for
(m,S) as in Eq.(15) using {B}};=1.. 4 in the Problem
2” instance.

7. When B, receives an output (m’, S’, §*) from A (where
S’ := (M, p)), B4 calculates a semi-functional verifica-
tion text (¢, ..., €, cq+1) given in Eq. (18) as follows:

U
Tl Gro iy — By fore=1,...,d; k=1,...,r
fort=1,....d; k=1,....,r; j=1,...,n4;

ft,j = ﬂ';ez,j +ﬂtbt,j’ ft,k,j = giet,j +/~1],<bt,j’

5 U - > 2 -,
f’<—{f’eIF‘[1|1-f’T=O},slf =M;- fTfori=1,.,¢,
fori=1...,¢,
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if p(i) = (¢, 7)),
(Cits---xCign,) 1= (881 + 000, (r'e,1 + with) - Zy),
ci =20 v+ X Mig et + Y Cigbini
+9:'/ (HZ(m,a S')bz,zn,+1 - bt,2n,+2)
+ Zj;l Ci,n,+jbt,2n,+2+j + qi,
if p(i) = ~(t,0), (cits...,Cion) = (SIU, 1T - Zy),
ci =20 Uiy ey Mi,k};,k,j + 2 Cijbune
+6! (Hy(m', $" )by 2,41 = bi2n,+2)
+ X0 Cimrjbron 24 + i

car1 = e(Xpoy Sra1: 07 ),

.....

-, U U
O s := M- f1.§ « Fpr! = M; - §.0,.6] w; <

1
F,.Z <E GL(n;,F,) and ¢; <E span(b; s, +3), and
{bij}i=1....a;j=1,..3n+2, and {e;j}—1, aj-1..., are ob-
tained from the Problem 2” instance. %, verifies
the signature (m’,S’,5”*) using Ver with the above
({ei}i=1...0» €a+1), and outputs B := 1 if the verification
succeeds, 8 := 0 otherwise.

Claim 4: The distribution of the view of adversary A in the
above-mentioned game simulated by B, given a Problem 2”
instance with 8 € {0, 1} is the same as that in Game 3-vy-4
(resp. Game 4) if 8 = 0 (resp.8 = 1).

Proof. We consider the joint distribution of {¢;};=;

.....

Jijs ﬁk,j fort =1,....,d;k=1,...,r;j = 1,...,m,
calculated in the step 7 in the above simulation are expressed
as:

=m0, 0= o+ e groi= 9o, fioi= grw + g,

n 2n,+2 n[ n+1
2n,+2 1
_ = N+ = 7+
‘ft,j - (gtet,j’ O ! ) ntet,.]'a 0 ! )B,»
r _ > 2n,+2 > 7+ 1
Jikj = (filrj, 07", giérj, 0" g,

where w, o are defined in Problem 2”. Note that variables
{61, m}i=1...a and {fi,gi}k=1..., are independently and uni-
,,,,, ¢ are distributed as
in Eq. (18).

When 8 = 0, a part of authority public key, b

10> gener-
ated in step 3 is

n 3n+2 n
b =h" =( 62 : 03n,+2 S5 0
tj Bt T ( €rj» s t,j» )B;‘

with 0 <E Fy, 01 <E IFZ’. When 8 = 1, a part of authority
public key, b;,, generated in step 3 is

n 2n,+2 n n
= g g e
* —_ * —_
bt,j_hﬁ,t,j_( 66[,]» 0 ! 5 Tel‘,j: 6[,]" O)B,*

) u u
with 6,7 « Fy, 6,; « Fy.
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Therefore, when 8 = 0, the distribution by B,’s simu-
lation is equivalent to that in Game 3-vy-4. When 8 = 1, the
distribution by 8B,4’s simulation is equivalent to that in Game

4. o
From Claim 4, we obtain Lemma 20 in the same man-
ner as in the proof of Lemma 15. O

B.9 Proof of Lemma 21

Lemma 21. For any adversary ‘A, for any security parame-
ter 4, Advy) (1) = Adv'y (D).

Proof. To prove Lemma 21, we will show distribution
(gparam, {B, B }it,..as {s ,(-h)*}h Lowvssi=l,.nls
{k(h) M=t v 2yer®, {€i}i=1,...¢) in Game 4 and that in Game
5 are equlvalent. For that purpose, we define new bases D,

u
of V, and D of V; as follows: We generate random & « F*,
and set

di 30,4240 = bizn 24 — Ebyy, d;il = b* + fbt3,,l+2ﬂ

fore=1,...,n;, Thatis,
b,
bi3n40 / b,
dl,3n,+3 m
) _ Ly :
_gln, Int N ’
d[,4nt+2 In1+1 b .
bianq3 £.5m,+3
bi5n43
%
dt,l
b*
t1
Inz flnz .
* .
dt n; . ]2n,+2
t,n,+1 Iﬂz
In,+1 *
t,5n,+3
X
1,5n,+3
We set
Dy = (b1 s bi3na2, i3na3s - Bran 2,
bian3s .5 bisn+3),
* *
( 1o tn, btn+l"' b5n,+3)

We then easily verify that D, and D; are dual orthonormal.

Signatures, keys, a part of authority public keys, and
verification text, {s{" Y=1,_vyiizt.oo (k" Yty zperos
{Ezt}tes;tzl ,,,,, mo{€iti=1,...c, iIn Game 4 are expressed over
bases B; and B; as

sgh)* — (u—))gh)’ u—}‘l{(h),é’i(l’ Hz(m(h), S(h))), 0", l/—éh) I J_Eh)’ O)B,*

Tk 2n,+2 =2
b;,L = (ﬂgz,u 0~ + B gt,u Py O)Bf
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ci = Et,l +Ui, sié 1 + 6,0, (r e + wily) - Zy,
>3 /> n : N -
rié 1 +wiv;, 0%, g, if p(i) = (1,0)),
L "= /2 N\ : N =
ci = ((8i [0, 805 10 - Z,, 10, 0% i)z, if p(D) = (1, 0)),
where a part framed by a box indicates coefficients which
were changed in expression over bases D, and Dy. That is,

hy« () or(h =)
s = @, 3™, (1, Hym™, s™y), 0,

(h)* ~«h) hy A qne | (k) |AD h)
= 6(f§’0r, T’()X,,Jﬁ,o)D;‘
Tk =4 2n;+2 ~ | =2
buz(ﬂ'et,ta 0" 5 et,u Pty O)D;‘
¢ = (56 + B e + 6 070 + o) -2,
r;gt,l +w;l7i’ Onl’ ni)D, lfp(l) = (t’ l_))l)s
= (5 B 8i8 - Za 13, 0" ), F (i) = (1,7,

where

", 0)p;

h) oy .

= ’I—fﬂ, 0; 1= 60; + £w],

T/(h) = T/(h) _ f,

;11 S

are uniformly, independently distributed since ﬁgh)

U
Fy 7MW n,6; — F,, and

Tc

o o— 4
S =8 +§ri,

are a tuple of shared secrets {s;};=1.. ¢ for access structure
M, independent from s¢ in cy41, wh1ch are distributed as in
Game 5 since & A F.

In the light of the adversary’s view, both (B, B})
and (D;,D}) are consistent with public keys, gparam :=
(paramG, H,, H,) and apk, except for b,t, i.e., (paramsy, ,@,,

* . * * *
)whereB = (b 2o Oranz -+ Brsy )

hys
Therefore, {s f) Vet izt A Y yars(6,2)el 0 s

tn+12 00

{b;‘![},es;;] ,,,,, neo {€ili=1,..¢ above can be expressed as signa-
tures, keys, a part of authority public keys, and verification
text in two ways, in Game 4 over bases (B,, B;) and in Game
5 over bases (Dy, D;). Thus, Game 4 can be conceptually
changed to Game 5. |
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