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Boosting CPA to CCA2 for Leakage-Resilient Attribute-Based
Encryption by Using New QA-NIZK

Toi TOMITA ™™, Nonmember, Wakaha OGATA', Member, and Kaoru KUROSAWA "-777, Fellow

SUMMARY In this paper, we construct the first efficient leakage-
resilient CCA2 (LR-CCA2)-secure attribute-based encryption (ABE)
schemes. We also construct the first efficient LR-CCA2-secure identity-
based encryption (IBE) scheme with optimal leakage rate.

To obtain our results, we develop a new quasi-adaptive non-interactive
zero-knowledge (QA-NIZK) argument for the ciphertext consistency of the
LR-CPA-secure schemes.

Our ABE schemes are obtained by boosting the LR-CPA-security of
some existing schemes to the LR-CCA2-security by using our QA-NIZK
arguments. The schemes are almost as efficient as the underlying LR-CPA-
secure schemes.
key words: Leakage-resilience, CCA2-security, Attribute-based encryp-
tion, QA-NIZK, Simulation-soundness.

1. Introduction
1.1 Leakage-Resilient Cryptography

Traditional security notions for encryption schemes such
as IND-CPA/CCA2 implicitly assume that the secret key
is completely hidden from an adversary. However, in the
real world, an adversary may learn some partial information
on the secret key by side-channel attacks [1] or by cold-boot
attacks [2].

To tackle this problem, Akavia et al. [3] introduced
the bounded memory leakage (BML) model and formulated
leakage-resilient CPA (LR-CPA) security of public-key en-
cryption (PKE) schemes. Soon after, Naor and Segev [4]
defined LR-CCA2 security. In the BML model, the total
amount of key leakage is bounded. Brakerski et al. [5] and
Dodis et al. [6] independently introduced the continual mem-
ory leakage (CML) model, where there is a notion of time
periods and secret keys are updated at the end of each time
period. In the CML model, an adversary is allowed to obtain
a limited amount of leakage of secret keys in each time pe-
riod, but there is no limitation on the total amount of leakage
that the adversary obtained in all time periods. An LR-
CPA/CCA2-secure PKE scheme in the BML or CML model
is IND-CPA/CCAZ2-secure even if some partial information
of the secret key is leaked to the adversary.

We can also consider the leakage-resilient (LR) security
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model of advanced encryption schemes such as attribute-
based encryption (ABE) schemes [3], [7]. Indeed, many ef-
ficient LR-CPA-secure ABE schemes have been constructed
so far [8]-[11].

To achieve LR-CCAZ2-security, there exists a generic
method to transform any LR-CPA-secure ABE schemes to
LR-CCA2-secure ones based on the Naor-Yung double en-
cryption paradigm [12]. The resulting scheme is, however,
very inefficient because this method uses a simulation-sound
NIZK [4], [13] or a true simulation extractable NIZK [14] in
addition to doubling the original (CPA) ciphertext.

Unfortunately, the generic construction is the only
known method to construct LR-CCA2-secure ABE scheme
except for special cases like identity-based encryption (IBE).
A natural open question arises:

Can we construct efficient LR-CCA2-secure ABE
schemes?

Next, we focus on IBE. For IBE, Hofheinz et al. [15] pre-
sented a (non-black-box) CPA-to-CCA2 transformation by
using a quasi-adaptive non-interactive zero-knowledge (QA-
NIZK) argument for linear subspaces, introduced by [16].
Their approach is very efficient, but cannot be used in the
leakage-resilient setting, as we will explain in Section 1.3.

On the other hand, several LR-CCA2-secure IBE
schemes [13],[17]-[21], which are more efficient than the
generic construction, have been proposed. However, to the
best of our knowledge, no scheme is secure if more than
half of the secret key is leaked. Therefore, a second open
question that we are interested in is:

Can we construct efficient LR-CCA2-secure IBE
schemes that allow leakage of most of the secret key?

1.2 Our Contributions

This paper gives positive answers to the above questions. We
develop new LR-CCA2-secure ABE schemes that are more
efficient than the generic construction. Our schemes are
obtained by boosting the LR-CPA-security of some existing
schemes [9], [11] to the LR-CCA2-security. The schemes
are almost as efficient as the underlying LR-CPA-secure
schemes, and in particular, each ciphertext is only 2 group
elements larger than those of the underlying schemes. We
summarize our results below.

1. We construct the first LR-CCA2-secure ABE schemes
for a large class of predicates. Our ABE scheme allows
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its master secret key leakage and user’s secret key in the
CML model. By combining with [11], we obtain the
following concrete LR-CCA2-secure ABE schemes:

* Inner-product encryption (IPE) and non-zero IPE,

* (Doubly) spatial encryption,

* Key-policy ABE (KP-ABE) and ciphertext-policy
ABE (CP-ABE) for boolean formulae,

¢ KP-ABE and CP-ABE for arithmetic formulae,

* Broadcast encryption.

The leakage rates of the above LR-CCA2-secure ABE
scheme are the same as the LR-CPA-secure one of [11].

2. We construct the first LR-CCA2-secure IBE scheme
with optimal leakage rate”. More specifically, our IBE
scheme is resilient to the leakage of (1 — o(1))-fraction
of its user’s secret key in the BML model, but does not
allow its master key leakage.

To obtain our results, we develop a new QA-NIZK ar-
gument for the ciphertext consistency of the LR-CPA-secure
schemes. Our new QA-NIZK argument has simulation-
soundness and a small proof, that allows us to boost LR-
CPA-security to LR-CCA2-security efficiently.

A QA-NIZK argument is an NIZK argument in which
a common reference string depends on the language. We
develop the first simulation-sound QA-NIZK argument for a
language that is characterized by generalized tagged linear
subspaces (GTLS), that is defined as

LE™S = {([e],x) | 3r € Z, s.t. ¢ = Myr}, M

where p = ([M],[M/],...,[M,,]) € G™ x (G xtym
n > t,n > 1, x; is the i-th element of x € Z, and

My = ( lr_gl“fciM; ) (We use implicit representation of
group elements as in [22]. See Section 2.1.) Previously,
the simulation-sound QA-NIZK argument is known only for
m = 0 (linear subspaces). No-simulation-sound QA-NIZK
argument is known for m = 2 and x; = 1 (tagged linear
subspaces). We also show that a QA-NIZK argument for the
above language implies one for the following language:

£8™S = {([¢],L) | 3r e Z,, s.t. ¢ = My}, @

where L is a linear map and My, := (L(M’I,IY.I.,M’,,,) ) We
summarize the differences between our QA-NIZK argument
and the existing ones in Table 1.

We believe that our new QA-NIZK argument has an-
other applications because it supports more general lan-
guages than languages for just linear subspaces before.

1.3 Technical Overview

Here, we provide overviews of our techniques.

The leakage rate is defined as the ratio of the amount of allowed
leakage to the secret key size. Optimal leakage rate means that the
leakage rate can be arbitrarily close to 1 by setting parameters
appropriately.
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How to boost CPA to CCA2 for leakage-resilient ABE. As
mentioned in Section 1.1, we can obtain LR-CCA2-secure
schemes from LR-CPA-secure schemes through the Naor-
Yung paradigm [12]. The resulting scheme is, however, very
inefficient.

n [24]-[26], the authors constructed CCA2-secure
PKE schemes by using an efficient simulation-sound QA-
NIZK argument for linear subspaces. In these PKE schemes,
the ciphertext consistency can be verified by a linear equa-
tion, which depends only on a public key. In the case of
ABE:s, however, the consistency check equation depends not
only on the public parameter (which is a fixed parameter)
but also on the attribute (which is a variable). Therefore,
we cannot use existing (simulation-sound) QA-NIZK argu-
ments for linear subspaces to construct LR-CCA2-secure
ABE schemes in general.

On the other hand, in [15],[27],[28], the authors
showed a CPA-to-CCA2 transformation for (not leakage-
resilient) IBE schemes by using a simulation-sound (tag-
based) QA-NIZK argument for linear subspaces. At first
glance, thanks to the public verifiability of the QA-NIZK ar-
gument, their approach seems to provide LR-CCA2-secure
schemes by only replacing the CPA-secure schemes with
LR-CPA-secure ones. Unfortunately, it does not work well,
because the proof of the (non-LR) CCA2-security in their
approach makes use of the property that a secret key is uni-
formly random from the adversary’s view point. In the LR-
security model, the adversary can learn partial knowledge
about the secret key, and hence we cannot ensure the uni-
form randomness of it.

From the above discussion, it is difficult to construct
LR-CCA2-secure ABE schemes by using the existing very
efficient QA-NIZK schemes. We solve this problem by de-
veloping a new simulation-sound QA-NIZK argument.

How to achieve simulation-sound QA-NIZK argument
for GTLS. Our simulation sound QA-NIZK argument for
generalized tagged linear subspaces is obtained as a (non-
trivial) combination of the QA-NIZK arguments by Jutla and
Roy [16] and by Kiltz and Wee [23]. The former is no simu-
lation sound one for tagged linear subspaces and the latter is
a simulation sound one for linear subspaces. Our main ob-
servation is to consider designated verifier (DV) variants of
these two QA-NIZK arguments. Then their security proofs
are greatly simplified, and we find out that these arguments
have a close relationship. This observation allows us to
construct the first simulation-sound QA-NIZK argument for
generalized tagged linear subspaces.

More details are as follows. The language for tagged
linear subspaces is defined as follows:

L5 = {(le)v) | IreZyste=Ma},  ©)

where p = ([M], [M{], [M{]) and M,; := (ngMa ) In
the DV variant of Jutla-Roy’s scheme, a verifier has a secret
verification key which is random vectors k € ZZ’ andKkg, k; €
Zg, and the common reference string (CRS) is the projections
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Table 1

Summary of the differences between our scheme and existing schemes. The schemes in the

column of m = 0 are a QA-NIZK argument for just linear subspaces, and the schemes in the column of
m > 1 are a QA-NIZK argument for (generalized) tagged linear subspaces.

[ Linear subspaces (m = 0)

| Tagged linear subspaces (m > 1) |

No-simulation-sound

Already exist, e.g. JR13 [16]

Already exist, e.g. JR13 [16]

Simulation-sound

Already exist, e.g. KW15 [23] Ours

[Po] = [M"ko + M, "k] and [p;] := [M"k; + M| k]. To
prove that ([c], x) satisfies [¢] = [M,r] for some r € Z{,
the prover outputs 7 := [r' (po +xp1)] as a proof. With the
verification key, the (designated) verifier can check whether
7 = [¢Tk,], where k, = (k°+lfk1 ). By using k, ko, and
k; as a simulation trapdoor, a simulated proof is given by
7 = [e"Kky]. Perfect completeness and zero-knowledge
follow from the following equation:

r' (po+xp1) =r" (M (ko +xky)+ (My" +xM; ") k)
=r'Mk,

=c'Kk,.

Soundness is guaranteed by the fact that if ¢ is outside the
span of M, for x chosen by an adversary, then ¢"k, is
completely random given M"ko+M; "k and M"k; +M; k.

Now we observe that this scheme has similar struc-
ture to the DV variant of Kiltz-Wee’s scheme. Therefore,
by using their techniques, the scheme can be converted to
a simulation-sound and publicly-verifiable QA-NIZK argu-
ment.

The above QA-NIZK argument is a special case of a
QA-NIZK argument for the generalized tagged linear sub-
spaces (GTLS) given by Eq. (1), where m = 2 and x; = 1.
This is one of our contribution. We further show that this
argument can be extended to the GTLS in this paper.

By a straightforward encoding, we also demonstrate
that a QA-NIZK argument for GTLS implies one for the
language in Eq. (2). We refer to Section 3.3 for details.

Summary. Finally, we summarize how to construct our
LR-CCA2-secure ABE schemes.

1. We start from an LR-CPA-secure ABE scheme that the
ciphertext is written as [c] in Eq. (1), where x is the
attribute and r is a random vector used in encryption.
Indeed, the LR-CPA-secure IBE scheme of [9] and the
LR-CPA-secure ABE scheme of [11] satisfy this condi-
tion.

2. We construct a simulation-sound QA-NIZK argument
for the language given by Eq. (1). As mentioned above,
previously, the simulation-sound QA-NIZK argument
is known only for linear subspaces [16] (i.e., m = 0 in
Eq. (1)), and the no-simulation-sound QA-NIZK argu-
ment is known even for tagged linear subspaces [23]
(i.e., m = 2 and x; = 1 in Eq. (1)). It is not an
easy task to extend these results to any m and any
X15...,Xm. Our new QA-NIZK argument is obtained
as a (non-trivial) combination of the QA-NIZK argu-
ments by [16] and [23]. Our main observation is to
consider designated verifier variants of these two QA-

NIZK arguments.

3. The proposed LR-CCA2-secure ABE scheme is ob-
tained by adding the above simulation-sound QA-NIZK
proof to the ciphertext [c].

2. Preliminaries

Notations. We denote [a, b] as the set of {a,...,b} for
any a,b € N with a < b. We denote the empty string as €
and the empty set 0. We use x «$ .S to denote the process of
sampling an element x from S uniformly at random if S is a
finite set. We denote the bit length of element x as |x|. We
denote a security parameter as A. For integers k > 1,7 € N
and a matrix M € Zékm)Xk, we denote the upper square

matrix of M as M € Z}** and the lower 7 rows of M as

koo k
M € Z*". Similarly, for a column vector v € Z,"", we

denote the upper k elements of vasv e Z(]; and the lower
elements of vas y € Z]. Span(M) := {Mr | r € Z'} c Z}
denotes the linear span of M. All the logarithms used in this
paper are in base 2.

All algorithms in this paper are probabilistic polynomial
time (PPT) unless we state otherwise. If A is an algorithm,
then we write a «$ A(b) to denote the random variable a
outputted by A on input b.

Games. Following [29], we use code-based games to
define and prove security. A game contains procedures INIT
and FINALIZE, and some additional procedures Py, ..., P,,
which are defined in pseudo-code. Initially, all variables
and all sets in a game are defined as 0 and empty (i.e.,
0), respectively. If an adversary (A is executed in game G
(denoted by G™), it first calls INIT and then obtains its output.
Next, it may make arbitrary queries to P; (according to their
specification), and obtain their output. Finally, it makes one
single call to FINALIZE and stops, and G outputs d which is
the output of FINALIZE. We use G = d to denote that G
outputs d after interacting with ‘A.

Collision Resistant Hash Functions. Let H be a family of
hash functions H : {0, 1}* — X, where X = X is a finite set.
We assume that a hash function H is efficiently samplable
from H.

Definition 1 (Collision resistance): We say that a family of
hash functions H is collision-resistant (CR) if for any PPT
adversary A,

AdVGE () = Prlx # x" AH(x) = H(x') | H s H,
(x,x") s A1, H)]



is negligible.

2.1 Pairing Groups and Matrix Diffie-Hellman Assump-
tions

Let GGen be a PPT algorithm that on input 14 returns a
description G = (Gy, Gy, Gr, g, Py, P2, ¢) of asymmetric
pairing groups, where Gy, G,, Gr are cyclic-groups of order
q for a A-bit prime ¢, P; and P; are generators of G| and
Gy, respectively, and e : G; X G, — Gr is an efficient
computable (non-degenerated) bilinear map. Define Pr =
e(Py, Py), which is a generator in Gy.

We use implicit representation of group elements as
in [22]. For s € {1,2,T} and a € Z,, we define [a], =
aPg € Gy as the implicit representation of a in Gy. Similarly,
for A € Zp"™, we define [A]; = AP; € GP". Note
that it is efficient to compute [AB]; = [A];B = A[B];
given ([A]y, B) or (A, [B],) with matching dimensions. We
define [A]; o [B]2 = e([A]1, [B]2) = [AB]7, which can
be efficiently computed given [A]; and [B],. From the
linearity of [-];, we have a[A]s + b[B]s = [aA + bB]; for
any a, b € Z, and [A]y, [B]s € GP™.

Throughout this paper, we also use the following useful
notations from [30]. Let L : Zj, — Zf; be a Z,-linear map.
A Z,-linear map L can be encoded as a matrix L = (/; ;) €
Zflx’/ such that

wy Yoy lw;
.ot t’
L:Zy>|...[— R €Z,.
Wy Zi=1 li,prw;
We can naturally extend a Z,-linear map L to a ngm-linear

map and G*™-linear map as follows:

W, Y LW,

e : and
W, Yict L Wi

11s i—1 ti,1 ils
[Wi] iy Lia[Wi]

s

[Wt]s t': li,t’ [Wi]s
i=1

where Wy, ..., W, € ZZX’". Because they essentially share

the same structure, we employ the same notation L. Here,

we highlight the following commutativity:

L(-) and []s: For any w € Z{, we have L([w];) =
[L(W)]s.

L(-) and multiplication: For any W1,..., W, € Z!** and
A € Z’C‘Ixm, we have L([WAlg,...,[W,A]y) =
L([Wils,..., [W:]s)A.

L(-) and pairing: For any A € Z;Xk and By,...,B; €
Zy™, we have [A]y o L([Bila,...,[B/]2) =
L ([ABi]r,...,[AB/]7).

In the following, we denote L(wy, ..., w;) as L ((w)ie[1,e])-
Next, we recall the definition of the matrix Diffie-
Hellman (MDDH) [22] and related assumptions [31].
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Definition 2 (Matrix distribution): Let k,£ € N with £ >
k. We call Dy i a matrix distribution if it outputs matrices
in Z{** of full rank k in polynomial time. By Dy, we denote
D1,k

Without loss of generality, we assume the first k rows of
A—$Dpy (e, A€ Z’;Xk) form an invertible matrix. For a
matrix A «$ Dy i, we define the set of kernel of A as

ker(A) = {A* € ZSX@’—k) |ATAY =0 ¢ Z‘l;x((,’—k)
and A* has rank (£ — k)}.

Given a matrix A over ngk, it is efficient to sample an A+
from ker(A).

The D; -Matrix Diffie-Hellman problem is to distin-
guish the two distributions ([A], [AW]) and ([A]s, [u]y),
where A «$ Dy i, W <5 Z’; and u «$ Zg.

Definition 3 (D, ,-Matrix Diffie-Hellman assumption): Let
k > 1 and ¢ > k be integers. Let D¢ i be a matrix distribu-
tion and s € {1,2,7}. We say that the D, -Matrix Diffie-
Hellman (Dy x-MDDH) problem is hard relative to GGen in
group G if for any PPT adversary A,

AQVEPSR () = [Pr[1 s A(G. [Al,, [Aw],)]

- Pr[1 s A(G, [Aly, [u]y)]|

is negligible, where the probability is taken over
G —sGGen(1"), A s Dy 1, W < Z}, and u s Z,.

We define the Dy i -Kernel Diffie-Hellman (Dy k-
KerMDH) assumption [31] which is a natural search variant
of the D, x-MDDH assumption.

Definition 4 (D, -Kernel Diffie-Hellman assumption): Let
k > 1 and £ > k be integers. Let D, i be a matrix distri-
bution and s € {1,2}. We say that the Dy -Kernel Diffie-
Hellman (D¢ r-KerMDH) problem is hard relative to GGen
in group Gy if for any PPT adversary A,

AVE Dy . ()

=Pr[c"A=0Ac#0][c]3_s —$AG [Aly)]

is negligible, where the probability is taken over
g «—$ GGen(lﬂ), A s D{’,k-

The following lemma shows that the D -KerMDH
assumption is a relaxation of the D, x-MDDH assumption.

Lemma 1 (D¢ x-MDDH = Dy ;-KerMDH [31]): Forany
matrix distribution Dy g, if Dy x-MDDH in group Gy is hard,
then Dy x-KerMDH in group Gy is hard.

We also define the external D¢ -matrix Diffie-Hellman
(D¢ k-exMDDH) assumption, which is a generalization of
the external decision linear assumption [32]. We emphasize
that we need k > 2 to hold this assumption, unlike the above
assumptions.

Definition 5 (external D, -MDDH assumption): Let k >
2 and ¢ > k be integers. Let Dy x be a matrix distribution
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and s € {1,2}. We say that the external Dy -Matrix Diffie-
Hellman (D¢ x-exMDDH) problem is hard relative to GGen
in group Gy if for any PPT adversary A,

ANVEMEN (1) = |Pr[1 s A(G, [AlL, [Al, [AW],)]
~Pr{1 s A(G. [AlL. (Al [u],)]]

is negligible, where the probability is taken over
G «$GGen(1Y), A —s Dy 1, W H$Z’;, and u «s$ Zg.

3. Quasi-Adaptive Non-Interactive Zero-Knowledge
Argument

A quasi-adaptive non-interactive zero-knowledge (QA-
NIZK) argument, introduced by Jutla and Roy [16], is an
NIZK argument that the common reference string depends
on the language for which proofs are generated.

In this section, we describe a simulation-sound QA-
NIZK argument used to boost CPA to CCA2 for leakage-
resilient ABE schemes. Our QA-NIZK argument is for
generalized tagged linear subspaces (GTLS) supporting a
language defined as

L8 = {([e]1.x) € G xZ' | 3r € Z!, s.t. ¢ = Myr},

where p := ([M]y, [M{]1,..., [M},]1) € G"™ x (G™>")™,
x; is the i-th element of x, and My = (Z:_n:}\/)IqM'_ ) This is
a combination of the QA-NIZK arguments for tagged linear
subspaces by Jutla and Roy [16] and a simulation-sound one
for linear subspaces by Kiltz and Wee [23].

In Section 3.1, we first give the general definition of
QA-NIZK arguments. In Section 3.2, we then describe our
one-time simulation-sound QA-NIZK argument for GTLS."
In Section 3.3, we show that a QA-NIZK argument for the
above language implies one for GTLS expressed by linear
maps (Eq. (2)).

3.1 Definition

Let par be a public parameter and Dy, be a probabil-
ity distribution over a set of strings {p}, that specifies a
witness relation R, with a corresponding language £, =
{y | Jws.t. R,(y,w) = 1}. We recall the formal defini-
tion of QA-NIZK arguments for a collection of languages

L= {LP}PEDpar‘

Syntax. A QA-NIZK argument for £ consists of the follow-
ing algorithms IT = (Gen, Prove, Ver, Sim).

Gen(par, p) — (crs,td): The generation algorithm takes as
input the public parameter par and a string p € Dpg,. It
outputs a common reference string crs and a trapdoor
td.

Prove(crs, y, w) — m: The proving algorithm takes as input
the crs, a statement y, and a witness w with R, (y, w) =

"We can also easily construct unbounded simulation-sound one.
Please refer to Appendix A for detail.

INIT(p): Vp€ Dy | FINALIZE(s. x):
(crs, td) «$Gen(par, p) If y* ¢ LSS A (v, 7%) ¢
Return crs Qsim:

- Return Ver(crs, y*, *)
SIM(y): I Qs queries Else: Return 0

7t «$Sim(crs, td, y)
Qsim = Qsim U {(y, m) }
Return 7

Fig.1  USS security game for QA-NIZK
1, and outputs a proof x.

Ver(crs,y, m) — 1/0: The verification algorithm takes as
input crs, a statement y, and a proof m, and outputs
1or0.

Sim(crs, td, y) — m: The simulation algorithm takes as in-
put crs, td, and a statement y (not necessarily in .L,),
and outputs a simulated proof .

Perfect completeness. We say that a QA-NIZK IT satisfies
perfect completeness, if for all 4 € N, p € Dpar, (y,w)
with R,(y,w) = 1, and (crs, td) «<s Gen(par, p), we have
Pr[Ver(crs, y, Prove(crs, y,w)) = 1] = 1.

Perfect zero-knowledge. We say that a QA-NIZK IT satis-
fies perfect zero-knowledge, if forallA € N, p € Dpqr, (v, w)
with R, (y,w) = 1, (crs, td) <$ Gen(par, p), the two distri-
butions {Prove(crs,y,w)} and {Sim(crs,td,y)} are identi-
cal.

We define the simulation-soundness for a QA-NIZK
argument.

Simulation-soundness. We say that a QA-NIZK IT satis-
fies the (unbounded) simulation-sound (USS) if for any PPT
adversary A, Advi.f; (1) = Pr[USS™ = 1] is negligible,
where Game USS™ is defined in Figure 1.

We say that IT is one-time simulation-sound (OT-SS) if
A can make at most one query to SIM (i.e., Q5 = 1). We de-
note the corresponding advantage function by Adv%T'&,?S ().

Remark 1 (Variants of definitions of simulation-soundness):
Here, we use a stronger version of simulation-soundness
used in [15], [33] that requires (y*, 7*) ¢ Qsim, rather than
the weaker version used in [23], [34], [35] that only requires
y* ¢ Qsim. As mentioned in [33], the weaker simulation-
soundness is not sufficient to construct a CCA2-secure en-
cryption scheme, because it does not prevent an adversary
from sending a forged challenge ciphertext as a decryption

query.
3.2 Construction: OT-SS QA-NIZK Argument for GTLS

Here, we show our OT-SS QA-NIZK argument for LCTLS .—
{LE™} peny,- Let H = {H : {0,1}* > Z,} be a CR
hash function family. Our QA-NIZK argument Ilgr.gs =
(Gen, Prove, Ver, Sim) is defined in Figure 2.

T As with the QA-NIZK argument proposed by Abe et al. [33],
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Gen(par, p = ([M]1, [M{]1, ..., [M},]1)):
H$H, A «$ Dy c ZUHk KO KD gz kD
(Y(O) Y(l)) (K(O)A K(DA)

K(O) K(l) $an(k+l) (Y(O) Y(l)) (K(O)A K(I)A)
i >N
[Pl(.b)] = [MTKl@ +M;TK®) |, forb € {0, 1}
ors = ({[PP 11, Y )6, AIYP) 12}, [Al2.H)

td = (K" }ip. (K }p)
Return (crs, td)

Prove(crs, ([¢]1,X),r): /I ¢ = Mxr
7= H([el 1 x), [P 1 = (27, 5Py for b € {0,1}

n= (P +7P)Tr]y e Gk
Return 7

Ver(crs, ([¢]1,X), 7 = [u]y):

ETS fd
Y

7= H([c]1.x), [YP ], = [Z ¢ ] for b € {0, 1}
2

If [u]] o [A]> = [e]] o [Y{” +7Y{" ]: Return 1
Else: Return 0

Sim(crs, td, ([¢]1,X)):

W o
7= H([c]1,x), K = (Zwk){;) i |forb e {0,1}

= (KL +7KP)Tely e GR!
Return 7

Fig.2  Our OT-SS QA-NIZK argument Ilo7.ss-

To prove OT-SS of [1or.s5, We use the following lemma
adapted from [23].

Lemma 2: Let n,n’,t,k € N. Then, for any full rank
matrix M € Z!, any matrices M}, ..., My, € Z**" and
A e Z(kH)Xk and any (possibly unbounded) adversary A,

we have Pr[CoreOT ss = 1] < 1/g, where Game Coreor.ss
is defined in Figure 3.

Proof. To prove the lemma, fix matrices M € ZZX’ s
Mi,....M;, € ZZ/X’, A € Zé’”l)x’(, and fix a non-zero
vector &4 ¢ Span(A). For any x* € Z and ¢* € Z**" such
that ¢* ¢ Span(My-), there exist Vectors m-,...,m;, € Zy
and m* € ZZ such that

1

MT O 0  MT\/m‘\ (0
(0) M7 o M ||m! 0
o - 0 M M, ||m
el ledl el «T i

xier xie S xhe ¢’ /\m 1

@

our construction can be easily extended to a tag-based QA-NIZK
argument by adding the label Ibl to the input of hash function. Thus,
our construction can be used in all the applications that require tag-
based QA-NIZK arguments.

INITGore:
KO KO <—$ZZ'X(“”, (YO, YDy = (KOA, KD A)
Fori=1,...,m:
K, K" sz2<% D (y© y1) = (KVA, K A)
PP = MTK!”) + M;TK® for b € {0, 1}
orscore = ({(P7), Y} 5, {YP) ), A)
Return crsgore

EVALcore (X, T):

K®)

// one query
K = )forb € {0,1}

Return K,((O) + TK,((U

FINALIZEGore ([u* ], ([¢*]1,X"), 77):
f [c']i ¢ Span([Mx:]1) A 75 # 7 A [u']y
K T[e ]
Return 1
Else: Return O

= kY +

Fig.3 Game Coregr.gs for defining Lemma 2

since ¢* ¢ Span(My-). By setting K(?) := K(®) + sm*at
and K := K" + smla* for b € {0, 1}, where s <—$zq,
RO, RO <—$z” FOD CROVRD 5 70** D and at
ker(A) we can see that the following two dlstributions

(crscores K;(;O) + TK,((]), a’ (K)(‘(*)) + TK)((,!) )Tc*) and
(crscores K,((O) + TK,((I), u)

are the same, where u «<$Z,.

By a standard argument (e.g., complexity leverag-
ing), this means that the two distributions are the same
even if x* and ¢* are adaptively chosen after seeing
(crsCO,e,K(O) + TK}((I)). Hence, for any adversary A, we
have Pr[CoreOT ss = 1] < 1/g since a7 (Kig) + TKS))TC*
is uniformly random from the A’s view point. ]
Theorem 1: Ilpr.gs defined in Figure 2 has perfect com-
pleteness and perfect zero-knowledge. Furthermore, if the
Dy.-KerMDH problem in Gy is hard and # is a CR hash func-
tion family, then [1or.gs has one-time simulation-soundness.

Proof. Perfect completeness and perfect zero-knowledge
follow readily from the fact that

.
(P& +7p")

T
( iPEO) + Tx,'PEl))

M§

M=

T T
M m M
KOV [ m inKl?“

! +7T
inle 1=1
KO — KM

=K M, + K "M,

5

1

1l
—_

(xl(K(O) M+ KO M) + 7, (KD M+ KO M))
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INIT (p):
H S H, A s Dy c zIDK KO K1) gzn >k
(YO, YDy = (KOA, KD A)

1 Go-Go

PP = (MK + M, TK®) |, for b € {0, 1}

ors = ({[P 10, Y 12}y (1Y) 12}, [A]n, H)
Return crs

S|M([C]1,X)Z / G()*GZ

m . k()
7= H(leli 0, K = | 2L

b) " )forbe {0,1}

n= (K + 7K T[e]; e Gk
Return 7

FINALIZE(([¢*]1, x*), 7% = [u*]): //[60], ar, [&
If ([e*]1,x%) € L§™S or (([¢*]1,x*), %) = (([¢]1,x), 7):
Return 0

v

7" = H([¢"]1,x"), [Y)(;b)]Z = lz Y(®) ‘

forb € {0, 1}
2

I [u]] o [Al = [e]] o [V + 7YV ]2 Return 1|

,,,,,,,,,,,,,,,,,,,,,,,,,,,, [ —

If [u*]; = (K,((?) + T*K,(‘i))T[c*]lz Return 1
Else: Return 0

Fig.4 Games Go, Gi, and G, for the proof of Theorem 1. In each
procedure, a solid (dotted, gray) frame indicates that the command is only
executed in the game marked by a solid (dotted, gray) frame.

= K"+ K )My,
and for all ¢ = Mgr, we have
(P + TP,((I))T r= (K" + k") Myr
= (K + TKS))T c

where 7 := H([¢]1, X).

Next, we will prove that IIor.ss has OT-SS. We will
show that for any adversary A, there exists adversaries B8
and B with

AdVETSS () < AdvieTrs () + Advgjf 2D +1/q.

(&)

We bound the advantage of A via a sequence of games
defined in Figure 4. Gy is the real OT-SS game for QA-
NIZK as defined in Figure 1.

Lemma 3 (Go): Pr[OT-SS7 = 1] =Pr[G]' = 1].

Lemma 4 (Gg to G1): There is an adversary B that solves
the Di-KerMDH problem in G, with AdvKe™MPH (7)) >

Gy, Dy, B
|Pr[G' = 1] - Pr[G = 1]].

Proof. G isidentical to Gg unless A queries FINALIZE with

INIT (p):
,H—$H
Parse crscore =t ({P{”), Y} 5, (Y}, A)

ers = (P 10, 1Y 1o i, (1Y) 12}, [Al2, H)
Return crs

SIM([¢]q,x):
7 = H([c]1, %),

n= (K + 7K T [e]; e gk
Return 7

FINALIZE(([c*]1,x*), ¥ = [u*]y):

If ([e*]1,x%) € LE™S or (([e*]1.x%), %) = (([e]1.x), 7):
Return 0

5= H([ce"]1,x7)

If 7" = 7: Return O

Fig.5 Algorithm B’ for the proof of Lemma 6 with oracles INITgore,
EVALcore, and FINALIZEgore defined in Figure 3. The oracle calls are
highlighted with gray.

(([¢*],x*), [w*]}) such that [u*], - (K + 7*KM)T[e*],
is a non-zero vector in ker(A), which is a solution of the
PDy-KerMDH problem for A. Hence, we have |Pr[Gg( =

A KerMDH
1] =Pr[G]" = 1]| < AdvG‘ika’B(/l). ]
Lemma 5 (G to Gy): There is an adversary 8 breaking the
collision resistance of H with Adv(;{R ;A 2 |Pr[G]' =

1] - Pr[G' = 1]].

Proof. The difference between G; and G, happens
when A queries FINALIZE with (([¢*]1,x*), 7*) such that
(([e*]1,x*), ") # (([€e]1,X), ) and 7" = 7. To bound this,
we consider the following cases:

e ([e*]1,x*) = ([e]1,x) and n* # m. For ([¢],Xx") =
(Iel1, %), only (K + KM)T[er], = (KO +
TK,((I))T [c]| = mis accepted in both G| and G,. Hence,
in this case, the FINALIZE will output O in both games
since 7" # 7.

e ([e¢*]1,x*) # ([c]1,x) and 7" = 7. In this case, we
can break the collision-resistance of /. Hence, we can
bound the probability of this case by Advgf 3 ().

Therefore, we have |Pr[G1ﬂ = 1] - Pr[Gg{ = 1]| <
CR

Adv(H’@(/l). |

Lemma 6 (Gy): Pr[G)' = 1] < 1/4.

Proof. To bound this probability, we consider the algorithm
B’ defined in Figure 5. Clearly, if the oracle access of B’
is from Coregr.ss, then B perfectly simulates G,. Thus, we
have Pr[Giﬂ = 1] = Pr[Coreg._SS = 1]. From Lemma 2,
we have Pr[G5' = 1] < 1/q. O

From Lemmas 3 to 6, we obtain Eq. (5) |



3.3 GTLS Expressed by Linear Maps

We describe that a QA-NIZK argument for GTLS im-
plies one for GTLS expressed by linear maps. Let p =
([M]1, (M1, ..., [M;n]l) € G’ﬁx’, X (G>*)™. For any
Zg-linear map L : (Z>")"™ — Zi™>, we define

£8™S = {([e]y, L) | Ir € Z! s.t. e = Myr},

where My, = ( LM, MM/ ) ) Note that a linear subspace to
which ¢ should belong depends on a linear map L, but not
on a vector X. We can see that our QA-NIZK arguments
support the above language LSTLS as follows: If we express

LasL = (li,j) € Z;"Xm” we have

er'il li,lMl{

L(M,...,M,)

Zﬁl li m’M,-
M (0]

m
lel : +"'+Zli,m' Sl
i=1

M;

’ . . .
where O € ZZ %! is the matrix whose coordinates are

all zero. Therefore, we can appropriately determine
Mj Lo M;n o € Zm'"'x’ from M/, ..., Mj, that satisfy
LM,.... M) = Zm I, M ., and we have
M
LOTS = L ([e],]) |TreZ st.e= | & A, |
! ZZZ"’/MH
i=1 j=1
_ LSTLS e £OTs,
where p = (M1 NI Do IV, , 1) € G x

(@ymm and 1= (11, s lnw) T € 2
4. Leakage-Resilient CCA2-Secure Attribute-Based
Encryption

In this section, we present the first leakage-resilient
CCA2 (LR-CCA2) secure attribute-based key encapsula-
tion (ABKEM)' scheme. Our LR-CCA2-secure ABKEM
scheme is obtained by combining the LR-CPA-secure ABE
scheme by Zhang et al. [11] and our QA-NIZK argument
in Section 3. Similar to the scheme of [11], our LR-CCA2-
secure scheme is resilient to the leakage of both master and
user’s secret key, and works in the CML model.

In Section 4.1, we first give the definition of ABKEM

THere, we only focus on ABKEMs, since, even in the leakage-
resilient setting, a CCA2-secure ABKEM scheme can be trans-
formed to a CCA2-secure ABE scheme efficiently and securely
by using a symmetric encryption scheme. We can prove this by
adapting the techniques from [36] in a straightforward manner.
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and its security model. In Section 4.2, we then recall the no-
tion of leakage-resilient predicate encodings that is the main
building block of the ABE scheme of [11]. In Section 4.3,
we finally provide the construction of our ABKEM scheme.

4.1 Definition

Here, we provide the definition of ABKEM and its security
model.

Syntax. An ABKEM scheme for a predicate P : X X Y —
{0, 1} consists of the following PPT algorithms.

Setup(1?, X, Y) — (mpk, msk): The setup algorithm takes
as input a security parameter 1, the ciphertext attribute
universe X and the key attribute universe Y/, and outputs
a master public key mpk and a master secret key msk.
We assume that mpk implicitly defines an encapsulated
key space K.

KGen(msk, y) — sk,: The key generation algorithm takes
as input the master secret key msk and a key attribute
y € Y, and outputs a secret key sk,.

Encap(mpk, x) — (K, cty): The encapsulation algorithm
takes as input the master public key mpk and an at-
tribute x € X, and outputs an encapsulated key K € K
together with a ciphertext ct,.

Decap((sky,y),cty) — Kor L: The decapsulation algo-
rithm takes as input the secret key sk, with the cor-
responding attribute y and the ciphertext ct,, and out-
puts either an encapsulated key K or L (indicating the
ciphertext is invalid).

In the CML model, we use the following key update algo-
rithm in addition to the above algorithms.

UpdateMSK(mpk, msk) — msk’: The master secret key up-
date algorithms takes as input the master public key
mpk and the master secret key msk, and outputs a re-
randomized master secret key msk’.

UpdateSK(mpk, sky,y) — sky: The secret key update algo-
rithms takes as input the master public key mpk and a
secret key sk, with the corresponding attribute y, and
outputs a re-randomized secret key sk:J.

Correctness. Forall A € N, (mpk, msk) «<s$ Setup(14, X, V),
attributes (x,y) € X X Y such that P(x,y) = 1,
sk, «<sKGen(msk, y), and (K, cty) < Encap(mpk, x), we
have Pr[Decap((sk,, y), cty) = K] = 1. Furthermore, in the
CML model, the above property is also satisfied even if we
use a re-randomized master secret key or a secret key.

We define the LR-CCA2-security of ABKEM in the
CML model. In the CML model [5], [7], there is a notion of
time periods and secret keys are updated at the end of each
time period. An adversary is allowed to obtain a bounded
leakage of secret keys in each time period, but there is no
bound on the overall leakage.

LR-CCA2-Security for ABKEM in the CML model. Let
Cmsk = Cmsk () and £ek = €k (1) be leakage bounds for a mas-
ter key and secret keys, respectively. An ABKEM scheme
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INIT:

b «${0, 1}, (mpk, msk) «$Setup(14, X, Y)
Qr = {(0, €, msk,0) }

Return mpk

CREATE(h, y):
Find (h, v/, sky L) € Qr
If y = € (ie., sk, = msk’):
sk, <$ KGen(msk’, y)
Qr=Qru{(H+ l,y,sky,O)},H =H+1
Return L

REVEAL (h):
Find (A, y, sky, L) € Qr
If y € Qg s.t. P(x*,y) =1: Return L
Ify#e:
Qr = Qr VY {y}
Return sk,
Else: Return L

LEAK(h, f):

If flg = 1: Return L

Find (h, y, sky,L) € Qr

Ify# eand L+ |f(sky)| < lex:
L:=L+|f(sky)l
Return f(sky)

If y= € (ie., sk, = msk) and L + |f(msk)| < €msk:
L :=L+|f(msk)|
Return f(msk)

Return L

UPDATE (h):
Find (%, y. sk, L) € Qr
If y = € (i.e., sk, = msk):
msk’ «$ UpdateMSK (mpk, msk)
Qr =QrU{(H+1,e,msk',0)}, H = H+1
Else:
skj, «$ UpdateSK(mpk, sk, y)
Qr=QrU{(H+1,y,5k,,0)}, H:= H+1
Return L

DECAP(h, cty):

Find (A, y, sk, L) € Qr

If y = € (i.e., sk, = msk): Return L

If ety # ct* or R(x*, y) = 0: Return Decap((sky, y), Ctx)
Return L

CHAL(x™):

flg:=1

Ify € Qg s.t. P(x*,y) =1: Return L
(ct*, K§) «$ Encap(mpk, x*), K] «$ K
Return (ct", K}))

// one query

FINALIZE (b'):
Return (b’ = b)

Fig.6  Security game LR-CCAgwmL.

ABKEM is ({msk, fsk)-LR-CCA2-secure if for any PPT ad-
versary A, Adviaian () = [Pr[LR-CCAZ, = 1]-1/2
is negligible, where Game LR-CCAgy is defined as in Fig-

ure 6.

Remark 2 (On the handle in Figure 6): The first compo-
nent in each entry of Qr is called “handle,” which is in-

troduced to specify a master secret key/user’s secret key that
is updated every time period. The handle of the original
master secret key is 0.

4.2 Leakage-Resilient Predicate Encodings

Here, we recall the notion of leakage-resilient predicate en-
codings (LRPE) introduced by Zhang et al. [11] to construct
a leakage-resilient ABE scheme.

Definitions. Let P : X XY — {0,1} be a predicate.
An LRPE for P is a tuple of deterministic algorithms
(sE, mE, mkE, rE, rkE, sD, rD) as follows: sE : X x Zy —

7, mE : ZE X ZD — Zim, mkE : Z0F X Z, — 707,
E @ Y X Z; X Zj — Zy ,WKE : Y X ZF X Zy — Zy,

SD : XXY XZy* XZy* — Zg, 1D : XXY XLy XLy — Zg
for some n, ng, n,,n,,n, € N. We require that an LRPE
satisfies linearity, a-reconstruction, a-privacy, a-leakage-
resilient, delegable, and re-randomizable. We highlight only
linearity, delegable, and re-randomizable that will be used in
the following. Please refer to [11] for more details.

(linearity): Forall (x,y) € XxXY andz € ZZ:, the functions
sE(x,-), mE(z,-), mkE(z,-), rE(y,z,-), rkE(y,z,-),
sD(x,y,z,-) and rD(x, y, z, -) are Z,-linear.

(delegable): For all @ € Z,, z € Z;, W € 72 and
y € Y, there exists a linear map D(y, -) : mkE(z, @) +
mE(z, w) — rkE(y, z, @) + rE(y, z, w).

(re-randomizable): For all @ € Z,, 2,2’ € Z;°, and w €
Zg, there exists a linear map R(z,z’,-) : mkE(z, @) +
mE(z, w) — mkE(z’, @) + mE(z’, w).

4.3 Construction: LR-CCA2-secure ABKEM Scheme

Here, we will give the construction of an LR-CCA2-secure
ABKEM scheme for a predicate P based on our QA-NIZK
argument in Section 3 and an LRPE for P.

Construction. Let

£1E {([cll,m

A
seZk st = / S
q S (L((A,-)ie[l,n])) }

where p = ([A]1, ([A/]1)ieq1ng) € G (@,
k > 1 is determined by the underlying assumption, and
L is a Z,-linear map. Let IT = (Gen, Prove, Ver, Sim) be
an OT-SS QA-NIZK argument for £ := {LA/‘}BE},‘,. Let
(sE, mE, mkE, rE, rkE, sD,rD) be an LRPE for P. Our

ABKEM = (Setup, KGen, Encap, Decap, UpdateMSK, UpdateSK)

is defined in Figure 7.

If we instantiate ABKEM with our QA-NIZK argument
Ilot.ss in Section 3.2 that is secure under the 9;-MDDH
assumption, then its ciphertext is only 2 group elements
longer than that of the original scheme [11].

Correctness and Security. The correctness of our ABKEM
follows readily from the correctness of Zhang et al.’s ABE
scheme [11] and the perfect completeness of I1. Next, we



Setup(11, X, Y):

A,B «$ Dp, k <$ZEH r s Z}

z (_$ZZZ’ Wl _____ W, (_$Z£]k+l)><(k+1)

[pol2 := [Br], € G5*!

[p1]2 = mE(z, ([WiBrl2)ic(1,n)) + MKE(z, [K],) € G <+
p = ([Al1, (W] AlDie[1,n])- crs «$ Gen(par, p)

mpk := ([A]1, [Bl2, {[W] Al [WiBlo}, () .o [KTAlT,[crs)

msk = (z, [pol2, [p1]2)
Return (mpk, msk)

KGen(msk =: (z, [pol2, [P1]2), y):

r <—$ZZ, 7z <—$ZZZ

[to]2 = [pol2 + [Br']> € G5+

[ti]2 = rE(y. 7, ([WiBr']2)ic[1,n)) + D(y,R(z, 7, [p1]2)) €
Gnr(k+l)

2
Return sk, == (z/, [to]2, [t1]2)

s <—$Z§
A
Axly =
[AxTh [sE(x, (Wl A)icrinD |,
(] = [Aus], € Gins+1)(k+l)
‘ 7 := Prove (crs, ([¢],SE(x, -)),s) ‘

oty := ([e]1,[7 ). K= [KTAs]7 € Gf = K
Return (K, cty)

Decap((sk, = (7, [to]2, [t1]2), y), ctx = ([e]1,[ 7 )):
‘ If Ver(crs, ([¢]1,SE(x, ), 7) = 0: Return L ‘

Parse [c]1 = ([eo]], [e1])T € GE x gD
K= [CO]IT orD(x,y,7, [t|]2) —sD(x, y, 7, [Cl]lT) o [to]a
Return K

UpdateMSK (mpk, msk := (z, [po ]2, [p1]2)):

v SZk 72 s Z;7

[py]2 = [pol2 + [Br'], € G5*!

[p}]2 = mE(@, ([WiBr']2)ic(1,0]) +R(z, 7', [p1]2) € G;m(km
Return msk’ = (2, [p12, [p}12)

UpdateSK(mpk, sk, := (z, [to]2, [ti]2), y):
r «$ Z,’j, 7 «$ Zgz
[th]2 = [to]2 + [Br']; € G&*!

0
[t’l]Z = I’E(Z/v ([WiBr,]z)iG[l,n]) + [tl]Z c G;lr(k-H)

Return skfy =(Z, [t]2, [t]]2)

Fig.7 Our LR-CCA2-secure ABKEM scheme ABKEM. The
parts are differences from [11]’s LR-CPA-secure ABE scheme.

show the security of our ABKEM.

Theorem 2: If the D;-MDDH problem in G; is hard and
ITis an OT-SS QA-NIZK argument, then ABKEM defined in
Figure 7 is (€msk, fsk)-LR-CCA2-secure, where {msx and fek
is derived from the parameters of the underlying LRPE.

Remark 3 (On the concrete instantiations and leakage bounds):

Zhang et al. [11] proposed LRPE schemes that correspond to
IPE, non-zero IPE, (doubly) spatial encryption, KP/CP-ABE
for boolean formulae and arithmetic formulae, and broadcast
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encryption, and all of them have the same leakage bounds:

lmsk < (n; — 1)logg +log(1 —1/q) +2 — w(logd),
lsk < (n; —1)loggq +1log(l —1/q) +2 — w(log ),

by the underlying assumption. (Larger n, guarantees higher
leakage resilience, but requires longer keys.) By instanti-
ating our construction with their LRPE schemes, we have
corresponding LR-CCA2-secure ABE schemes (i.e., IPE,
KP/CP-ABE, and so on) with the same leakage bounds.

where n, > 1 is an arbitrary integer and k is determined

Proof. Our proof is similar to that of [11, Theorem 1].
Hence, we only sketch our proof here and emphasize the
differences.

At a high level, the proof basically follows the dual
system methodology [37] and Cramer-Shoup technique [38].
To prove the security, we first give names of various forms of
ciphetexts and secret keys that will be used. Leta* € ker(A)
and bt € ker(B). A ciphertext under an attribute x € X has
the following forms:

(Normal): A normal ciphetext is generated as in the actual
scheme.

(Semi-Functional): A semi-functional (SF) ciphertext is
the same as normal ciphertext except that As is replaced
by As +b*§, where § «sZ,. That is,

cty =

bt3
[As]i| + [sE(x, (W:blf)ie[l,n])]l ,ﬂ) ‘

(Invalid): A ciphertext ct, = ([c];,7) is invalid when ¢ ¢
Span(A,).

A secret key for an attribute y € Y can be one of the following
forms:

(Normal): A normal secret key is generated as in the actual
scheme.

(Pseudo-Normal): A pseudo-normal secret key is the same
as normal secret key except that B(r + r’) is replaced
by B(r +r’) + a7, where 7 «$Z,.

(Pseudo-SF): A pseudo-SF secret key is the same as
pseudo-normal secret key except that k is replaced by
k +a', where @ «$7Z,.

(SF): An SF secret key is the same as pseudo-sf secret key
except that B(r + r’) + a*§ is replaced by B(r +r’).

Remark 4 (Decapsulation capability of each secret key): We
note that the decapsulation results are the same regardless of
the form of secret key as long as decapsulated ciphertexts are
not invalid. Furthermore, the results are always in the form
of [k" As]7 for some s € ZK, and hence they completely hide
a used in pseudo-SF and SF secret keys.

We will show that for any adversary A that makes at
most O queries to REVEAL and LEAK, there exist adversaries
B, B’, and B” with

AdVLR—CCA (/l) SAdVMDDH

ABKEM, A G0, 8 + 20AdViD! 5 ()

G2, D, B’
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+ AV 5 (1) + 027 e D (6)

We define the following sequence of games to prove the
security.

* Go: This is the real security game defined in Figure 6.
¢ Gj: This game is the same as G except that ([¢*]{, 7¥,
K{) outputted by CHAL are computed as follows:

* I T 0
[¢']i = [(sE(x, (V(;l.Tl)ie[l,n])) co]l,

7% = Sim(crs, td, ([¢*]1, SE(x, -))),
KS = [kTCS]T,

where ¢ = As.

¢ Gj: This game is the same as G; except that the chal-
lenge ciphertext becomes SF. Namely, ¢; = As is re-
placed by ¢ = As +b* 5.

¢ Gj3: This game is the same as G, except that DECAP
returns L for A’s queries (-, cty) such that ct, is invalid.

* Gg,;,1: This game is the same as G4 ;1 3 except that
the i-th keys revealed (or leaked) to A become pseudo-
normal. The game is defined fori =1,..., Q.

* Gy, 2: This game is the same as Gy ;1 except that the
i-th key revealed (or leaked) becomes pseudo-SF. The
game is defined fori = 1,..., Q.

* Gy, 3: This game is the same as Gy ; 2 except that the
i-th key revealed (or leaked) becomes SF. The game is
definedfori=1,...,0. Weset G403 = Gs.

* Gs: This game is the same as Gy 3 except that
Ky «s K.

To prove the security of our scheme, we make some
fine-tuning of the game. The LR-CCA2 game does not really
generate a secret key and only returns a handle to A when
A queries to CREATE. Alternatively, the game generates a
secret key if the secret key has not generated when ‘A queries
REVEAL, LEAK, or DECAP, and then adds the key to the set
Q7. We note that this makes no difference in A’s view.

In Gs, the view of A is statistically independent of the
challenge bit ». Hence, we have

Pr[G] = 1] =1/2. (7

We complete the proof by establishing the following se-
quence of lemmas. We omit the proof of Lemmas 8 and 11
to 14 as they are the same as those of Lemmas 2 to 6 in [11,
Section 5.2].

Lemma 7 (Go to G;): Pr[LR-CCAZ

d = 11 =Pr[G] =
1] =Pr[G]* = 1].

Proof. Gy is the real security game. In Gy, the change in the
way generating [¢;]* and K{ is conceptual since

. A
€= (sE<x, (W] A),-e[l,np) >

| P
= A
(sE(x, (W] >ie[1,n]>) >

11

_ | PO o
SE(x, (W))ier1,n)]

Ky =kTAs =k c;.

Moreover, we simulate the QA-NIZK proof 7* in CHAL (x*)
by using IT’s zero-knowledge simulator. By the perfect zero-
knowledge property of I, G; is identical to Go. ]

Lemma 8 (G to Gy): There is an adversary 8B breaking
the Dy-MDDH assumption in G; with AdvMPBH (1) >

G1,Dx,8
A A
|Pr[GT = 1] - Pr[GS* = 1]1.

Lemma 9 (G, to G3): There is an adversary 8’ breaking
the OT-SS of IT with Advij',£%(1) > |Pr[G)' = 1] -
Pr(G]' = 1]I.

Proof. The difference between G, and G3 happens when
A queries DECAP with (x,ct, = ([c];, 7)) such that ¢ ¢
Span(Ap) and Ver(crs, ([¢]1, D), ) = 1. The probability
of this happening is bounded by AdvﬁT'BS,S(/l), and then we
have | Pr[G3 = 1] - Pr[G]' = 1]| < Advly 5° (). O

In the subsequent games, while REVEAL and LEAK
use the various types of secret key, DECAP always uses a
normal secret key to return the decapsulation result. From
Remark 4, this unfairness does not affect A’s view, because
the DECAP rejects all invalid ciphertexts by the change in
G3. Furthermore, the DECAP dose not provide additional
information to A since the DECAP returns L for A’s queries
(-, ([e]1, m)) such that ¢ ¢ Span(A,).

Lemma 10 (Gj to G4 03): Pr[G' = 1] = Pr[G.;ffO,3 =
1].

Lemma 11 (G413 to G4 ;,1): There is an adversary 8"

such that Adviol! 5, () = |Pr[G]L_ , = 1] -

PG = 1]1.

Lemma 12 (G4 ;1 to G4, 2): We have |Pr[Gf‘l. = 1] -
Pr[G]L , = 1]] < 27«00 a5 long as the leakage amount
of msk and sk are at most {mgx and g bits, respectively.
Here, {mek and s is derived from the parameters of the

underlying LRPE.

Lemma 13 (G4 ;2 to G4;3): There is an adversary B”

such that Advie oY 5, (1) > [Pr[Gy , = 1] - Pr[G]' , =
1].

Lemma 14 (G4 g 3 to Gs): Pr[G.A{’:IQ’3 = 1] = Pr[G] =
1.

From Lemmas 7 to 14 and Eq. (7), we obtain Eq. (6).
O
As a result, we obtain the following corollary when we
use our OT-SS QA-NIZK argument in Section 3.2.

Corollary 1: Let k, kK’ > 1. If the D;-MDDH problem in
G and the Dy--KerMDH problem in G, are hard and H is
a CR hash function family, then our ABKEM is (£msk, fsk)-
LR-CCA2 secure, where €y and g is derived from the
parameters of the underlying LRPE.



5. LR-CCA2-secure Identity-Based Encryption with
Optimal Leakage Rate

In this section, we show our efficient LR-CCA2-secure
identity-based key encapsulation (IBKEM)' scheme that is
resilient to the leakage of (1 — o(1))-fraction of its secret
key. Our LR-CCA2-secure IBKEM scheme is based on the
LR-CPA-secure IBE scheme by Kurosawa and Phong [9] and
our simulation-sound QA-NIZK argument in Section 3.

In Section 5.1, we first give the definition of IBKEM
and its security model. In Section 5.2, we then provide
our IBKEM scheme, that is secure against selective-identity
attacks. In Section 5.3, we briefly explain how to extend our
scheme to be an adaptive secure variant.

5.1 Definition

IBKEM is a special case of ABKEM where a predicate P
is the equality checking predicate, i.e., P(ID, ID’) = 1 if and
only if ID = ID’. Therefore, its syntax and correctness are
the same as those of ABKEM shown in Section 4.1.

As the leakage model, we consider the bounded mem-
ory leakage (BML) model in this section. There is no time
period in this model, thus we do not use key update algo-
rithms. Furthermore, we do not consider the leakage of its
master secret key.

Following [13], we define the LR-CCA2-security of an
IBKEM in the BML model.

LR-CCA2-Security of IBKEM in the BML model. Let
lsk = lsk (1) be a leakage bound for secret keys. An IBKEM
scheme IBKEM is {s-LR-CCA2-secure if for any PPT ad-
versary A, AdviE et 2 (1) = [Pr[LR-CCAZ, = 1] - 1/2]
is negligible, where Game LR-CCAgy_ is defined as in Fig-
ure 8.

We say that IBKEM is secure against selective-identity
attacks (s-LR-CCA?2), when the adversary chooses the chal-
lenge identity ID* before seeing any parameters. We denote
the corresponding advantage function by Advfé';féﬁc;}(/l).

We define leakage rate y of the scheme to be value of
lek/|skipl.- We say that the leakage rate of the scheme is

optimal if y =1 - o0(1).
5.2 Construction: s-LR-CCA2-secure IBKEM Scheme

Here, we give our construction of s-LR-CCAZ2-secure
IBKEM scheme with optimal leakage rate.

Construction. Let I := Z, be an identity space. Let

LB = {([c]l, ID) € G x Z,|3s € Z¥ sit.

TSimilarly to Section 4, we only focus on IBKEMs since we
can convert an LR-CCA2-secure IBKEM scheme to an LR-CCA2-
secure IBE scheme using a symmetric encryption scheme. For
details, we refer the reader to [36].

IEICE TRANS. ??, VOL.Exx—-??, NO.xx XXXX 200x

INIT: LEAK(ID, f):
b «${0,1} If flg = 1: Return L

(mpk, msk) «$ Setup(11) If (ID, skip) € Qr and Lip +
Return mpk |f(skp)| < Cs:

Lip := Lp + | f(skpp) |
CREATE(ID): Return f(skp)
If (ID, skjp) € Qr: Return L Else: Return L
Else:

skip «$KGen(msk, ID)
QT = QT U {(lD, Sk|D)}

DECAP(ID, ctiy):
If (ID,skp) € @Qr and

Return skp (ID, ctipy) # (ID*, ct¥):
Return Decap((sk|p, ID), ctp)
REVEAL(ID): Else: Return L

If ID = ID*: Return L

If (ID, skpp) € Qr: CHAL (ID*):
Qr = Qr U {ID} flg =1
Return skp If ID* € Qgr: Return L

Else: Return L (ct*, Kj) «$ Encap(mpk, ID*)

K «<$K

Return (ct*, K})

// one query

FINALIZE (b'):
Return (b’ = b)

Fig.8  Security game LR-CCAgwL.

= [oaidns}

where p := ([Al, [B]1, [B']1) € G***x(G¥)2 k > 2
is determined by the underlying assumption, and u > 1
is an arbitrary integer. Note that .[ZLBE is a special case
of .[ZSTLS where m = 2 and x; is fixed to 1. As u in-
creases, the efficiency of the scheme becomes less efficient,
but the leakage rate of the scheme becomes greater. Let I =
(Gen, Prove, Ver, Sim) be an OT-SS QA-NIZK argument for
L= {.E/',BE}F,. Our IBKEM = (Setup, KGen, Encap, Decap)
is defined in Figure 9.

Similar to our ABKEM, a ciphertext of our IBKEMis only
2 group elements longer than that of the original scheme [9]
if we instantiate our IBKEM with our QA-NIZK argument
Ior.ss that is secure under the 91-MDDH assumption.

Correctness and Security. The correctness of our IBKEM
follows readily from the correctness of Kurosawa-Phong IBE
scheme [9] and the perfect completeness of I1. Next, we give
the security of our IBKEM.

Theorem 3: If Dy, -exMDDH problem in G is hard, II
is an OT-SS QA-NIZK argument, and

leox < (u+k—1)logg — w(logA), ®)
then IBKEM defined in Figure 9 is {s-s-LR-CCA2-secure.

Remark 5 (Leakage rate of our scheme): From Eq. (8), we
have
lsk (u+k—1)logqg — w(logA)
’y = =
Iskip| (u+2k)logq
B (k+1)logg + w(log)
(u+2k) log g

=1
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Setup(11):
A <5 Dy, B —SZHH Kk S 7,

p = ([A]1. [B1. [Tc]y). (crs. ) S Gen(par,p) |
mpk = ([A]1. [B]1. [k]1.[crs ). msk = (A, B.K)

Return (mpk, msk)

KGen(msk =: (A, B, k), ID):

.
urk 1T A k
t) <SZ t = A (k_(B+ID~Ik t) ezt

Return skp = [:0] € ng”‘
1l

Encap(mpk, ID):
s —$Zk

[Ap]1 = A

B+ID- Ik
‘ 7t := Prove (crs, ([¢];,1D),s) ‘

ctip = ([e]1,[ 7). K= [kTs]r € Gr = K
Return (K, ctp)

] e GPFHK [e]y = [Aps]y € GIF
1

Decap((skjp =: [t]2,1D), ¢ty = ([e]1,[ 7 )):
If Ver(crs, ([¢]1, D), r) = 0: Return L ‘
Return K := [c]] o [t],

Fig.9 Our s-LR-CCA2-secure IBKEM scheme IBKEM. The
parts are differences from [9]’s scheme.

If u = w(log 1), with k fixed, the leakage rate y achieves 1 —
o(1) and then our scheme has optimal leakage rate because
logg = O(Q).

We give a simple example of a parameter setting to
obtain the rate we want. We assume that k = 2 andlog g = 4,
and we use 24 as w(log ) for A-bit security. If we want to
set the rate to 3 /4, then we should set 1 = 16 since we obtain
theratey =1 - (3+2)/(16 +4) = 3/4 as desired.

Remark 6 (On the efficiency of the scheme): To achieve
the optimal leakage rate, our LR-CCA2-secure IBE scheme
requires w(logA) group elements in the ciphertext. Such
a ciphertext overhead is currently unavoidable even for LR-
CPA-secure PKE schemes that achieve the optimal leakage
rate (e.g., [4]). Furthermore, the ciphertext size of our
LR-CCAZ2-secure scheme is almost the same as the state-of-
the-art LR-CPA-secure IBE scheme [9]. From these facts,
our scheme is (currently) efficient.

Proof. We will show that for any adversary A, there exist
adversaries 8 and B’ with

Advig a (D) sAdvg;l"”'zD)f:’k’ g (D) +Adv 5°(2)
+1/q +27@lloed), 9)

We define the following sequence of games to prove the
security.

* Go: This game is the real security game defined in
Figure 8.

13

* Gp: This game is the same as Gp ex-
cept that #* in the challenge ciphertext is
computed via Sim(crs,td, ([¢*];,ID*)) instead of
Prove(crs, ([¢*]1,ID*),s).

* Gj: This game is the same as G except for the following
changes:

— [B]: and [K]; in the master public key are com-
puted as follows:

[B]] = [R*A - ID* - Ik]l and

R
1

where R* s Z’;X(k“‘ ) and t* s Zékﬂ‘ . In the

following games, the game s-LR-CCA?2 sets [t*],
as a secret key for the challenge identity ID*. Then,
we have

A = A B A
P=IB+ID-It) ~ \R"A+(ID-ID*) - I/ "

- K{ outputted by CHAL is computed by [c*Tt*] 7.

— sk,p for ID # ID* is generated as follows:

-ATt) +k
ID — ID*

t/ _ R*Tt/
Sk|D = [t]2 = 0 , 1 .
t] 2

)

t) <—$Zlq<+", [t]> = [
2

We note that these values can be generated without
knowing A, while with knowing [A]; and [A],.

¢ Gj: This game is the same as G; except that [¢*]; in the
challenge ciphertext is sampled from G%kﬂ‘ uniformly
at random.

e Gy: This game is the same as G3 except that DECAP
returns L for A’s queries (ID, ct = ([¢], 7)) such that
¢ ¢ Span(App).

* Gs: This game is the same as G4 except that Kj outputted
by CHAL is sampled from G uniformly at random.

In Gs, the view of the adversary is statistically indepen-
dent of the challenge bit ». Hence, we have

Pr[Gf = 1] =1/2. (10)

To complete the proof, we prove the following sequence of
lemmas.

Lemma 15 (Go to Gi): Pr[LR-CCAJ, = 1] =Pr[G)' =
1] =Pr[G]* = 1].

Proof. G is the real security game. In Gj, we simulate
the QA-NIZK proof n* in CHAL(ID*) by using IT’s zero-
knowledge simulator. By the perfect zero-knowledge prop-
erty of I1, we have Pr[GgI =1] = Pr[Glﬂ =1]. ]

Lemma 16 (G to G): Pr[G' = 1] =Pr[G) = 1].

Proof. The distributions of all values is not affected by the
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changes in G,. Then, we have Pr[Gi’ﬂ'I =1]= Pr[Gzﬂ = 1].
|

Lemma 17 (G, to G3): There is an adversary B that

solves the Dy, r-exMDDH problem in G; with
Advg;“f'gffmk,ﬂ(ﬂ) > |Pr[G]' = 1] - Pr[G]' = 1]| - 1/4.
Proof. Using A, we can construct B that solves

the Diyp x-eXMDDH problem in G; as follows. Let
(G, [Al1, [A]2, [u]1) be an instance of Dy, x-exMDDH
problem, where either u = Aw for w «s Z’; or u «s Z’;*],
and let ID* be a challenge identity chosen by A. Clearly, B
can generate mpk and sk,p using [A]; and [A]», respectively.
Hence, B can simulate INIT, REVEAL, LEAK, and DECAP.
We only focus on simulating CHAL by B.

When A queries to CHAL, 8 simulates the values out-

putted by CHAL as follows:
, m = Sim(crs, td, ([¢*]1, ID*)),

(€] = [R‘:u
1

Ky = [¢""t']7, K} «sGr.

Then, B sends ([c¢*];, 7, KZ) to A. To conclude this proof,
we show that the distribution of ¢* is the same as one in G,

if u = Aw and in G3 otherwise.

¢ Case u = Aw: In this case, we have

" A
c = (Rl:ll) = (R*A) W= A|D*W.

Hence, the distribution of ¢* is the same as one in G;.
e Case u «$ Z(]f” : It is sufficient to show that R*u is
uniformly distributed over Z(’; from A’s view point.
With probability 1 —1/g, uis linearly independent of A
since A is full rank and u is uniformly distributed over
ng . Hence, R*u is uniformly distributed over Z(’; even
given A, R*A, and u, which are all the information that
A knows. Therefore, the distribution of ¢* is the same

as one in Gs.

From these, we have |Pr[G§7{ = 1] - Pr[Gf[ = 1] <
MDDH

Advg(l,l)km,k,ﬂ(/l) +1/q. O

Lemma 18 (G3 to G4): There is an adversary B’ break-
ing the OT-SS of IT with Advij'£%(1) > |Pr[G! =
1] -Pr[G] = 1]].

Proof. The difference between Gz and G4 happens when
an adversary queries DECAP with (ID,ct = ([¢]1, 7)) such
that ¢ ¢ Span(Ap) and Ver(crs, ([c];, ID),7) = 1. The

probability of this happening is bounded by AdvﬁTg‘,S (A),and

then we have | Pr[Gf{ = 1] —Pr[Gf{ =1]| < Adngg‘,S(/l).

SO

By the change in Gy, in the following game, A learns

information about t* only from k in mpk and {f(skp-)}

which is £g-bit leakage of skjp since DECAP returns L for
A’s queries (ID, ([¢];, 7)) such that ¢ ¢ Span(Ap).

Lemma 19 (G4 to Gs): |Pr[G]' = 1] - Pr[G]' = 1]| <

IEICE TRANS. ??, VOL.Exx-??, NO.xx XXXX 200x

2—w(log/l) .

To prove this lemma, we use the following lemma.

Lemma 20 (Generalized leftover hash lemma [41]): LetH =

{H: X — Y} be a universal hash function family, that is
Pr[H(x) = H(x") | HesH] = 1/|Y] for any x # x’ € X.
Let f : X — Z be any function, where Z is a finite set.
Then, for any random variable X over X, we have

A ((H,H(X), f(X)), (H,Uy, f(X)))

< SN T 12,

where A(-,-) denotes the statistical distance between two
distributions, H <—$ H, Uy is the uniform distribution over
Y, and y(X) := max, Pr[X = x].

Proof of Lemma 19. To bound this, we show
that the two distributions (c*,¢*"t*,k, {f(skp:)}) and
(e*,u, Kk, {f(skppr)}) are statistically indistinguishable,
where u «—s$Z,. We can see that He- (t*) := ¢*Tt" is a uni-
versal hash function. By Lemma 20 and Eq. (8), we have

A((c, e Tt Kk, { f(skip)}), (¢, u, K, { f(skp-)}))
< %\/q—@kw) g (gk2ts)

— 1‘/2—(k+;4—]) log g+€sk
2

— 2—w(10g/1)'

Hence, we have |Pr[GfI = 1] —Pr[GgI = 1]| < 2-«ogd),
O
From Lemmas 15 to 19 and Eq. (10), we obtain Eq. (9).
O
As a result, we obtain the following corollary when we
use our OT-SS QA-NIZK argument in Section 3.2.

Corollary 2: Letk > 2andk’ > 1. If the Dy x-exMDDH
problem in G| and the Dy -KerMDH problem in G, are hard,
9H is a CR hash function family, and Eq. (8) holds, then our
IBKEM is {gc-s-LR-CCA2-secure.

5.3 Adaptive Security Variant

Here, we briefly explain how to extend our scheme to be an
adaptive secure variant. We use the same techniques of [9],
[19], [20].

Let m € N, and let 7 := {0, 1}" be an identity space.
Our LR-CCA2-secure IBKEM scheme is obtained by chang-
ing the scheme in previous section as follows:

« We set mpk = ([Al1,]|{[Bili}refom) b [K]1,crs) and

msk = (A, {Bi};ci0,m] b K), where Bo,...,B,, €

kak
q
e For ID = (IDy,...,ID,) € {0, 1}, we set
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A

B() + Z |Di -Bi
i=1

A|D =

(2k+p)xk
€Z, .

* We use a QA-NIZK argument for a language

L5 = {([e]1.1D) | 35 € Z§ st ¢ = Aps},

where p = ([A]1, {[Bil1}iefo,m))-

Remark 7 (Efficiency of the resulting scheme): While the
above changes will increase the size of the master public
and master private keys and worsen the reduction cost, they
will not change the size of ciphertext and private keys, un-
derlying assumptions, and leakage rate.
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Appendix A: Construction: USS QA-NIZK Argument
for GTLS

Here, we show a USS QA-NIZK argument ITygg for £E&T-S.
Our QA-NIZK Ilyss = (Gen, Prove, Ver, Sim) is defined
in Figure A- 1. Our construction is based on the USS QA-
NIZK argument proposed by Kiltz and Wee [23].

Theorem 4: IIygs defined in Figure A- 1 has perfect com-
pleteness and perfect zero-knowledge. Furthermore, if the
the Dy-MDDH problem in G; and the D-KerMDH problem
in G, is hard and H is a CR hash function family, then ITysg
has unbounded simulation-soundness.

We only give the proof overview of this theorem because
our proof is similar to [23, Theorem 4].
Proof Overview. Perfect completeness and perfect zero-
knowledge follow readily from the fact that for all ¢ = Mir,
we have P{r = 3" x;P/r = K{Mr = K[ c and for all A,
B, w, K(’) and Ki, we have

[WTBT (K6+TK1)] 10[A]2 = [WTBT] 10 [K6A+TK1A]2,

IEICE TRANS. ??, VOL.Exx-??, NO.xx XXXX 200x

Gen(par, p = ([M]y, [M{]y, ..., [M},]1)):
H S H, A, B s Dy cZ{H*

K %$ZZlX(k+l), KE)’ K,] <_$Z£1k+l)><(k+1)
Y = KA, (Y}, Y}) = (K)A, K|A), (P}, P)) = (B'K},BK))
Fori=1,...,m:
K; 20y, = KA e Zpk
[P;]; == [MTK; + M, K],
ers == ({[P:]1, [Yila}ss [PG11s [P)11s [Y]2, [Yg]2, [Y] 12, [Al2,
[B]1,H)
td = (K, {K;};)
Return (crs, td)

Prove(crs, ([¢]1,X),T):

w —$Zk, [t]) = [Bw]i, 7 = H([c]1, x, [t]1) € Z4
[Px]y = |27 xiPi] |, [uly = [Pyr+ (P) +7P)) Tw]
Return 7 := ([u]y, [t];) € (G’IFH)Z

/l ¢ = Myr

Ver(crs, ([e]1,x), 7 = ([u]y, [t]1)):
T = H(lelx, [t) € Zg, [y i= | 2o Y
2
If [u]] o [A]2 = [e]] o [Yx]2 + [t]] o [Y{,+ 7Y ]2: Return 1
Else: Return O

Sim(crs, td, ([¢]1,Xx)):
w (—$ZZ, [t]l = [BW]I, T = H([C]l,X, [t]l) € Zq

2 K
K ,

Ky = [u]; = [Kye+ (Py+ 7P)) Tw];

Return 7 := ([u]y, [t])) € (GF*1)?

Fig.A-1  Our USS QA-NIZK argument ITygs.

where 7 = H([¢]1, x, [t]1).

Next, we consider USS. Similar to the USS QA-NIZK
in [23], we can show that no information on K and {K;},
is leaked from all simulated proofs thanks to the tech-
nique of using pseudorandom MAC [29]. If information
on K and {K;}; does leak only from crs, then Ky-c¢* for
¢* ¢ Span(My-) is uniformly random from the view point
of an adversary, that guarantees the unbounded simulation
soundness. g
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