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Abstract

To maintain blockchain-based services with ensuring its
security, it is an important issue how to decide a min-
ing reward so that the number of miners participating in
the mining increases. We propose a dynamical model of
decision-making for miners using an evolutionary game
approach and analyze the stability of equilibrium points
of the proposed model. The proposed model is described
by the lst-order differential equation. So, it is simple
but its theoretical analysis gives an insight into the char-
acteristics of the decision-making. Through the analysis
of the equilibrium points, we show the transcritical bi-
furcations and hysteresis phenomena of the equilibrium
points. We also design a controller that determines the
mining reward based on the number of participating min-
ers to stabilize the state where all miners participate in
the mining. Numerical simulation shows that there is a
trade-off in the choice of the design parameters.

Keywords— B lockchain, Proof-of-work, Decision-
making, Evolutionary Game, Bifurcation, Hysteresis, Feed-
back control.

1 Introduction

Blockchain is a distributed ledger technology for record-
ing transactions that underlies various fields such as dig-
ital currency like Bitcoin [I], data sharing [2], and com-
puter security [3]. Blockchain-based services use cryp-
tography to record transactions as a chain of blocks. A
block consists of a block header and transaction data.
The block header contains a cryptographic hash of its
previous block, which makes blockchain-based services
resistant to tampering. In these services, participants
called miners create blocks in a distributed manner, and
the longest chain of blocks is considered to be legitimate.
When a miner succeeds in creating a block, he/she gets
a reward called a mining reward.

Blockchain-based  services approve transactions
through a consensus algorithm. As a consensus al-
gorithm, proof-of-work (PoW) is typically used. In
this algorithm, the mining difficulty is set using a
scalar value called a monce in the block header. To
create a block, miners must find a nonce such that the

cryptographic hash value for the previous block satisfies
specific conditions. The process of creating blocks is
called a mining. In general, a cryptographic hash value
for a block is unique according to the nonce contained in
the block. Moreover, a nonce that satisfies the specific
conditions cannot be calculated directly. As a result,
an exhaustive search imposes a large computational
cost on miners, which contributes to the resistance to
tampering. Because transaction approvals depend on
miner calculations (such calculations are very costly and
require a lot of energy [4] [5]), the participation of many
miners is needed to maintain blockchain-based services
and ensure blockchain system security [0l [7]. Therefore,
it is important to analyze the decision-making problem
of whether miners participate in the mining according
to the energy consumption and mining rewards.

Game theory is used to analyze interactions among ra-
tional decision-makers. Many studies have adopted game
theory to analyze blockchain-related issues with PoW [§],
such as decision-making problems in the mining con-
sidering the energy consumption [9, [0]. Evolutionary
game theory has been used as a powerful mathematical
tool for analyzing dynamical models of evolutionary se-
lection [II]. Dynamical characteristics of the selection
process are modeled by replicator dynamics. Control
methods for the replicator dynamics have been studied
in [12] 13, [14]. Evolutionary game models and replicator
dynamics are also used in analyzing blockchain-related
issues such as mining pool selection problems [I5] [16],
and attack scenarios [I7].

We previously focused on a decision-making problem
of whether miners participate in the mining according
to the energy consumption and the mining rewards, and
modeled it as a non-cooperative game. Through theoret-
ical and numerical analysis, we showed the property of
Nash equilibria [18]. However, in this study, we assumed
that, once miners choose a strategy (i.e., participation in
the mining or not), they do not change their strategies.
Practically, the miners may decide to participate in the
mining dynamically based on their current earned min-
ing rewards. It is important to analyze such a dynamical
decision-making process.

In this paper, we propose a dynamical model of the
decision-making problem for miners, by applying an evo-



lutionary game approach. We analyze the stability of its
equilibrium points and show the existence of transcriti-
cal bifurcations and hysteresis phenomena with the coex-
istence of two asymptotically stable equilibrium points:
one corresponds to the state where all miners partici-
pate in the mining and the other to the state where the
number of participating miners is minimum. The former
equilibrium point is preferable to maintain blockchain-
based services. We propose a controller that determines
the mining reward based on the number of current par-
ticipating miners so as to stabilize the equilibrium point
if at least one miner participates in the initial time.

The remainder of this paper is organized as follows. In
Section [2] we propose an evolutionary game-based dy-
namical model of the decision-making process. In Sec-
tion [3] we analyze the stability of its equilibrium point.
In Section [d we design a state feedback controller to let
all miners participate in the mining.

2 Dynamical model of decision-
making

We assume that miners in a blockchain network are par-
titioned into two sets M and N, where miners in M al-
ways participate in the mining and those in A/ have two
strategies, participating in the mining (strategy sx = 1)
and not participating in the mining (strategy sp = 0),
where k € N. Note that M NN = (. Denoted by m
and n are the cardinalities of M and N, respectively (we
assume m > 1 and n > 1). We define g and z; as
the ratios of miners in N that choose strategies 0 and 1,
respectively. Note that

xro+ a1 = 1. (2.1)

Miners need to find a nonce such that the first A bits
of the hash of the block are all 0. Then, D = 2" is
the difficulty parameter and 1/D is the probability that
a miner creates a block with one hash calculation [19].
When miner ¥ € M U N participates in the mining,
he/she needs a cost ¢ per unit operating time. The av-
erage number wy = fi(c) of hash queries calculated per
unit operating time by miner k£ depends on the cost c,
and we assume that fi(c) is the same for all miners. In
this paper, for simplicity, we assume fi(c) = ve(v > 0)
for any k € MUN.

The mining of blocks can be described as a Poisson
process [20, 21]. That is, the block creation time is ex-
ponentially distributed [22]. The rate Ay of the Poisson
process of miner k € MUN is given by A\, = wy/D [21]|H
If miner k chooses s; = 1, then the rate of the Poisson
process is A\, = si fr(c)/D = sxc/d (we define d = D /v,
in this paper). Let R be the mining reward. Based on the

INote that a combination of independent Poisson processes is
still a Poisson process. Thus, the rate of the Poisson process of all
miners is written as >, v ar N

previous work [I8], the expected reward Ry and the ex-
pected cost CSy for the mining of miner k are calculated
as follows.

Rp— b po Tt (2.2)
Doie MUN i m+nxy
C)\k dS;€
CSy = = ) (2.3)
(ZiGMUN Ai)? (m +nwy)?

We define the utility function u;(zo, z1) of miners that
choose the strategy ¢ € {0, 1} as

( ) {0 if i =0,
Ui\Zo, T1) = 1 e
m(R— if Z—].,

which means that the utility of a miner who participates
in the mining is the difference between the expected re-
ward Ry, and the expected cost C'Sy. Based on the prin-
ciple of the evolutionary game [I1], the dynamics of the
ratio of miners that choose the strategy i is given by

#W) (2.4)

& _ .
; - ui(ir()vml) - u(l'val) (Z = 07 1)7
K3

(2.5)

where @(zg,z1) = ZLO x;u; (o, 1) is the average utility
of all miners. According to (2.4)), (2.5)) is rewritten as

mﬂ—mﬁ(R d

m 4+ nxy m + ney

&1 = —do =

) = pr(71).
(2.6)

Thus, the dynamics of the decision-making of miners
is described by the above 1st-order differential equation
and the reward R plays an important role in the decision-
making of the miners for the participation in the mining.
In the following, we investigate stability and stabiliza-
tion of equilibrium points of . For that purpose,
the concept of a basin of attraction [23] is important.
Let &(¢;2i"Y) be the solution of that starts from
an initial state 21" at time ¢+ = 0. For a given asymp-
totically stable equilibrium point 2 of , the basin
of attraction is defined as the set of all initial states
2 such that £(¢; 2% is defined for all + > 0 and

limy o0 £(8; 21PH) = 2.

3 Stability analysis

In this section, we investigate the stability of the equi-
librium point 1 =0, 1, z} of (2.6)), where

. 1/d
i===—-—m]).
" n \R

When 1/(m+n) < R/d < 1/m, the equilibrium point =}
satisfies 0 < 27 < 1. This equilibrium point is the state
where the utility u; (1 — 7, x7) is equal to 0, that is, the
utility for the strategy 0 is equal to that for the strategy
1.

(3.1)



Table 1: The relation between R/d and the stability of
equilibrium points.

Condition for R/d z21=0|21=1]| 21 =27
R/d<1/(m+n) S U S
1/(m+n) < R/d<1/m S S U
R/d>1/m U S S
1.0
0.81
0.6
=
E (4)
0.41 (B)
0.2
(©)
0.0 ‘ ‘ ‘
5 10 15 20
m

Figure 1: The m — R/d parameter plane where n is fixed
ton =2.

We investigate the local stability of the three equilib-
rium points. The derivative of pg(x1) with respect to x4
is

Opr(z1) 1 1—x nxy (1l — 1)
DR S A + _
01 m+nr; m+nzry  (m+nx)?
e d +dnx1(171¢1)'
m+ nw (m+ nxyp)3
(3.2)
Thus, we obtain
9¢r(@1) :1<R_d>’ (3.3)
0x1 e—0 M m
el ___1 (R S ) : (3.4)
Ox1 |, m+n m4+n
Opr(x1) _ R® [d d
11 - T2 \r ™ (m+n) — R

(3.5)

Thus, we have their stability conditions as shown in
Table [1} where S (resp. U) represents an asymptotically
stable (resp. unstable) point.

Fig. [1] shows the m — R/d parameter plane with n = 2
where the meaning of each region is as follows. In the
region (A), both x; = 1 and z7 < 0 are asymptotically
stable equilibrium points, and the basin of attraction of
x1 = 1is (0, c0), that is, every solution of start-
ing in (0,1] converges to 1. In the region (B), both
z1 = 0 and x; = 1 are asymptotically stable equilibrium
points, and basins of attraction of x1 = 0 and x; = 1 are

1.2 \
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Figure 2: The relation between R/d and the stability of
equilibrium points when m =n = 2.

(—o0, x7) and (z7, 00), respectively, that is, every solu-
tion of starting in [0, z7) converges to 0, and every
solution of starting in (2%, 1] converges to 1. In the
region (C), both ;1 = 0 and 2} > 0 are asymptotically
stable equilibrium points, and the basin of attraction of
x1 =01is (—o0, 1), that is, every solution of start-
ing in [0, 1) converges to 0.

Shown in Fig. [2|is a bifurcation diagram with respect
to the bifurcation parameter R/d, where m = n = 2. The
solid (resp. dashed) line represents an asymptotically
stable (resp. unstable) equilibrium point. Two curves of
equilibrium points pass through (z1, R) = (1,d/(m+n))
(resp. (x1,R) = (0,d/m)), one given by x; = x7, the
other by 1 = 1 (resp. x; = 0). Both curves exist on
both sides of R = d/(m + n) (resp. R = d/m). The
stability along each curve exchanges on passing through
R=d/(m+n) (resp. R=d/m). Thus, the exchange of
stability (known as a transcritical bifurcation) [24] is ob-
served when (21, R) = (0,d/m), (1,d/(m+n)). We show
in [A| that the vector field satisfies the condition of
the transcritical bifurcation shown in [24].

Since the values of z; (i = 0,1) satisfy 0 < z; < 1,
we observe jump phenomena owing to these transcritical
bifurcations. Moreover, R > d/m needs to be satisfied so
that all miners in A/ participate in the mining. It is noted
that, once the miners participate in the mining, they
continue to participate in the mining until the reward R
becomes d/(m + n). Thus, a hysteresis phenomenon of
the equilibrium points is observed.

Fig. [3| shows trajectories of from an initial state
ot = (.1 (blue) and 2" = 0.9 (red). When d/(m +
n) < R < d/m, both 1 = 0 and z; = 1 are asymp-
totically stable points whose basins of attraction are
(—o0, z7) and (7, o0), respectively. Thus, the num-
ber of miners who participate in the mining converges to
0 if the initial ratio is less than x} because their utility
is negative and they prefer non-participation.
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Figure 3: Trajectories of (2.6) when m =n =2, d = 100,
and R = 40, from 2" = 0.1 (blue) and 2™ = 0.9 (red).

4 Stabilization

The result in Section [3]implies that no miner in N partic-
ipates in the mining in the steady state when the mining
reward R* satisfies R* < d/(m + n). When the mining
reward R* satisfies d/(m + n) < R* < d/m, miners’ be-
haviors depend on the initial state 2", i.e., no miner in
N participates in the mining in the steady state when
2Pt < %, We propose a state feedback controller to ad-
just the reward based on the ratio x; so that all miners
in A participate in the mining, i.e., let every trajectory
of z1 with its initial state in (0, 1] converge to 1.

4.1 Case where R* <d/(m+ n)

First, we show that 1 = 1 cannot be stabilized when
R* < d/(m+n). We consider the following state feedback
controller R;(x1) that adjusts the reward based on the
ratio xq.

R= Rl(l‘l), Rl(l) =R'<

e CBY

The controlled trajectory of z1 by (4.1) is described by

.Tl(]. — £81)

£ = (Ao - ) = vt (42)

m —+ nxey

The derivative of ¥ g(z1) with respect to x is

0x1 m + nx

x (Rl(xl)— mfml>
Ll w) <8R1(a:1)

m + nxq o1

(%)R(xl)< o1 1- 2 mcl(lxl))

m+nx;  (m+nxp)?

We obtain
awR(xl) — 1 <R1(1) 7 d
m

8951

=1

(4.4)

Therefore, the unstable equilibrium point z; = 1 cannot
be stabilized even if the feedback controller is used.

4.2 Case where d/(m+n) < R* <d/m

Next, we show that 1 = 1 can be an asymptotically sta-
ble equilibrium point whose basin of attraction is (0, 1]
with a state feedback controller. We introduce the follow-
ing state feedback controller Ry(x1) to adjust the reward
based on the ratio x1,

R= RQ(.Z‘l) =R"+ AR(.Tl), AR(I) =0, (45)
and let every trajectory of z; with its initial state in
(0, 1] converge to 1.

4.2.1 The condition of the feedback gain

We give 71 satisfying 7 < z; < 1and e > 0. For a given
reward R* € (d/(m+n),d/m), let AR(z1) be

Kz, —x1) if 1 <af +e,

) (4.6)
0 otherwise,

where K > 0 is a feedback gain. We obtain a condition
for the gain K and ¢ such that every trajectory of x; with
its initial state in (0, 1] converges to 1 as in Proposition|[i}

Proposition 1. Assume d/(m +n) < R* < d/m. Let
Cr(z1) be

Cr(x1) == —Knx? + (KnZ; — Km + R*n)x,

+ (R*m+ Kmz, —d), (4.7)
and let o, 5 (o < B) be real solutions of the quadratic
equation Cr(x1) = 0. Then, every trajectory of x1 with
its initial state in (0, 1] converges to 1 if the gain K and
€ satisfy

d—R'm

K 4.

> (> 0), (4.8)
-zt if 1

0<ed<PFmo i f<l, (4.9)
<l-—a7 if p>1.

Proof. With the controller (4.5)) and (4.6]), the dynamics
of 1 (z1 < 2} +¢€) is given by

&y = nr(r1), (4.10)
’I]R(.Tl) — x;fi—n;:i) (R* +K(:fl — SL‘I) — m+dnz1> .
(4.11)



According to (4.7)), nr(z1) can be rewritten as

z1(1 — z1)Cr(21)
(m+mnx)2

nr(r1) = (4.12)

First, we prove that the quadratic equation (g(x1) =0
has two distinct real solutions under (4.8)). We have

Cr(z}) = K(Z1 — 27)(m 4+ nxy) > 0, (4.13)
which implies with (4.8) that the quadratic equation
Cr(z1) = 0 has two distinct real solutions a, § satisfy-
ing a < x7 < B.

Next, we prove o < 0 under (4.8]). We obtain
Cr(0) =mz1K — (d — R"m)
d— R*m

from (4.7) and (4.8). Since (r(z1) is a convex upward

quadratic function, the smaller solution « of (g(z1) =0
satisfies @ < 0.

> mI (414)

It is obvious that #; > 0 for any z; € (0,2} + ¢€) from
(4.9). For any x; € [z} +¢,1), 1 > 0 because K = 0.
Thus,

1 > 0 for any z1 € (0, 1). (4.15)

Similary, it is also shown by (4.9) that (4.15) holds for
any B > 1. Therefore, every trajectory of z; with its

initial state in (0, 1] converges to 1 under (4.8)) and (4.9)).
O]

It is noted that Z; < 8 since d/(m +n) < R*. So,
(4.6) is continuous if € = T — 7.

4.2.2 Performance evaluation

In this section, we provide the numerical analysis of the
controller. We consider the case where m = n = 2,
d = 100, and R* = 40. Then, we have z7 = 0.25 from
(3:1). Let the initial state of z; be zi"* = 0.1. We
consider the following two cases where K and e satisfy

[ES) and (L3).
Case 1) 7; = 0.26, e = 0.005, K = 56.8125.

Case 2) 71 =1, e =0.75, K =10.1.

Fig. 4] shows trajectories of the state and the reward.
The red and blue lines represent the trajectories of Cases
1) and 2), respectively. In Case 1), it takes a longer time
than Case 2) for the state x; to converge to 1, but the
reward Ry(z1) returns to the original value R* quickly.
Note that Rg(x;) in Case 1) is not continuous because
we switch the input AR(z1) to 0 when 27 = 2} + ¢ (see
(4.6)). In Case 2), the state 21 converges to 1 quickly, but
it takes longer time than Case 1) for the reward Ry (1) to
return to its original value R*. Thus, there is a trade-off
in the choice of the design parameters ; and €.
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Figure 4: Trajectories of (a) the state 21 and (b) the re-
ward Rs(x1) with a feedback controller satisfying Propo-
sition [T} when m =n =2, d = 100, R* = 40, x} = 0.25
from 2" = 0.1, where 7; = 0.26,e = 0.005, K =
56.8125 (red) and z; = 1,6 = 0.75, K = 10.1 (blue).
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5 Conclusion

We proposed a dynamical model of the decision-making
of miners in the blockchain. The proposed model is de-
scribed by the 1st-order differential equation. So, it is
simple but its theoretical analysis gives an insight into
the characteristics of the decision-making. We analyzed
the stability of its equilibrium points. We showed the
occurrence of the transcritical bifurcations and observed
a hysteresis phenomenon. We also proposed a feedback
controller and showed that it can stabilize the state where
all miners participate in the mining from any non-zero
initial participation ratio of the miners. Our future work
is to extend our model to the case where miners’ compu-
tational performances are different from each other.
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A Transcritical bifurcation

We consider the following system.

&= f(z,p),

We assume that

reR, pekR. (A1)

[, p) = xF(z, p), (A.2)
where F': R x R — R satisfies the following condition.

z # 0,
r = 0.

JICAD)
F(z, 1) =9 aslo
ox

4] that (A.l) undergoes a trans-
(0,0) if the following three

(A.3)

Then, it is shown in [2
critical bifurcation at (z, u) =
conditions hold.

(T1) £(0,0) =0,

0f(0,0) _
ox - O’

(T2) 3f(° 9 —,

(T3) 38};30)7&0 2 f( 00)7&0

Thus we will show that (| satisfies the above three
conditions at (z1, R) = (O,d/m), (1,d/(m +n)).

A.1 Case where (z1, R) = (0,d/m)

First, we consider the following coordination transfor-
mation by which (z1,R) = (0,d/m) is transformed to

(2, 1) = (0,0).
)-()+(1)

1
R
Then, we define
o) = g0 s (@)
_(l-2) (,Hd _ d> P ),

(A4)

m+ ne m  m+nx
(A.5)
where the function F is defined by
11—z d d
F = — = . A.
@)= (2o ) (4
Then, we have
Of (z, ) OF (x, )
At Nl A M P
o (@, 1) + o—2
_( = -z  nz(l-uz)
~\ m+nz m+nz (m+nz)?
o d d n dnz(l —x)
I ————— (m+nx)3’
(A7)

It is obvious that

Fop) = T8 (A8)
when x # 0 and
Fo.) = 2= 200 @y a9

when © = 0 Thus, the function f defined by (A.5))

satisfies and -

Next, we bhOW that f(z, u) satisfies the conditions (T1)
— (T3). We obtain

ou m+nz’ ’
82f(33,,u)__ x l—z  nz(l-z)
oxdp  m+nx  m+nx (m+nx)?’
(A.11)
02 f(w, ) n?r(l—x) n(l-2x) n
Ox? (m+4+nx)2 m+nz m+nx
o 2 n d n 2dn
mtne \"Tm T mtna (m + nz)3
x (Wer(lz)). (A.12)
m + nx
Thus, f(x, ) satisfies the conditions (T1) — (T3) because
£(0,0) =0, (A.13)
9f(0,0) _
e 0, (A.14)
9£(0,0)
= Al
00—, (A15)
9%f(0,0) 1
— = — Al
e om0 (A.16)
0%1(0, 2dn
3232 0 _ =— #0. (A.17)

A.2 Case where (21, R) = (1,d/(m+ n))

It is noted that the dynamics of zq is written as follows.

. xo(l =) B d
o= m+n(l— xg) (R m—i—n(l—xo))
— —or(l — o) (A.18)

because xg and z; satisfies . Thus, it is sufficient
to show that undergoes a transcirtical bifurca-
tion at (g, R) = (0,d/(m + n)). We consider the fol-
lowing coordination transformation by which (zg, R) =
(0,d/(m + n)) is transformed to (z, x) = (0,0).

(5)-() ()

(A.19)




Then, we define

flap)=—p, o (1-2z)

m-+n

z(1—2)
T m+ n(l —x)
(o~ i)
m+n m+n(l—2x)
=aF(z,p), (A.20)
where the function F is defined by
l1—x
Bl = =i —
x (H O ) |
m+n m+n(l—uzx)
(A.21)

Then, we have

:_(—x+(1—x)

m+n(l —x)

of (x, p)
Ox

nx(l —x)
(m +n(l - fﬂ))2>

N d
I m+n(l—x)
dnz(l — x)

T (A.22)
It is obvious that
Fla) =1 (2 2 (A.23)
when 2 # 0 and
FO.m =t 0N ) (aay)

when x = 0. Thus, the function f defined by
satisfies and .

In the same way as Appendix we obtain the par-
tial derivatives of f(z,u) and show that f(xz,u) defined
by satisfies the conditions (T1) — (T3) because

f(0,0) =0, (A.25)
afg: 0 _,, (A.26)
of SL 0, (A.27)

9%f(0,0) 1
dxdy  m+n 70, (A.28)
82£(0,0 2d

J;;Q ) _ = +”n)3 £ 0. (A.29)

Therefore, (2.6) undergoes transcritical bifurcations at
(xla R) = (07 d/m)v (L d/(m + n))
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