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SUMMARY  An authentication code (A-code) is a two-party message
authentication code in the information-theoretic security setting. One of the
variants of A-codes is a multi-receiver authentication code (MRA-code),
where there are a single sender and multiple receivers and the sender can
create a single authenticator so that all receivers accepts it unless it is ma-
liciously modified. In this paper, we introduce a multi-designated receiver
authentication code (MDRA-code) with information-theoretic security as
an extension of MRA-codes. The purpose of MDRA-codes is to securely
transmit a message via a broadcast channel from a single sender to an
arbitrary subset of multiple receivers that have been designated by the
sender, and only the receivers in the subset (i.e., not all receivers) should
accept the message if an adversary is absent. This paper proposes a model
and security formalization of MDRA-codes, and provides constructions of
MDRA-codes.

key words: authentication codes, broadcast authentication, information
theoretic security

1. Introduction

An authentication code (A-code) [2], [3] provides a (vir-
tual) authenticated channel between two users in the sense
of information theoretic security, and is one of the uncondi-
tionally secure fundamental cryptographic primitives, which
can provide security against quantum computers from the
aspect of information theoretic security. A-codes and their
variants have been investigated for almost half a century: A-
codes and extended security notions [4]-[10]; multi-sender
A-codes (MSA-codes) [11], [12]; multi-receiver A-codes
(MRA-codes) [11], [13], [14]; and other extensions such
as digital signatures and A-codes in the manual channel
model [15]-[18].

This paper focuses on an extension of MRA-codes. In
MRA-codes, a sender generates an authenticator (or a tag)
for a message with sender’s secret key, and the sender sends
the message and authenticator via a broadcast channel; each
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receiver can check the validity of the message by using the
attached authenticator and the receiver’s secret key. It should
be noted that the purpose of MRA-codes is to securely trans-
mit a message from the single sender to all receivers, and
all receivers should accept the message if an adversary is
absent.

1.1  Our Contributions

In this paper, we consider and define a model of multi-
designated receiver authentication codes (MDRA-codes)
with information theoretic security. The purpose of MDRA-
codes is to securely transmit a message from a single sender
to an arbitrary subset of receivers that have been designated
by the sender, and only the receivers in the subset (i.e., not
all receivers) should accept the message if an adversary is
absent. This type of authentication schemes can be regarded
as a natural extension of MRA-codes, since MRA-codes are
captured as a special case of the MDRA-codes where the
sender selects the whole set of receivers.

Specifically, in Sect.2, we extend security notions of
(MR)A-codes and newly introduce a notion of anonymity,
which guarantees secrecy of information on designated re-
ceivers.

‘We then propose two concrete MDRA-codes in Sect. 3.
One is a simple generic construction from any A-codes and
any MRA-codes. The other is a more efficient direct con-
struction over finite fields.

In MDRA-codes, each receiver can judge whether the
receiver is designated by the output of the verification al-
gorithm, and it is the only means of checking the status.
This is due to the anonymity notion; an authenticator leaks
no information on designated receivers. In particular, non-
designated receivers get a rejection symbol as the output of
the verification algorithm regardless of whether an authenti-
cator is forged. Namely, each non-designated receiver cannot
distinguish the following two case: the receiver is undesig-
nated; or the receiver is designated but the corresponding
authenticator is forged. For this reason, in Sect.4, we for-
malize an extended functionality, called forgery detection; it
guarantees that a receiver can distinguish forged authentica-
tors from honestly-generated ones even if the receiver is not
designated. We show that our generic construction can be
easily modified to meet the forgery detection functionality.

Copyright © 2023 The Institute of Electronics, Information and Communication Engineers
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1.2 Related Work

In information-theoretically secure broadcast encryption
(BE) [19]-[22], there are a single sender and multiple re-
ceivers, and the sender can specify an arbitrary subset of
receivers who can decrypt a ciphertext sent via a broadcast
channel. Hence, both MDRA-codes and BEs are regarded
as being similar in the sense that a sender can give a cer-
tain type of functionality to an arbitrary subset of receivers,
namely verification functionality in MDRA-codes and de-
cryption functionality in BEs. However, authentication and
encryption are quite different functionalities, and it is not
trivial to construct MDRA-codes from BEs. To the best of
our knowledge, there is no broadcast authentication schemes
with information-theoretic security that enables a sender to
specify an arbitrary subset from all receivers while keep-
ing it secret. Recently, anonymous broadcast authentica-
tion (ABA) was proposed in [23], and one might think it is
similar to our model. However, ABA is constructed based
on (computationally secure) symmetric-key cryptography,
and its model and security formalization is not given in the
information-theoretic security setting. In addition, there are
several schemes targeting one-to-many or many-to-many au-
thenticated communications [24]-[28], however, those work
is quite different from the MDRA-codes with information
theoretic security.

Besides, MDRA-codes can also be viewed as an
information-theoretically secure variant of multi-designated
verifier signatures (MDVS) [29], which are digital signa-
ture schemes where a sender can designated multiple ver-
ifiers who can check the validity of signatures. Note that
MDVS has been considered in the computational security
setting, therefore it only provides security against proba-
bilistic polynomial-time adversaries.

1.3 Motivating Scenario

MDRA-codes can be used for remotely controlling multiple
devices as in ABA [23], which is a computationally secure
analogue of MDRA-codes. Consider a system where mul-
tiple devices are involved and some of them are infected
with malware. With MDRA-codes, a systems manager can
bring the infected devices to a halt simultaneously; a systems
manager designates the infected devices and generates an au-
thenticator for a message of a ‘kill’ command, and all devices
(including both designated and non-designated ones) check
the validity of the authenticator. If a device accepts it, then
it executes the command, i.e., it halts; otherwise, the device
keeps working’. The systems manager just has to broadcast
the authenticator of MDRA-codes to all devices, while tradi-
tional A-codes require one-to-one communications with each

"We here assume that the verification process is done in an
isolated area from malware, e.g., an external module connected
between a device and power source; when the module turns off
itself, then the connected device is also powered off. Therefore, the
malware cannot affect the verification process.
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infected device. Moreover, the one-to-one communications
obviously leak information on which devices are infected,
which should be treated as sensitive information [30]. The
anonymity notion of MDRA-codes masks such information.
Although we have discussed only secure device halts, vari-
ous commands, e.g., ‘sleep’ and ‘wakeup,” can also be used
in the above system.

1.4 Refinements

A conference version of this paper appeared in [1]. This pa-
per is the full version and includes the following refinements
and improvements.

* First, we revisit definitions of correctness and security
notions. In the proceedings version [1], we defined cor-
rectness and three security notions; (d,w, &)-security,
anonymity, and consistency. We revisit the definition of
correctness and modify it so that it is parametarized by
probability 6, which is called 6-correctness. Moreover,
we figure out that §-correctness and (d, w, &)-security
imply what the consistency property defined in [1], and
omit the definition of consistency. Besides, we give
a new definition of anonymity based on an existing
anonymous encryption scheme with information theo-
retic security [31].

* Second, we revisit a generic construction from A-codes,
which was proposed in [1]. The construction is insuffi-
cient for (d, w, €)-security and we modify it by using an
MRA-code as an additional building block.

* Third, we newly formalize the forgery detection func-
tionality and show a generic construction of a forgery-
detectable MDRA-code.

2. Model

In this section, we introduce MDRA-codes. As in papers
on MRA-codes [11], [13], [14], throughout this paper, we
consider a one-time model; a sender generates and sends an
authenticator to receivers only once.

Notation. For any natural number n € N, we denote
{1,...,n} by [n].

2.1 Algorithms and Correctness

In MDRA-codes, there are n + 2 entities, TA,S,R = {Ry,
...,Ry}, where R is a receiver set. At the beginning of the
protocol, a trusted authority TA runs Gen algorithm and ob-
tains n+ 1 secretkeys es, ey, . . .,e,, where eg and e; (i € [n])
are secret keys for a sender S and receiver R;, respectively.
Those keys are sent to the corresponding entities via secure
channels. After receiving es, S can designate an arbitrary
subset D of all receivers R and run Auth algorithm to gen-
erate an authenticator (or a tag) 7 for a message m € M so
that only receivers in D accept it. S broadcasts (m,79) to all
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receivers via a broadcast channel. If R; who has their secret
key e; is designated, i.e., R; € D, R; can check the validity
of (m,7p). R; accepts it unless the pair is (maliciously) mod-
ified. On the other hand, a non-designated receiver R; ¢ D
cannot check the validity with Vrfy algorithm. Namely, R;
does not accept (m, 7p) even if the pair does not modified.
Formally, we define MDRA-codes as follows.

Definition 1 (MDRA-codes). An MDRA-code IT = (Gen,
Auth, Ver) with n + 2 entities, TA,S,R := {Ry,...,R,} and
three finite spaces M, E, T is defined as follows.

EnTtiTiES. There are n + 2 entities: a trusted authority TA
that generates secret information and securely sends it to the
corresponding entities, a sender S, and n receivers R = {Rj,
...,Ry}, where R is a receiver set.

Spaces. M, &, and 7 are finite sets of messages, secret
keys, and tags (or authenticators). More specifically, let Eg
and &; (i € [n]) be secret-key sets for S and R;, respectively,
and we define & = & X & X --- X &E,. They may be
determined when Gen is executed.

ALGORITHMS.

1. (es,eq,...,en) « Gen(n,d,w): It is a probabilistic
algorithm for setup and run by TA. It takes the number
of receivers n, the number of designated receivers d,
and the maximum number of receivers w that IT allows
an adversary to corrupt as input, and outputs secret keys
for each entity, where eg € &g and e; € &; are ones for
S and R; (i € [n]), respectively.

2. 7p « Auth(es,m,D): It is an algorithm for authenti-
cator generation and run by S. It takes S’s secret key
es, amessage m € M, and designated receivers D C R
such that |D| = d as input, and outputs an authenticator
TpET.

3. ans « Ver(e;,m,7p): It is a deterministic algorithm
for verification and run by R;. It takes R;’s secret key
e;, a message m, and an authenticator 7o as input, and
outputs ans € {true, false}, where true and false
indicate ‘accept’ and ‘reject,” respectively.

We define the correctness property of MDRA-codes as
follows.

Definition 2 (d-correctness). Let IT be an MDRA-code. We
say I1 meets d-correctness if forall n,d,w € Ns.t. n > d and
n > w, all (es,eyq,...,e,) « Gen(n,d,w), all m € M, and
all D c Rs.t. |D| = d, the following holds with probability
at least o:

Ver(e;, m, Auth(eg,m, D)) — true forevery R; € D,
Ver(e;, m,Auth(es,m, D)) — false foreveryR; ¢ D.

2.2 Security Definitions

We consider security against impersonation attacks and
substitution attacks as in the traditional A-codes [3] and

IEICE TRANS. FUNDAMENTALS, VOL.E106-A, NO.3 MARCH 2023

MRA-codes [11], [13], [14]. In addition, we also consider
anonymity as an additional security notion. We consider the
anonymity notion as in ABA [23]. Anonymity guarantees
that no information on (non-)designated receivers is leaked
from an authenticator.

For simple description, we use the following notation:
for any X = {R;,Ry,...,R;,} € R, we define ex = (g,
€. - .,eg) € Ex, where Ex = 811 X 812 XX 815.

(d,w, €)-security. We consider security against imperson-
ation and substitution attacks.

Definition 3 ((d, w, €)-security). Let IT be an MDRA-code in
the one-time model. IT said to be (d, w, £)-secure if it holds
max{Pimp, Psup} < &, where Pimp and Pgyp are the success
probabilities of the impersonation and substitution attacks,
which are defined as follows.

IMPERSONATION ATTACKS. An adversary with at most w
corrupted receivers tries to generate a fraudulent pair of a
message m and an authenticator 7o for an arbitrary subset
D of receivers so that some receiver R; € D \ W accepts
the pair. For any D c R such that |D| = d, any W c R
such that |'W| < w, and any R; € D \ ‘W, the success prob-
ability of the impersonation attacks for (D, W, i) denoted by
Pimp(D, W, i) is defined as

P|mp(Z),(W,l') =

max max Pr{Ver(e;,m,7p) # false | e .
(M, 7p)eMXT ey eEqy €i { ( ! D) | W}

We define Piyp = max(p w.i) Pimp(D, W,i).
SUBSTITUTION ATTACKS. After observing a message m and
an honestly-generated authenticator T for D C R, an ad-
versary with at most w corrupted receivers tries to generate
a fraudulent pair of a message m’ such that m” # m and an
authenticator 74, for an arbitrary subset D’ of receivers so
that some receiver R; € D’ \ ‘W accepts the pair. For any
D, D’ c R such that |D| = |D’| = d, any W c R such
that |'W/| < w, and any R; € D’ \ ‘W, the success probabil-
ity of the substitution attacks for (D, D’,'W,i) denoted by
Psup(D, D', W, i) is defined as

PSub(Ds D’,(W’i) =
max max max
(Mrp)eMXT  (m',7,)EMXT e ey
st (.7 )#(m,7p)

Pr{Ver(e;,m’, 7)) # false | (m,7p),eqy} .
€

We define PSub = max(p, o/, w,i) Psub(Z), Z)', (W, i).

Remark 1 (On the consistency property). We also consider
a notion of consistency, which guarantees that if any desig-
nated receiver accepts an authenticator, then all of them do.
We believe that this notion is important in terms of system
management; thanks to consistency, S can easily confirm
an authenticator has been successfully delivered by commu-
nicating only with one of designated receivers. Indeed, a
similar notion has been considered in [32] in the context
of (computationally secure) MDVS. Although we separately
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defined (d, w, £)-security and consistency in the conference
version [1], the above (d, w, €)-security (Def. 3) actually im-
plies consistency; max{Pimp, Psup} < & means that an ad-
versary cannot create any pair of a message and a fraudulent
authenticator such that at least one receiver in D accepts it
with probability more than £. Therefore, (d, w, €)-security
guarantees that no honest receivers accept the forged pair
(with probability more than £) and so all of them reject it.
Besides, the correctness property (Def. 2) guarantees that all
honest receivers accepts an honestly-generated authenticator.
For the above reason, we omit the consistency definition in
this paper.

Anonymity. We also consider anonymity, mean-
ing that an authenticator leaks no useful information on
(non-)designated receivers. Namely, an adversary cannot
get any information on which receivers (except for corrupted
ones) are designated. Since the information on which re-
ceivers are designated may be sensitive one [30] (also see
our motivating scenario in Sect. 1.3), we should consider
anonymity. For instance, if a message is for receivers
who have a certain privilege, such information on (non-
)designated receivers should be treated as sensitive one.

Definition 4 (Anonymity). Let IT be an (d,w,&)-secure
MDRA-code in the one-time model. II said to be anony-
mous if it satisfies the following property.

ANoNnymITy.  For any designated set D C R such that
|D| = d and any corrupted-receiver set ‘W C R such that
|'W| < w, Tp leaks no information on D \ W more than
the sizes of the intersection of the designated and corrupted
sets.

For any ‘W c R such that |'W| < w, any (m,7p) €
M X T, and any eqy € Eqy, it holds that

Pr {D\W|(m1p)ew}t= Pr {D\ W}
D s.t. D s.t.
|D|=d |D|=d

2.3 Discussion

On the range of designated-receiver sets. One may won-
der why the above model focuses on the designated-receiver
set O whose cardinality is exactly d, instead of flexible one
@ie., |D| £ d or |D| < n). In this work, we consider
the simpler case, i.e., |D| = d, since we follow previous
research strategies on unconditionally secure BE [19] and
key predistribution systems (KPS) [33]-[35], which can be
seen as encryption and key-agreement variants of MDRA-
codes, respectively. They are classified into two types: (¢, w)
-secure and (< n,w)-secure ones. For instance, in (¢, w)-
secure BE [20], [21], [36], [37], a sender can designate exact
t receivers who can decrypt ciphertexts, while (< n,w)-
secure BE [19], [38], [39] allows the sender to designate
any subset of the receiver set. It is obvious that (¢, w)-
secure schemes are easier to analyze than (< n,w)-secure
ones since the latter can be realized a simple combination of
(t,w)-secure schemes for all ¢ € [n]". Therefore, we began

TOf course, this trivial construction may be redundant.
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with (d, w, €)-secure MDRA-codes, and leave an extension
to (< n,w, &)-secure schemes as an open problem.

On 6-correctness. Traditional A-codes and MRA-codes re-
quire perfect correctness; receivers accept any pair of a mes-
sage and a correctly-generated authenticator with probability
one (see Defs. 6 and 9 for detailed definitions). In this work,
we require o-correctness (Def. 2) for MDRA-codes, which
holds with at least probability J that all designated receivers
accept any pair of a message and correctly-generated authen-
ticator and all non-designated receivers reject the pair. Since
it requires “correct rejection,” we defined the correctness in
arelaxed form. This relaxation stems from the intuition that
adversary’s success probability of forging authenticators in
(MR)A-codes cannot be zero; there are at least one correct
authenticator in the authenticator space and therefore a ran-
dom guess works (with small probability). Namely, depend-
ing on MDRA-code constructions, a (correctly-generated)
authenticator that some designated receiver accepts might
also be accepted by some non-designated receiver. On the
other hand, the correctness of MRA-codes guarantees that
all receivers accept a correctly-generated authenticator. In
that sense, the correctness for MDRA-codes seems more
difficult to achieve than that for MRA-codes (and traditional
A-codes). Indeed, our generic construction in Sect. 3.1 meets
o-correctness with 6 < 1, while our direct construction in
Sect. 3.2 satisfies 1-correctness.

3. Constructions

In this section, we show two constructions of MDRA-codes.
The first one is a simple generic construction from A-codes
and MRA-codes, and the second one is a more efficient direct
construction over finite fields.

3.1 Simple Generic Construction

We show a simple construction of an n-party MDRA-code
from any two-party A-codes [3] and any n-party MRA-
code [11]. To do so, we define A-codes and MRA-codes
below.

A-codes [3]. We describe a syntax and security definition
of A-codes.

Definition 5 (A-codes). An A-code @ := (Setup, Tag, Vrfy)
vzith three entities TA, S, and R and three finite spaces M,
XK, T is defined as follows.

EnTiTiEs.  TA is a trusted authority that generates secret
keys and securely distributes them to all other entities. S is
a sender and R is a receiver.

Sepaces. M, K, and T are finite sets of messages, secret
keys, and tags (or authenticators). They may be determined
when Setup is executed.

ALGORITHMS.

1. k « Setup(): It is a probabilistic algorithm for setup
and run by TA. It outputs a secret key k.
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2. tag « Tag(k,m): It is an algorithm for authenticator
generation and run by S. It takes the secret key k and a
message m € M as input, and outputs an authenticator
tage 7.

3. ans « Vrfy(k,m,tag): It is a deterministic algorithm
for verification and run by R. It takes the secret key
k, a message m, and an authenticator tag as input, and
outputs ans € {true, false}, where true and false
indicate ‘accept’ and ‘reject,” respectively.

Definition 6 (Correctness of A-codes). For all k < Setup()
and all m € M, it holds

true « Vrfy(k,m, Tag(k, m)).

Definition 7 (Security of A-codes). Let ® be an A-code
in the one-time model. @ said to be 5-secure if it holds
max{P|mp,PSub} < n, where P|mp and Psp are the success
probabilities of the attacks, which are defined as follows.
ImMPERSONATION ATTACKS.  The success probability of the
impersonation attacks Py, is defined as

F.mp = max_ Pr{Vrfy(k m,tag) — true}.

(m, tag)eMx’T

SuBsTITUTION ATTACKS.  The success probability of the
substitution attacks denoted by Pgyp is defined as

Pgyp = max_ max_
(m,tag)e MxT  (m’,tag’)e MXT~
s.t. (m’,tag’)#(m,tag)

Iir{Vrfy(k,m’,tag’) — true | (m,tag)}.

MRA-codes [11]. We describe a syntax and security
definition of MRA-codes.

Definition 8 (MRA-codes). An MRA-code ¥ = (MRGen,
MRAuth, MRVer) with n+2 entities, TA, S, R = {R1,...,Ru}
and three finite spaces M E,7 is defined as follows.
EnTITIES. We consider the same entities as MDRA-codes,
and so omit the details.

SPACES. ’7’, & ,and T are finite sets of messages, secret keys,
and tags (or authenticators). More specifically, let gs and
gi (i € [n]) be secret-key sets for S and R;, respectively, and
we define & := gs x& XX gn. They may be determined
when MRGen is executed.

ALGORITHMS.

1. (€s,€1,...,e,) « MRGen(n,w): It is a probabilistic
algorithm for setup and run by TA. It takes the number
of receivers n and the maximum number of receivers
w that ¥ allows an adversary to corrupt as input, and
outputs secret keys (€s,€1,...,6,) € &, where &g and
©e; are secret keys for S and R; (i € [n]), respectively.

2. T « MRAuth(es,m): It is an algorithm for authenti-
cator generation and run by S. It takes the secret key
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es and a message m € M as input, and outputs an
authenticator T € 7.

3. ans <« MRVer(e;,m,7): It is a deterministic algorithm
for verification and run by R;. It takes the secret key
©;, a message m, and an authenticator T as input, and
outputs ans € {true, false}, where true and false
indicate ‘accept’ and ‘reject,” respectively.

Definition 9 (Correctness of MRA-codes). For all n,w € N
s.t. n > w,all (es,€1,...,8,) <« MRGen(n,w), all m € M,
and for all i € [n] it holds

true «— MRVer(e;, m, MRAuth(es, m)).

Definition 10 (Security of MRA-codes). Let ¥ be an MRA-
code in the one-time model. ‘¥ said to be (w, u)-secure if
it holds max{P.mp,Pgub} < u, where P|mp and Pgp are the
success probabilities of the attacks, which are defined as
follows.

IMPERSONATION ATTACKS. For any W < R such that
|'W| < w and any R; € R\ ‘W, the success probability of
the impersonation attacks for (‘W,i) denoted by I3|mp(’W,i)
is defined as

[’;Imp((W’ l) =

max. max Pr{MRVer(e;,
(m, -r)eMxTewesw €

m,T) — true | ey }.

We define f’]mp = max(qy ;) ﬁmp(W,i).

SUBSTITUTION ATTACKS. For any W < R such that
|'W| < w, and any R; € R\ W, the success probability
of the substitution attacks for ("W, i) denoted by Psy,(W,i)
is defined as

Poup(W,i) =

ma& R max maz(
(MIDEMXT  (T)eMXT  Byyeby
s.t. (m',7")#(m,7)

Pr{MRVer(e;,m’,7") — true | (m,7),€qy}.
€

We define ﬁsw = max(y, ;) ﬁ3ub(W,i).

Now we are ready to show our simple construc-
tion of an MDRA-code II = (Gen,Auth,Ver) from any
A-code ® = (Setup,Tag, Vrfy) and any MRA-code ¥ =
(MRGen, MRAuth, MRVer). Note that our construction re-
quires both of A-codes and MRA-codes as building blocks
and enables one to set any d € [n] and any w € [n — 1].

Gen(n, d,w). Run Setup n times to get n secret keys
ki,...,k,. Run MRGen to obtain (€s,€1,...,€,). Output
es = (Ki,...,k,,€5) and e; = (k;, €;).

Auth(eg,m, D). Parse es = (ky,...,k,,€s). Suppose D =
{Ri),-.-,Ri,}. Forevery j € [d], run Tag(k;;,m) and get
tag;, . Run MRAuth(es, (M, tag ;). - - -»tag;,))) to compute
T, where o :

[d] — [d] is a random permutation. Output
Tp = (tagg(il), P ,tag[,(,-d>,ﬂ.
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Ver(e;,m,7p).  Parse e; = (k;,&;) and 7p = (tag,,...,
tag;,.T), respectively. Run MRVer(e;, (m,tag;,,. . ..tag;,),
7). If the output is false, output false; otherwise, run
Vrfy(k;, m,taglj) for every j € [d]. If there exists at least one
index j such that true « Vrfy(k;, m,taglj), output true;
otherwise, output false.

Theorem 1. If the underlying A-code @ is n-secure, the un-
derlying MRA-code ¥ is (w, u)-secure, and o is a random
permutation, an MDRA-code II constructed above meets
d-correctness, (d, w, €)-security, and anonymity, where § >
l-dn-dn,w<n-1l,ande <d-u-n.

Proof. We show the above scheme satisfies -correctness,
(d, w, €)-security, and anonymity.

d-correctness. First, MRVer(e;, (m, tag;.....tag;, ),T) out-
puts true due to the correctness property of the underlying
MRA-code. It is obvious that every designated receiver
R; € D can obtain at least one true « Vrfy(k;, m,tag,,) due
to the correctness property of the underlying A-code. On
the other hand, every non-designated receiver R; ¢ O might
obtain true since Vrfy might output true for 1nva11d A-code
authenticators. For any 9 C R such that |D| = d, the prob-
ability P’(D) that at least one non-designated receiver gets
at least one true is

P'(D)

< max
(m.tagy, ,....tag; ;)

Pr \/ \/ Vrfy(k;,m,tag;,) — true

ki IR er\s
s | g ey \refa

< max
(m.tagy, ,....tag; ;)

Pr \/ (Vrfy(k;,m,tag;,) — true) (1)
ReR\D Y (el

< max
(m, tagy, ..., tagld)

Z Z Pr {Vrfy(k;.m.tag;,) — true} )

R; eR\D teld ki
< Z max Pr {Vrfy(k;, m,tag;,) — true}
(m,tag;,)
R; €R\D Le[d] ¢

<d@mn-dn,

where Egs. (1) and (2) follow from the union bound and
the last inequality follows from n-security of the underlying
A-code.

Since the above holds for any D such that |D| = d, we
have § > 1 - P (D) =2 1-d(n-d)n.
(d,w,&)-security. First, we show the above construction
is secure against impersonation attacks. Since each k; is
independent of each other, the corresponding tags tag; is
also independent of each other. Therefore, due to n-security
of the A-code, an adversary who has at most w A-code keys
ki, ...k, cannot compute a valid authenticator tag; for any
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honest receiver R;. Moreover, due to (w, u)-security of the
MRA-code, it is difficult to create a valid authenticator T
even if the adversary has at most w MRA-code secret keys
ell, .. el

To show the proof as simple as possible, we use the fol-
lowing notations. For any X = {R;,R;,,...,R;,} C R, we
define EX = (611,612»~ .. ,E{) € gx and kX = (k[l,klz, N
k[) € 7(/\’, where SX = gl] X 512 XX gl{; and (](X = 761
X Ki, X - - - X K], respectively. Let m := (m,tag,. . .,tag,).

Now we are ready to show the proof. Let Suc;; be
an event that for any fixed D, W C R, an honest receiver
R; € D\ W gets Vrfy(k;,m,tag;) = true for some R; € D.
Forany D c Rs.t. |D| =d,any W c Rs.t. ['W|<n-1,
and any R; € D \ W, we have

lep(D,(W»i)

= max max
(M, 7p)EMXT e €Eqy

_Pr {MRVer(€;,m,T) = true A Suc; ; | e}
e;,ki

=  max max
(M7D)EMXT (Kay By ) € Koy x Ep

Pr {MRVer(e;,m,7) = true | €4y}
€

- lsir {Suci; | kw}., 3)

< max max
(M, 70) EMXT (kyy Bay) e Ky xEay

Pr {MRVer(e;,m,7) = true | €y}
€

- Z Pr{Vrfy(k;,m,tag;) = true | key}, (4
RJ'ED ki

<d-u-n,

where Egs. (3) and (4) follow from independence of secret
keys and the union bound, and the last inequality follows
from n-security of the underlying A-code and (w, u)-security
of the underlying MRA-code. Therefore, we have

Pinp = max Pup(D, W,i)<d-u-n.
Imp (Do) Imp( i) M-n

We can show security against substitution attacks in a similar
way.

Anonymity. It is clear that each secret key k; is randomly
generated by Setup and hence independent of receivers’ iden-
tities. It is inherited by A-code authenticators tag;. More-
over, the order of authenticators of the underlying A-code in
Tp is randomized by the random permutation o. Therefore,
the adversary obtains no information on O from 7, which
is an MRA-code authenticator for (m tags () - - - ta0o )
Note that MRA-code secret keys €, ...,e, are generated
before designating 9, and hence they include no infor-
mation on 9. Thus, our construction obviously satisfies
anonymity. i
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3.2 Efficient Direct Construction

Though the generic construction in the previous section is
simple, the size of S’s secret key es depends on the number
of all receivers, i.e., O(n). In this section, we propose a
more efficient construction of an MDRA-code over finite
fields. Specifically, the second construction achieves the
size O(max{n —d,w}) of S’s secret key (see the next section

for the detailed efficiency comparison).
Formally, our second construction of an MDRA-code

= (Gen, Auth, Ver) is given as follows.

Gen(n,d,w). Let A :=n—d, and let F, be a finite field,
where ¢ is the power of prime such that ¢ > n. Assume that
[n] C By, i.e., everyi € [n] is appropriately encoded into an
element of F,. Randomly choose the following polynomials:

w

C(x) = Z aix' € Fy[X],

i=0

A
G(x) =r+ Z bix' € Fy[X],
i=1

Fi(x,y) = Z (icf ) y € Fy[X,Y]for1 € {0,1}.

j=0 \i=0
Compute
o(x,z) = Fy(x,r) + z- Fi(x,r).
For all i € [n], set
vi = C(0), vi = G), 0i(y,2) = Fo(i,y) +z- Fi(i,y).
,en), where

Output (eg, e1,. . .

= (C(x),G(x),0(x,2)), e = (yi,0i(y,2)) fori € [n].

Auth(eg,m, D). Parse eg as (C(x), G(x),o(x, z)). Compute
o(x) = o(x,m), T':={G(C(i) | Ri, e R\ D)}.
(@(x).).
Ver(e;,m,7p). Parse
e = (vi,0i(y,2)), 10 =(0'(x),I),

respectively. Output false if it holds that y; € T”. Other-
wise, reconstruct G(x) from y; (= G(v;)) and I’ via Lagrange
interpolation and output true if it holds that

Output 7 =

o'(i) = 0y(G(0), m).
Otherwise, output false.

Theorem 2. An MDRA-code Il constructed above meets o-
correctness, (d,w, g)-security, and anonymity, where § = 1
ande = 1/q.
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Proof. We show the above scheme satisfies the correctness,
(d, w, €)-security, and anonymity.

o-correctness. Suppose R; € D. Since we have

o) = o(i,m) = Fy(i,r) + m- Fi(i,r),
ai(G(0),m) = Fy(i,G(0)) + m - F1(i,G(0)),

Vrfy(e;,m, 7o) outputs true if it reconstructs G(x) correctly.
Since each receiver R; € D can reconstruct G(x) from their
share G(v;) and n — d shares from T, it is clear that R; can
reconstruct it. On the other hand, G(v;) € T'holdsif R; ¢ D.
Therefore, Vrfy outputs false. Hence, the proposed scheme
satisfies d-correctness, where § = 1.

(d, w, £)-security. We describe the proof for security against
substitution attacks, which implies the proof for security
against impersonation attacks. Without loss of generality,
we suppose w receivers W = {Ry,,...,Re, } are corrupted
and ¢ corrupted receivers are designated, say, D N W =
{Re»---Re, ;. The adversary that corrupts W has {(y¢;,
oy (y,Z))}’” yand 7p = (@(x), T ={y; |R; € R\ D}).

The adversary with W outputs (m’,75,) for D" C R
after observing (m,7p), where 77, (o"(x) I'")and 79y =
(T (x),T). ‘W wins if it holds Vrfy(el* m’,75,) = true for
some R;x € D’ \ W. Here, we should c0n51der twWo cases:
D =D and D # D’. However, in the above setting, i,e.,
DNW # 0, there are no differences between them since the
adversary can reconstruct 7 in both cases and eventually get
the same information from “W. Therefore, in the following,
we assume D = D’ for simplicity.

Let us start the proof. The adversary tries to output
(m’, 75, = (0’(x),T’)) such that (m’, o’ (x),I’) # (m,o(x),T)
and Vrfy(el* m’(o’(x),I"’)) — true for some R« € D\ W.

As described above, the adversary knows 79 =
(o(x),T"), which is broadcast to all receivers, where

o(x) = Fy(x,r) + m- Fi(x,r)

w .
(33

i=0

1 w
Z ( C(l)xz)
i=

Jj=0

six!, )

1
w
:Z((O>+m c(l)+r c()+m r- c(l)) ,
i=0
)

where s; = c<0) +m- c(lg +r- C(ol) +m-r- c(l) Note that the

adversary can reconstruct r from I and at least one share vy,
of Re € DNW.

On the other hand, the adversary corrupts ‘W and knows
their keys e¢ = (G(v;), 0¢;(y, 2)) for j € [w], where

0-(?_[(!/9Z)=F0(£'9 )+ZF1(€,!/)
0 0 1
=@yt e+t e vz (6)

where go =20 c(ﬁ)fl for every b, 8 € {0,1}.
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From Egs. (5) and (6), we have
(0) (1) (0) (1)

,0 %0 “.,1 €, 1 50
0) (D (0) (1)
€0 ‘0 ‘11 Cin m _ 51
: : : : r S
o o o @ |[LmT s
Cw,O Cw,O Cw,l cw,l v
and
0) (D (0) 1)
L& - .0 “.,0 €., €1
w (0) (D (0) (1)
1 6 2 0 %0 ‘11 C
o : : : :
bl fu C,(l?,)o CS,)O Cl(l()),)l Ct(ul,)l

(0) (1) (0) 1)
Ye0 Poo %o Poa
(0) (N (0) 1)
o0 %o 61 Po

O ® O W
%0,0 %0 Peoa Peua

We write the above two equations as

Cm =s, 7
LC =P, ®)
where
) (1) (0) (D
1 .0 0 “., Co,1
(0) (1) (0) (1
c c c c
m = m . C= 1,0 1,0 1,1 1,1 ’
r : : : :
mer : : : :
L [(0) (D (0) (D
cw,O Cw,O Cw,l Cw,l
[ o Lo - v
S1 1 52 e [é”
S = . , L = . . . R s
| Sw 1 & - 55
r (0 (D (0) (D
o0 %eo Paa Pea
) (1 0) (D
p=| Pe0 fao fna Yo
o o O
L Pr,0 Peoo Peoa Pegt

We can prove the following lemma as in [14, Lemma 1].

Lemma 1. There exist ¢ different matrices C such that Cm =
sand LC = P.

The adversary tries to guess o= (y, z) = 9052) ot 905(*» Wt

‘pg) 0%+ gaEP Yz contained in R;«’s secret key e; and find

o'(x)=X" slfxi such that

w
[N 0 0 1 1
DUty = o+ ol el m ol e
i=0

Let
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it=[1 @™*” 1.
* . (0) (0) (1) (1)
P = [ 90[*’0 ‘70['*’1 ()0[*’0 ‘Pi*’l ]
We then write the above equation as
i*s=p*m, 9)

and we can restate the aim of the adversary is to find s
satisfying Eq. (9).

From Lemma 1, there are ¢ different matrices
Ci,C,,...,C; such that it holds LC; = --- = LC; = P.
Therefore, for any two matrices C;, C; of them, we have

e ] e [ el |

where p := i*C; and p;‘ = i*C;. Since C; # C; holds
and [ II; ] is a Vandermonde matrix and invertible, we have

p’ # p;.*. Hence, there are ¢ different vectors p},p3,. . .,p}
from the adversary’s view.

We next show that there are also g candidates of s. From
Lemma 1, we obtain the following corollary.

Corollary 1. There exist g different matrices C such that
Pm = Ls.

Proof. Left multiply Eq. (7) by L and obtain LCm = Ls,
which implies Pm = Ls from Eq. (8). O

As shown above, there are ¢ different vectors
P}.P5,- - -, Py such that it holds that p; # p}‘ for any distinct
i,j € [g]. Since it holds that p*m # p;‘m for any m, we have

i*Si * i*Sj, (10)

where i*s; := p*m and i*s; = p}‘m. From Eq. (10), we
have s; # s; for any distinct i,j € [g]. Thus, there are ¢
different values of s and the probability that the adversary
with ‘W guesses o’ (x) satisfying Eq. (9) is 1/g.
Anonymity. W has at most w values related to v; = C(i)
(i.e., G(u;)), W cannot reconstruct the polynomial C(x)
since its degree is at most w. More specifically, we have
La = v, where

ap U1

ai 02
a:= . and v =

Ay Vw

Leti:=[1i---i"]forany R; € R\ W. Then, we have

MM

and invertible, there is g candidates of v; that all are equally
likely to appear. Therefore, each v; is independent of its index
i, and therefore the proposed construction meets anonymity.

O

is a Vandermonde matrix
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Table 1  Efficiency comparison between our constructions. |x| denotes the number of elements in
finite field F, contained in x, where ¢ is the power of prime such that g > n.
Schemes H les| lei ] [tp| o> e <
Generic Construction in § 3.1 2n+2(w+1)(d+1) 2d+4 d+w+1)d+1) 1-dn-d)/q d/q2
Direct Construction in § 3.2 n-d+3w+4 2w+3  w+l+n-d+1 1 1/q

3.3 Efficiency Comparison

We give efficiency comparison between the proposed
schemes in Table 1. To give a fair comparison, we in-
stantiate our generic construction with optimal constructions
of A-codes and MRA-codes’. Note that since MRAuth is
used to generate an MRA-code authenticator for a message
(m,tag;,,...,tag; ) € FZ“, we require large MRA-code se-
cret keys and authenticators.

As can be seen in Table 1, the direct construction
achieves smaller sizes of secret keys and authenticators and
better correctness parameter J, though they also depend on
values of n, d, and w.

4. Forgery-Detectable MDRA-Codes

As can be seen above, MDRA-codes enable a sender to cre-
ate an authenticator for an arbitrary subset D < R such
that |D| = d and detect impersonation and substitution at-
tacks. However, honest receivers have no means of distin-
guishing valid authenticators from invalid ones. Specifically,
o-correctness (Def. 2) guarantees non-designated receivers
obtain false as the output of Ver algorithm, while due to
(d, w, &)-security (Def. 3), any receivers get false as the out-
put of Ver algorithm if authenticators are forged. Further-
more, if MDRA-codes meet anonymity (Def. 4), then any
receiver cannot obtain any information on other receivers' .
It would be convenient in practice if non-designated receivers
can detect forged authenticators.

4.1 Forgery Detection

In this section, we consider an extended functionality called
forgery detection. MDRA-codes with forgery-detection
functionality, which we call forgery-detectable MDRA-
codes, enable receivers to detect forgery even if they are
not designated.

Definition 11 (Forgery Detection). Suppose the verification
algorithm in Def. 1 in the following extended form:

e ans « Ver(e;,m,7p): It is a deterministic algorithm
for verification. It takes R;’s secret key e;, a message
m, and an authenticator 7o as input, and outputs ans €

TWe give the details in Appendix.

T Anonymity guarantees that any corrupted receivers ‘W cannot
get any information on D \ ‘W (except for the size |D| = d), which
also means ‘W cannot obtain any information on (R \ D) \ W.
Therefore, considering ‘W € R s.t. ['W| = 1, it means that any
receiver does not know who are designated or not.

{true, false, L}, where true, false, and L indicate
‘accept,” ‘reject,” and ‘undesignated,” respectively.

Then, an MDRA-code IT is said to be forgery-detectable if
it satisfies d-strong correctness and strong (d, w, £)-security,
which are defined as follows.

o-strong correctness. Let IT be an MDRA-code. We say
IT meets o-strong correctness if for all n,d,w € Ns.t. n > d
andn > w, all (eg,ey,...,e,) « Gen(n,w), allm € M, and
all D c Rs.t. |D| = d, the following holds with probability
at least 6:

Ver(e;, m,Auth(eg,m, D)) = true forevery R; € D,
Ver(e;, m,Auth(eg,m, D)) = L for every R; ¢ D.

Strong (d,w,e)-security. I said to be strong (d,w, €)-
secure if it holds max{PlJrrnp, P{ .} < &, where PITnp and
P{, are the success probabilities of the following extended
impersonation and substitution attacks.

EXTENDED IMPERSONATION ATTACKS. For any D C R such
that |D| = d, any ‘W C R such that |'W| < w, and any
Ri € R\ W (not R; € D\ W), we consider the success
probability Psup(D,W,i) of the impersonation attacks for
(D, W,i), and define Pljnp = max(p, w,i) Pmp(D, W, i).

EXTENDED SUBSTITUTION ATTACKS. For any D,D’ ¢ R
such that |D| = |D’| = d, any ‘W c R such that
['W| < w, and any R; € R\ W (ot R; € D'\ W),
the success probability Pgyp(D,D’,'W,i) of the substi-
tution attacks for (D, D’,'W,i), and we define Pgub =
max(p, o, w,i) Psun(D, D', W, i).

The above strong correctness definition guarantees Ver
never outputs false as long as an authenticator is correctly
generated. Moreover, in the above extended attacks, the
range of target receivers are extended from D \ ‘W to R\ W
in order to guarantee that non-designated receivers can detect
forgery by checking the output of Ver.

4.2 Forgery-Detectable Construction

We show that our generic construction in Sect.3.1 can be
easily modified to have the forgery-detectable functionality
as follows.

Gen(n,d,w). Same as the original construction.
Auth(es,m, D). Same as the original construction.
Ver(e;,m,7p). Parse e; = (k;,&;) and 7p = (tagy,....,
tag; ,.7), respectively. Run MRVer(e;,(m,tag,,,...,tag,),
7). If the output is also false, output false; otherwise, run

Vrfy(k;, m,tagl,,) for every j € [d]. If there exists at least one
index j such that true « Vrfy(k; m,tag; ), output true;
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otherwise, output L.

Theorem 3. If the underlying A-code ® is n-secure, the un-
derlying MRA-code ¥ is (w, u)-secure, and o is a random
permutation, an MDRA-code IT constructed above meets -
strong correctness, strong (d, w, €)-security, and anonymity,
where § > 1 —d(n—d)np,w <n-1,and € < p.

Proof. We show the above scheme satisfies strong (d, w, €)-
security. We omit the proofs of ¢-strong correctness and
anonymity since they can be proved in the same way as
Theorem 1.

We show the above modified construction is secure
against extended impersonation attacks. = We consider
Pimp(D,W,i) as in the proof of Theorem 1, and have
Pip(D,W,i) < €-pu-nforany R; € D\ W. We here
analyze Pimp(D, W,i) for R; € R\ (D U W). In this case,
an adversary aims to generate (m, (tagy,, . . .,tag;,, 7)) so that
R; accepts a pair ((m, tagy,,. . .. tag; ), 7) and rejects (m,tag;, )
for all i € [d]. Therefore, the aim of the adversary is just to
break (w, u)-security of the underlying MRA-code. Hence,
forany D c Rs.t. |D| =d,any W c Rs.t. ["W|<n-1,
and any R; € R\ (D U W), we have Piyp(D, W,i) < .

Thus, we have

P,Tnp = (z)n}%&(,i) Pimp(D, W, i) < p.

We can show security against extended substitution attacks
in a similar way. O

5. Conclusion

In this paper, we proposed multi-designated receiver authen-
tication codes (MDRA-codes) with information-theoretic se-
curity, which is an authentication system to securely trans-
mit a message from a single sender to an arbitrary subset of
receivers that have been designated by the sender. In par-
ticular, we proposed the formal model of MDRA-codes and
formalized security against impersonation and substitution
attacks and anonymity. We then showed two constructions
of MDRA-codes: a simple generic construction based on
traditional A-codes and MRA-codes, and an efficient direct
construction based on polynomials over a finite field. In par-
ticular, the latter is more efficient than the former in terms of
the sizes of tags and keys of the sender and receivers. We also
showed how to achieve forgery-detection functionality; we
defined it and provided a construction of a forgery-detectable
MDRA-code by modifying the proposed generic construc-
tion. Our future work includes an optimal construction of
MDRA-codes in terms of tag-size and key-size by deriving
tight lower bounds on the tag size and the secret-key sizes of
the sender and receivers.
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Constructions of Building Blocks

An well-known

Setup(): Let IF, is a finite field, where g is the power
of prime. Randomly choose a,b from F, and output
k := (a,b).

Tag(k,m): Output tag := a - m + b.

Vrfy(k,m,tag): Check if it holds tag = a - m + b. If so,
output true; otherwise, output false.

The above construction meets 1/g-security.

An optimal

MRGen(n,w): Let F, is a finite field, where ¢ is the
power of prime. Randomly choose two polynomials
f(x),g(x) € F,[X] with the degree at most w. Output

s = (f(x),g(x)) and & := (£ (i), g(i)) for all i € [n].
MRAuth(es, m): Output 7(x) := f(x) - m + g(x).

MRVer(e;, m, 7): Check if it holds 7(i) = f(i) - m + g(i).
If so, output true; otherwise, output false.

The above construction meets (w, 1/¢g)-security.
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