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SUMMARY In this letter we present an imperceptible and robust wa-
termarking algorithm that uses a cryptographic hash function in the authen-
tication application of digital medical imaging. In the proposed scheme we
combine discrete Fourier transform (DFT) and local image masking to de-
tect the watermark after a geometrical distortion and improve its impercep-
tibility. The image quality is measured by metrics currently used in digital
image processing, such as VSNR, SSIM and PSNR.
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1. Introduction

An interesting scheme recently emerged to enhance the se-
curity, confidentiality and integrity of digital medical images
consisting of the use of digital watermarking in conjunction
with cryptographic algorithms [1]. This solution allows the
user to verify that the medical images belong to the correct
patient and comes from a dependable information source
which is an important property of a picture archiving and
communication system (PACS) used in healthcare. Medi-
cal imaging requires extreme care when it is processed by
a watermarking algorithm [2], because the additional infor-
mation of the watermark may affect the image content and as
a consequence it may lead to an erroneous clinical diagnos-
tics. Nowadays, medical imaging infrastructure produces
images in digital format through DICOM format (2003 stan-
dard for digital imaging and communications in medicine),
which is a standard that allows the manipulation, transmis-
sion and storage of them[1]. Given the advances in infor-
mation technologies as well as in security requirements, in
order to avoid the undesirable but probable detachment of
the image and their electronic patient record [3], we propose
the use of a cryptographic hash of the DICOM metadata as
the watermark to be embed into the medical images.

This letter proposes an imperceptible and robust wa-
termarking algorithm that improves the scheme proposed
in [8] as follows: a) the watermark imperceptibility has
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been improved without affect the robustness, replacing the
integrated optical density concept implemented in [8] by
a spatial masking which is described later. b) The new
method has been designed to protect medical images against
the practical signal processing offered in the tools included
on DICOM CD Viewer display interface. Evaluation re-
sults provided show the desirable features of the proposed
scheme.

2. Proposed Method

The proposed method gives the imperceptible and robust
watermarking and is explained in the following steps: Wa-
termark generation stage: 1) Read the DICOM file, extracts
the desirable key information from the metadata, e.g., pa-
tient name, age, etc., and apply the message digest algo-
rithm RIPEMD-160 [4] to obtain a hash. 2) Split the bi-
nary representation of the cryptographic hash into two parts
of the same length (80 bits) and applies an XOR opera-
tion between them; obtaining then a watermark pattern W
of length L = 80 bits that is directly dependent on the
DICOM metadata. Watermark embedding stage: 1) Read
the original DICOM image /(x, y) in a 8-bit grayscale inten-
sity representation and rescale it into a size of N; X N, these
dimensions will be stored and provided as a secret key K;
in the extraction stage. 2) Apply the 2D DFT denoted as
F(u,v) to the resized image /,(x, y) and obtain its magnitude
M(u,v) = |F(u,v)| and phase P(u,v). 3) Once that Fourier
spectrum has been centered, based on the energy distribution
in the DFT domain, select a pair of radius r; and r, around
the zero frequency term in M(u,v) and compute its corre-
sponding annular area A = n(r,”> — r;?) that should cover
the middle frequency components. Reasons of positioning
r; and r, in the middle frequencies are: a) modifications in
the low frequencies of M(u, v) will cause a visible distortion
in the spatial domain of the host image, b) modifications in
the high frequencies of M(u, v) may affect considerably the
robustness against JPEG compression. In order to preserve
the robustness respect to JPEG and at the same time keep
a high visual quality, the goal then is to find a correct pair
of r; and r,. Fortunately there are enough radiuses in the
middle frequency of M(u,v) that may satisfy the trade-off
between robustness and imperceptibility. These radius val-
ues will be stored and provided as a secret key K, in the
extraction stage. 4) According to DFT symmetrical proper-
ties, consider the 1% and 2"¢ quadrants of the upper half part
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if (W, =0) and (d <-a) then
None Modification

if (W, =1) and (d > a) then
None Modification

end end

if (W, =0) and (d >—a) then if (W, =1) and (d < o) then
M,‘(u/,v/):M, (u;,v,)—(a+d) M;(u],v/):Ml (u;,v,)+(a-d)
M;(—u/,v/):M, (-u;,v)+(a+d) M;(—u/,v/):M‘ (-u;,v)—(a—d)

end end

Fig.1 Pseudo-code of the embedding rules.
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Fig.2 Modification of DFT magnitude coefficients. a) Original ab-
domen image. b) Watermarked DFT magnitude of a). A bigger value of
the watermark strength « is used with illustrative purposes.

of M(u,v), into the area A compute the magnitude difference
d = Mi(uj,v;) — M{(~u;,v;), where i = I,..., L denotes an
index pointing into the watermark data bits W;, and j de-
notes the coordinates into M(u, v). 5) Considering a water-
mark strength factor @, modify the DFT middle frequencies
magnitudes M’ (u, v) as is shown Figs. 1 and 2.

6) In order to produce real values after the DFT magni-
tude has been modified in 5), the lower half part of the corre-
sponding middle frequency band should be modified as well
in a symmetrical manner. The watermarked image Iy (x,y)
is obtained applying the inverse DFT to the watermarked
magnitude M’(u,v) in conjunction with the corresponding
non changed original phase P(u, v). Finally the watermarked
image Iw(x,y) is rescaled to its original dimensions. Note
that, in order to increase the security of the watermarking
algorithm, secret keys K;, K», may be renewed randomly
in a desirable lapse of time. In this manner, several lots
of medical images may be watermarked using different se-
cret keys K; and K, thus avoiding the estimation of both
secret keys by an adversary. In this paper K; is given by
N; = N; = 400, meanwhile K, by r; = 72 and r, = 74,
however, e.g., a new lot of images could be watermarked by
renewed secret keys K; (N; = N, = 412) and K, (r; = 73
and r; = 75), which not would affect the performance of the
proposed method. 7) Improve the imperceptibility imple-
menting a spatial masking [5], as shown in Fig. 3 and given
by (1):

Twy = (1 = Mo)I + Mo Iy, ey

where M,; is the masking image, which has values in the in-
terval [0, 1] and gives a measure (for each pixel of the origi-
nal image /) to its insensitivity to noise [5]. Iy, is the final
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Fig.3 (a) Original image. (b) Masking image M,. (c) Watermarked
version without masking. (d) Watermarked version with masking. Zoomed
regions from red squares are displayed on lower right corner of (c) and (d)
in order to show with more details the masking effect.

masked and watermarked image and M, is given by (2):

Mo(x,y) = o L1k, D)= twingow (ks DI, (2)

max (k,l)eWindow

where M,,,, = max,, ,M,(m,n) is the maximum value of the
local variance processed over the whole image, twingow(k, 1)
is the local mean computed in a square window of 9x9 pixels
centered at the position (x,y). 8) Finally, convert Iy, to the
DICOM native format.

Watermark extraction stage: 1) Using the secret keys
K; and K, which are known by the extraction stage, repli-
cate the steps 1 to 3 of the embedding stage. 2) Split the DFT
magnitude M’(u, v) into its four quadrants and compute the
subtraction operation D; = M’i(u;,v;) — M’{(-u;,v;) of the
1** and 2" quadrants of the upper half part of M’(u,v) in
the annular area A, where i = 1,..., L. 3) Recover the wa-
termark pattern W’ as follows: if D; > O then W’; = 1,
otherwise W’; = 0.

3. Experimental Results

The experimentation was carried out using 150 DICOM files
of computed tomography (CT) modality, classified in three
types: skull, abdomen and simple skull with 512x512x12
bits grayscale. Empirically the secret key K; is given by
N; = N, = 400, meanwhile K, by r; = 72 and r, = 74.
The watermark strength factor o used was chosen to 155.
The watermark involves the DICOM metadata e.g., patient
name, patient age, institution name, station name, patient
ID, patient sex, patient birth date, to obtain the 80 bits in
total after the watermark generation procedure. In order to



Fig.4 Different distortions in the watermarked abdomen image.
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Fig.5  Average watermark imperceptibility using the VSNR (dB), SSIM
and PSNR (dB) metrics.

determine the watermark imperceptibility, we used the well-
known VSNR [6], SSIM [7] and PSNR metrics to measure
the distortion produced after the embedding process, and we
apply the NCC metric to evaluate the similarity between the
original watermark W and the extracted watermark W’.

Ni - N, - Max Pixel Val 2
PSNR(dB) = 101og,, Nl - 2 - Max Pixel Value ’
1 2

Z Z(I(xay) - IWM(-xsy))z

x=1y=1
€)]
L L
NCC = ) (W; = W,-’)/Z Wi, @)
i=1 g=1

In Fig. 4 it is shown one of the images used in the exper-
imentation: (a) without distortion, (b) JPEG compression
with quality factor 30, (c) contrast, (d) brightness, (e) flip-
ping, (f) JPEG 2000, (g) rotation by 35° and (h) negative
version.

In Fig. 5, the watermark imperceptibility in the water-
marked images is presented. The watermark robustness after
these attacks is given in Table 1. From the results in Fig. 5
and Table 1, we show that our proposed method is imper-
ceptible enough and robust to several attacks while allowing
recovering the watermark signal.

Finally, a performance comparison in terms of imper-
ceptibility and robustness with the conventional methods in
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Table 1  Average recovered data after several distortions (a)—(h).
Image (a) ®  © D (e ® e M
Simple Skull ~ 100% 93% 90% 89%  100% 100% 88%  100%
Abdomen 100 92% 93% 91% 100% 100% 87%  100%
Skull 100 90% 92% 94% 100% 100% 80%  100%

Table 2 Performance comparison
Parameter Rodriguezet Daset  Proposed method
al. [2] al. [3]

JPEG lossy success 100-20 100-25
JPEG 2000 - success success
Brightness success - 50%
Contrast success - 30%
Rotation 0-35° - 0-360°
Flipping - - horizontal/vertical
PSNR (dB) <423 <35 >49.1
Detection blind blind blind
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Fig.6  Average MOS values obtained from ten abdomen images.
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Fig.7  Average MOS values obtained from ten simple skull images.

[2] and [3] is show in Table 2. Practical signal processing
offered in the tools included on DICOM CD Viewer dis-
play interface are considered in this comparative. Labels
‘success’ or ‘fail, are assigned when the tolerance is not
reported in the literature. A dash in Table 2 indicates that
simulations not were mentioned in the literature.

In order to prove that image quality distortion caused
by the proposed method will not affect the correct diag-
nosis performed by a M.D., a subjective test based on the
Mean Opinion Score (MOS) metric was carried out. Our
experiments are statistically supported by a medical staff
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Fig.8  Average MOS values obtained from ten skull images.

composed by twenty M.D. of different specialties. In Figs. 6,
7 and 8 the average MOS of the ten test watermarked med-
ical images of skull, abdomen and simple skull modalities
respectively, with and without masking, are plotted. From
the MOS results in Figs. 6, 7 and 8, we conclude that the
proposed method allows an accurate diagnosis, preserving a
good quality in the watermarked images.

4. Conclusions

In this letter we presented a new and imperceptible wa-
termarking technique applied to medical images that has
shown to be robust to several distortions. The watermark
has been hashed and ciphered with the RIPEMD-160 algo-
rithm in order to diminish the DICOM metadata size and
to add security to the watermarking method. Using a spa-
tial masking it allows to obtain a better imperceptibility in
the embedding process, obtaining average VSNR, SSIM and
PSNR values greater than 49.10 dB, 0.9996 and 53.90 dB re-
spectively. Because some of the DICOM metadata has been
involved in the watermark generation it is created a high de-
pendency with the image data itself preventing the confusion
and assuring a robust structure highly recommended for a
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picture archiving and communication system (PACS) used
in healthcare.
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