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Examining Privacy Leakage from Online Used Markets in Korea
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SUMMARY Online used markets such as eBay, Yahoo Auction, and
Craigslist have been popular due to the web services. Compared to the
shopping mall websites like eBay or Yahoo Auction, web community-style
used markets often expose the private information of sellers. In Korea, the
most popular online used market is a website called “Joonggonara” with
more than 13 million users, and it uses an informal posting format that
does not protect the users’ privacy identifiable information. In this work,
we examine the privacy leakage from the online used markets in Korea, and
show that 45.9% and 74.0% of sample data expose cellular phone numbers
and email addresses, respectively. In addition, we demonstrate that the
private information can be maliciously exploited to identify a subscriber of
the social network service.
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1. Introduction

Privacy has been an important issue on the web, social net-
work service, and commercial sites [1]–[6]. Third-party
scripts or programs on the website related with advertise-
ments track personal information with cookies [1]. Typi-
cally, privacy leakage comes from insecure data store, com-
munication, or software. Even secure protocols can be
cracked to reveal private information [5]. Recently, it is
reported that while using shopping websites [4], hospital
reservation service [5], or social network services [2], [3],
[6], people sometimes leave privacy footprints which can be
maliciously used to track users.

Online used markets or flea markets have been popular
due to the development of web services. eBay∗, Yahoo Auc-
tion∗∗, and Craigslist∗∗∗ are the representative online used
markets. In eBay or Yahoo Auction, people buy used prod-
ucts in auction or in a regular procedure of the commercial
shopping website such as Amazon, Rakuten, or Taobao. On
the other hand, Craigslist is a flea market website where a
seller posts an informal message about the product for sales
with the contact information.

In general, the online used market websites show the
seller’s contact information because customers need to ask
questions about product or delivery, or to leave the review.
These online shopping mall websites provide the formal
communication tools such as message boxes or dedicated
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emails in order to deal with the customers’ questions and
feedback. Therefore, it is not necessary for sellers to put
their private contact information on the sales web page. On
the other hand, in flea markets such as Craigslist, sellers tend
to post their messages with their private contact information
such as email addresses or cellular phone numbers, because
the flea market websites usually use a simple text form to
explain information about the product status and the price
as well as the contact information. In Craigslist, a seller
and a customer exchange the product with the money ac-
cording to their agreement on price, delivery, and payment
method through various ways of communication media such
as emails, text messages, or phone calls. Because of the
recent privacy rule of Craigslist, the private information of
personal sellers is scarcely observed, whereas professional
sellers often leave their office addresses and phone numbers.

In Korea, the most popular online used market is a web
community called “Joonggonara”∗∗∗∗ which has more than
13 million users and 150,000 messages for sales per day.
In the Joonggonara website, sellers post their messages ex-
plaining information about the product status, price, or de-
livery method. A message posted to Joonggonara is divided
into header and body areas as shown in Fig. 1. A header of
the message consists of product category, title, phone num-
ber, and email address fields. A body has two sub-parts: the
first part is a table form of sales information including seller
ID, email address, location, product name, price, and deliv-
ery option; the second part is the text space where sellers
can write their own comments. Phone numbers and email
addresses are explicitly exposed to users who visit the mes-
sage.

In order to protect the user privacy, the Joonggonara
website has a simple policy that hides phone numbers and
email addresses on the header either after one month since
the posted message was modified or when the seller changes
the status of the transaction as “sold out”. However, sellers
often write their phone numbers or email addresses within
the message body, which will be exposed to the public un-
til the posted message is deleted by the seller. Popular web
communities in Korea such as “Ppomppu” (a community
sharing shopping information∗∗∗∗∗) and “Ruliweb” (a com-

∗http://www.ebay.com
∗∗http://auction.yahoo.co.jp
∗∗∗http://www.craigslist.org
∗∗∗∗http://cafe.naver.com/joonggonara
∗∗∗∗∗http://www.ppomppu.co.kr
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Fig. 1 The most popular online used market in Korea, “Joonggonara”
and its posting format.

munity sharing digital game information†) also have their
own used markets whose sales forms are similar with that of
Joonggonara. Thus, online used markets including the per-
sonal contact information are vulnerable to privacy leakage
and related threats.

In this work, we present how privacy leaks from on-
line used markets in Korea by investigating representative
used markets of web communities. From experiments, we
have found that 45.9% and 74.0% of messages for sales in
Joonggonara expose privacy identifiable information such as
phone numbers and email addresses, respectively. We have
also shown that the phone numbers and email addresses can
be exploited to identify a person of the social network ser-
vice, Facebook. From the collected phone numbers and
email addresses, we have identified 46.8% of online used
market users at the Facebook.

2. Privacy Data Collection and Analysis Method

We have designed and implemented a simple privacy data
collection and analysis system with functions of data col-
lection, sales information extraction, and privacy analysis as
shown in Fig. 2. We implemented a web community crawler
that gathers web pages from online markets based on Python
Scrapy††. After collecting web pages, we have extracted the
sales information about the product name, price, seller ID,
email address, and phone number from the message header
and the body with sales form and text space parts. As the
text space part is written in a natural language, we have built
a parser using Beautiful Soup††† to find the privacy informa-
tion elements such as phone number, email address, and lo-

†http://www.ruliweb.com
††http://scrapy.org
†††http://www.crummy.com/software/BeautifulSoup

Fig. 2 The overview of privacy data collection and analysis system.

Fig. 3 The number of daily crawled messages from online used markets
in Korea.

cation. We used a simple string pattern matching algorithm
for each privacy information element. After the data cleans-
ing phase, we loaded the sales transaction data with the pri-
vacy information elements into tables of MySQL database.
By integrating R with MySQL database, we analyzed results
with plots.

3. Analysis of Privacy Footprints

3.1 Data

We collected the sales messages from three representative
online used markets of web communities (Joonggonara, Pp-
pomppu, and Ruliweb). In accordance with the crawling
policy of each website, we gathered sample data from the
website to avoid the traffic overload to the web server. As the
number of sales messages posted to the Joonggonara web-
site is too large, we selected a cellular phone category which
is one of the popular item in the used market, and collected a
sample of messages for sales every day. After starting with a
small amount of messages from January 2015, we gradually
increased the sample space, as shown in Fig. 3.

The summary of the crawled data is explained in Ta-
ble 1. The total number of messages in Joonggonara is
331,955 and outnumbers two websites. We consider the pri-
vacy identifiable information as id, nickname, phone num-
ber, email address, location, and IP address. While id, phone
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Table 1 The summary of collected data from online used markets in
Korea: total sales message count, collection period, privacy information.

Market Message Period Privacy data
Joonggonara 331,955 2015-01-07 ˜ id, nickname, phone,

2015-05-16 email, location
Ppomppu 8,551 2014-12-30 ˜ nickname, phone

2015-05-13
Ruliweb 7,077 2015-01-22 ˜ nickname, phone,

2015-05-15 email, location, IP

Table 2 The privacy leakage results in online used markets (%).

Market Phone Number Email Location IP
Joonggonara 45.9 74.0 16.4 -
Ppomppu 31.0 - - -
Ruliweb 96.8 0.0 100.0 100.0

number, and email address are commonly found in these on-
line used markets, location and IP addresses are often ob-
served. In Ruliweb, the IP address is exposed so that we can
estimate the geolocation with the IP address.

3.2 Privacy Leakage Results

The structure of a message posted to Joonggonara is divided
into header and body areas. The Joonggonara website re-
moves the phone number and email address on the header of
the message either after one month since the message was
modified or the status of the message is changed to “sold
out”. Though the Joonggonara website deletes the private
information, this policy is not applied to the whole message
body. Therefore, the private information on the message
body will be exposed until the message is removed by the
seller.

Table 2 shows the result of privacy leakage from the
whole sales messages in three online used markets. In
Joonggonara, the phone number leakage ratio is 45.9%. In
addition to phone numbers, we can observe email addresses
from 74.0% of messages. Sellers often put the specific lo-
cation name around home or office for in-person sales. The
location information was found by 16.4% of messages in
Joonggonara. In the Ppomppu online website, we obtained
phone numbers by 31.0%, but the email addresses are not
exposed. In the Ruliweb market, it is interesting that we
can find the IP address of the message by 100%. The IP
addresses are automatically collected by the Ruliweb server
and inserted in the message. According to the policy of the
Ruliweb online used market, it is recommended that users
check whether the IP address in the message belongs to the
location within Korea, or not. Thus, Ruliweb always marks
the location information with IP geolocation database. In
addition, phone numbers are frequently found in Ruliweb
by 96.8%.

As the privacy policy of Joonggonara is applied to the
header of the posted messages, we can still observe private
information on the message body.

In Table 3, we show the percentage of phone numbers
and email addresses by the header or the body of messages.

Table 3 The privacy (phone number, email) leakage by two areas of a
message in Joonggonara.

Area Phone Number (%) Email (%)
Header 29.1 73.5
Body 32.4 22.9
Header or Body 45.9 74.0

Fig. 4 Messages among 100 daily samples that remain at 2015.5.17.

Fig. 5 Privacy footprint decay of the remaining messages at 2015.5.17.

29.1% of phone numbers are observed in the header of the
messages and 32.4% in the body. The percentage of phone
numbers exposed on either the head or the body area is
45.9%. Email addresses on the message body are less ob-
served (22.9%) compared with the phone numbers, but they
appear more often on the message header (73.5%).

Sellers can decide whether to delete their posted mes-
sages or not, because messages with the mark “sold out” can
be useful for enhancing the credit of the seller. Therefore,
we examine how the number of posted messages and their
privacy identifiable information vary over the time. We ran-
domly selected 100 messages per day from three online mar-
kets and probed each message at a specific time (2015.5.17)
whether the message still remains or not. From Fig. 4, we
can know that a lot of messages are visible since the mes-
sages were first posted. It is interesting that 95 messages
posted on January are not deleted after four months.

Next, we evaluated the privacy leakage of the remain-
ing messages among 100 samples. Figure 5 illustrates the
percentage of phone numbers and email addresses of the re-
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Fig. 6 Classification of messages with or without privacy information
from 100 daily samples during 2015.4.17.˜2015.5.10. at 2015.5.17.

Fig. 7 Identifying the subscriber of Facebook with the phone number
found from the online used market.

maining messages. As shown in Fig. 5, the privacy foot-
print gradually decreases as time goes on. However, phone
numbers do not quickly disappear compared with email ad-
dresses, because phone numbers are often observed in the
text space of the message body. 23.3% and 23.4% of the
remaining messages in January and February 2015 expose
phone numbers as of May 2015 (35.4% in March, 43.9% in
April). 14.9% and 20.3% of the remaining messages in Jan-
uary and February 2015 expose email addresses as of May
2015 (55.7% in March, 70.9% in April).

Sellers are aware of privacy exposure and take steps to
protect their cellular phone numbers or emails. After the
sale transaction, sellers often delete or mark their posts as
“sold out” which removes the privacy in the header of the
post message. In Fig. 6, we examined how many messages
are protected by sellers or the web server policy that hides
the header information of the seller after one month. 61.04%
of messages were taken steps to protect privacy information
by sellers (“Sold out” and “Deleted”). However, 5.62% and
4.88% of sold out messages still expose phone numbers and
email addresses.

In order to show the vulnerability of privacy leakage,
we have examined whether we can identify a subscriber

of Facebook with the phone number obtained from the on-
line used markets, or not. In accordance with the privacy
policy of Facebook, we have searched a small number of
sample messages. Given with 1,748 sample messages with
phone numbers, we can identify 819 subscribers of Face-
book, which is 46.8%. Figure 7 shows how we probed the
subscriber of Facebook with the phone number found from
the online used market.

4. Conclusion

In this work, we have examined the privacy leakage of on-
line used markets in Korea. Through the experiments, we
have found that representative online used markets in Ko-
rea are vulnerable to expose the privacy. In particular, we
revealed that 45.9% of messages in Joonggonara expose
phone numbers and 74.0% of messages contain email ad-
dresses. We have also known that the location and IP ad-
dresses are observed from a website called Ruliweb.

As the current privacy policy of online used markets in
Korea is too primitive, it is essential to strengthen the pri-
vacy protection method. The most secure method will be to
prohibit the private information within the posted message
and to provide randomized identifiers and website-specific
communication tools like Craigslist. On the other hand, the
web server can deploy a more strict privacy protection pol-
icy that detects and protects the string pattern related with
the privacy in the sales message.
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