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SUMMARY  Secret sharing is a method of information protection for
security. The information is divided into n shares and reconstructed from
any k shares, but no knowledge of the information is revealed from k — 1
shares. Physical layer security is a method of achieving favorable reception
conditions at the destination terminal in wireless communications. In this
study, we propose a security enhancement technique for wireless packet
communications. The technique uses secret sharing and physical layer se-
curity to exchange a secret encryption key. The encryption key for packet
information is set as the secret information in secret sharing, and the secret
information is divided into n shares. Each share is located in the packet
header. The base station transmits the packets to the destination terminal
by using physical layer security based on precoded multi-antenna transmis-
sion. With this transmission scheme, the destination terminal can receive
more than k shares without error and perfectly recover the secret infor-
mation. In addition, an eavesdropper terminal can receive less than k£ — 1
shares without error and recover no secret information. In this paper, we
propose a protection technique using secret sharing based on systematic
Reed-Solomon codes. The technique establishes an advantageous condi-
tion for the destination terminal to recover the secret information. The
evaluation results by numerical analysis and computer simulation show the
validity of the proposed technique.

key words: secret sharing, physical layer security, multi-antenna trans-
mission, Reed-Solomon codes

1. Introduction

To achieve secure wireless communications, physical layer
security has received much attention[1]. In wireless data
transmission from a base station to a terminal, a multi-
antenna system yields more favorable channel conditions for
the destination than for an eavesdropper, and so the security
in wireless systems is enhanced [2]-[4].

Secret sharing of (k,n) threshold scheme is a method
in which the information is divided into n pieces, called
shares. The information is reconstructed from any k shares,
but no knowledge of the information is revealed from k — 1
shares [5], [6]. Various implementation methods exist and
the non-systematic Reed-Solomon (RS) coding scheme is
one of them [7].

In this study, a security enhancing method for wireless
packet communication is proposed. This study was in part
presented at [8], [9].

Secret sharing based on the (k,n) threshold scheme
and physical layer security based on precoded multi-antenna
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transmission are used to exchange the secret encryption key.
Secret sharing scheme based on RS codes is used, since the
RS encoder and decoder, which are implemented for error
correction encoding and decoding at the transmitter and the
receiver in the packet communication system, can also be
used to implement the processing for secret sharing. In the
proposed method, the secret information is the key used to
encrypt the payload data of the packets. The secret informa-
tion is divided into n shares based on secret sharing using
the (k, n) threshold scheme, and the n shares are located in
the n packet headers. The secret information is exchanged
periodically. Each packet is transmitted toward the terminal
from the base station under protection by the physical layer
security scheme based on precoded transmission. To recover
the secret information, at least k£ shares must be known. The
physical layer security scheme yields favorable channel con-
ditions at the destination so that more than k shares are re-
ceived without error at the destination and less than k — 1
shares are received without error at the eavesdropper.

Furthermore, a method to yield a more favorable condi-
tion for recovering the secret information at the destination
is proposed by using secret sharing with the (k, n) threshold
scheme based on systematic RS codes, in which k — 1 shares
are arbitrarily decided and are independent of the secret in-
formation [10], [11]. Their k — 1 shares are set to the desti-
nation terminal as the identification information to identify
the destination terminal and they are fixed and not transmit-
ted, since they are previously determined. The remaining
n—k+ 1 shares are located at the n—k+ 1 packet headers and
they are exchanged periodically. For the destination termi-
nal to recover the secret information, at least 1 share among
the n — k + 1 transmitted shares must be received without
error. On the other hand, for an eavesdropper terminal to
recover the secret information, at least k shares among the
n —k + 1 transmitted shares must be received without error.
The proposed method, which uses secret sharing of the (k, n)
threshold scheme based on systematic RS codes as well as
the physical layer security scheme based on precoding, fa-
vors the destination terminal over the eavesdropper terminal
for recovery of the secret information.

This study considers the system performance in detail
by adding the following considerations to our studies pre-
sented at [8], [9]. The computer simulation includes the
evaluation on the condition that the channel matrix for the
destination terminal and that for the eavesdropper termi-
nal, which depend on a correlation coefficient, are corre-
lated. And the effect of increasing the number of antennas
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are considered by evaluating the system performance for a
two-antenna model and for a three-antenna model.

Physical layer security using multi-antenna transmis-
sion based on precoding is described in Sect. 2, (k, n) thresh-
old secret sharing is described in Sect. 3, and secret sharing
based on systematic RS codes is described in Sect.4. The
proposed security method for wireless packet communica-
tion is described in Sect. 5, and evaluation results are given
in Sect. 6.

2. Physical Layer Security

Wireless communications are vulnerable to eavesdropping
from unauthorized terminals. Physical layer methods to
secure the wireless systems support the security protocols
in the upper layers in the network protocol stack [3], [4].
Figure 1 illustrates a wireless system which consists of the
base station and the terminals. An information message is
transmitted from the base station to the destination terminal.
Physical layer security methods yield more favorable chan-
nel conditions for the destination than the eavesdropper.

Two-antenna transmission is a basic technique to im-
plement physical layer security. The transmitted signal sym-
bols for antennas 0 and 1 are defined as uy and u;, the re-
ceived signal symbols for antennas O and 1 are defined as
vy and vy, and additive white Gaussian noise (AWGN) sym-
bols are given by wy and w;, respectively. We also define
U = (up u)", V= (vpv1)" and W = (wy w;)”. The channel
inputs and the outputs are related as

V=HU+W, (1)
hoo Ao

H = s 2

( hoi  hi ) @

where H is the channel matrix for flat fading. This relation
is illustrated in Fig. 2.

The matrix P diagonalizing H" H yields the matrix de-
composition of

(A O\ _ _w,m
A_(O /ll)_PHHP. 3)

We define the transmission signal vector X = (xg x;)” and
the receive signal vector ¥ = (y y1)7. We also define

U = PX, 4
Y = PPHTY, (5)

The procedure is illustrated in Fig.3. Then the following

Base
station

terminal) Channel matrix

Fig.1  Wireless system with destination and eavesdropper terminals.
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relation is obtained.
Y = PHHAY
= PPHHY(HU + W)
= PPHYHPX + PEHEW
= AX + PPHW (6)

If the AWGN terms are neglected, the following equa-
tion represents the parallel data transmission.

[y ) [4A O X0\ _
()= (6 A8 ) o

This scheme is called eigen-mode transmission. It is as-
sumed that both the transmitter and the receiver know the
channel matrix H, and H is perfectly estimated. The infor-
mation of the channel matrix H is shared with the base sta-
tion and the destination terminal, and matrix P is also shared
with them. This technique is implemented for time division
duplex (TDD) transmission between the base station and the
terminal as an example. The up-link transmission and the
down-link transmission of the TDD use the same channel
and the base station and the terminal can estimate the chan-
nel matrix from each received signal.

This transmission technique is used to implement phys-
ical layer security. The transmitter of the base station trans-
mits U = PX, and receiver of the destination terminal re-
ceives V = HU if the AWGN terms are neglected. The
calculation of

Y = PPHAV = PPHYHPX = AX (8)

outputs the signals without interference.
The channel matrix between the base station and the
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Fig.2  Configuration of transmission with two transmitting antennas and

two receiving antennas (two-antenna model).
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Fig.3  Eigen-mode transmission using precoding for two-antenna model.
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eavesdropper terminal is defined as G. Unless G = H, the
eavesdropper terminal receives the signals from the base sta-
tion with interference. The quality of these received signals
is severely degraded, and eavesdropping is suppressed.

This scheme is expanded to three-antenna transmission
which includes three transmit antennas and three receive an-
tennas. The channel matrix is given by

hoo  hio  hao
H=| hot hu hy |. &)
hoo  hia  hp

3. Secret Sharing

Secret sharing using the (k, n) threshold scheme is a method
in which secret information s is divided into n shares and
is reconstructed from any & shares, but no knowledge of the
secret information can be obtained from k — 1 shares [5].

In the case of a (3, 5) threshold scheme, s is divided into
five shares (ay, ai, az, a3, as), and the shares are assigned to
User 0, User 1, User 2, User 3 and User 4, respectively. The
shares are set so that s can be reconstructed from any three
shares of three users. The reconstruction is implemented by
polynomial interpolation [6].

The (k, n) threshold scheme is also implemented by RS
codes [7]. Nonzero elements of a finite field GF(r) with r
elements are defined as (ag,a;, -, a,—2). In k words of
A = (ag,ay,---,ar_1), a; € GF(r), let ay be secret infor-
mation and ay, as, - --,a,-; be random information. The &
words are encoded into a codeword C = (cg, ¢y, -+, C,—2) by
calculating

aja'.]. (10)

Ci = i

k=1
J=0
Ifn=r-1,thenc;fori =0,1,---,n— 1 are the n shares.
This calculation scheme is non-systematic (n, k) RS encod-
ing, The n — k erasure words are reconstructed by erasure
decoding. If at least k shares exist, the n shares are recon-
structed. The calculation of

s=ay=— ci (11

yields the secret information s.

As an example, the construction of shares for the (3, 5)
threshold scheme using non-systematic (5,3) RS encoding
is illustrated in Fig. 4. Since the shares are constructed by
non-systematic RS encoding, all the shares depend on the
secret information s.

4. Secret Sharing Method Using Systematic RS Codes

One of the authors has proposed the (k, n) threshold scheme
implemented by the systematic RS codes [10], [11].

Let k words be (ag,ay,---,ar-1), a; € GF(r) fori =
0,1,---,k—1. Among them, (ag, ay, - - -, ax—») are randomly
set in GF(r), and the secret information is s € GF(r). Then
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Fig.4 (3,5) threshold scheme using non-systematic (5, 3) RS codes.
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Fig.5 (3,5) threshold scheme using systematic (5, 3) RS codes.

ay—1 is calculated by

k=2
Aj—1 =S+Za,’. (12)
i=0
By using the k words of (ag,ai,:--,ar-1) as the informa-

tion words for the systematic (n,k) RS codes, the n — k
check words are calculated. Combining the k informa-
tion words and the n — k check words forms codeword
C = (co,c1,+,Cn1) Of (n,k) RS codes, where a; = ¢; for
i=0,1,---k— 1. These words are the generated n shares.
If at least k shares are given, the n shares are recon-
structed by (n, k) RS decoding, and s is calculated by

>~

-1
s= ) a. 13)

i

Il
(=]

Since the shares are constructed by systematic RS encoding,
the arbitrarily decided k — 1 words of (ag,a, -, ar-») are
equal to the k — 1 shares. And the remaining n — k + 1 shares
depend on the secret information s.

As an example, the construction of the shares for the
(3, 5) threshold scheme using systematic (5, 3) RS encoding
is illustrated in Fig.5. In the case of (5,3) RS codes over
GF(2%) for n = 5 and k = 3, the polynomial

G(x) = (x — a)(x — @) (14)

is used, where « is the root of x> + x + 1 = 0.

The secret information s is an element of GF(2%), and
the two words of (ag, a;) is randomly determined in GF(2%).
Then a; is calculated by

a = s+ap+a. (15)
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By using the three words of (ay,a;,az) as the informa-
tion words of systematic (5,3) RS encoding, the two check
words are calculated. Combining the three information
words and the two check words forms the codeword C =
(cosc1,- -+, c6), where each c¢; corresponds to the share of
(5, 3) threshold scheme fori =0,1,---,6.

Since the shares are constructed by systematic RS
encoding, the arbitrarily decided &k — 1 words of (a,
ai,---,ai—) are equal to the k — 1 shares. And the remain-
ing n — k + 1 shares depend on the secret information s. Se-
cret sharing based on systematic RS codes has a favorable
property to implement the proposed method 2 for the packet
communication shown in the next section.

5. Proposed Communication System

To enhance the security of the wireless packet communica-
tion system, methods combining the precoded multi-antenna
transmission technique and the secret sharing (k, n) thresh-
old technique are proposed. These techniques exchange the
secret key for encryption. The information stored in the
payload of the packet is encrypted, and its encryption key
is the secret information s to be shared. Method 1 uses
non-systematic RS codes and method 2 uses systematic RS
codes.

5.1 Method 1

The secret information s is divided into n shares of
Co,C1.+*+,Cy—1 by the (k,n) threshold scheme using non-
systematic RS encoding. Each share is stored in the header
of the packet, and s is exchanged every n packets. Figure 6
illustrates an example using the (3, 5) threshold scheme. The
first secret information sq is divided into five shares, which
are Share 0, Share 1, ---, Share 4. In Fig.6, Hd is the
header of the packet, and each share is stored in each header.
The second secret information s, is divided into five shares,

Secret information s0 for payload encryption

(3, 5) secret sharing
* Share 0 * Share 1 * Share 2 * Share 3 * Share 4

Hd| Payload | |Hd| Payload | |Hd| Payload | |Hd] Payload| |Hd| Payload
0 0 1 1 2 2 3 3 4 4

Packet 0 Packet1 Packet2 Packet3 Packet4

Secret information s1 for payload encryption

(3, 5) secret sharing
* Share 5 * Share 6 * Share 7 * Share 8 * Share 9

Hd| Payload | |Hd| Payload| |Hd]Payload| |Hd| Payload| |Hd| Payload
5 5 6 6 7 7 8 8 9 9

Packet 5 Packet 6 Packet7 Packet8 Packet9

Fig.6  Packet construction in the proposed method.

833

which are Share 5, Share 6, - - -, Share 9, and each share is
stored in each header.

The packets are transmitted from the base station to the
destination terminal based on the precoded multi-antenna
technique. The transmission technique is required to yield
channel conditions so that the secret information is com-
pletely recovered by the destination terminal and is not re-
covered by the eavesdropper at all. The required channel
conditions are as follows:

Condition 1 The destination terminal has favorable chan-
nel conditions such that more than k shares among the
n shares are received without error.

Condition 2 The eavesdropper terminal has poor channel
conditions such that less than k — 1 shares among the n
shares are received without error.

Figure 7 illustrates an example of using the (3, 5) threshold
scheme based on non-systematic (5,3) RS codes for k = 3
andn = 5.

For the destination terminal to recover the secret infor-
mation, at least 3 (= k) shares among the 5 (= n) shares are
required to be received without error. For the eavesdropper
terminal to recover the secret information, the same require-
ment applies. So, the destination and the eavesdropper have
the same recovery performance for H = G.

5.2 Method 2

The secret information s is divided into n shares of
Co,C1.*,Cy—1 by the (k, n) threshold scheme using system-
atic RS encoding [10], [11].

This scheme has the advantage that k — 1 shares

co,C1.- -+, Cr—2 are arbitrarily determined to be independent
of secret information s. Among these k — 1 shares, m shares
(m < k-1)of cg,cy. -+, are used as fixed identifica-

tion information and have been previously shared with the
base station and the destination terminal so that the destina-
tion is identified as the authorized terminal. Therefore the
base station transmits n — m shares of ¢,,_», ¢k, -+, c,—1 and
each share is stored in the header of each packet, and s is
exchanged every n — m packets. The packets are transmit-
ted from the base station to the destination terminal based
on the precoded multi-antenna technique. The transmission
technique is required to yield channel conditions so that the
secret information is completely recovered by the destina-
tion terminal and is not recovered by the eavesdropper at
all. The required channel conditions are as follows:

Share 0 —» To recover s

Sharel —» Packet 1| Destination

needs
Share2 — [nq|Packet 2|

3 shares
K
Share3 —» m Packet 3| Eavesdropper

needs
Share4 —» H Packet 4

3 shares
Fig.7 Method 1 using non-systematic (5, 3) RS codes.

Secret
information
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Share 0 Destination ¢ recover s
:I— knows
Share 1 i Destination
Secret previously e
information Share2 —» m Packet 2 1 share

s
Share3 —» Packet3 Eavesdropper

needs
Share4 —» H 3 shares

Fig.8 Method 2 using systematic (5, 3) RS codes.

Condition 1 The destination terminal has favorable chan-
nel conditions such that more than k — m shares among
the n — m shares are received without error.

Condition 2 The eavesdropper terminal has poor channel
conditions such that less than k — 1 shares among the
n — m shares are received without error.

Figure 8 illustrates an example of using the (3, 5) threshold
scheme based on systematic (5,3) RS codes fork =3,n =5
and m = 2.

For the destination terminal to recover the secret infor-
mation, at least 1 (= k — m) share among the 3 (= n — m)
shares must be received without error, since the 2 (= m)
shares are previously known.

On the other hand, for the eavesdropper terminal to re-
cover the secret information, 3 (= k) shares among the 3
(= n — m) shares must be received without error.

For H # G and H = G, method 2 yields more favorable
channel conditions for the destination than for the eaves-
dropper. Then the requirements of precoded multi-antenna
transmission can be reduced.

6. Evaluations
6.1 Numerical Analysis

The proposed system consists of a combination of secret
sharing and physical layer security. However, in this numer-
ical analysis, only secret sharing is considered. The results
show the security performance required for physical layer
secrecy.

Let e be the random bit error rate (BER) of the received
share and / be number of bits containing in one share. Then
the share error rate &, by which the share is erroneously re-
ceived, is given by £ = 1 — (1 —e)’.

Method 1

In the case of the (k,n) threshold scheme based on non-
systematic RS codes, each P;;, which is the secret infor-
mation recovery rate for the destination and P,;, which is
the secret information recovery rate for the eavesdropper,
are given by

n

Py = P = ) ,Cill = &)™, (16)
i=k

This equation shows the rate at which more than k shares
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Fig.9 Relation between the share error rate and the secret information
recovery rate for method 1 based on non-systematic RS codes (k = 8, n =
16).

among the n shares are received without error.
Method 2

In the case of the (k, n) threshold scheme based on system-
atic RS codes, k — m shares contain the identification infor-
mation for the destination terminal and are shared with the
base station and the destination terminal, and n — m shares
are transmitted.

P, which is the recovery rate of s for the destination,
is given by

n—-m

Pp= Y wnCil - (17)

i=k—m

This equation shows the rate at which more than k—m shares
among the n — m shares are received without error.

P.», which is the recovery rate of s for the eavesdrop-
per, is given by

n—m

Po= ) unCill — )& (18)
i=k

This equation shows the rate at which more than k shares
among the n — m shares are received without error.

The numerical analysis results are shown for k = 8
and n = 16 under the assumption that the (8, 16) threshold
scheme is based on shortened (16, 8) RS codes over GF(28).

Figure 9 illustrates the relation between the share er-
ror rate and the secret information recovery rate in the case
of method 1 based on non-systematic RS codes. The des-
tination and the eavesdropper have the same characteristics.
Therefore, physical layer security is essential to suppress the
eavesdropping.

Figure 10 illustrates the relation between the share er-
ror rate and the secret information recovery rate in the case
of method 2 based on systematic RS codes for m = 4. Fig-
ure 11 illustrates the relation in the case of method 2 based
on systematic RS codes for m = 7.
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Fig.10  Relation between the share error rate of the received share and
the secret information recovery rate for method 2 based on systematic RS
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Fig.11  Relation between the share error rate of the received share and
the secret information recovery rate for method 2 based on systematic RS
codes (k=8,n=16,m =17).

The destination must receive at least 4 (= k —m) shares
without error to recover the secret information among the
received 12 (= n—m) shares for m = 4, and must also receive
at least 1 (= k —m) shares without error to recover the secret
information among the received 9 (= n—m) shares form = 7.
On the other hand, the eavesdropper must receive at least 8
(= k) shares without error among the received 12 shares for
m = 4 and among the received 9 shares for m = 7.

Method 2 yields better conditions at the destination ter-
minal than at the eavesdropper terminal, Therefore, the re-
quirements of physical layer security can be reduced for the
destination terminal.

6.2 Simulation
In the simulation, (8, 16) threshold scheme (k = 8,n = 16)

based on the shortened (16, 8) RS codes over GF(28) is as-
sumed. The transmitted bits are mapped to the transmit sym-
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bols of 16-QAM (Quadrature Amplitude Modulation).

The two-antenna model and the three-antenna model
are evaluated under the AWGN environments. For the L-
antenna model (L = 2 and 3), the signals transmitted from
the L transmitting antennas of the base station are received
by the L receiving antennas of the destination terminal based
on the precoded L-antenna system. The signals are assumed
to be received by the L receiving antennas of the eavesdrop-
per terminal. Average power of the signal that is output on
the channel is 1, by setting the average output power of each
transmitting antenna to 1/L.

The channel coefficients between the base station and
the destination terminal are defined as &;; (i, j = 0,- - -, L-1).
Each coefficient is ideally estimated and shared between the
base station and the destination terminal. By assuming a
block fading model, each coefficient is constant during one
packet transmission. Its real and imaginary parts are given
by zero mean Gaussian random variables with a variance of
0.5[12], [13].

The channel coeflicients between the base station and
the eavesdropper terminal are defined as g;; (i, j = 0,---, L—
1). In the case of g;; and h;; (i, j = 0,---, L — 1) having no
correlation, the eavesdropper terminal recovered no secret
information in the simulation.

Then we show the simulation results in the case of g;;
and h;; (i, j = 0,---,L — 1) having a correlation. The dif-
ference between g;; and h;; (i, j = 0,---, L — 1) depends on
their correlation, which is given by the Gaussian complex
random variables in the simulations.

The correlation coefficient between variables (xp,
X2, Xy) and (y1, Y2, - -+, Ya) is given by

_ Y (i = D — §)
VO Gi = D, Wi - 05

where ¥ and 7 are the mean values of the variables. In gen-
eral, the system has a strong correlation for p > 0.7. Fig-
ure 12 illustrates the relation between h;; and g;;.

P 19)
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The simulation results for the two-antenna model are
illustrated in Figs. 13, 14 and 15. Figure 13 illustrates the
relation between the secret information recovery rate and
the signal to noise ratio (SNR) for method 1 (k = 8 and
n = 16). For smaller p, the recovery rate for the eavesdrop-
per terminal is inferior to that for the destination terminal.
Figure 14 illustrates the secret information recovery rate for
method 2 (k = 8, n = 16 and m = 4). The eavesdropper ter-
minal recovers no secret information for p = 0.8. Figure 15
illustrates the secret information recovery rate for method 2
(k =8,n =16 and m = 7). The eavesdropper terminal also
recovers no secret information for p = 0.85.

The simulation results for the three-antenna model are
illustrated in Figs. 16, 17 and 18. Figure 16 illustrates the
secret information recovery rate for method 1 (k = 8 and
n = 16). Figure 17 illustrates the secret information recov-
ery rate for method 2 (k = 8, n = 16 and m = 4), and
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Fig.13  Relation between the SNR and the secret information recovery

rate for method 1 (k = 8, n = 16, two-antenna model).
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Fig. 18 illustrates that for method 2 (k = 8, n = 16 and
m = 7). Comparing the characteristics of the three-antenna
model with those of the two-antenna model, the eavesdrop-
per terminal for the three-antenna model has the poor secret
information recovery rate, since the coefficient g;;, which
deviates from #;;, tends to occur as the number of antennas
increases.

By selecting smaller k or larger n, the destination ter-
minal and the eavesdropper terminal tend to recover the se-
cret information owing to the property of secret sharing.
To avoid eavesdropping, the physical layer security perfor-
mance is required to be improved by increasing the number
of antennas (L) at the expense of implementation complex-
ity. For method 2, the requirement of the physical layer se-
curity for the destination terminal is reduced by selecting
larger m.
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Fig.15 Relation between the SNR and the secret information recovery

rate for method 2 (k = 8, n = 16, m = 7, two-antenna model).
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Fig.17  Relation between the SNR and the secret information recovery
rate for method 2 (k = 8, n = 16, m = 4, three-antenna model).
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Fig.18  Relation between the SNR and the secret information recovery
rate for method 2 (k = 8, n = 16, m = 7, three-antenna model).

7. Conclusion

We proposed a security enhancing method for wireless com-
munications. The method uses secret sharing and physical
layer security to exchange the secret encryption key. The
physical layer security method yields more favorable secret
information recovery conditions for the destination termi-
nal than for the eavesdropper terminal. Method 1 is imple-
mented using a (k, n) threshold secret sharing scheme, such
as a scheme with non-systematic RS codes. Method 2 is im-
plemented using a (k, n) threshold scheme with systematic
RS codes, and it attains a higher information recovery rate
that reduces the requirements of physical layer security.
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