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SUMMARY In this study, an anonymization infrastructure for the sec-
ondary use of data is proposed. The proposed infrastructure can publish
data that includes privacy information while preserving the privacy by using
anonymization techniques. The infrastructure considers a situation where
ill-motivated users redistribute the data without authorization. Therefore,
we propose a watermarking method for anonymized data to solve this prob-
lem. The proposed method is implemented, and the proposed method’s
tolerance against attacks is evaluated.
key words: anonymization, distortion attack, turbo code, watermarking

1. Introduction

Linked Open Data is structured data that is openly published
and can be interlinked with other data as a means to pur-
posefully use the data. For instance, LinkData [1] provides a
website where users can upload data as well as applications
that use the uploaded data. Another example is a website
where the United States publishes statistical data regarding
companies [2] where users can access the data and then cre-
ate and upload applications that use the data. This data usage
is called secondary use.

Although these websites deal with public data, datasets
such as activity history of customers and medical data are
also valuable sources of secondary use of data. For ex-
ample, the visitors’ activity at a shopping mall may be ef-
fectively used for marketing purposes to increase the cus-
tomers’ shopping activities at the mall. However, despite
the usability of the data, it must not be used as secondary
data without addressing privacy protections since the data
may contain privacy information.

Privacy-Preserving Data Publishing (PPDP) has been
proposed [3] to solve this problem. It allows for the pub-
lishing of data while protecting the personal information in-
cluded in the data. PPDP methods primarily consist of per-
turbation, homomorphic encryption, and anonymization of
the data. Perturbation techniques add noise to the data val-
ues before the data is published [4], [5]. Users can use the
data by estimating the original value while the users cannot
know the true value.

A PPDP technique, categorized under homomorphic
encryption, is useful for surrogating calculations of un-
trusted entities while protecting privacy, because it encrypts
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not only the network communication but also the contents of
the calculations, such as the input data, the output data, and
the calculation procedures [6], [7]. Although homomorphic
encryption is well suited for data publishing for surrogating
calculations, it is not suited for other purposes such as data
sharing. On the other hand, the technique of anonymiza-
tion abstracts values in the data in order to eliminate records
that contains unique values by deleting items that directly
express privacy information, such as a user ID [8], [9]. The
objective of the abstraction is to eliminate data that may be
regarded as private information when combined with other
data. The abstraction technique attempts to protect private
information from attacks that try to identify a record regard-
ing a specific person. Metrics exist that express the pri-
vacy protection level of anonymization. For instance, the
k-anonymity metric indicates how many records contain the
same combination of values in the anonymized data by fo-
cusing on the abstracted items [10], [11].

Perturbation can be regarded as another method for
anonymization. However, the perturbation is easier than
anonymization in watermarking and less suitable than
anonymization in some cases, e.g., in cases where users
need true data values even if values are abstracted. Our
previous work introduces an infrastructure for PPDP using
anonymization [12] that consists of four agencies: a man-
ager of the provided data, a manager of constraints regarding
data sharing, a data publisher publishing anonymized data,
and a manager of the previously published anonymized data.
The infrastructure allows data users to acquire anonymized
data by requesting requirements of data entries and privacy
protection levels. Request constraints are defined by the data
provider and are published with the data property by the
infrastructure in advance. The infrastructure has a special
anonymization procedure that refers previously published
data. Such procedure prevents attacks that spoil the privacy
protection by aggregating previously published data.

However, the proposed infrastructure in [12] still has
a problem when it comes to the illegal republishing of
data. The infrastructure provides the same data to some
data users when the users request the same requirements
to the infrastructure, and some of the users may republish
the anonymized data without the permission of the data
providers. In this case, the illegal data user should be identi-
fied when the illegally published data is accessed. This will
act as a deterrent to illegal republication. To identify illegal
data republication, anonymized data should provide the in-
formation pertaining the official user of the data. Therefore,
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published data should be unique regarding its data users.
Watermarking is well suited for this purpose. Watermark-
ing adds a watermark into the data by modifying the values
of the data to identify the users who published the data. In
the watermarking research domain, multimedia data such as
audio data, picture data, video data, and text data are popular
targets for watermarking [13], [14]. Despite the availability
of watermarking, the conventional watermarking methods
are not appropriate for use with anonymized data because
they change the anonymization level and degrades the use-
fulness of the data.

Moreover, the type of the anonymized data we are ad-
dressing is different from multimedia data. Multimedia data
allows us to watermark information sequentially, because
the data comprises ordered information, such as the elapsed
time of the audio or video data. In addition, multimedia data
does not negatively influence the quality of the data when
modified, given that multimedia data has data redundancy.
Data such as audio data has high-frequency components that
humans cannot hear. In contrast to multimedia data, records
in anonymized data do not have a sequence, and their val-
ues do not have suitable positions for modification by wa-
termarking.

Another issue is the revealing of watermarks, which is
a common problem faced by all watermarking techniques.
Revealing may occur when several anonymized datasets are
generated and published from the same original data. Wa-
termarking for anonymized data has to be tolerant of a mod-
ification that reveals the watermarks while simultaneously
preventing the degradation of the anonymization level.

The contribution of this study is the proposal of novel
watermarking method for anonymized data. As the specifi-
cation of the proposed method, it is tolerant against out-of-
order data sets and degradation of the anonymization level.
We also evaluate the proposed method to assess its robust-
ness against attacks.

2. Related Techniques

The proposed watermarking method utilizes several error
correction techniques in conjunction with cryptography.
This section describes the combined techniques.

2.1 Advanced Encryption Standard

The Advanced Encryption Standard (AES) is a symmetric-
key encryption method, and is a type of block cipher. Sym-
metric key encryption uses one secret key for both the en-
cryption and decryption processes. The block cipher en-
crypts plaintext at intervals of several bits. Each interval is
called a block; the general block length of AES is 128 bits.
The length of a ciphertext is a multiple number of the block
length.

AES outputs ciphertext that is generated from multiple
blocks when the length of the plaintext is longer than the
block length. The blocks should not be isolated by the en-
cryption process in order to prevent attacks that replace parts

of the ciphertext to modify its plaintext. In addition, the
key for encryption should be changed with every block en-
crypted; otherwise attackers would be able to read the plain-
text from a ciphertext without decryption. In other words,
a block of ciphertext will show the same block of plaintext
when the same key is used for the encryption. Several ways
to connect blocks have been proposed to solve these prob-
lems. Cipher Block Chaining (CBC) mode and CounTeR
(CTR) mode are recommended by Ferguson et al. [15]. One
of the differences between CBC mode and CTR mode is the
influence on neighboring blocks when a part of ciphertext
is flipped from 0 to 1 and vice versa (bit flipping). In CBC
mode, when a bit in a block gets flipped, it affects the block
and its two neighboring blocks which prevents them to pro-
vide the correct decryption result. In contrast, bit flipping in
CTR mode only affects a single block.

Cryptography techniques should not give attackers in-
formation that facilitates their attacks, such as information
that comes from the imbalance of the bits in the ciphertexts.
Therefore, bits in ciphertexts should be well balanced. Ac-
cording to Matsuoka et al., the number of bits that express
‘1’ is 50% in the ciphertext of AES [16]. The study shows
that bits in the ciphertext of AES are well balanced.

2.2 Turbo Code

Error-correction code enables one to recover the correct bit
string, even when the bit string contains flipped bits, by
adding a string of parity bits into the original bit string.
Turbo code is one of the error-correction codes whose trans-
mission efficiency is regarded to be among the most efficient
in the data transmission domain. In other words, turbo code
requires shorter bit lengths to encode a bit string in order
to achieve the same error-correction ability as other error-
correction code methods. In the encoding process, the turbo
code first interleaves the input data string, generating two
parity bit strings from the original data string and the inter-
leaved string using an internal encoder. Next, the generated
strings are decimated alternately in order to reduce the total
length of the two strings by half (the puncturing process).
Although the puncturing process is irreversible, it is effec-
tive in reducing the length of a bit string that results from
the encoding. Finally, the punctured parity bit string is con-
nected to the original bit string.

In the decoding process, the turbo code attempts to ob-
tain the decoded result by repeatedly running an internal de-
coder. The Soft Output Viterbi Algorithm (SOVA) [17] is
one such process algorithm. In this algorithm, a data string
and a parity bit sting are used for each running process. In
addition, a decoded result outputted from the previous run-
ning process is also inputted into the next running process.
Prior to the decoding process, an encoded bit string is di-
vided into a data string and a parity bit string. The two par-
ity bit strings that were punctured during the encoding pro-
cess are recovered from the parity bit string of the encoded
bit string by using the mean values of ‘0’ and ‘1’ instead
of the bits omitted during the puncturing process. For each
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running process of the internal decoder, non-interleaved and
interleaved data strings are used alternatively. The previous
decoded result is also interleaved or de-interleaved before
the next running process using the data string. The recov-
ered parity bit string is selected according to the condition
whether the data string is interleaved or not. The final de-
coding result will be completed by the iteration of the inter-
nal decoding.

2.3 Gray Code Converter

Gray code converts data values to make all Hamming dis-
tances of neighboring values equal to 1. Generally, when the
Hamming distance is small, a value that includes a flipped
bit expressing a similar value to the original value. There-
fore, using gray code with error-correction code enhances
the error-correction ability of the code.

3. Proposed Watermarking Method

3.1 Features of the Proposed Method

In this study, we assume that the proposed watermarking
method is used to identify the person who republished the
anonymized data without authorization. The watermark-
ing method should allow only authorized people to access
the watermarked information (access control). Also, water-
marked information should be able to be extracted even if
the anonymized data containing that watermarked informa-
tion is modified (robustness). Moreover, the proposed wa-
termarking method should include protection from attacks
where multiple malicious data users attempt to extract wa-
termarked information by comparing the anonymized data
received by each of the data users (a collusion attack).

The proposed watermarking method uses AES for ac-
cess control. Watermarked information is encrypted by AES
before being watermarked. Access control can be achieved
because only the people who are authorized to access the
watermarked information know the secret key of the encryp-
tion.

Use of AES is also effective to protect against collu-
sion attacks. Attackers in collusion attacks attempt to ex-
tract watermarked information by comparing multiple in-
stances of the published anonymized data. Even when the
proposed watermarking method expresses the watermarked
information in the form of binary data, when the values of
the anonymized data are modified, attackers cannot iden-
tify whether the differences express ‘0’ or ‘1’ from a sta-
tistical point of view if the probability of occurrence of ‘0’
and ‘1’ in the binary data is the same. As we mentioned
in Sect. 2.1, the probability is the same in AES ciphertexts.
Therefore, the proposed watermarking method can protect
watermarked information from collusion attacks.

The proposed watermarking method should also con-
sider another type of attack whereby attackers try to delete
or degrade the watermarked information by changing the

values of published data (a distortion attack). Distortion at-
tacks can be treated as noise addition to the data. In this
paper, we use turbo code to protect watermarks from dis-
tortion attacks, since the length of the parity bit string that
the code requires is shorter than other error-correction code
techniques. Given that the degree of modification for wa-
termarking is proportional to the length of the watermarked
bit string, using turbo code is one of the best approaches to
minimize degradation of the value of the anonymized data
resulting from watermarking. The proposed watermarking
method encodes information that will be watermarked into
anonymized data after AES encryption. In addition, we con-
vert the encoded information using a gray code converter in
order to enhance the error-correction ability of turbo code.

3.2 Entire Flow of the Proposed Method

Figure 1 illustrates the entire flow of the proposed water-
marking method. The upper side and the bottom side of
the figure show the watermarking and extracting flows, re-
spectively. In the watermarking flow, a plaintext is first en-
crypted to a ciphertext by AES with the block length of the
encryption being 128 bits. Next, the ciphertext is encoded
by the turbo code. The encoding adds a parity bit string
whose length is same as the ciphertext. Finally, the encoded
bit string is watermarked to the anonymized data by modi-
fying the values of that data. The encoded bit string is con-
verted into gray code just before the modification.

In the extracting flow, the proposed watermarking
method first extracts a bit string from the anonymized data
that has been republished without authorization. The extrac-
tion involves the inverse conversion of the gray code. Next,
the extracted bit string is decoded by the turbo code, and
finally the decoded string is decrypted by AES. In the pro-
posed watermarking method, CTR mode is selected for use
by AES since the influence of distortion attacks is small.

We implemented a systematic convolutional code as
the internal encoder of the turbo code. The code holds a
current state and decides the next state according to an in-
put bit and the current state. A parity bit is output when the
state changes. Figure 2 shows a trellis diagram of the imple-
mented code. The initial state is S1. When a bit string ‘011’
is input, ‘010’ is output as a parity bit string while its state
changes from S1 to S2 via S3. The implemented turbo code
used SOVA for the decoding process.

Figure 3 illustrates the interleaving process that we im-
plemented for the turbo code. The interleaver divides an
input bit string into parts at 3-bit intervals. The parts of the
bit string are arranged in row directions. An interleaved bit
string is created by joining the arranged parts along the col-
umn direction. The reverse process of the interleaving was
also implemented as the de-interleaver.

3.3 Watermarking Process of the Proposed Method

In the proposed watermarking method, the process that wa-
termarks the information into anonymized data consists of
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Fig. 1 Entire flow of the proposed watermarking method

Fig. 2 Trellis diagram of systematic convolutional code

Fig. 3 Interleaving process of implemented interleaver

two sub-processes: a grouping process and a modification
process of anonymized values. The grouping process first
sorts records of anonymized data and then makes record
groups so that each group includes all records that have
the same values of the sorted items. The grouping process
was implemented in order to watermark information sequen-
tially, otherwise the sequential order for the watermarking
would be broken by changing the order of the records, since
anonymized data includes records that have the same values
for privacy protection.

In the modification process, values are modified to ex-
press the watermarked information. The number of modi-

Table 1 Example data table after grouping process

Table 2 Example data table after modification process

fied records in each record group expresses the watermarked
information. Each record group expresses a part of the in-
formation when the information is larger than the number of
records in the record group because the bit length of the part
is as large as the largest the record group can express.

Table 1 illustrates an example of an anonymized data
table after the grouping process. The example table shows
the degree of congestion of rooms classified as north, south,
east, and west. In the table, records are sorted by “Time
Slot” item, and then divided into two groups, G1 and G2.
Table 2 is an example of an anonymized data table after the
modification process when the watermarked information is
‘1011’ in binary format. In this example, “Area” is set to a
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target item of the modification and the modified values are
underlined. In Table 2, G1 expresses the first bit from the
left side of the watermarked information since the number
of records in G1 is one. The value of the left most bit is ‘1’.
One record in G1 has been modified, because the value ‘1’
converted by the gray code is ‘1’. G2 can be expressed as
any value from 0 to 7 by the watermarking method, since it
has 7 records. Therefore, G2 supports 3-bit bit strings. A
part of the information that has not yet been watermarked
is ‘011’ where the converted value of ‘011’ is ‘010’. Since
the decimal format of ‘010’ is ‘2’, two of the records in G2
have been modified. The modification process degrades the
value of the data due to the abstraction of the watermarking
process. The modification process does not modify records
repeatedly in order to minimize the degradation.

In this study, we implemented four abstraction meth-
ods to modify the values of the anonymized data while pre-
venting any additional leaks of privacy information. The
first method is named “masking method” which replaces
a part of a value to a wildcard character ‘*’. The second
method is named “extension method” which adds candi-
dates of a part of a value. For instance, “Hoge city” can
be modified to “Hoge or Foo city” by the extension method.
The third method is named “replacing method” which re-
places a part of a value to a candidate of the value. The last
method is named “arranging method” which changes the or-
der of a part of a value that has multiple candidates. Wa-
termarked information can be extracted from watermarked
anonymized data by comparing it with non-watermarked
anonymized data, which is called the comparison process.
In this process, the number of anonymized records used in
the watermarking process are counted in each record group.
The sequence of the number denotes the watermarked bit
string that is encrypted by AES, coded by turbo code, and
converted by gray code. The extraction flow described in
Sect. 3.2 and Fig. 1 shows how the plaintext is extracted
from the watermarked bit string.

The non-watermarked anonymized data is not pub-
lished to the data users, making it impossible for the
attackers to compare watermarked and non-watermarked
anonymized data for watermark extraction. Therefore, the
only way for the attackers to extract watermarked informa-
tion is to compare multiple sets of published anonymized
data. This is called collusion attack as mentioned in
Sect. 3.1. The proposed watermarking method protects the
watermarked information from collusion attacks by using
the characteristic of the AES encryption as described in
Sect. 3.1.

4. Specification of the Implemented Turbo Code

4.1 Success Rate of Error Correction

Before evaluating the proposed watermarking method, we
measured the error correction ability of the implemented
turbo code while shifting the length of a bit string input to
the turbo code from 128 bits to 384 bits at 128-bit inter-

Fig. 4 Success rate of error correction (1)

Fig. 5 Success rate of error correction (2)

vals. The input bit strings were the ciphertext of AES using
the CTR mode, which were created by randomly generated
plaintexts, secret keys, and nonces. Figure 4 illustrates the
success rate of error corrections when some bits of input bit
strings are flipped before the decoding process of the turbo
code. The flipping rate against the input bit string was set
from 1/256 to 1 while the decoding process was executed
twenty times for each flipping rate. The internal decoder ran
up to one thousand times for the each decoding process. The
iteration of the internal decoding process was a bottleneck
in terms of the decoding processing time. To reduce the in-
fluence of the bottleneck, the iteration was aborted when the
internal decoder output the same result for four times in a
row.

Figure 4 shows that the success rate is greater than 80%
when the flipping rate was 1/16 or smaller, and 0% when the
flipping rate was 1/8 or larger. Figure 5 shows another re-
sult of the measurement with the same conditions as Fig. 4
except for the flipping rate of the input bit string. The flip-
ping rate was set from 1/16 to 1/8 in order to clarify the
fluctuation of the success rate using these flipping rates. In
Fig. 5, the success rate fluctuated linearly. In addition, for
most of the flipping rates, the success rate was small com-
pared to others where the input bit strings were longer than
in this case. This is because SOVA calculates the most fea-
sible path of state transition of the internal encoder at every
1 bit of the input bit string when decimating the paths in or-
der to reduce the calculation cost of the decoding process.
Therefore, the total number of the decimated paths is com-
paratively small when the length of the input bit string is
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Fig. 6 Distribution of number of decoding (128 bits)

Fig. 7 Distribution of number of decoding (256 bits)

short.

4.2 Validity of the Maximum Limit of Iteration

We measured the required number of iterations of the inter-
nal decoding to output the correct decoding result when the
length of the input bit string is 128, 256, and 384 bits in or-
der to evaluate the validity of the maximum limit of iteration
of the internal decoding process. The results are shown in
Figs. 6, 7, and 8, respectively. The number of flipped bits
was set to 23, 42, and 64 bits, respectively, such that the
success rate of the decoding process is 50% for each of the
conditions. The numbers of flipped bits measured are dis-
played in Fig. 5. For each of the three figures, the horizontal
axis indicates the number of iterations of the internal decod-
ing executed until the result of the internal decoding became
stable while the vertical axis indicates the number of the de-
coding processes. The decoding process was executed two
thousand times for each of the three measurements. Execu-
tions that failed to decode were excluded since the evalua-
tions focused on the influence of the maximum limit to the
success rate. Executions that were unstable at the maximum
limit of the iteration were also excluded as outliers. The av-
erages of the number of the iterations required were 44.41,
33.88, and 61.31, respectively.

We determined from the three measurement results that
most of the decoding processes became stable within four
hundred iterations, and the required number of iterations to
output the correct decoding result decreased exponentially
when increasing the values of the vertical axis. Therefore,
the maximum limit of the number of iterations is reasonable
when the limit is one thousand.

Fig. 8 Distribution of number of decoding (384 bits)

Table 3 Rates of incorrect aborting

4.3 Validity of Aborting Iterations of Internal Decoding

The implemented decoding process aborts the iteration of
the internal decoding process when the internal decoder out-
puts the same result four times in a row. We measured the
rate where the decoded result of the aborted decoding pro-
cess is different compared to the case when the internal de-
coding process is iterated one thousand times. The rates
were measured while shifting the flipping rate of bits of the
input bit string from 1/16 to 1/8. Table 3 shows a part of the
result of the measurement when the aborting condition is
four, six, and eight times. The rates of all the aborting con-
ditions were 0% when the flipping rate of bits was 1/16 +
4/128 or lower. According to the Table 3, the rate is small
when the aborting condition is large. When the decoded
result at abortion was different from the result after thou-
sand iterations, both results were incorrect. Therefore, we
determined that the aborting condition of the implemented
decoding process does not degrade the decoding process.

5. Evaluation

In this study, we implemented the proposed watermarking
method, executed three distortion attacks using Python 3.5,
and evaluated the proposed watermarking method tolerance
to the distortion attacks. The distortion attacks are a deleting
attack, an adding attack, and a replacing attack that respec-
tively delete, add, or replace the records of the data. These
are common types of distortion attacks in the watermarking
domain.

5.1 Tolerance against Distortion Attacks

We evaluated the tolerance to the distortion attacks of
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Fig. 9 Tolerance against deleting attack

the proposed watermarking method by attempting to ex-
tract correct watermarked information from the anonymized
data modified by the distortion attacks. Measurements for
the evaluation were executed for each abstraction method.
Anonymized data for the evaluations was generated from
the location data of bus stops published at linkdata.org [1].
The location data of a bus stop itself does not contain pri-
vacy information. However, the data has to be anonymized
if the data also indicates where passengers embarked and
disembarked. Therefore, although the location data with in-
formation of passengers is valuable for secondary use such
as for the marketing of shops along the bus line, attackers
may be able to identify personal information of a specific
passenger from the data. We set the number of records in
the anonymized data to 3,000, which is the average number
of passengers that ride on one bus in one month [18].

We measured the concordance rate of a watermarked
bit string extracted from attacked anonymized data when the
bit string is compared with the correct bit string. Figures 9,
10, and 11 display the measurement results of the tolerance
to the deleting, adding, and replacing attacks, respectively.
The vertical axes indicate the average of the concordance
rate while the measurement was executed twenty times for
each attacking rate shown in the horizontal axes. The attack-
ing rate expresses the rate of the number of records that are
deleted, added, or replaced by the distortion attacks com-
pared with the original number of records in the data. The
attacking rate was set from 5% to 95% at 5% intervals. Re-
sults of the masking method and the extension method were
the same since their comparison algorithms at the extraction
process of the watermarked information are the same. The
watermarked information was 256 bits long.

Figure 9 shows that the most tolerant methods against
the deleting attack are the masking method and the exten-
sion method when the attacking rate is 85% or smaller. Fig-
ure 10 shows that all abstraction methods except the ar-
ranging method keep the concordance rate to 96% or larger
against the adding attack. Figure 11 shows similar measure-
ment results as in Fig. 9 because their algorithms of attack
are similar. We can regard the replacing attack as a com-
bination of the deleting attack and the adding attack with
the same attack rates, and the influence of the adding attack
against this similarity is comparatively small since the pro-

Fig. 10 Tolerance against adding attack

Fig. 11 Tolerance against replacing attack

posed watermarking method is tolerant against the addition
attack except when using the arranging method.

When the attacking rate is high, the extracted bit string
consists of a large number of ‘0’s since the proposed wa-
termarking method expresses watermarked information by
the number of modified records. In addition, half of the
ciphertext of AES consists of ‘0’s. Therefore, the concor-
dance rates in the three measurement results come close to
50%. The three measurement results show that the arrang-
ing method is not tolerant to distortion attacks since its con-
cordance rate is 50%. However, this weakness can be an
advantage when the arranging method is used to detect data
modification.

5.2 Availability of the Proposed Watermarking Method in
the Proposed Infrastructure

We can assume similar situations can exist where attackers
use the same kind of distortion attacks in the infrastructure
for PPDP that we have proposed in [12]. The adding attack
can be regarded as a situation where multiple anonymized
data tables are gathered into one data table. According to the
measurement results, the proposed watermarking method
can extract at least 96% of the watermarked information
even if the anonymized data is combined with other data
whose size is 95% of the anonymized data. The deleting at-
tack can be regarded as a part of the anonymized data being
republished. In the deleting attack, the concordance rates of
the masking method and the extension attack are 50% when
the attacking rate is 70% or higher. Therefore, the proposed
watermarking method is effective in identifying whether the
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watermarking information is embedded or not if the repub-
lished data includes at least 30% of the original anonymized
data. This tolerance is sufficient because anonymized data
has no value when 70% of its records are lost.

6. Conclusion

We proposed and implemented a watermarking method for
anonymized data while assuming the proposed method is
used to identify the user that republished the anonymized
data without authorization within an infrastructure to pub-
lish anonymized data. The proposal facilitates secondary
use of data that may include privacy information by provid-
ing an approach to generate identifiable anonymized data.
The proposed watermarking method consists of AES, turbo
code, and a gray code converter to protect watermarking in-
formation from collusion attacks and distortion attacks. Ex-
perimental results showed that the proposed watermarking
method can extract more than 95% of the watermarked in-
formation from anonymized data even if the data is com-
bined with other records whose size is 95% of the data. In
addition, the embedding of watermarked information can be
detected from data that is 30% of the anonymized data.
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