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SUMMARY  This paper presents a series of secure PIN/password input
methods resilient to shoulder hacking. When a person inputs a PIN or pass-
word to a smartphone, tablet, banking terminal, etc., there is a risk of shoul-
der hacking of the PIN or the password being stolen. To decrease the risk,
we propose a method that erases key-top labels, moves them smoothly and
simultaneously, and lets the user touch the target key after they stopped.
The user only needs to trace a single key, but peepers have to trace the
movements of all the keys at the same time. We extend the method by
assigning different colors, shapes, and/or sizes to keys for enhancing dis-
tinguishability, which allows all the keys to be moved instantaneously after
key-top labels are erased and the user to touch the target key. We also in-
troduce a “move backward/forward” function that allows the user to play
back the movements. This series of methods does not have the highest se-
curity, but it is easy to use and does not require any changes to the server
side. Results of a performance evaluation demonstrate that this method has
high resistance to shoulder hacking while providing satisfactory usability
without large input errors.

key words: PIN code, password, user authentication, shoulder hacking,
cognitive difficulty

1. Introduction

A Personal Identification Number (PIN) is a secret sequence
of digits to authenticate the user and protect against illegal
access to the information or resources possessed by the user.
A similar role is played by a password, which is composed
of a secret sequence of characters. We can consider PINs
as a type of password here and discuss PINs inclusively. In
daily life, passwords are increasingly being used to authen-
ticate user access to ATMs, to pay by a credit card, to open
up a smartphone/tablet, to enter computer and network ser-
vices, and so on.

With the proliferation of smartphones and tablets these
days, passwords are increasingly being input in public
spaces such as trains and buses where they are likely to be
exposed to public eyes. Moreover, ATMs are now preva-
lent in convenience stores, shopping centers, and other pub-
lic places where security is lower than within a bank, so
again passwords are more open to the risk of being peeped
by other persons.

An instance where a password is peeped by others over
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the victim’s shoulder (or from the reflection off glass) is
called shoulder hacking or surfing. Once this happens, the
information or resource possessed by the user is subject to
illegal access or attack.

In this paper, we propose a series of methods for se-
cure password input against shoulder hacking that requires
less mental load for the user while incurring cognitive diffi-
culties for peepers. It is not resilient to video recording, but
can easily be made so by introducing another secret or cal-
culation. Moreover, it does not require any changes to the
hardware and software on the server side. Its effectiveness
is demonstrated through evaluation experiments.

This paper combines two preceding conference publi-
cations [20], [21] and formulates them into a series of meth-
ods with an added evaluation. Sect. 2 presents related works
and clarifies the position of our approach among others. Our
basic method and its extensions are presented in Sect. 3, and
Sect. 4 reports their evaluation. Sect. 5 considers the results.
Sect. 6 describes a further extension and its evaluation. We
conclude in Sect.7 with a brief summary and mention of
future work.

2. Related Works

Several technologies have been proposed or invented to pro-
tect password input from shoulder hacking. Randomizing
key allocations every time a key is pushed may prevent the
key from being read by the positions of the user’s arm and
finger, thus providing resilience against the so-called replay
attack, but it forces the user to search for the key every
time [1]. Tanaka et al. proposed a method to allocate keys
from O to 9 circularly while marking the O key in a different
color and rotating the keys every time a number is input [2].
This allows the user to find the target key easily while de-
fending from the replay attack. Makita et al. proposed an-
other replay-attack resilient method that displays the input
panel partially and has the user scroll it to show and push the
desired key [3]. This is more suitable for larger keyboards
than the smaller ten numerical keypads. Kakinuma et al.
proposed another method within the category of graphical
passwords [4] that utilizes a sequence of colors as a pass-
word and lets the user touch the color appearing in a pre-
sented picture in the sequence of the password. The picture
is altered every time so that guessing the password from the
finger and arm position is difficult. However, its sole depen-
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dence on color excludes users with color vision deficiencies.
Moreover, some software additions must be made to adapt it
for use in conventional password authentication systems. In
summary, the methods described above are resilient to the
replay attack but not to peeping at the keys being pushed.
Hidaka et al. proposed a technique that is resistant to key-
logging, peeping and even video recording, provided that
the four arrow keys to move to the intended key are smaller
and can be hidden from a camera [5].

Sakurai et al. proposed a method that is not only re-
silient to the replay attack but also to peeping [6]. It clas-
sifies characters for passwords into several groups, and for
every character in a password, the user searches for the char-
acter, finds the group that includes it, and selects a random
number assigned every time to the group. While this method
is peeping-resilient, it is not resilient to video recording in so
far as the groups are fixed. Moreover, the robustness to ran-
dom attack is decreased since all characters within a group
are accepted as the correct character. They additionally pro-
posed an extension that lets the user input the sum of two
random numbers assigned to two consecutive characters in
the password, which makes it harder for peepers to guess
the password. However, the user has to search for password
characters and perform quick mental calculations, which in-
creases his/her mental load. KyuChoul et al. invented an-
other method [7] that randomizes the key arrangement for a
password and then lets the user push the key displaced to the
fixed direction with the fixed distance from the target key for
each password character. The direction and distance of the
displacement is identified from the first character “*” of the
password. This method is resilient to replay and peeping
attacks, but not to video recording.

Takada et al. proposed a video recording resilient
method that introduces “fakePointer” in addition to a pass-
word [8], [9]. fakePointer is a mask that may point to several
keys. The user manipulates a specific position in the mask
to point to a password character and repeats this to input the
password. Its specific position is secret and peepers can-
not identify which key is selected. However, since the char-
acters are limited in fakePointer, the password is confined
within a certain sequence. To avoid this, the method is ex-
tended to interleave false characters, which can be detected
by the system. It is resilient to peeping and video record-
ing but introduces another secret to remember. Kita et al.
proposed another video recording resilient method that dis-
plays graphical password keys on a 4x4 grid and the user in-
put keys on positions shifted from the target keys by a secret
amount [10]. The drawback of this method is that the user
needs to make a mental calculation to locate the shifted po-
sitions every time. Watanabe et al. proposed another video
recording resilient method that introduces “cursor camou-
flage” [11]. It shows multiple dummy cursors moving in
random directions, and while the user can find the real cur-
sor by comparing with the mouse movement, potential peep-
ers cannot identify it. It is resilient to peeping and video
recording but it imposes a burden on the user to find the real
cursor. Luca et al. proposed a similar method [12].
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Information theoretic methods have also been pro-
posed [13]-[15]. They are resilient even to video recording,
but introduce additional secrets and require complex mental
operations.

Another stream of authentication is emerging in the
form of biometric information such as fingerprint, iris, reti-
nal pattern, finger or palm vein pattern, face, speech, and
handwriting [16], [17]. Biometric information is unlikely to
be forgotten or stolen compared to passwords or physical
objects, and implementing it is both easy and user-friendly.
Therefore, it is getting popular for a variety of devices and
services. Once such information is stolen, however, it can-
not be recovered. Moreover, authentication of the true user
may fail due to noises, and false users may pass through a
gate as a result of various errors. After passing through au-
thentication by biometrics, however, the user still has to type
in identification and password details to enter many services.

Another stream of research has focused on reducing
the mental load of the user, though most of the methods
are not resilient to video recording. Roth et al. proposed a
method [18] that colors half of the ten numerical keys black
and the other half white. The user selects the color of the
key that he/she wants to input, and then the system scram-
bles the keyboard to show a different coloring and the user
selects the color again. When this is repeated four times,
the key is identified uniquely. User testing showed that this
method is resilient to peeping, but it takes about ten times
as long as entering simple PINs on a number pad. In order
to enhance its recording resilience, they proposed reducing
color inputs to less than four times and making the PIN num-
ber unidentifiable uniquely. The authentication is allowed if
the correct one is within the probable candidates. Tan et al.
proposed a software keyboard that displays 42 keys and two
“Interactor Tiles” at the bottom of the keyboard [19]. Just as
each key on a standard keyboard represents two characters,
each key is randomly assigned a lowercase letter (on the top
row with red background), an uppercase letter (middle with
green background), and either a number or a symbol (bot-
tom with blue background). Rather than having a fixed shift
state for the entire keyboard, each key has a randomly as-
signed shift state, indicated by the red line under the active
character. In order to select a character, the user first locates
the key containing the character to be typed. Next, the user
clicks on one of the Interactors to cycle through shift states
and move the red underline to the desired character. Finally,
the user drags the Interactor to the key on which the desired
character resides. Upon the start of the drag interaction, the
system blanks all key-top labels. Without knowing where
the user is going to drop the Interactor, adversarial observers
have to memorize the locations of all characters on the key-
board. The keyboard re-randomizes characters and the user
repeats the process to select the next character. The results
of a user study conducted on a digital whiteboard showed
that, when 8-character passwords were input, the security
level was highly improved (a magnitude) while the input
time was just doubled in comparison with a common soft
keyboard. As their future work, they appended an idea to
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move multiple keys, but it has not been evaluated yet.

In this paper, we propose a series of methods for secure
password input against replay-attack and peeping in shoul-
der hacking. It requires less mental load for the user while
incurring cognitive difficulties for peepers.

We assign colors, shapes, and/or various sizes to keys
in a keypad/keyboard, erase key-top labels, move them si-
multaneously, and let the user touch the target key. Peep-
ers have cognitive difficulty in tracing the movements of all
the keys at the same time, but the user only needs to trace
a single key and touch it. An extension of this method is
to move all the keys instantaneously after erasing key-top
labels and let the user touch the target key. Another ex-
tension is to introduce a “move backward/forward” function
for the user to confirm the traces of movements. It is not
resilient to video recording, but it can easily be made so
by introducing another secret or calculation in similar ways
as [6], [8], [9], [18]. A simple example is to let the user touch
a key displaced by an agreed distance from the correct key.
In this paper, however, we limit our focus to presenting a
new dimension for defending against shoulder hacking.

3. Basic Method and Extensions

In this section, we propose a series of password input meth-
ods that require less mental load for the user while incurring
cognitive difficulties for peepers, thus providing resilience
to replay-attack and peeping. We have named this series of
methods Secure Pad.

3.1 Basic Method

When there is no risk of shoulder hacking, the user inputs
a password character by touching displayed keys directly.
When there is a risk, however, the user triggers the function
of Secure Pad by tapping the “shuffie” button. Secure Pad
then erases the key-top labels, moves them smoothly and
simultaneously, and lets the user touch the target key after
they stopped, as shown in Fig. 1. Meanwhile, the shuffle
button is renamed as “retry” to let the user retry the process
if the target is lost. Peepers are expected to find it cogni-
tively difficult to trace the movements of over four objects
at the same time [22], [23], but the user needs only to trace
a single target key and touch it without having to remem-
ber another secret or to make any calculation. Therefore,
we discard key-movement candidates when fewer than four
keys overlap while moving. This can be used without any
special hardware and without any changes to the server side.

We should point out that Secure Pad does not provide
the highest security; specifically, it is not resilient to video
recording. It can easily be made so, however, by introducing
another secret or calculation in similar ways as [6], [8], [9],
[18].

3.2 Extensions

We can assign different colors, shapes, and/or sizes to keys
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Fig.1  Secure Pad display: (a) initial state, (b) erasing key-tops, (c) mov-
ing them smoothly and simultaneously, and (d) stopped state for accepting
key-tap. The retry button initiates another cycle when the target key is lost.

Fig.2  Secure Pad display with various colors.
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Fig.3  Secure Pad display with various shapes.
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for enhancing distinguishability, as shown in Figs.2 and 3.
Note that colors should not be exclusive extensions because
many people have difficulty distinguishing colors.

Enhanced distinguishability due to different colors,
shapes, and/or sizes allows all the keys to be moved instanta-
neously after key-top labels are erased and the user to touch
the target key.

3.3 Dimensions of Extensions

To summarize the above extensions, the several dimensions
of variations for Secure Pad are listed in Table 1. Key color
may include variations of texture, figure, or even pictures on
the tops of keys. However, a set of colors undistinguishable
by people with color weakness should be avoided. In such
a case, gray level variations could be utilized. We can com-
bine variations of key color, key shape, key size, and key
movement to enhance distinguishability, but this may lower
the difficulty of peepers to trace key movements.

The combination of variations can be applied for both
the ten numerical keypads and the alphanumeric (QW-
ERTY) keypads. Figure 4 shows the color and shape varia-
tions applied for the latter.
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Table 1  Dimensions of variations for Secure Pad.
Dimension Variation Detail
Key color Single color Single color for all keys.
Y Multiple colors  Different color for each key.
Key shape Single shape Svmgle shape for all keys (e.g.,
circle, square).
Multiple shapes  Different shape for each key
(e.g., circle, polygon, star).
Key size Single size Single size for all keys.

Multiple sizes Different size for each key.

Smooth Move all keys smoothly and si-
Key movement
multaneously.
Instantaneous Move all keys instantaneously

and simultaneously.

06xvAOOOXO
00ABXOOX00
0Eveonvoo
QOAVOADO

Fig.4  Secure Pad for the QWERTY keyboard.

4. Evaluation

This section presents our evaluation of the variations of Se-
cure Pad through experiments on the robustness to peeping
and usability.

4.1 Variations of Secure Pad

The purpose of the experiment is to evaluate the robustness
to peeping by others and the user’s ease of use of the Secure
Pad variations. We prepared 12 variations of Secure Pad for
the ten numerical keys (ten keys in short) and the QWERTY
keys with regard to key color, key shape, and key movement
as well as two benchmark key configurations, as shown in
Table 2.

For color variations, we divided the hue into ten (for
ten keys) or 36 (for QWERTY) at equal intervals while
fixing the brightness and saturation (as all the participants
in the experiment had normal color vision). Then, we as-
signed these different hues randomly to the keys. For shape
variations, we utilized circles, upward triangles, downward
triangles, squares, rounded squares, diamonds, pentagons,
hexagons, octagons, and stars. We felt that more than ten
different shapes would be too confusing. When combining
color and shape variations for QWERTY, we chose three or
four colors, at approximately equal hue intervals, and as-
signed them for each shape. We do not examine key size
dimension here because we assumed it would have the same
or less effect as the key color and key shape. As for key
movement, we considered straight movement and set the du-
ration of the smooth movement to 1 sec considering the bal-
ance between the difficulty of peepers tracing multiple keys
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Table 2 List of keypads for evaluation.
Dimension Key Key Key Key
Type set color shape movement
Benchmark 1 Ten keys Single Single

No movement

Benchmark 2 QWERTY  (Blue) (Circle)
_ SecurePadl _ Single Single
Secure Pad 2 Multiple
—_—— - Smooth
Secure Pad 3 Single Multiple
Secure Pad 4 Ten keys ~ Multiple
Secure Pad 5 Multiple ~ Single
Secure Pad 6 Single . Instantaneous
Secure Pad 7 Multiple Multiple
Secure Pad 8 Single Single
Secure Pad 9 Multiple Smooth
Secure Pad 10 QWERTY  Single Multiple
Secure Pad 11 Multiple

Secure Pad 12 Multiple Multiple Instantaneous

and the user’s ease of tracing the target key and time to in-
put a password. For instantaneous movement, keys must be
clearly distinguishable, and combination with single color,
single shape, and single size is meaningless. When instanta-
neous movement was used for the QWERTY keys, we only
tested the combination with multiple (36) colors and mul-
tiple (ten) shapes because color or shape variations alone
seems hard to distinguish with 36 keys.

4.2 Details of Experiment

We formed a pair of participants—one as a user and one as
a peeper—and changed their roles for each type of Secure
Pad. Peepers were allowed to stand at the easiest distance
from the display for peeping, which was about 30 cm on av-
erage. This is similar to the conditions on a crowded train, so
the experiment should illuminate the worst-case scenario for
peeping resilience. Table 3 lists the profiles of participants.
The PINs used for Secure Pad with ten keys (Secure PIN
Pad) were 4-digit numeric strings, and the passwords used
for Secure Pad with the QWERTY keys (Secure QWERTY
Pad) were 4-character alphanumeric strings. They were ran-
domly generated for each pad and each role in a pair. We
denote the sequence of actions where the user inputs a PIN
or password and the peeper tries to read it as a trial. We
asked each pair and role to perform three trials with the same
password (note that PIN is included) on each type of Secure
Pad. When the peeper succeeded in reading the password
completely at the first or second trial, the subsequent trials
are considered “success” and are skipped. In contrast, when
the user retried inputting a single character three times, the
input and the peeping conditions were marked as “failure”
and the user was forced to input the next character. In each
trial, we recorded whether the password was successfully
peeped and the time required for actions. The experiment
was performed using a 7-in 1024 x 600 tablet oriented hori-
zontally without tilt.
Each pair took part in the following procedure:

(1). Listen to the explanation on how to use Secure Pad and
the procedure for the experiment.
(2). Do a few practice runs on Secure Pad 1 and Secure Pad
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Table3  Experiment participants.
Pairno. Age  Gender
| 22 Male
23 Male
2 22 Male
23 Male
3 22 Female
21 Male
4 54 Female
55 Male
5 59 Female
59 Male
12 (QWERTY).

(3). Perform the trials on Benchmark 1 and Benchmark 2.

(4). Perform the trials on various types of Secure Pad. In
order to eliminate bias due to the order of use, the types
of Secure Pad used were randomized for each pair.

(5). Answer a simple questionnaire after completing the ex-
periment.

4.3 Results

We present the results on the robustness to peeping, ease of
input, input time, and verification.

4.3.1 Robustness to Peeping

Table 4 shows the average numbers of successful peeping of
individual characters and the average rate of peeping all four
characters for each type of keypad. Although the password
was typically peeped in the 1st or 2nd trials with the bench-
mark keypads, which do not feature moving keys, Secure
Pad was robust to peeping even in three trials with many
types. With Secure PIN Pad for numeric keys, only one PIN
was peeped in two trials, some were peeped in the third trial,
and the number of characters successfully peeped was less
than half in three trials. With Secure QWERTY Pad, no
password was peeped in three trials, and only less than a
single character was peeped with some types on average (at
most two characters).

4.3.2 Ease of Input

Table 5 shows the average number of characters successfully
input and the number of retries performed on each type of
keypad. The former divided by four shows the input suc-
cess rate. Participants in their 20s had no large difference in
this rate between Secure Pad and the benchmarks, and their
numbers of retries were small. In contrast, the input success
rates were lower and the numbers of retries increased on
Secure Pad for participants in their 50s. Moreover, instan-
taneous movement was liable to cause input failure. As the
color and/or the shape variations were added under the same
condition, however, the input success rate was improved and
the number of retries decreased.
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Table 4  Average number of peeped characters and rate of all four char-
acters peeped.

Measure Number of Rate of all four
characters peeped characters peeped
Type Ist trial 2nd trial 3rd trial 1st trial 2nd trial 3rd trial

BI (Ten, Ke:Sin, ) 5 400 400 100 100 1.00

Ks:Sin, M:No)

Bés(g‘:lv ;{401\?;1 310 380 400 060 090  1.00
SPILQ(T;E ECSS;'“ 090 150 150 000 000 020
Spiggﬁ,ﬁ::g“l’ 060 090 150 000 000 0.10
SPISS(:ES{, I;,izss)i“’ 120 130 190 000 010  0.10
Spég\iﬁ’lﬁigul’ 080 140 180 000 000 0.10
SpiiTgfnlﬁ?f“l 000 030 070 000 000 000
Splﬁsﬁﬁﬁff\;jf;n’ 050 100 070 000 000 000
Spég\e/f;’l}(ﬁ%“l’ 050 060 110 000 000 000
Splis(gi‘z: I;[CSS‘)‘" 000 010 010 000 000 000
SP%E%T;I;CQ/;“I 0.0 010 030 000 000 000
SP&SS& Ilf/[css)m 000 000 020 000 000 000
Spgsfﬁm”ﬁg“]’ 0.10 020 030 000 000 000
Splésfﬁﬁi’ﬁj?f“l’ 0.0 010 020 000 000 000

Under “Type”, B and SP denote Benchmark and Secure Pad, Ten and Qw
denote Ten keys and QWERTY, KC:Sin and KC:Mul denote key color be-
ing single and multiple, KS:Sin and KS:Mul denote key shape being single
and multiple, and M:No, M:S, and M:I denote movement being no move-
ment, smooth, and instantaneous, respectively.

4.3.3 Input Time

Table 6 shows input time, where the “Time” column shows
the average time (in sec) taken to input all four characters on
each type of keypad and the “Time/char.” column shows the
average time per character from pushing the shuffle button
to key input. Note that B1 and B2 do not have the shuffle
button, so there is no value for the latter column. For Se-
cure Pad, the value in the Time column does not equal four
times the value in the Time/char. column since the former
includes the time from key input to the next shuffle and that
for retries.

With Secure Pad, it takes lager input time. It is from
2.8 to 11.5 times compared with the benchmarks (27.34 sec
on SP8 v.s. 9.70 sec on B2 to 38.62 sec on SP4 v.s. 3.34 sec
on B1 by participants of 50s). Moreover, Secure QWERTY
Pad took a long time for users in their 50s (discussed in more
detail later).

4.3.4 Verification

We performed paired t-testing on the number of characters
successfully peeped, the rate of all four characters being
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Table 5  Average number of successfully input characters and number of
retries.

Group of parti- All

. . Age: 20s Age: 50s
cipants &  participants
measure No. of No. of No.of No.of No.of No.of
Type chars. retries chars. retries chars. retries
B1 (Ten, Kc:Sin,

3.97 N/A 400 NA 392 NA

Ks:Sin, M:No)

BI?S(SI\I)IV 11\(/ICI\?<1>I)1 387 N/A 394 NA 375 N/A
Spégelg ﬁcss)m 380 013 378 000 383 033
SPIZ(ETSP’; Ilf/f;g/)ml’ 400 007 400 000 400 0.7
Slﬁsfﬁgfﬁgjn’ 397 003 400 000 392 008
Splis(liﬂ’lﬁgm’ 400 000 400 000 400 0.0
SP;(STg?nIiZIB;IUI 377 030 394 028 350 033
SPES(:IZELI?\ZEIS;H’ 367 033 367 022 367 050
SP;;TI\?:;LI(I\C,;:I}/)I”L 393 010 394 000 392 025
SPIES(EX” I;[C::SS;“’ 380 027 394 000 358 067
Splg(;%mﬁgul’ 380 033 394 028 358 042
Spé(s):;%: 11\<4css)m 380 027 394 006 358 058
Spgsfﬁff;, I;,IC::;\;[“I’ 390 010 394 011 383 008
Splésfﬁﬁi’ﬁi\ful’ 393 010 394 006 392 0.17

peeped, the input time, and the number of characters suc-
cessfully input between each type of keypad and the bench-
marks (B1 or B2). The number of characters successfully
peeped and the rate of all four characters being peeped were
significantly smaller with p < 0.001, which supports the
peeping resilience of Secure Pad in these respects. On the
other hand, the input time was significantly larger with p <
0.05, while the number of characters successfully input was
not significantly different with p > 0.01.

We also preformed paired t-testing between the smooth
movements (SP2, SP3, SP4 and SP11) and the instantaneous
movements (SP5, SP6, SP7 and SP12) under the same con-
ditions. Specifically, we took the n-th (n=1 to 3) trial of a
pair of participants for SP2 and the n-th (n=1 to 3) trial of the
same pair of participants for SP5. We repeated this for SP3
and SP6, for SP4 and SP7 and for SP11 and SP12. Then, we
applied paired t-testing for all of these pairs. The number of
characters successfully peeped and the rate of all four char-
acters being peeped by the instantaneous movements were
significantly smaller than those by the smooth movements
(p < 0.05), which shows that the peeping resilience of the in-
stantaneous movements is stronger than that of the smooth
movements. On the other hand, the number of characters
successfully input by the smooth movements was signifi-
cantly larger (p < 0.01), which shows that the ease of use
of the smooth movements is better compared to that of the
instantaneous movements. For the input time, no significant
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Table 6  Average input time (sec).
Group .of parti- .A.11 Age: 208 Age: 505
cipants &  participants

Type measure . "l;i;;ls/ Time T:EZE/ Time "l;iﬁzs/

et am -2 - 3w -

BKzsfSi;v: 151(:1\?;[)1 460 - 153 - 970 -
spégelz ﬁcss)m 1575 206 1080 177 2276 247
Spig’; Ilf/i:g)[ Wb g60 218 954 176 3218 281
S}Esfg,f;ll”ﬁ:;in’ 2088 210 989 175 3645 260
Splig\iﬁ’lﬁgm’ 2135 221 984 175 3862 291
SP;(QTg?nﬁ?f“] 1989 171 1041 139 3412 220
SPES(:{ZELI?Z?IS;H’ 2180 204 1312 169 3481 256
Spége,ﬁl’lﬁﬁ/)[”l’ 2017 149 942 106 3630 2.14
SPIES(:SX’, Ilf/ffss)i“’ 2055 231 1575 197 2734 279
Splii%g;ﬁ;gul’ 2285 226 1563 187 3465 284
SPIL(S):;%: Ilf,fsim 2228 231 1400 189 3470 294
Spgsfﬁf;: I;,ff;\;' Wl 250 233 1205 183 3840 3.08
Splés(ﬁ‘zllizi\f Wo479 256 1670 224 3692 3.05

difference was observed (p > 0.05).
4.3.5 Feedback from the Participants

We received the following opinions from the participants af-
ter the experiment:

e When a single color and shape is used, neither inputting
nor peeping are easy.

o Instantaneous movement is difficult both to trace and to
peep from a single observation.

e Ease of peeping depends on the distance of key move-
ment.

e Without shape variation, the user is not confident in de-
ciding the target key.

o When the target key and surrounding keys are similar
in shape and color, the user is confused in tracing the
target key.

o When movements cross over, both tracing and peeping
are difficult.

o [t takes time to input all four characters.

4.4 Considerations

The experimental results, as shown in Table 5 and discussed
in Sect. 4.3.1, demonstrate that Secure Pad is robust to peep-
ing.
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Fig.5  Secure Pad display with various shapes.

However, the success rate of inputting a password char-
acter dropped when a single color and shape were spec-
ified. In addition, instantaneous movement was liable to
cause input failure, but failures could be prevented by the
color and shape information. Likewise, the number of re-
tries decreased when there were more color and shape vari-
ations. These results suggest that the user’s mental load is
not excessively increased by the color and shape informa-
tion, compared with the benchmark keypads that do not fea-
ture moving keys.

As for the input time, it took several times with Secure
Pad than with the benchmarks. This is the price of enhanc-
ing the security, the same as with other methods [10], [16].
In Secure Pad, however, users can touch keys without hav-
ing to move them, which means they can shorten the input
time when there is no need to worry about security. It took
users in their 50s a longer time with the Secure QWERTY
pad, presumably because two of them were not accustomed
to using the QWERTY keyboard.

A comparison between the smooth movements and
the instantaneous movements shows that the instantaneous
movements have higher peeping resilience but the input suc-
cess rate deteriorates. Each has advantages and disadvan-
tages so that an appropriate method can be chosen according
to the required peeping resilience and the ease of use.

5. Further Extension and Evaluation

In the above versions of Secure Pad, users had to retry the
key movements whenever they lost the target. One way to
decrease the number of retries would be to provide a move
backward/forward (move b/f for short) function, but the sur-
face of Secure Pad is a little too small to add an extra but-
ton or slider. Therefore, we combine this function with the
“retry” button to let the user confirm movement traces by
sliding it to the left (move the keys backward) or right (move
them forward). The button works as a retry button when it is
tapped and works as a moving b/f slider when it is dragged,
as shown in Fig. 5. Its leftmost side corresponds to the initial
key arrangement and its rightmost side to the final arrange-
ment after key movements. We expect this modification to
increase the input success rate while decreasing the number
of retries.

6. Evaluation of the Extension

We evaluated whether the number of successfully input
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Table 7  List of keypads for evaluation.
Dimension Key Key
Type Key set color shape
Secure Pad 1 Single Single
Secure Pad 4 Ten keys Multiple Multiple
Secure Pad 8 Single Single
Secure Pad 11 QWERTY Multiple Multiple
Table 8  Participants.
Pairno. Age  Gender
| 22 Male
23 Male
2 22 Female
21 Male
3 59 Female
59 Male

characters increased when the retry is dispensed and to what
extent the resilience to peeping attack is maintained by the
move b/f function.

6.1 Details of Experiment

We selected four types of Secure Pad for the ten keys and
QWERTY with and without the same color variations and
the same shape variations as the basic method, as shown in
Table 7 We formed a pair of participants in the same way
as the experiment for the basic method. Table 8 shows the
profiles of participants.

In order to simulate the situation where the user loses
the traces of key movements, the user was asked to start key
movements but not to observe them while the peeper fol-
lowed the traces until they stopped. Then, the user operated
the retry slider to view the key movements and touched the
target key. The peeper observed the key movements and
the key touch. This setting again seems most favorable for
the peeper and the experiment is expected to illuminate the
worst-case scenario for peeping resilience. Aside from this
setting, the evaluation follows the same process as for the
basic method described in Sect. 4.2.

6.2 Results

We present the results on the robustness to peeping, ease of
input, and input time.

6.2.1 Robustness to Peeping

Table 9 lists the average number of successfully peeped
characters and Table 10 lists the average rate of peeping
all four characters for each type of keypad. With Secure
PIN Pad for numeric keys, 2.33 and 2.17 characters were
peeped on average in three trials on SP1 and SP4, respec-
tively. With Secure QWERTY Pad, 0.33 and 0.50 characters
were peeped on average in three trials on SP8 and SP11, re-
spectively.

With Secure PIN Pad for numeric keys, 0.13 PINs were
peeped on average in three trials on SP1 while no PIN was
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Table 9  Number of characters peeped (difference from Table 4).
Type 1st trial 2nd trial 3rd trial
SPI]«(EE f/lcss)‘“ 1.00 (+0.10) 1.83 (+0.33) 2.33 (+0.83)
Spésﬁﬂi’ﬁg“l’ 1.00 (+0.20)  1.50 (+0.10) 2.17 (+0.37)
Splgs(giﬁ: I;,ICSS)‘“ 0.00 (0.00) 0.17 (+0.07) 0.33 (+0.23)
Spgsfﬁl‘:’l” ﬁ’é‘;{“]’ 0.00 (-0.10)  0.50 (+0.30) 0.50 (+0.20)
Table 10  Rate of all four characters peeped (difference from Table 4).
Type Ist trial 2nd trial 3rd trial
SPILS(T;E f/fss)‘“ 0.00 (0.00) 0.00 (0.00) 0.13 (-0.07)
SP égﬁﬁlﬁgul 0.00 (0.00) 0.00 (0.00) 0.00 (-0.10)
SPES(:(S)X: IEACSS)‘“ 0.00 (0.00) 0.00 (0.00) 0.00 (0.00)
Spgsfﬁlvlvl” Ilf/ig[“l’ 0.00 (0.00) 0.00 (0.00) 0.00 (0.00)

peeped on SP4. With Secure QWERTY Pad, no password
was peeped in three trials on both SP8 and SP11.

In total, the number of characters peeped increased
slightly until the second trial, and then largely until the third
trial, but the total rate of all characters peeped remained al-
most the same.

6.2.2 Ease of Input

Table 11 shows the average number of characters success-
fully input on each type of keypad. There was no failure of
input among participants in their 20s on all types of Secure
Pad, which is better than those without the move b/f func-
tion. In contrast, there was increased failure of input among
participants in their 50s (fewer successfully input characters
among four). There was no retry since the move b/f was
provided.

6.2.3 Input Time

Table 12 shows the average time per character from the user
starting to move b/f until key input. Here, we only measure
“Time/char”, since most pairs spent various lengths of time
to prepare for the simulated situation of losing the traces of
key movements.

With Secure PIN Pad for numeric keys, it took 15.59
and 11.01 seconds on average on SP1 and SP4, respectively.
With Secure QWERTY Pad, users spent 20.58 and 13.41
seconds on average on SP8 and SP11, respectively. On all
types of Secure Pad, it took about 7 to 27 seconds to input a
character with the move b/f function. This is far longer than
retry, which took about 2 seconds (as shown in Table 7).

6.2.4 Feedback from the Participants

We received the following opinions from the participants af-
ter the experiment:
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Table 11  Average number of successfully input characters (difference
from Table 5).
Type 1st trial 2nd trial 3rd trial
SP1 (Ten, Kc:Sin,
Ks:Sin, M:S) 3.94 (+0.14) 4.00 (+0.22) 3.83 (0.00)
SP4 (Ten, Kc:Mul,
Ks:Mul, M:S) 4.00 (0.00)  4.00(0.00)  4.00 (0.00)
SP8 (Qw, Kc:Sin,
Ks:Sin, M:S) 3.56 (-0.24) 4.00 (+0.06) 2.67 (-0.91)
SP11 (Qw, Kc:Mul,
Ks:Mul, M:S) 3.89 (-0.01) 4.00 (+0.06) 3.67 (-0.16)

Table 12 Average input time (time/char.) (sec).

mf‘partl— ‘A‘” Age: 20s  Age: 50s
ype cipants participants

SP1 (Ten, Kc:Sin,

Ks:Sin, M:S) 15.59 9.96 2301
Splis(mﬁl;‘)“‘ 11.01 6.84 16.58
SPES(:(S)X;’ Ifdf::)in’ 20.58 1503 27.15
SP;(ls:(I\?IKI’, Ilf/f::é\;[ul’ 13.41 8.18 20.47

e The move b/f function allows the user to control the
speed of movement.

e This function is useful to replay the movements, espe-
cially when keys cross over.

o This is cognitively easier, since the retry requires the
user to remember the shape and/or color of the target
key again.

e Peeping becomes easier since peepers can observe key
movements twice or more.

e Peeping becomes difficult since the speed of movement
is changed by the user.

6.3 Considerations

Due to the move b/f function, the retry function is no longer
necessary. However, it takes a far larger time than the retry,
as discussed in 6.2.1. It is quicker to retry than to invoke
the move b/f function when the user loses the key move-
ments. Moreover, the ease of input was degraded for older
people, as discussed in 6.2.2. This may be due to the over-
laid functions of retry and move b/f along with some usabil-
ity issues for older people (the slider might be too small for
them, etc.).

At the same time, there were some positive opin-
ions about controlling the speed of movement, confirming
crossover movements, and less mental load for retrying. Al-
though it takes time, it is only necessary when the user has
lost the target key.

As for the most important issue, peeping resilience, the
number of characters peeped increased slightly until the sec-
ond trial and largely until the third trial, but the overall rate
of all characters being peeped did not increase. It seems
safest if we restrict the use of the move b/f function to twice.

At present, it is difficult to say which function is bet-
ter than the other. Therefore, we consider providing them
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both as alternative options. A more detailed user experience
study for a certain period of time will be a future work.

7. Conclusion

On the basis of a survey on existing secure PIN/password
input methods with respect to resilience to various levels of
attacks, user’s mental load, restrictions to hardware, require-
ments for the server side, and so on, we proposed a series of
replay-attack and peeping resilient PIN/password methods
that we call Secure Pad. The key idea is to associate col-
ors and shapes with keys, erase key-top labels, move them
smoothly and simultaneously or instantaneously, and let the
user touch the target key. The user only needs to trace a sin-
gle key, but peepers have to trace the movements of all the
keys at the same time.

We conducted an experiment to evaluate the resilience,
ease of input, and input time and found that Secure Pad is
robust to peeping even over three trials. Although the suc-
cess rate of inputting a password character dropped in the
case of single color and shape, especially for older peo-
ple, we found that when color and shape variations were
added under the same condition, the input success rate im-
proved and the number of retries decreased. As for the input
time, it took several times longer with Secure Pad compared
with the benchmarks featuring no key movement. This is
the price of enhancing security, as with other methods. In
Secure Pad, however, users can touch keys without moving
them, which shortens the input time when there is no need
to worry about security.

We compared the smooth and the instantaneous move-
ments with the result that the instantaneous movements have
higher peeping resilience but a worse success rate of input.
An appropriate method can be chosen based on the required
peeping resilience and the ease of use.

‘We also introduced a move backward/forward function
for the user to replay the movements instead of relying on
the retry function. Although the former takes more time
and degrades the resilience to the peeping of each pass-
word character, it eases the process of key input and does
not degrade the resilience to the peeping of the whole pass-
word. Therefore, both functions (move backward/forward
and retry) can be provided as alternative options.

As a whole, the proposed series of PIN/password input
methods achieves high resilience to shoulder hacking while
providing satisfactory usability without large input errors.

There remain some issues for future research. Al-
though we considered trials up to three to peep the
PIN/password, it would be useful to extend this limit to fig-
ure out how many trials are necessary for successful peep-
ing. We also need to make a user experience study on
the move backward/forward function to compare it with the
retry function. There are also a few issues pointed out by the
users, including speed and crossover of movements and ar-
rangement of different colors and shapes among keys, which
need to be addressed. Moreover, movements along curvilin-
ear or polygonal lines should also be considered.
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