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Generic Construction of 1-out-of-n Oblivious Signatures

Yu ZHOU†,††a), Shengli LIU†,††,†††b), and Shuai HAN†c), Nonmembers

SUMMARY In a 1-out-of-n oblivious signature scheme, a user pro-
vides a set of messages to a signer for signatures but he/she can only obtain
a valid signature for a specific message chosen from the message set. There
are two security requirements for 1-out-of-n oblivious signature. The first
is ambiguity, which requires that the signer is not aware which message
among the set is signed. The other one is unforgeability which requires
that the user is not able to derive any other valid signature for any messages
beyond the one that he/she has chosen. In this paper, we provide a generic
construction of 1-out-of-n oblivious signature. Our generic construction
consists of two building blocks, a commitment scheme and a standard sig-
nature scheme. Our construction is round efficient since it only asks one in-
teraction (i.e., two rounds) between the user and signer. Meanwhile, in our
construction, the ambiguity of the 1-out-of-n oblivious signature scheme
is based on the hiding property of the underlying commitment, while the
unforgeability is based on the binding property of the underlying commit-
ment scheme and the unforgeability of the underlying signature scheme.
Moreover, our construction can also enjoy strong unforgeability as long
as the underlying building blocks have strong binding property and strong
unforgeability respectively. Given the fact that commitment and digital
signature are well-studied topics in cryptography and numerous concrete
schemes have been proposed in the standard model, our generic construc-
tion immediately yields a bunch of instantiations in the standard model
based on well-known assumptions, including not only traditional assump-
tions like Decision Diffie-Hellman (DDH), Decision Composite Residue
(DCR), etc., but also some post-quantum assumption like Learning with
Errors (LWE). As far as we know, our construction admits the first 1-out-
of-n oblivious signature schemes based on the standard model.
key words: oblivious signature, ambiguity, unforgeability

1. Introduction

Digital signature is one of the essential cryptographic prim-
itives in modern cryptography. Generally speaking, a sig-
nature scheme allows a signer to generate a pair of verifi-
cation key and signing key (vk, sk) and use the signing key
sk to sign messages m to obtain signatures σ via a sign-
ing algorithm. Given the publicly issued verficition key vk,
anyone is able to verify the validity of the signature w.r.t.
the message. The unforgeability requires that a probabilistic
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polynomial-time (PPT) adversary is unable to forge a sig-
nature for a new message, even if he can obtain signatures
for messages of its choices. Digital signature provides au-
thenticity of the signer, data integrity of the message and
undeniability of issuing the signatures.

An important application of digital signature is issuing
certificates by authorities. For example, a certificate author-
ity (CA) is responsible for issuing public key certificates for
users, and by binding and signing the user’s identity and
his/her public key in the user’s public key certificate, CA
transfers the trustworthiness to user’s public key. Another
example is protection of intellectual property via digital sig-
nature. For example, when a user buys a software, the seller
may bind the software with the identity of the user to declare
the legacy of their products, and the software works only if
it is signed by the seller.

In the era of big data, mass data are produced, pro-
ceeded and exchanged. The dissemination of information is
surprisingly rapid and it provides great convenience to peo-
ple’s lives. However, the side effect of big data is the of-
fence of people’s privacy. Analysis of data related to a per-
son might be able to trace his track, derive his hobby, even
predict his behavior. Therefore, nowadays there is a serious
call on privacy protection from the public. As for digital sig-
natures which are issued by some authorities or companies
to users, the messages submitted by the users are completely
exposed to the signer, and no privacy is guaranteed for the
users. A possible way to this problem is 1-out-of-n oblivious
signature.

1.1 1-out-of-n Oblivious Signature (OSn
1) Scheme

The concept of oblivious signatures was proposed by Chen
in 1994 [1]. In a 1-out-of-n oblivious signature scheme OSn

1,
the user prepares a set of n messages, and chooses one mes-
sage from the set. Then the user interacts with the signer in
a polynomial number of rounds, where the user knows the
message setM, the chosen message m ∈ M and the verifi-
cation key vk of the signer, and the signer knows its signing
key sk and the message setM. In the protocol, the signer in-
teracts with the user and provides oblivious signature σ for
the n messages. Finally the user extracts a final signature Σ
for his/her chosen message m from the oblivious signature
σ.

OSn
1 is able to provide privacy protection for the users

while preserving the functionality of signature. This is re-
flected by two security requirements: ambiguity and un-

Copyright c© 2022 The Institute of Electronics, Information and Communication Engineers



ZHOU et al.: GENERIC CONSTRUCTION OF 1-OUT-OF-N OBLIVIOUS SIGNATURES
1837

forgeability.

• Ambiguity. It requires that the signer is not able to
learn which message is chosen by the user for signa-
ture from the interactions between the signer and the
user. Clearly, the ambiguity of OSn

1 provides privacy
protection for the user.

• Unforgeability. It deals with malicious users. If the
user interacts with the signer honestly, it is able to ob-
tain a valid signature Σ(�) for one message m(�) that
he/she has chosen during one execution of the inter-
action protocol. Unforgeability requires that a mali-
cious user can not forge a valid signature Σ∗ for a new
message that is different from the messages m(�), i.e.,
m∗ � {m(�)}.

• Strong Unforgeability. We can similarly define strong
unforgeability, which asks the impossibility of a new
valid message-signature pair (m∗,Σ∗) � {(m(�),Σ(�))}.
Let us go back to the application of the software sale. A

user wants to buy a software but does not like the seller learn
his interest. Then the user can choose n different products
and implement 1-out-of-n oblivious signature scheme. The
seller does not know which software is bought by the user,
and the user can only obtain the very product that he chose
and nothing else.

1.2 Related Work

In 1994, Chen [1] proposed two oblivious signature
schemes. The schemes are based on a 3-move protocol pro-
posed in [5] and their security are proved in the random or-
acle model.

In 2008, Tso et al. [2] presented a formal syntax and se-
curity model for 1-out-of-n oblivious signature with n mes-
sages. They also proposed an efficient scheme based on the
Schnorr signature scheme [6] and proved its security in the
random oracle model. Compared with [1], their scheme has
less communication overhead and less computation cost.

In 2018, Chiou and Chen [3] proposed a t-out-of-n
oblivious signature scheme based on the RSA assumption,
which achieves strong unforgeability in the random oracle
model. However, it needs 3 rounds of communications in
the interaction between the signer and the user.

Recently, Tso [4] proposed a new definition called
two-in-one oblivious signature system which integrates the
oblivious signature w.r.t. n1 keys and the oblivious signature
w.r.t. n2 messages into one scheme OS(n1,n2)

1 . This new obliv-
ious signature scheme allows a user to ask for a signature of
a message under one of the n1 signing keys and the mes-
sage is one of the n2 messages. The author presented two
schemes of two-in-one oblivious signature, which are built
from the Schnorr signature scheme [6] and the ELGamal-
variant signature scheme. The securities of these schemes
were also proved in the random oracle model.

Over the years, some related topics were developed
from 1-out-of-n oblivious signatures. In [7], a so-called
oblivious signature-based envelop was proposed to solve a

secure two-party computation problem. Meanwhile, an effi-
cient envelop scheme was constructed from the RSA sig-
nature scheme [8]. In [9], Song et al. proposed an elec-
tronic voting protocol based on oblivious signature scheme.
In [10], Li et al. constructed a secure obfuscation scheme
which implements obfuscation for a special functionality of
oblivious signature. Most recently, Chiou and He [11] com-
bined the oblivious signature with proxy signature [12] to
yield a t-out-of-n proxy blind signature protocol.

1.3 Our Contributions

As far as we know, there does not exist a good generic con-
struction of oblivious signature scheme in the literature, and
almost all the available oblivious signature schemes rely on
random oracles for the security proofs. This leads us to con-
sider the following questions.

Is it possible to find a simple generic construction of
1-out-of-n oblivious signatures? Can we build 1-out-of-n
oblivious signature schemes in the standard model?

In this paper, we give an affirmative answer to the ques-
tions.

• We give a generic construction of 1-out-of-n oblivious
signature OSn

1 from two building blocks: a signature
scheme and a commitment scheme. Our construction
of OSn

1 only involves a 2-round interaction, hence is
round efficient. Meanwhile, the ambiguity of OSn

1 is
guaranteed by the hiding property of the commitment
scheme, and the unforgeability of OSn

1 is guaranteed
by the binding property of the commitment scheme and
the unforgeability of the signature scheme.

• Moreover, our OSn
1 also enjoys strong unforgeabil-

ity as long as the underlying building blocks have
strong binding property and strong unforgeability re-
spectively.

• Given abundant choices for the commitment and sig-
nature schemes in the standard model, we immedi-
ately obtain numerous concrete OSn

1 schemes in the
standard model, including the ones based on the DL,

Table 1 Comparison of existing oblivious signature schemes. Here
“#Round” denotes the number of rounds in the interactive protocol; “/” de-
notes “or”; “RO” denotes the random oracle model; “Standard” denotes the
standard model; “DL” denotes the discrete logarithm assumption; “RSA”
denotes the RSA assumption; “CDH” denotes the computational Diffie-
Hellman assumption; “DDH” denotes the decisional Diffie-Hellman as-
sumption; “DCR” denotes the deciding composite residuosity assumption;
“LWE” denotes the learning with errors assumption; “FAC” denotes the
factoring assumption.

Schemes #Round Security models Assumptions

Chen [1] 2 RO DL
Tso et al. [2] 2 RO DL

Chiou et al. [3] 3 RO RSA
Tso [4] 2 RO DL/CDH

Ours 2 Standard
DDH/DCR
/RSA/LWE
/FAC
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RSA, DCR, FAC assumptions and the post-quantum
ones based on the LWE assumption.

A comparison of existing oblivious signatures schemes
and our schemes is shown in Table 1.

1.4 Organization

The rest of the paper is organized as follows. Section 2 in-
cludes the notations and related definitions. Then we present
the generic construction of 1-out-of-n oblivious signature in
Sect. 3. In Sect. 4, we give suggestions on instantiations of
our construction in the standard model. Finally, Sect. 5 con-
cludes this paper.

2. Preliminaries

Notation. We denote the set of all positive integers up to n

as [n] := {1, · · · , n}. For a set X, we use x
$← X to denote

the process of sampling x from X uniformly. For a distribu-
tionX, x←X denotes the process of sampling x according to
X. Let λ denote the security parameter. If an algorithm (or
a function) A is probabilistic, we use the semicolon when
we wish to make the randomness explicit: i.e., we denote by
A(x; r) the result of computing A on input x with random-
ness r. We use y ∈ A(x) to indicate that y lies in the support
ofA(x).

2.1 Digital Signatures

Definition 1: A signature scheme SIG = (KeyGen,Sign,
Vrfy) consists of a triple of PPT algorithms which are de-
fined below.

• (vk, sk)← KeyGen(1λ) : Algorithm KeyGen takes a se-
curity parameter 1λ as input and outputs a verification
key vk and a secret key sk.

• σ← Sign(sk,m) : Algorithm Sign takes a secret key sk
and a message m as input and outputs a signature σ.

• 1/0← Vrfy(vk,m, σ) : Algorithm Vrfy takes as input a
verification key vk, a message m and a signature σ, and
outputs 1 or 0 to indicate the validity or invalidity of
the signature.

A signature scheme SIG is existentially unforgeable against
chosen message attack (i.e., euf-cma secure) if it has correct-
ness and unforgeability. Similarly, SIG is strongly euf-cma
secure if it has correctness and strong unforgeability.

• Correctness. For any message m, there exists a negligi-
ble function negl(λ) such that:

Pr

[
Vrfy(vk,m, σ) = 1 :

(vk, sk)← KeyGen(1λ),
σ← Sign(sk,m)

]

≥ 1 − negl(λ).

• Unforgeability. For any PPT adversaryA, there exists a
negligible function negl(λ) such that:

Pr

[
Vrfy(vk,m∗, σ∗) = 1
∧ m∗ � Qm

:
(vk, sk)← KeyGen(1λ),
(m∗, σ∗)← ASign(sk,·)(vk)

]

≤ negl(λ),

where Sign(sk, ·) is the signing oracle and Qm is a set
recording the messages queried to the Sign oracle by
A. Note that m∗ � Qm means m∗ must be a new mes-
sage.

• Strong Unforgeability. For any PPT adversary A, there
exists a negligible function negl(λ) such that:

Pr

[
Vrfy(vk,m∗, σ∗) = 1
∧ (m∗, σ∗) � Q :

(vk, sk)← KeyGen(1λ),
(m∗, σ∗)← ASign(sk,·)(vk)

]

≤ negl(λ),

where Q = {mi, σi}i∈[Q] records all the Q messages
{mi}i∈[Q] queried by A and the corresponding signa-
tures {σi}i∈[Q] replied by the Sign oracle.

2.2 1-out-of-n Oblivious Signatures

We recall the notion of 1-out-of-n oblivious signature
scheme and the security requirements for it. The follow-
ing definition is adapted from [2] and it only considers a
two-round protocol between the signer S and the receiver
R.

Definition 2 ([2]): A 1-out-of-n oblivious signature scheme
OSn

1 = (OKeyGen,OSign(S � R),OVrfy) consists of two
PPT algorithms and a two-round interactive protocol, which
are defined below.

• (vk, sk)← OKeyGen(1λ) : Algorithm OKeyGen takes a
security parameter 1λ as input and outputs a verifica-
tion key vk and a secret key sk.

• Σ/⊥ ← OSign(S� R) : OSign is an interactive proto-
col executed by a signer S and a receiver R, as shown
in Fig. 1. The protocol is made up of the following
three algorithms OSendR,OSignS, and OSignR.

• (δ, st)← OSendR(vk,M = {mi}i∈[n], j) : It takes an
index j ∈ [n] and a set of messagesM = {mi}i∈[n]

as input and outputs a helper parameter δ and a
state st.

• σ← OSignS(sk,M = {mi}i∈[n], δ) : It takes a secret
key sk, a set of messagesM and a helper param-
eter δ as inputs and outputs an oblivious signature

Fig. 1 The interactive protocol OSign(S� R).
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σ.
• Σ/⊥ ← OSignR(vk, st, σ) : It takes a verification

key vk, a state st and an oblivious signature σ as
inputs and outputs Σ or ⊥, where Σ is a signature
of mj.

In practice (see Fig. 1), the protocol is executed in the
following way. The receiver R chooses an n-message
set M = {mi}i∈[n] and selects a message mj ∈ M
by specifying the index j, then invokes (δ, st) ←
OSendR(vk,M = {mi}i∈[n], j) to obtain the help pa-
rameter δ. Then R sends the message set M together
with the help parameter δ to signer S. Next, S invokes
σ← OSignS(sk,M, δ) to generate an oblivious signa-
ture σ and then sends σ to R. Finally, R generates the
final signature Σ for mj with the help of the oblivious
signature σ by invoking Σ/⊥ ← OSignR(vk, st, σ).

• 1/0← OVrfy(vk,m,Σ) : Algorithm OVrfy takes as input
a verification key vk, a message m and a signature Σ,
and outputs 1 or 0 to indicate the validity or invalidity
of the signature.

The 1-out-of-n oblivious signature scheme OSn
1 is se-

cure if it has correctness, unforgeability and ambiguity.
Similarly, OSn

1 is strongly secure if it has correctness, strong
unforgeability and ambiguity.

• Correctness. For any message setM = {mi}i∈[n] and any
j ∈ [n], there exists a negligible function negl(λ) such
that:

Pr

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣OVrfy(vk,mj,Σ) = 1 :

(vk, sk)← OKeyGen(1λ),
(δ, st)← OSendR(vk,M, j),
σ← OSignS(sk,M, δ),
Σ← OSignR(vk, st, σ)

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
≥ 1 − negl(λ).

• Unforgeability. For any PPT adversaryA, there exists a
negligible function negl(λ) such that:

Pr

[
OVrfy(vk,m∗,Σ∗) = 1
∧ m∗ � QOS

m
:

(vk, sk)← OKeyGen(1λ),
(m∗,Σ∗)← AOSignS(sk,·,·)(vk)

]

≤ negl(λ).

The set QOS
m records the messages for whichA can ob-

tain valid signatures via querying the OSignS(sk, ·, ·)
oracle. More precisely, for each query (M =

{mi}i∈[n], δ) from A, if δ (along with some state st)
is an output of OSendR(vk,M, j) for some j ∈ [n]
and oracle OSignS(sk,M, δ) replies σ to A, then
A may learn a signature Σ of mj by invoking Σ ←
OSignR(vk, st, σ), and in this case, the message mj is
recorded in QOS

m (if there are multiple choices for j,
only one mj is recorded).

• Strong Unforgeability. For any PPT adversary A, there
exists a negligible function negl(λ) such that:

Pr

[
OVrfy(vk,m∗,Σ∗) = 1
∧ (m∗,Σ∗) � QOS :

(vk, sk)← OKeyGen(1λ),
(m∗,Σ∗)← AOSignS(sk,·,·)(vk)

]

≤ negl(λ).

The set QOS records the valid message-signature pairs
that A can obtain via querying the OSignS(sk, ·, ·) or-
acle. More precisely, for each query (M = {mi}i∈[n], δ)
from A, if δ (along with some state st) is an output
of OSendR(vk,M, j) for some j ∈ [n] and oracle
OSignS(sk,M, δ) replies σ to A, then A may learn a
signature Σ of mj by invoking Σ ← OSignR(vk, st, σ),
and in this case, the message-signature pair (mj,Σ) is
recorded in QOS (if there are multiple choices for j,
only one pair (mj,Σ) is recorded).

• Ambiguity. For any PPT adversaryA, there exists a neg-
ligible function negl(λ) such that:
∣∣∣∣∣∣∣∣∣∣∣
Pr

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣ j
∗ = j :

(vk, sk)← OKeyGen(1λ),
M = {m1,m2, . . . ,mn} ← A(vk, sk),

j
$← [n], (δ, st)← OSendR(vk,M, j),

j∗ ← A(δ)

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦ −
1
n

∣∣∣∣∣∣∣∣∣∣∣
≤ negl(λ).

2.3 Commitment

Definition 3: A commitment scheme Commit = (Com,
Ver) consists of two PPT algorithms which are defined be-
low.

• (c, r)← Com(m) : Algorithm Com takes a message m as
input, and outputs a commitment-opening pair (c, r).

• 1/0← Ver(m, c, r) : Algorithm Ver takes a message m, a
commitment c and an opening r as input, and outputs 1
or 0 to indicate the validity or invalidity of the opening.

The following properties are required:

• Correctness. For any message m, there exists a negligi-
ble function negl(λ) such that:

Pr
[
Ver(m, c, r) = 1 : (c, r)← Com(m)

]
≥ 1 − negl(λ).

• Soundness. For any message m, for all (c, r) � Com(m),
it always holds that Ver(m, c, r) = 0.

• Statistical binding. For any commitment c, there exists
a negligible function negl(λ) such that:

Pr

[ ∃(m, r), (m′, r′) s.t. m � m′
∧ Ver(m, c, r) = 1 ∧ Ver(m′, c, r′) = 1

]
≤ negl(λ).

• Strong statistical binding. For any commitment c, there
exists a negligible function negl(λ) such that:

Pr

[ ∃(m, r), (m′, r′) s.t. (m, r) � (m′, r′)
∧ Ver(m, c, r) = 1 ∧ Ver(m′, c, r′) = 1

]
≤ negl(λ).

• Computational hiding. For any PPT adversary A, there
exists a negligible function negl(λ) such that:∣∣∣Pr
[A(c) = 1 : (m0,m1)← A(1λ), (c, r)← Com(m0)

]
− Pr
[A(c) = 1 : (m0,m1)← A(1λ), (c, r)← Com(m1)

]∣∣∣
≤ negl(λ).
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Fig. 2 Generic construction of 1-out-of-n oblivious signature OSn
1.

3. Generic Construction of 1-out-of-n Oblivious Signa-
ture

In this section, we present our generic construction of 1-out-
of-n oblivious signature and prove its (strong) unforgeability
and ambiguity.

3.1 Generic Construction

Our generic construction of 1-out-of-n oblivious signature
scheme OSn

1 is shown in Fig. 2 and it consists of the follow-
ing two building blocks.

• A signature scheme SIG = (KeyGen,Sign,Vrfy) (as
defined in Definition 1).

• A commitment scheme Commit = (Com,Ver) (as de-
fined in Definition 3).

The correctness of the 1-out-of-n oblivious signature
scheme OSn

1 follows directly from the correctness of SIG
and the correctness of Commit.

Remark 1: In the construction of OSn
1 in Fig. 2, it is pos-

sible for OSignR to check Vrfy(vk,mj||c, σ j) only for the
specific j ∈ st and neglect all i ∈ [n] \ { j}. This modifica-
tion will lead to better efficiency and there is no affection
on the security proofs. However, we recommend to check
Vrfy(vk,mi||c, σi) for all i ∈ [n], since this can guarantee the
authenticity and integrity of �σ sent from S.

3.2 Security Proofs

In this subsection, we provide Theorem 1 and Theorem 3 to
show the unforgeability and ambiguity of OSn

1 with security
proofs. In Theorem 2, we also show that OSn

1 can achieve
strong unforgeability, as long as Commit has the strong sta-
tistical binding property and SIG has strong unforgeability.

Theorem 1 (Unforgeability): Suppose that SIG = (KeyGen,
Sign,Vrfy) is a signature scheme which satisfies unforge-
ability, and Commit = (Com,Ver) is a commitment scheme
which satisfies statistical binding, then the 1-out-of-n obliv-
ious signature scheme OSn

1 in Fig. 2 satisfies unforgeability.

Proof of Theorem 1: Assume, towards a contradiction,
there exists a PPT adversary A that can break the unforge-
ability of the 1-out-of-n oblivious signature scheme OSn

1,
with a non-negligible probability. Then we construct a PPT
adversary BSIG against the unforgeability of SIG.

BSIG is constructed by invoking A and simulating the
unforgeability game of OSn

1 forA.

• Firstly, BSIG receives a verification key vk from its own
challenger. BSIG sends vk toA.

• BSIG simulates the OSignS(sk, ·, ·) oracle for A. Note
that BSIG does not have the secret key sk, and instead,
BSIG will resort to its own Sign(sk, ·) oracle (provided
in the unforgeability game of SIG) to accomplish the
simulation.

Suppose that A makes Q queries to the OSignS
oracle for some polynomial Q. When answer-
ing the η-th (η ∈ [Q]) OSignS query (M(η) =

{m(η)
1 , · · · ,m(η)

n }, δ(η) = c(η)) made by A, BSIG makes

n queries m(η)
1 ||c(η), · · · ,m(η)

n ||c(η) to its own Sign oracle,

and receives n signatures σ(η)
1 , · · · , σ(η)

n from its own

challenger. BSIG sends �σ(η) := (σ(η)
1 , · · · , σ(η)

n ) to A as
the response of the OSignS query.

• Finally, BSIG receives a forgery (m∗,Σ∗ = (σ∗, c∗, r∗))
fromA. BSIG returns (m∗||c∗, σ∗) to its own challenger
as its forgery.

It is clear to see that BSIG simulates the unforgeability game
of OSn

1 perfectly forA.
For each OSignS query (M(η) = {m(η)

1 , · · · ,m(η)
n }, c(η))

made by A, where η ∈ [Q], we call it a good or bad query
according to the following rule:

– It is called a good query, if c(η) is generated hon-
estly by A’s invoking of OSendR, i.e., c(η) ∈
OSendR(vk,M(η), j) for some j ∈ [n]. By our con-
struction in Fig. 2, this means that c(η) is a commitment
of m(η)

j , i.e., (c(η), r(η)) ∈ Com(m(η)
j ) with some open-

ing r(η). By the correctness of Commit, it follows that
Ver(m(η)

j , c
(η), r(η)) = 1, except with a negligible proba-

bility.
Consequently, for a good query, Σ(η) = (σ(η)

j , c
(η), r(η))

is a valid signature of m(η)
j that A may obtain. We
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record m(η)
j in set QOS

m (the set of messages that

A may know a signature) and record (m(η)
j ,Σ

(η) =

(σ(η)
j , c

(η), r(η))) in set QOS (the corresponding set of
message-signature pairs).

– It is called a bad query, if c(η) is not generated accord-
ing to OSendR, i.e., c(η) � OSendR(vk,M(η), j) for all
j ∈ [n]. By our construction in Fig. 2, this means that
c(η) is not a commitment of any m(η)

j inM(η). In other

words, for any j ∈ [n] and any opening r(η), it holds
that (c(η), r(η)) � Com(m(η)

j ), which further implies that

Ver(m(η)
j , c

(η), r(η)) = 0 by the soundness of Commit.

According to the security model, QOS
m and QOS re-

mains unchanged for a bad query.

We define the events that BSIG succeeds and A suc-
ceeds as follows, respectively.

– Let BSIG-Wins denote the event that BSIG’s out-
put (m∗||c∗, σ∗) is a successful forgery of SIG, i.e.,
m∗||c∗ � Qm := {m(η)

i ||c(η)}i∈[n],η∈[Q] (the set of mes-
sages that BSIG queried to its own Sign oracle) but
Vrfy(vk,m∗||c∗, σ∗) = 1.

– LetA-Wins denote the event thatA’s output (m∗,Σ∗ =
(σ∗, c∗, r∗)) is a successful forgery of OSn

1, i.e., m∗ �
QOS

m (the set of messages that A knows a signature)
but OVrfy(vk,m∗,Σ∗) = 1, where OVrfy(vk,m∗,Σ∗) = 1
means Ver(m∗, c∗, r∗) = 1 and Vrfy(vk,m∗||c∗, σ∗) = 1.

For ease of analysis, we consider three cases regarding
the c∗ contained inA’s forgery.

– Let FreshCom denote the event that c∗ � {c(η)}η∈[Q].
– Let ExistGood denote the event that there exists a good

query, say the η0-th query (M(η0), c(η0)), such that c∗ =
c(η0).

– Let AllBad denote the event that all queries (M(η), c(η))
satisfying c∗ = c(η) are bad queries.

To analyze BSIG’s advantage Pr[BSIG-Wins], we have
the following three claims.

Claim 1: Pr[A-Wins] = non-negl(λ).

Proof of Claim 1. This is due to the fact that the game that
BSIG simulates forA is identical to the unforgeability game
of OSn

1. Thus, by our assumption thatA’s advantage is non-
negligible, Claim 1 holds.

Claim 2: Pr[BSIG-Wins] ≥ Pr[A-Wins ∧ (FreshCom ∨
AllBad)].

Proof of Claim 2. Suppose that A-Wins occurs and
(FreshCom ∨ AllBad) occurs, we want to show that BSIG’s
output (m∗||c∗, σ∗) is a successful forgery of SIG, i.e.,
m∗||c∗ � Qm but Vrfy(vk,m∗||c∗, σ∗) = 1.

Since A-Wins implies that A’s output (m∗,Σ∗ =
(σ∗, c∗, r∗)) satisfies Vrfy(vk,m∗||c∗, σ∗) = 1, it remains to
show that m∗||c∗ � Qm holds, i.e., m∗||c∗ is a fresh message
that has not been queried by BSIG.

Note that BSIG queried Qm := {m(η)
i ||c(η)}i∈[n],η∈[Q] to its

own Sign oracle. We divide [Q] into two subsets:

I1 := {η ∈ [Q] | c∗ � c(η)},
I2 := {η ∈ [Q] | c∗ = c(η)},

and accordingly, we divide Qm into two subsets:

Qm,1 := {m(η)
i ||c(η)}i∈[n],η∈I1 ,

Qm,2 := {m(η)
i ||c(η)}i∈[n],η∈I2 .

It is clearly that m∗||c∗ � Qm,1. Next we show that m∗||c∗ �
Qm,2 as well.

• In the case that FreshCom occurs, I2 is the empty set,
so is Qm,2. Thus m∗||c∗ � Qm,2 trivially holds.

• In the case that AllBad occurs, we have that for every
η ∈ I2, query (M(η), c(η)) satisfying c∗ = c(η) is a bad
query. By the definition of bad query, it follows that
c∗ = c(η) is not a commitment of any m(η)

i in M(η),

so that Ver(m(η)
i , c

(η), r(η)) = 0 holds for any i ∈ [n]
and any opening r(η). On the other hand, A-Wins im-
plies that A’s output (m∗,Σ∗ = (σ∗, c∗, r∗)) satisfies
Ver(m∗, c∗, r∗) = 1, i.e., c∗ is a commitment of m∗.
Therefore, it must hold that m∗ � m(η)

i for all i ∈ [n]
and η ∈ I2, and consequently, m∗||c∗ � Qm,2.

Overall, we have m∗||c∗ � Qm,2 in either case, and conse-
quently m∗||c∗ � Qm = Qm,1∪Qm,2. This shows the freshness

of m∗||c∗, and completes the proof of Claim 2.

Claim 3: Pr[A-Wins ∧ ExistGood] ≤ negl(λ).

Proof of Claim 3. In the case ExistGood, there exists
a good query (M(η0), c(η0)) such that c∗ = c(η0). By the
definition of good query, there exists a valid signature
Σ(η0) = (σ(η0)

j , c
(η0), r(η0)) of some m(η0)

j in M(η0), so that

Ver(m(η0)
j , c

(η0), r(η0)) = 1 holds, and the corresponding m(η0)
j

was recorded in QOS
m .

Moreover, A-Wins implies that A’s output (m∗,Σ∗ =
(σ∗, c∗, r∗)) satisfies m∗ � QOS

m but Ver(m∗, c∗, r∗) = 1.
Therefore,A-Wins ∧ ExistGood implies the existence

of (m∗, r∗) and (m(η0)
j , r

(η0)) such that

c∗ = c(η0) ∧ m∗ � m(η0)
j ∈ QOS

m

∧ Ver(m∗, c∗, r∗) = 1 ∧ Ver(m(η0)
j , c

(η0), r(η0)) = 1,

which can happen with at most a negligible probability, by
the statistical binding property of Commit. This completes
the proof of Claim 3.

Finally, by taking Claims 1–3 together, we have

Pr[BSIG-Wins] ≥ Pr[A-Wins ∧ (FreshCom ∨ AllBad)]

= Pr[A-Wins] − Pr[A-Wins ∧ ExistGood]

≥ non-negl(λ) − negl(λ),

which is still non-negligible in λ. This shows that BSIG

breaks the unforgeability of SIG successfully, leading to a
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contradiction. This completes the proof of the non-strong
version of Theorem 1. �

Theorem 2 (Strong Unforgeability): Suppose that SIG =
(KeyGen,Sign,Vrfy) is a signature scheme which satisfies
strong unforgeability, and Commit = (Com,Ver) is a com-
mitment scheme which satisfies strong statistical binding,
then the 1-out-of-n oblivious signature scheme OSn

1 shown
in Fig. 2 satisfies strong unforgeability.

The proof of Theorem 2 is similar to that of Theorem 1,
except that strong unforgeability of SIG and strong statisti-
cal binding property of Commit are needed. Due to space
limitations, we omit the details of the proof.

Theorem 3 (Ambiguity): Suppose that the scheme SIG =
(KeyGen,Sign,Vrfy) is a signature scheme, and Commit =
(Setup,Com,Ver) is a commitment scheme which satisfies
computational hiding, then the 1-out-of-n oblivious signa-
ture scheme OSn

1 shown in Fig. 2 satisfies ambiguity.

Proof of Theorem 3: Assume, towards a contradiction,
there exists a PPT adversary A that can break the ambigu-
ity of the 1-out-of-n oblivious signature scheme OSn

1, with
a non-negligible probability. Then we construct a PPT ad-
versary BCommit against the computational hiding property
of Commit.

BCommit is constructed by invoking A and simulating
the ambiguity game of OSn

1 forA.

• Firstly, BCommit invokes (vk, sk) ← OKeyGen(1λ) by
itself. BCommit sends (vk, sk) toA, and receives a set of
messagesM = {m1,m2, . . . ,mn} fromA.

• Then BCommit samples an index j
$← [n] uniformly, sets

m′0 := mj and samples a message m′1 uniformly from
the message space. BCommit sends (m′0,m

′
1) to its own

challenger, and receives a challenger c∗ from its own
challenger, where c∗ is either a commitment of m′0 or a
commitment of m′1. BCommit aims to guess which case
it is.

• Finally, BCommit returns δ := c∗ to A, and receives j∗
from A as the guessing of j. BCommit returns 1 to its
own challenger if and only if j∗ = j.

Now we analyze BCommit’s advantage against the com-
putational hiding property of Commit.

– In the case that c∗ is a commitment of m′0, δ (= c∗)
is a commitment of mj (= m′0). By our construc-
tion in Fig. 2, δ follows from OSendR(vk,M, j), thus
the above game that BCommit simulates for A is iden-
tical to the ambiguity game of OSn

1. Therefore, A’s
output j∗ equals j with probability 1/n ± non-negl(λ)
for some non-negl(λ), and consequently, BCommit re-
turns 1 to its own challenger with the same probability
1/n ± non-negl(λ) as well.

– In the case that c∗ is a commitment of m′1, δ (= c∗)
is a commitment of m′1, which is a uniformly chosen
message and is independent of j. Therefore, j is com-
pletely hidden to A, and A’s output j∗ equals j with

probability exactly 1/n. Consequently, BCommit returns
1 to its own challenger with the same probability 1/n.

Overall, BCommit’s advantage equals |(1/n ± non-negl(λ)) −
1/n| = non-negl(λ). This shows that BCommit breaks
the computational hiding property of Commit with a non-
negligible probability, leading to a contradiction. This com-
pletes the proof of Theorem 3. �

4. Instantiations of Our Generic OSn
1

Construction

In this section, we present the instantiations of our generic
construction OSn

1. To this end, all we have to do is to instan-
tiate the two building blocks.

As for the commitment scheme Commit = (Com,Ver),
we can instantiate it from any public key encryption scheme
PKE = (KGen,Enc,Dec) as follows:

• The public key pk generated by KGen(1λ) serves as the
public parameter of Commit.

• The algorithm Com(m; r) invokes c← Encpk(m; r), and
returns (c, r).

• The algorithm Ver(m, c, r) invokes the c∗ ←
Encpk(m; r). Then it outputs 1 if c∗ = c, and outputs
0 otherwise.

When PKE satisfies correctness and IND-CPA secu-
rity, the commitment scheme Commit constructed as above
could satisfy those requirements as defined in Definition 3
because:

• The perfect correctness of Commit is due to the fact
that Encpk(· ; ·) is a deterministic function.

• The perfect soundness of Commit follows from the fact
that Ver(m, c, r) = 1 iff c = Encpk(m; r) and the fact if
c = Encpk(m; r) then (c, r) ∈ Com(m).

• The statistical binding of Commit follows from the cor-
rectness of PKE.

• The computational hiding of Commit follows from the
IND-CPA security of PKE.

There are lots of PKE schemes with IND-CPA secu-
rity in the standard model. Meanwhile, many PKE schemes
yield Commit schemes with strong statistical binding prop-
erty. For example, the ElGamal scheme [13] based on the
Decisional Diffie-Hellman (DDH) assumption, the Paillier
scheme [14] based on the Deciding Composite Residuos-
ity (DCR) assumption, the Regev scheme [15] based on the
LWE assumption and the Rabin scheme [16] based on the
QR assumption which is equivalent to the Factoring (FAC)
assumption.

As for the signature scheme SIG = (KeyGen,Sign,
Vrfy) with euf-cma security, there are many proposals in the
standard model. For example, the SIG schemes [17]–[20]
based on the RSA, DDH, DCR, LIN, SIS, LWE assump-
tions. Moreover, all these schemes can be converted into sig-
nature schemes with strong unforgeability via generic trans-
forms in [17], [21].

By integrating those instantiations via our generic con-
struction, we obtain numerous OSn

1 schemes in the standard
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Table 2 Performances of several OSn
1 schemes. Here “|vk|” denotes the bit length of the verification

key, “|sk|” denotes the bit length of the signing key, “|δ|” denotes the bit length of the helper parameter,
“|�σ|” denotes the bit length of the oblivious signature and “|Σ|” denotes the bit length of final signature.

OSn
1 Scheme |vk| |sk| |δ| |�σ| |Σ| Assumption(s) Standard model

Scheme 1 O(λ) O(λ) O(λ) O(nλ) O(λ) DDH �
Scheme 2 O(λ) O(λ) O(λ) O(nλ) O(λ) DCR �
Scheme 3 O(poly(λ)) O(poly(λ)) O(λ log λ) O(npoly(λ)) O(poly(λ)) ring-LWE + LWE �

• Scheme 1 is instantiated via ELGamal encryption scheme and signature scheme in [19].
• Scheme 2 is instantiated via Pailler encryption scheme and signature scheme in [19].
• Scheme 3 is instantiated via Regev encryption scheme and signature scheme in [20].

model. Note that we can also use those SIG and Commit
schemes in the RO model to admit more OSn

1 schemes in
the RO model.

Finally, we stress that our OSn
1 construction can be

easily extended to construct t-out-of-n oblivious signature
schemes: the output δ of OSendR consists of commitments
(c1, · · · , ct) of t messages, while OSignS outputs the partial
signature σ := {σi, j}i∈[n], j∈[t] where σi, j ← Sign(sk,mi||c j).

In Table 2, we present performances of OSn
1 instantia-

tions based on the DDH, DCR and ring-LWE assumptions
respectively. We list the sizes of the verification keys, the
signing keys, the helper parameters, oblivious signatures,
the final signatures and the assumptions in the three OSn

1
schemes.

5. Conclusion

We present a generic construction of 1-out-of-n oblivious
signature based on a commitment scheme and a standard
signature scheme. Our construction can be easily instanti-
ated, since there are abundant choices for secure commit-
ment schemes and signature schemes with euf-cma security.
Compared with the previous 1-out-of-n oblivious signature
schemes, our construction is generic and can be instantiated
to obtain specific schemes not only in the random oracle
model, but also in the standard model. The performances of
our 1-out-of-n oblivious signature schemes are determined
directly by the two underlying building blocks. Meanwhile,
any advances in more efficient signature and commitment
schemes will directly lead to more efficient 1-out-of-n obliv-
ious signature schemes.
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