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SUMMARY The Extensible Authentication Protocol (EAP) is an
authentication framework that supports multiple authentication mecha-
nisms [38] between a peer and an authentication server in a data commu-
nication network. EAP is used as a useful tool for enabling user authenti-
cation and distribution of session keys. There are numerous EAP methods
that have been developed by global SDOs such as IETF, IEEE, ITU-T, and
3GPP. In this paper, we analyze the most widely deployed EAP meth-
ods ranging from the EAP-TLS [27] to the EAP-PSK [25]. In addition, we
derive the security requirements of EAP methods meet, evaluate the typ-
ical EAP methods in terms of the security requirements, and discuss the
features of the existing widely-deployed EAP methods. In addition, we
identify two typical use cases for the EAP methods. Finally, recent global
standardization activities in this area are reviewed.
key words: EAP, IKEv2, EAP-MD5, EAP-TLS, PEAP, TLS

1. Introduction

EAP was introduced as an extension to PPP to allow for the
flexible development of arbitrary network access authenti-
cation methods [1]–[3], [13]. EAP is considered as a frame-
work for transporting authentication protocols, rather than
as an authentication protocol itself. EAP is used as a ba-
sic tool for enabling user authentication and distribution of
session keys. EAP was designed for use in network ac-
cess authentication, where IP layer connectivity may not be
available.

EAP method is basically carried out between the
peer and the authentication server. However, several net-
works use three entities-based EAP model [38], for exam-
ple, a wireless LAN, an IEEE 802.16e MAN, or a 3G cel-
lular network [4], [5]. The abstract model for three-entities-
based model consists of three entities: a peer, an authentica-
tor, and an authentication server [1]. The peer refers to the
entity that is wishing to access to the network or the end of
the link that responds to the authenticator. The authenticator
refers to the end of the link that initiates the EAP authentica-
tion. The authentication server refers to the entity that termi-
nates the EAP method with the peer. The EAP messages ex-
changed between the authenticator and authentication server
are encapsulated by the AAA protocol such as RADIUS [6]
and Diameter protocol [50]. In case that the authenticator
acts in pass-through mode, that is, the authenticator only
relays the EAP packets from the peer or the authentication
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server, the authentication server can be part of the authenti-
cator. Therefore, after the parties complete negotiating and
choosing a specific EAP method among many candidates of
the EAP methods, EAP allows for an exchange of messages
between the peer and the authentication server. The con-
versations consist of requests and responses for exchanging
authentication information.

The EAP methods can be classified into a pre-shared
secret based EAP method, a public key based EAP method,
and an EAP method based on both credentials according to
the type of a credential. In a pre-shared secret based EAP
method, the peer and the authentication server share the se-
cret key in advance. However, in a public key based EAP
method, they don’t share any secret in advance, but use the
public key to authenticate each other. In an EAP method
using above two credentials, they authenticate themselves
using either a pre-shared secret or a public key. Moreover,
EAP methods are classified into a tunnel-based EAP method
and a non-tunnel based EAP method. In a tunnel-based EAP
method, once a secure tunnel is established, for instance, us-
ing TLS [10] or IKE [11], any authentication protocols can
be used to authenticate a peer within a secure the tunnel.

The rest of the paper is organized as follows. In
Sect. 2, we address a background of an EAP method includ-
ing a threats model and desired security requirements. In
Sect. 3, we describe numerous widely deployed EAP meth-
ods together with presenting the security features and evalu-
ate the existing well-known EAP methods. In Sect. 4, we
explore typical use cases of EAP methods, for example,
a use case in Wireless LAN or a use case in the 3G cellular.
In Sect. 5, several issues for future standardization of EAP
methods are described. Finally, we conclude this paper.

2. Threats and Security Requirements

2.1 Security Attacks

There are a lot of threats or attacks that are related to secu-
rity of the EAP methods. These attacks can be grouped into
logical attacks and physical attacks as follows. The follow-
ing sub-sections describe details of every possible attack.

2.1.1 Logical Attacks

The attacker with the capability to access the lower link
layer may perform many types of logical attacks which are
identified in [7], [38] as shown in Table 1.
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Table 1 Various logical attacks.

2.1.2 Physical Attacks

There are various physical attacks that are related to security
of EAP methods in the wireless LAN, which are identified
in [4], [5]. They are mainly caused by a rogue access point
(AP), improperly located APs, and AP with a broader cov-
erage due to strong transmission power.

2.2 Desired Security Requirements

Considering that an EAP is performed over wired or wire-
less medium depending on the specific access network, there
are several security requirements of EAP methods which are
derived from [7], [38], [51]:
Secure generation of symmetric keying material: This
refers to the ability of EAP to generate keying material to
protect the subsequent EAP session or subsequent data ses-
sion. In other words, the peer and the authentication server
share a common secret: top-level key. The top-level key is
referred to as Master Key (MK). All cryptographic sym-
metric keys of lower-layer security may be derived from the
Master Key.

Minimum key strength: An EAP method should be ca-
pable of generating the keying material of a master key with
at least 128-bit effective key strength.
Strong, fresh session keys: Session keys may prove to be
strong and fresh in all circumstances.
PFS (Perfect Forward Secrecy): In the cryptography of
a key establishment protocol, this pertains to the condition
wherein a long-term private key after a given session does
not compromise any earlier session.
Mutual authentication: This pertains to an ability of the
EAP method wherein an authentication server authenticates
a peer and a peer authenticates an authentication server at
the same time.
Integrity protection: The capability provides data origin
authentication and protection of unauthorized modification
for EAP packets exchanged during the EAP procedure.
Confidentiality of EAP procedure: The capability pro-
vides encryption of EAP packets during the EAP procedure.
It can be used usefully in case where identity protection is
needed.
Key derivation: This refers to the ability of the EAP
method to derive exportable keying materials, such as the
MSK (Master Session Key) and the EMSK (Extended
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Master Session Key).
Replay protection: All messages exchanged by EAP
must be replay-protected.
Resistance to dictionary attacks: This refers to the im-
munity to dictionary attacks. There are two kinds of dictio-
nary attacks: online dictionary attack and offline dictionary
attack. When password authentication is used, passwords
are commonly selected from a small set; thus raising con-
cerns over dictionary attacks. If a password is used as a cre-
dential, a method may provide protection against dictionary
attacks if it does not allow an offline attack with a work
factor based on the number of passwords in an attacker’s
dictionary.
Protection against MITM attacks: EAP can be pro-
tected from the MITM attack through “Cryptographic bind-
ing,” “Integrity protection,” “Replay protection,” and “Ses-
sion independence.”
Protection against server-compromised attack: This
pertains to the ability of the EAP method to resist a server-
compromised attack. Specifically, even after obtaining the
password file, the attacker is not able to impersonate the
peer without performing an exhaustive dictionary attack on
the compromised password file to obtain a user password.
Protected ciphersuite negotiation of the EAP procedure:
This refers to the ability of an EAP method to negotiate the
ciphersuite used to protect the EAP conversations, not the
ability to negotiate the ciphersuite used to protect data. If the
EAP method negotiates on the ciphersuite used to protect the
EAP conversation, the “Protected ciphersuite negotiation”
requirement must be supported. The protected ciphersuite
negotiation should be negotiated during every EAP to avoid
compromising a particular cryptographic algorithm.
Session independence: This refers to the demonstration
that the passive attacks (such as eavesdropping on the EAP
conversation) or the active attacks (including compromise
of the MSK and the EMSK) does not enable compromise of
subsequent or prior MSKs (Master session key) or EMSKs
(extended master session key) described in Sect. 2.4.
Channel binding: This pertains to communication within
an EAP method for integrity-protected channel properties
such as endpoint identifiers that can be compared to values
communicated via out-of-band mechanisms (e.g., through
an AAA or a lower-layer protocol). It needs secure mech-
anisms for exchanging lower-layer EAP parameters, which
enable the authenticated exchange of data.
Cryptographic binding: This capability provides the va-
lidity of the EAP peer to the EAP server that a single entity
has acted as the EAP peer for all methods executed within
a tunnel-based EAP method. This requirement can serve to
mitigate MITM attacks when the tunnel-based EAP meth-
ods are supported.
Fast reconnect: This capability is to create a new secu-
rity association more efficiently by using a previously estab-
lished security association. It allows the mobile terminal to
facilitate a fast roaming capability in case where the roam-
ing is supported.
Fragmentation: This refers to whether or not an EAP

method supports fragmentation and reassembly. EAP meth-
ods support fragmentation and reassembly if EAP packets
exceed the arbitrary length of minimum MTU (Maximum
Transmission Unit), which refers to the size (in bytes) of the
largest packet that can be passed onwards by a given layer
of communication protocol.
User identity privacy: This involves protecting the pri-
vacy of user identity. This can be obtained using the con-
fidentiality algorithm and temporary Identifier of a user. In
general, the temporary Identifier is exchanged through en-
crypted messages. An additional ciphersuite negotiation is
required in maintaining confidentiality in the EAP proce-
dure to ensure user identity privacy. The EAP method sup-
ports identity protection.

2.3 Primitive Cryptographic Protocols

This section describes two primitive cryptographic pro-
tocols, i.e. TLS and IKEv2, which are used to build
the tunnel-based EAP methods such as EAP-TTLS [33],
EAP-IKEv2 [32], and PEAP [36].
TLS protocol The primary goal of the TLS protocol is
to provide privacy, message authentication, and data in-
tegrity between two parties [8]–[10]. TLS consists of four
kinds of protocols: a Record protocol, a Handshake pro-
tocol, a Change-CipherSpec protocol and an Alert proto-
col. The TLS Handshake Protocol allows the server and the
client to authenticate each other, share a master key between
them, and negotiate a cryptographic algorithm and crypto-
graphic keys before the application protocol exchanges its
first byte of data. The TLS Record protocol encapsulates
various higher-level protocols including Handshake proto-
col itself. In general, the tunnel-based EAPs use only the
TLS Handshake protocol.
IKEv2 Protocol IKEv2 protocol is used by IPSec for user
authentication and key exchange [49]. IKEv2 messages are
exchanged between two parties, that is, an Initiator and a re-
sponder [11]. IKEv2 consists of two phases: a phase for
establishing an IKE-SA and a phase for establishing further
CHILD-SAs. As EAP-IKEv2 only uses the first phase of
IKEv2, only the first phase of IKEv2 is related to the EAP
methods.

2.4 Key Derivation for EAP

The fundamental goal of an EAP method is to authenticate
a peer or an authentication server. However, as a side ef-
fect, the most recently-proposed EAP methods are able to
provide a top-level keying material (known as pre-master
secret) shared between a peer and an authentication server
from the successful completion of an EAP method run,
which are used to produce a set of necessary cryptographic
keys that are used to protect a subsequent data sessions [28].
The keying materials can be derived from the long term-
credential called a long-term secret. In case of the EAP
method based a pre-shared secret, the long-term credential
is the pre-shared secret shared between the peer and the
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authentication server.
During the EAP conversations, two kinds of keys are

derived as follows;

• Keys that are used only locally by EAP method it-
self but that are not exported. They are used to en-
sure confidentiality or integrity of the exchanged EAP
messages. They are called TEKs (Transient EAP Keys)
that are used as session keys that are used to establish
a protected channel between the peer and authentica-
tion server during the EAP authentication exchange.
• Keys that are exported by the EAP method, namely

a Master session key (MSK), an Extended master ses-
sion key (EMSK) and an Initialization Vector (IV). All
three keys must have at least 64 byte length. Derivation
of MSK and EMSK is mandatory, while derivation of
IV is optional.

There are two kinds of keying materials that are ex-
ported by the EAP method: master session key (MSK) and
extended master session key (EMSK). In a practical EAP
method, there are at least three levels of keying materials:
a pre-master secret, a master secret (MS), and a master ses-
sion key (MSK)/extended master session key (EMSK). The
pre-master secret is generated as a result of the EAP method
run. The Master secret is derived from the pre-master secret,
in turn, the MSK and the EMSK are derived form the MS.

For example, in case of EAP-TLS [30], various key-
ing materials are derived from the pre-master secret that is
shared between the peer and the authentication server after
a successful EAP-TLS completes. The pre-master secret is
used to derive the master secret (MS), i.e. second level of
keying materials, as follows;

• Master secret (MS) = TLS-PRF-48 (pre-master secret,
“master secret”, client random || server random)[1...47]

A client random and a server random are Nonces generated
by the peer and the server and exchanged during the TLS
handshake protocol, respectively. In addition, TLS-PRF-48
is a pseudo-random function specified in [8] with the length
of 48 bytes. The master session key (MSK) and extended
master session key (EMSK) are derived from the master se-
cret (MS) as follows;

• MSK = TLS-PRF-64 (master secret, “client EAP en-
cryption”, client random || server random)[0...63]
• EMSK = TLS-PRF-64 (master secret, “client EAP en-

cryption”, client random || server random)[64...127]

The MSK and EMSK are exported to entities outside
EAP method. The pseudo-random function (PRF) could
be a TLS-PRF defined in [27] or any other pseudo-random
function [12].

3. Analysis of EAP Methods

The EAP methods are classified into the EAP method based
on shared secret, the EAP method based on public key, the

EAP methods based either secret key or public key accord-
ing to type of credentials that are used. In this section,
several features of the well-known EAP methods are pro-
vided. Further, evaluations are provided in terms of the de-
sired security requirements for the EAP methods described
in Sect. 2.2.

3.1 Pre-Shared Secret Based EAP Methods

EAP-MD5 EAP-MD5 is a mandatory-to-implement EAP
method of RFC 2284 [13] and a typical example of the EAP
methods based on the shared secret. It is considered as one
of the simplest EAP methods. The peer and the EAP authen-
tication server share the password in advance. The one-way
hash algorithm, MD5 [14] is used together with a pre-shared
secret and a challenge to compute the hashed value in order
to prove that the peer knows the shared secret.

It does not provide mutual authentication, that is, the
authentication server only authenticates the peer. It does not
generate any keying materials as a side effect. Furthermore,
it is vulnerable to dictionary attacks and the MITM attack.
In summary, EAP-MD5 is inherently insecure and does not
support the most of the security requirements for EAP meth-
ods described in [7].
LEAP The Lightweight Extensible Authentication Proto-
col (LEAP), also known as Cisco wireless EAP [15], [16],
was developed by Cisco system that provides the password-
based authentication protocol between the peer and the au-
thentication server. It is considered the challenge-response
protocol based on a pre-shared secret or password between
the peer and the authentication server.

In contrast to EAP-MD5, it supports mutual authenti-
cation and the session key derivation. However, it does not
support the identity privacy and is vulnerable to the dictio-
nary attack.
EAP-AKA The EAP-AKA [19] is developed by Ericsson
and Nokia for the 3G cellular network [17], [18]. It is an
EAP method that uses the existing AKA (Authentication
and Key Agreement) mechanism that was developed for au-
thentication and key exchange in the 3G cellular network.
The AKA is used for mutual authentication and the session
key derivation based on the shared symmetric key, which
can be used to protect the data session in the air interface in
the 3G cellular networks [19], [20]. On the peer side, it runs
in a Subscriber Identity Module, which is either a UMTS
Subscriber Identity Module (USIM) or a (Removable) User
Identity Module ((R)UIM), similar to a smart card. In the
3G context, an entity called HLR (Home Location Register)
acts as the authentication server, an entity called VLR (visi-
tor location register) acts as the authenticator, and a mobile
station (MS) acts as the peer, respectively [17].

Basically, EAP-AKA incorporates the AKA into EAP
method to perform the authentication and the session
key derivation as well as optional identity privacy sup-
port, optional result indications, and an optional fast re-
authentication procedure. In addition, it is assumed that the
peer has access to the subscirber’s USIM, where the shared
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secret K is kept and the actual AKA protocol is carried
out. The master key (MK) is computed from IK (Integrity
key) and CK (Cipher key) computed during the EAP-AKA
method run. The MK is used to compute the transient EAP
session key (TEKs), MSK and EMSK.
EAP-SRP The EAP-SRP [23] is based on the SRP (Se-
cure Remote Password), proposed by T. Wu [21]. This
scheme is known as one of the typical examples of “Strong
Password Protocol” that resists dictionary attacks. Most of
the pre-shared secret based EAP methods are known to be
vulnerable to dictionary attacks. However, EAP-SRP is able
to resist the dictionary attacks. Basically, the SRP scheme
is considered as a variant of DH key exchange scheme [22]
allowing two entities to agree on the common secret key by
using public key cryptography.

Basically, EAP-SRP incorporates SRP into EAP
method to perform the authentication and the session key
derivation. However, EAP-SRP is still in draft document of
IETF [23]. In summary, EAP-SRP supports mutual authen-
tication and resists dictionary attacks. Though the Internet
draft of EAP-SRP mentions the possibility to provide the
identity privacy via a hidden pseudonym, it is also described
that it is unable to support the strong identity privacy. In ad-
dition, EAP-SRP can support the limited fast reconnect.
EAP-PSK The EAP-PSK is proposed by both France
Telecom and Siemans AG in January 2004 [25]. The PSK
stands for “pre-shared Key”. It provides mutual authentica-
tion based on a 16-byte pre-shared secret between the peer
and the EAP server. It is mainly designed to apply to con-
text with the restricted computational resources, especially
for the mobile terminal in wireless networks. It uses only
one primitive cryptographic algorithm, namely the AES al-
gorithm [26]. There are two types of EAP-PSK method:
standard EAP-PSK and extended EAP-PSK method. The
standard EAP-PSK method uses the protected channel to
transmit a protected result indication, while the extended
EAP-PSK uses the protected tunnel to transmit the arbitrary
information in variable length. It is regarded as a typical
challenge/response protocol, in that two parties exchange
their Nonces, their identities, and a proof of knowledge of
the secret. The authentication can be achieved by sending
a MAC computed with the pre-shared key over the Nonces
and identities exchanged in the previous conversation.

It is based on the AKEP2 (Authenticated key exchange
protocol 2) [24]. It is assumed that two parties should have
shared two keys as a prerequisite, a1 and a2, where a1 is
used for authentication purposes and a2 is used for session
key derivation.

It supports mutual authentication, key derivation, and
dictionary attack resistance. However, it does not support
identity protection, fast reconnect, and the protected cipher-
suite negotiation.

3.2 EAP Methods Based on Public Key

EAP-TLS EAP-TLS was developed by Microsoft [27]. It
is firstly published as RFC 2716 in October 1999, which was

replaced by RFC 5216 in March 2008 [30]. It is considered
as a mature, stable, and widely deployed EAP method. It
relies on the Transport Layer Security [8].

EAP-TLS uses a TLS Handshake phase to authenticate
the peer and the authentication server. Although TLS Hand-
shake protocol actually sets up a secure tunnel between the
peer and the authentication server, this tunnel is not used in
the subsequent data session. Instead, as some keying mate-
rials are sent to the authenticator, the peer and the authen-
ticator use them to protect the subsequent data session. In
EAP-TLS, certificates are used to authenticate the EAP au-
thentication server to the peer, and, optionally, to authen-
ticate the peer to the authentication server. Therefore, it
provides mutual authentication based on X.509 certificates,
which results in protecting against the MITM attacks and
use of a rogue network access server. It also generates the
symmetric keying material that can be used to protect the
subsequent data session. After EAP-TLS is completed, the
authentication server and the peer are able to share the pre-
master secret. The pre-master secret is used to generate
the master secret (MS), which is in turn used to generate
the MSK, EMSK using the pseudo-random function as de-
scribed in Sect. 2.4 [12], [28], [29].

EAP-TLS can be considered as a secure EAP method,
so that it is now being widely deployed in many applica-
tions. It supports fast reconnect since new security associ-
ation can be generated by using the existing security asso-
ciation efficiently and fast. In summary, it supports most
requirements except the channel binding and identity pro-
tection. Since EAP-TLS uses certificates, it inherits all the
certificated-related problems: a problem from unencrypted
certificates, a problem of postponed verification of the cer-
tificate [27]. The first problem arises from that certificates
are sent unencrypted. It results in revealing identity that is
contained in certificate to the attacker who is able to eaves-
drop on the conversation. The second problem arises from
that the peer is unable to verify the signature or the certifi-
cate chain. Furthermore, the peer is unable to verify whether
the certificate of the authentication server has been revoked
in the meantime. Therefore, there is no other means to avoid
the problem except postponing the verification.

3.3 EAP Methods Based on Both Credentials

This section describes the EAP methods based on either the
public key or shared secret.
EAP-FAST EAP-FAST [31] was proposed by Cisco Sys-
tem as an alternative EAP method, LEAP, that is known to
be vulnerable to dictionary attacks. It was originally pro-
posed to reduce the workload of small wireless devices.
FAST stands for “Flexible Authentication via Secure Tun-
neling”. The primary design goals of EAP-FAST include
the mutual authentication, resistance to brute-force dictio-
nary attacks, immunity to the MITM attack, large support
for existing user database containing credentials. In general,
EAP-FAST uses the TLS handshake protocol to establish
a mutually authenticated tunnel between the peer and the
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authentication server. However, in contrast to EAP-TTLS,
the secure tunnel can be established using either the pub-
lic key similar to EAP-TLS or a pre-shared symmetric key
known as PAC (Protected Access Credential). The PAC can
be considered as a security token provided to the peer by the
server to establish a secure tunnel for future optimized net-
work authentication. EAP-FAST consists of two phases. In
the first phase, the peer uses PAC to establish the secure TLS
tunnel. If the peer does not have the corresponding PAC,
the server requests the peer to initiate the full TLS Hand-
shake. In subsequence to this full TLS Handshake, the peer
requests the server to issue the PAC that can be used to es-
tablish the TLS tunnel later. In the second phase, EAP-TLS
like authentication or legacy authentications may be used to
authenticate the peer within the secure tunnel. PAC consists
of three components: a shared secret, an opaque element,
and optional other information. The shared secret is used to
establish the secure tunnel. The opaque element is provided
to the peer and presented to the server when the peer wishes
to obtain access to the network resource. The opaque el-
ement may include the PAC and the peer’s identity. The
server uses a strong cryptographic algorithm to protect the
opaque element in order to recover the necessary informa-
tion for the server to identify and authenticate the peer. The
other information may contain to provide the integrity of the
PAC issuer.

There are three kinds of authentication methods:
a certificate-based authentication that is used in EAP-TLS,
a combined authentication that is used in EAP-TTLS, or
a PAC (Protected Access Credential) based authentication.
In a certificate-based authentication, the peer and the au-
thentication server use the certificates to authenticate each
other. In a PAC-based authentication, the peer uses the PAC
to establish a TLS tunnel. Therefore, EAP-FAST is con-
sidered as an efficient EAP method that combines the fea-
tures of EAP-TLS and EAP-TTLS and adopts the idea to use
EAP-TLS with pre-shared key. In summary, the EAP-FAST
is a very flexible EAP method that is intended for the con-
stricted mobile device as it supports authenticate each other
by using a pre-shared key. It meets most of the requirements
described in [7].
EAP-IKEv2 The EAP-IKEv2 [32] was proposed by
Simense AG, France Telecom R&D and Toshiba in March
2003. It was adopted as RFC 5106 in February 2008.
This EAP method is based on mechanisms and payloads
of IKEv2 [11]. It provides mutual authentication and ses-
sion key establishment between an EAP server and an EAP
peer. In order to authenticate each other, it supports various
authentication techniques according to the types of creden-
tials: asymmetric key pairs, symmetric keys, and a combi-
nation of both. It is possible to use a different authentication
credential in each direction. For instance, the EAP server
authenticates itself using the public key pairs, while the peer
authenticates itself using symmetric key.

It supports most of the requirements described in [38]
except channel binding.

3.4 Tunnel-Based EAP Methods

This section describes two types of the tunnel-based EAP
methods; EAP-TTLS and PEAP.
EAP-TTLS EAP-TTLS is in RFC 5281 [33]. EAP-TTLS
is an EAP (Extensible Authentication Protocol) method
based on TLS (Transport Layer Security) protocol. TTLS
stands for “Tunnel Transport Layer Security”. EAP-TTLS is
considered as an extension to EAP-TLS. The authentication
in EAP-TLS is typically mutual, that is, the authentication
server and the peer authenticate each other. It uses the cer-
tificate to authenticate the authentication server and simpler
authentication method to authenticate the peer. It consists of
two phase: the TLS Handshake phase and TLS tunnel phase.
In the first phase, the authentication server is authenticated
to the peer using X.509 certificate of the server. After the
first phase is completed, the secure tunnel is established. In
the second phase, all communications are protected by this
secure channel. The client is authenticated to the authentica-
tion server by using the legacy authentication methods, such
as clear-text password or challenge-response password, or
a more advanced authentication mechanism, such as token-
based authentication. EAP-TTLS supports the identity pro-
tection since an attacker can not see the user identity, as
the identity can be sent in the second phase. However,
EAP-TTLS is known to be vulnerable to the MITM attack
as follows. The tunneled protocols require the session key
derived from the first phase, which is used to provide a se-
cure tunnel. In a certain environment, a peer is allowed
to skip the first phase and to proceed directly to the sec-
ond phase. In this case, the active MITM attack may take
place if the attacker can hijack a valid authentication ses-
sion [34]. However, a cryptographic binding scheme [35]
was proposed to protect the MITM attack in tunnel based
EAP method. Therefore, EAP-TTLS can be considered to
be secure if a cryptographic binding is applied. In addi-
tion, IETF EMU (EAP methods update) working group [54]
has been developing the Internet draft on “requirements of
tunnel-based EAP method” [37], as of December 2008.
PEAP PEAP (Protected Extensible Authentication Pro-
tocol) is a proprietary protocol that was developed by
Microsoft, Cisco and RSA Security [36], [37]. It provides an
encrypted and authenticated tunnel using TLS Handshake
protocol, which encapsulates further authentication mech-
anisms for the peer. It uses TLS to protect against rogue
authenticators, protect against various attacks on the confi-
dentiality and integrity of the inner EAP method exchange
and provide EAP peer identity privacy. It also provides sup-
port for chaining multiple EAP mechanisms, cryptographic
binding between authentications performed by inner EAP
mechanisms and the tunnel, exchange of arbitrary param-
eters, and fragmentation and reassembly. PEAP uses the
public key cryptography for authentication and negotiation
of key that can be used to encrypt data. PEAP also uses
TLS for server authentication and encryption, but avoid the
need for user certificates by using a second authentication
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Table 2 Evaluation of well-known EAP methods based on the secret key.

Table 3 Evaluation of well-known EAP methods based on public key and other credentials.

protocol between the peer and the server, which is protected
by the TLS encryption. The basic principle of EAP-TTLS
and PEAP is nearly identical. The main difference between
them is in that PEAP can only use legacy authentication
methods such as ID/Password-based authentication in the
second phase, whereas EAP-TTLS can use either other EAP
methods or any legacy authentication methods. However, it
is still in the Internet draft of IETF as of December 2008.

3.5 Evaluation and Comparison of EAP Methods

RFC 3748 [38] presents the security requirements that the
EAP methods meets and requests all EAP methods to de-
clare whether it meets the security requirements such as
protected ciphersuite negotiation, mutual authentication, in-
tegrity protection, replay protection, confidentiality, key
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Table 4 Operational aspects of the EAP methods based on shared secret.

Table 5 Operational aspects of the EAP methods based on public key and other credentials.

derivation, key strength, dictionary attack resistance, fast re-
connect, cryptographic binding, session independence, frag-
mentation, and channel binding or not. In this section,
the most widely deployed EAP methods are compared in
terms of these security requirements presented in only [38].
Table 2 represents the evaluation of typical EAP methods
based on shared secret and Table 3 represents the evaluation
of typical EAP methods based on public key and other cre-
dentials. In the Tables, “Yes” means that the requirement is
satisfied by the specific EAP method, “No,” the requirement
is not satisfied by the specific EAP method, and “N/A,” the
requirement is not applicable to a certain EAP. Tables 4
and 5 represent the evaluation results of various EAP meth-
ods in terms of operational aspects. In above two Tables,
in terms of “ease of deployment”, it is evaluated as “hard”
in case there is a need for additional infrastructure such as
public key infrastructure, as “ease” in case there is no need,
and as “moderate” in case there is alternative other than ad-
ditional infrastructure, respectively, taking into account the
server side as well as the client side. In terms of overall se-
curity strength, it was evaluated as “poor” in case there is
obvious security vulnerability such as dictionary attack and
evaluated and as “good” in case there are no known secu-
rity vulnerabilities. The comparison results can be used as
selection criteria of suitable EAP method for the network
designer.

4. Use Cases for EAP Methods

This section presents two typical use cases of EAP
methods [41], [44]–[47]: a use case for IEEE 802.11i
WLAN [41], a use case of 3G cellular network [17]. The
other use case that is not addressed in this paper is IEEE
802.16e MAN [44]–[46].

4.1 Use Case of EAP in IEEE 802.11 WLAN

The path between the peer and the authenticator in LAN
context may be the wireless or wired medium used by more
than one peer to exchange the message; hence the need for
this path to be protected with adequate protection meth-
ods. Authentication messages for mutual authentication
should be exchanged between the peer and authentication
server using the EAP transport mechanism via the authenti-
cator [40]–[42]. When operating in pass-through mode, the
authenticator only relays EAP messages from the peer to the
authentication server or vice versa. The backend protocol
that forwards the authentication messages from the authen-
ticator to the authentication server should use the existing
AAA protocol such as RADIUS [6] and Diameter [50].

There are three generations for protecting wired or
wireless LAN standardized by IEEE [40]–[42]. The first
generation is called the Wired Equivalent Privacy (WEP)
released in 1999, the second generation is called the WPA
(Wi-Fi Protected Access) released 2001, the third generation
is called RSN (Robust Security Network) ratified in June
2004 [43]. WEP is used to protect the communication be-
tween the peer and the AP. However, WEP is still consid-
ered weak since there are so many known weaknesses that
are found by many researchers [4], [5]. WPA provides an
intermediate solution and mitigates the known weaknesses
of WEP. It is based on TKIP (Temporal Key Integrity Pro-
tocol) and 802.1x port-based access control protocol, while
being compatible with the legacy hardware based on RC4
algorithm [5]. RSN in IEEE 802.11i is new complete secu-
rity architecture to provide complete security solutions for
a wired or wireless LAN.

The authentication process for WPA and RSN adopted
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the three-entity model in IEEE 802.1x. The three entities
are known as a peer, an authentication server, and NAS (net-
work access server) or AP (access point). The AP (Access
Point) acts as the authenticator and the AAA server acts as
the authentication server in a LAN context. The authentica-
tion and key management are based on the IEEE 802.1x and
IEEE 802.11i. The IEEE 802.1x is a port-based network ac-
cess control protocol to achieve mutual authentication and
efficient key exchange between the peer and EAP server in
wired or wireless LANs. It provides a mechanism to authen-
ticate the peer to the EAP server and optionally authenticate
AP to prevent rogue AP attack. It uses the EAP methods
using messages to exchange the authentication requests and
responses. The typical EAP methods being now used for
wireless or wired LAN include EAP-TLS, EAP-TTLS and
PEAP.

The operation of IEEE 802.1x in wireless LAN envi-
ronments is as follows. It starts first ignoring all the packets
to the AP except EAP traffic generated from the peer. The
EAP messages are exchanged via so called “uncontrolled
port”, while secure communications take place via the con-
trolled port, but the controlled port is blocked till the AP
authenticate the peer using several EAP methods.

The operation of authentication and key management
is performed among a USIM acting as a peer, an AP (ac-
cess point) acting as an authenticator, and an AS (authenti-
cation server). Initially the peer captures the signals from
AP. Then the peer associate with AP. When the associ-
ation is completed, they authenticate themselves using the
IEEE 802.1x authentication. Furthermore, the peer and the
EAP server exchange the EAP messages to derive PMK
(pre-master key). In case the peer and the EAP server share
a secret key, PSK, the value of PSK is taken by PMK. There-
fore, EAP methods are used to authenticate themselves and
derive the PMK. Next, the AP and the peer performs the
4-way handshake protocol to derive the PTK (pairwise tran-
sient key) and GTK (group transient key). All the message
exchanges take place through the IEEE 802.1x uncontrolled
port, while 802.1x controlled port is blocked till the authen-
tication process is completed. When the 4-way handshake
completes, data is ready to be sent through the 802.1x con-
trolled port.

4.2 Use Case of EAP in 3G Cellular Network

The 3G cellular network provides wide coverage, sup-
port roaming and attractive combination of bandwidth and
quality-of-service, which makes the technique suitable for
broadband applications. The EAP methods are used to au-
thenticate the parties and derive the keying material. In
this context, the USIM (universal subscriber identity mod-
ule) acts as the peer, the VLR (visitor location register) acts
as the authenticator, and the HLR (home location register)
acts as authentication server [47]. Basically, the operation of
EAP method is performed between the USIM in mobile sta-
tion and authentication server in home network. After EAP
method completes between USIM and HLR, they authenti-

Table 6 Available EAP methods for different network access.

cate themselves and share the common key, known as cryp-
tographic keys (CKs), which are transferred to Authentica-
tor from HLR for protecting the wireless radio or wireless
links. The CKs are used to provide the secure link for pro-
tecting data packets. The typical EAP types that are being
used for 3G cellular network include EAP-AKA [19] and
EAP-SIM [20].

4.3 EAP Methods for Different Types of Network Access

The EAP methods are used for many types of network
access such as IEEE 802.1x authentication to an switch
(Wired), IEEE 802.1x authentication to a wireless AP, VPN
(virtual private network) site-to-site connections, VPN re-
mote access connections, and dial-up remote access. Ta-
ble 6 lists the available EAP methods for the different types
of access. PEAP-TLS means that inner authentication pro-
tocol within the secure tunnel is based on the TLS protocol
in PEAP.

5. Issues for Future Standardization of EAP Methods

The activities for standardizing the EAP methods have been
leaded by IETF [54]. IETF established an EMU working
group, called “EAP methods update” at 64th IETF meet-
ing in November 2005 [48]. The main goal of this work-
ing group was to development and standardization of EAP
methods suited for current and upcoming network access
technologies. Since then, there were numerous successful
achievements made by this working group, including the up-
date of EAP-TLS and development of various EAP methods
including EAP-FAST [31] and EAP-IKEv2 [32]. Especially,
they are now under development of EAP-GPSK (Gener-
alized pre-shared key) [53] and the requirement of tunnel-
based EAP method [37] as of December 2008.

However, there are still open issues in the standardiza-
tion of EAP method identified in [2]. They include EAP
method performance analysis, revision of EAP method re-
quirements, and effective key strength. For the EAP method
performance, it still lacks a performance analysis on the
computational complexity and message size of transmit-
ted data of EAP methods. In addition, for the revision
of EAP method’s requirement, the following three require-
ments should be seriously considered [2];
Negotiation of cryptographic algorithms: Considering
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there have been a lot of controversies over the security of
MD5 and SHA-1 since 2005, it is desirable to negotiate and
select more secure crypto algorithm by a negotiation proce-
dure in EAP methods in order to avoid a fragile algorithm
being chosen. As you can see in Table 2 and Table 3, the
most tunnel-based EAP methods satisfy this requirement,
however, the rest of the EAP methods do not meet it.
Identity protection: There are two kinds of identity pro-
tections: active identity protection and passive identity pro-
tection. Active identity protection is stronger concept to the
passive identity protection. The passive identity protection
is typically achieved by sending the identity encrypted over
the network, so that an eavesdropper is unable to identify
it. Furthermore, active identity protection means that an at-
tacker reveals its identity only if it has to talk to the relevant
party. This requirement is very helpful for protecting the
identity of the peer. This can be achieved when the peer’s
identity is transmitted encrypted over the link after the au-
thentication server authenticates himself to the peer. Espe-
cially, EAP-IKEv2 supports this feature. As you can see in
Table 2 and Table 3, the most tunnel-based EAP methods
satisfy this requirement.
Perfect Forward Secrecy: PFS refers to the confidence
that the compromise of long-term secret key does not result
in compromising session keys of earlier session. The future
EAP methods should meet this requirement.

For an effective key strength, all recently proposed
EAP methods support effective key strength of 128 bits. The
comparable asymmetric key strength is known to be 3,000-
bits for RSA/DH [52]. However, public key operations in
this key size are considered to be very expensive and lead
to a significantly increased latency. The question raised
is whether every application should have an effective key
strength equivalent to 128-bits or not. The key strength
of EAP methods should be flexible depending on a spe-
cific application or a context. In addition, there is another
challenge, that is, IPR issue. Considering that there exists
no strong password authentication without claiming IPR [2],
the EAP method should be designed or standardized with-
out imposing any critical IPR from the point of view of the
service operator.

6. Conclusions

As Wireless access networks grow in application area and
are used more frequently, the need for authentication and
key exchange becomes inevitable and vital. Many innova-
tive EAP methods have been developed to meet these re-
quirements. In this paper, we present various threats and
requirements for the EAP methods, analyze several widely-
deployed EAP methods, evaluate them in terms of various
requirements described in [38], and discuss several issues
for future standardization of the EAP methods.
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