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PAPER

Efficient Method of Achieving Agreements between Individuals and
Organizations about RFID Privacy

Shi-Cho CHA†a), Member

SUMMARY This work presents novel technical and legal approaches
that address privacy concerns for personal data in RFID systems. In re-
cent years, to minimize the conflict between convenience and the privacy
risk of RFID systems, organizations have been requested to disclose their
policies regarding RFID activities, obtain customer consent, and adopt ap-
propriate mechanisms to enforce these policies. However, current research
on RFID typically focuses on enforcement mechanisms to protect personal
data stored in RFID tags and prevent organizations from tracking user ac-
tivity through information emitted by specific RFID tags. A missing piece
is how organizations can obtain customers’ consent efficiently and flexibly.
This study recommends that organizations obtain licenses automatically or
semi-automatically before collecting personal data via RFID technologies
rather than deal with written consents. Such digitalized and standard li-
censes can be checked automatically to ensure that collection and use of
personal data is based on user consent. While individuals can easily con-
trol who has licenses and license content, the proposed framework provides
an efficient and flexible way to overcome the deficiencies in current privacy
protection technologies for RFID systems.
key words: RFID privacy, privacy enhancing technology, RFID

1. Introduction

Radio Frequency Identification (RFID) technology has been
extensively adopted to augment different applications in re-
cent years. As information is transferred via radio waves,
objects can be recognized at a distance without optical or
visual contact. However, because radio waves are invisible,
RFID technologies can threaten privacy [1]–[3]. For exam-
ple, via remote keyless systems, people can drive their cars
without using their keys. However, the people’s locations
can be determined by tracking the keys.

Therefore, several groups, such as Consumers Against
Supermarket Privacy Invasion and Numbering (CASPIAN),
Electronic Privacy Information Center (EPIC), and the
American Civil Liberties Union (ACLU) have raised con-
cerns about user privacy and requested that organizations
withdraw the RFID applications that can invade consumer
privacy. For instance, Gillette was requested to terminate its
pilot project to photograph customers as they remove razor
blades from a shelf in Tesco [4].

To provide basic rules for organizations deploying
RFID systems, several customer protection groups issued
the following Principles of Fair Information Practice for
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RFID technology based on the OECD Guidelines for Pro-
tection and Privacy of Transborder Flows of Personal Data
in 2003 [5]:

• Openness. The development of RFID systems, prac-
tices and policies governing the use of RFID systems
must be open.
• Purpose specification. The purposes for which RFID

tags and readers are used must be specified and dis-
closed.
• Collection limitation. The subsequent use of collected

data should fulfill the purposes disclosed during data
collection.
• Security safeguards. Personal data should be protected

by reasonable security safeguards from modification,
disclosure, and unauthorized access.
• Accountability. Organizations using RFID systems

should be accountable to individuals and comply with
the principles outlined here.

In simple terms, these principles require organizations
to disclose their policies regarding RFID activities and ob-
tain customer consent before collecting and using customer
data via RFID technologies. Additionally, organizations
must adopt appropriate mechanisms to enforce these poli-
cies. However, current RFID technologies that enhance pri-
vacy typically focus on how to help users hide their personal
information. For example, several technologies have been
developed to protect personal data stored in RFID tags [6]–
[10] or to prevent organizations from tracking a person
through information emitted by RFID tags [10]–[14]. Al-
though these technologies can be used to ensure that only
organizations that have obtained a person’s consent collect
personal data, an efficient way for customers to achieve
agreements with organizations is lacking. For instance,
among different types of consent, such as oral/verbal, writ-
ten, proxy, passive,and so forth, written consent provides the
strongest evidence, especially when disputes occur. While
organizations are usually requested to obtain “written con-
sent” from individuals before using their data, it is very inef-
ficient and inconvenient for customers and organizations to
proceed with written consent to use RFID systems. Further-
more, people may favor flexible control of an organization’s
RFID activities. For example, shoppers may only allow a
mall store to track RFID tags they brought when they are
shopping in the store. Nearby stores in the same mall cannot
track this person unless the person walks into those stores.

To provide an efficient and flexible method of achiev-
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ing agreements between individuals and organizations about
RFID privacy, this study proposes to protect privacy in RFID
systems with digitalized licenses. In the proposed frame-
work, organizations must obtain licenses before legally col-
lecting personal data via RFID systems. The licenses can
be viewed as a type of proxy consent. As current coun-
tries usually have electronic signature acts, the digital li-
censes, which are signed with digital signature, can provide
the same power of evidence as written consents. Moreover,
licenses can be checked automatically to ensure that collec-
tion and use of personal data is based on a person’s consent.
The proposed method allows individuals to easily control
who has a license to collect and use their data and license
content, and is an efficient and flexible method that over-
comes deficiencies in current privacy protection technolo-
gies for RFID systems.

The remainder of this paper is organized as follows.
Section 2 introduces preliminary knowledge and related
work. Section 3 discusses the design requirements. Sec-
tion 4 is an overview of the proposed framework. Section 5
illustrates how the framework applies in different scenar-
ios. Section 6 discusses the main components of the pro-
posed framework. Section 7 discusses compliance, security,
and scalability issues of the proposed framework. Finally,
Sect. 8 draws conclusions along with recommendations for
future research.

2. Related Work

2.1 Platform for Privacy Preferences (P3P)

Accompanied by the hope of industry and individuals, the
first formal specifications of Platform for Privacy Prefer-
ences (P3P) was proposed by the World Wide Web Con-
sortium (W3C) in April 2002 [15] for privacy protection on
the Web. The original concept can be described as follows:
P3P defines a vocabulary and specification for a Web site to
declare its privacy practices. The privacy practices are rep-
resented as machine readable “proposals” to describe what
personal data will be collected by the site, for what purposes,
other recipients of the data, and the destruction timetable.
When a user requests a Web page (with which the user has
not yet entered into a privacy agreement) from the site, a
set of proposals is sent to the user. The user’s agent can then
choose one proposal that matches the user’s preferences, and
sends an agreement ID back to the site to express acceptance
of the proposal. After receiving the agreement, the site will
transfer the requested page to the user. If none of the pro-
posals is accepted by the user, the site can send another set
of proposals for further negotiation.

In the above process, the Web site may also request
the user’s data. This feature originated in the Open Profil-
ing Standard (OPS) [16]. OPS was intended to provide pri-
vacy protection for personal profile information exchange
over the Web, and was folded into the early P3P. If the
user accepts a proposal, the requested data along with the
agreement ID are transmitted to the site (in the HTTP re-

quest header [17]). The automatic transfer of personal data
raises some controversies, however. So the P3P Specifi-
cation Working Group later decided to remove this func-
tion [18]. The negotiation module was also simplified due to
the complexity of the original process. Subsequent to these
two modifications, officials then established the prototype of
the current P3P.

Generally speaking, P3P provides a standard protocol
for a Web site to express its privacy practices, and for a
user’s browsing agent (e.g., Internet Explorer) to determine
whether or not the practices match the user’s privacy prefer-
ences. P3P, however, lacks a mechanism for users or third-
party organizations to verify if web sites have faithfully ex-
ecuted the practices [19], and for applications to check if the
use of personal data collected by the sites has indeed been
authorized by individuals and are used in a way that is in
accordance with what the individuals have agreed when re-
leasing their personal data. Therefore, the authors of this
study previously proposed the Online Personal Data Licens-
ing (OPDL) framework [20], [21] to overcome deficiencies
of P3P by concretizing the agreements between individu-
als and Web sites into licenses, which can then be used
to legally resolve privacy disputes between individuals and
web sites, and can also be used by applications to prevent
abuse of personal information.

Because P3P and OPDL frameworks focus on the col-
lection and processing of personal data on the Internet, this
current study enhances the framework for RFID systems.

2.2 RFID Privacy Enhancing Technologies

Several studies, such as [1], [22]–[24], have reviewed issues
related to RFID privacy and solutions. Generally, solutions
can be classified as follows: (1) those that detect unautho-
rized RFID activity; (2) those that protect personal data; and,
(3) those that prevent a person from being tracked unknow-
ingly.

First, individuals or customers protection groups need
a tool that detects whether an organization is secretly using
an RFID system. For example, an RFID Guardian checks
RFID scans to find unknown tags in the vicinity [25]. In
general, this approach works well when organizations use
standard RFID systems; however, its effectiveness may be
limited when non-standard or proprietary technologies are
used.

Second, personal data in RFID systems can be pro-
tected as follows:

• Cryptography. Data in a tag can be encrypted such
that only authorized parties can obtain the data [22].
Because of the very tightly constrained environments
in which RFID tags are used, several researchers have
proposed lightweight versions of the symmetric key [6]
and public key [26] cryptography schemes.
• Reader authentication. Tags can only output their IDs

to specified readers. For example, a tag can output its
ID only when it receives a fixed or dynamically gener-
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ated key sent by a reader [10]. The ID can further be
hashed such that only an authorized reader can obtain
the original ID of the tag by looking up a table or a
database containing (tag ID, hashed value) tuples [7].
• Privacy labels. Privacy preference information can be

embedded into tags such that readers and back-end in-
formation systems can deal with related information
based on this information. For instance, Kim et al. [9]
proposed a scheme that has five different privacy levels
that can be embedded in a tag. Consequently, informa-
tion systems that contain personal data can determine
the amount of associated information to be provided
based on the privacy level in a tag. Similarly, Juels and
Brainard developed the soft-blocking approach [8]. In
the soft-blocking approach, a tag can be classified as a
“blocker,” “public,” or “private” based on its ID. Read-
ers must implement tag privacy agents (TaPAs) to filter
out IDs of private tags when blocker tags are present.

The primary vulnerability of these approaches is asso-
ciated with eavesdropping. First, in reader-authentication
schemes, tags do not respond to unauthorized readers. Thus,
adversaries may eavesdrop on communication between tags
and authorized readers. Furthermore, although adversaries
cannot obtain information related to a tag, they can still trace
the appearance of a tag based on its ID regardless of whether
the ID is encrypted.

Therefore, supplementary technologies can be em-
ployed to prevent identification of the location of a specified
tag by unauthorized parties. Customers can deactivate or
discard RFID tags such that their location cannot be tracked
through tags. For example, customers can remove attached
tags when products are purchased. Current conventional
tags usually support a kill function that permanently deac-
tivates tags automatically via kill commands, including as-
sociated passwords [27]. If customers want tags to remain
operative while in their possession, they can use technolo-
gies such as blocker tags [12] to deactivate tags temporarily.

Instead of rendering tags completely silent, customers
may only want to prevent unauthorized readers from obtain-
ing information from their tags. Thus, several researchers
have proposed solutions that render tag responses indistin-
guishable from random numbers for unauthorized readers or
adversaries [28], [29]:

• Hash-chain: Tags can change their identities based on
a hash function. For instance, [14] proposed a method
that allows a tag to modify its IDs through a hash func-
tion (along with a specified key) each time it is queried
by readers. If hash function H is used, a tag will re-
new its ID from IDi to IDi+1 = H(IDi) upon request.
Therefore, authorized parties that know H can collect a
chain of IDs and identify which tag can refresh its ID
as the chain. Obviously, the scalability of this approach
is problematic because we may need to compare IDs in
each chain to identify a tag. Several studies have ad-
dressed this problem [28], [30]. These studies are not
discussed in detail here.

• Key search. A tag with identity IDi can share its se-
cret key Ki with authorized readers. A tag may gen-
erate a random nonce R and emit (H(ki||R),R) with a
hash function H each time it receives a request [10]. A
reader can then compute H(k||R) for all the keys it has
until it identifies ki for tag identification. Furthermore,
multiple keys can be used simultaneously to improve
security and search efficiency [31], [32].
• Minimalist cryptography. Instead of incorporating a

hash function into a tag, each tag can contain a set
of pseudonyms and release different pseudonyms ro-
tationally in response to each reader query [13], [33].
Readers without knowledge of tag pseudonyms cannot
correlate different appearances of the tag.
• Re-encryption. An identity IDo can be encrypted with

a random nonce Rj into a ciphertext Ek(IDo,Rj) for
use as a temporary tag identity. The original identity
IDo is used to re-encrypt the temporary identity with a
new random nonce Rk periodically to generate a new
tag ID Ek(IDo,Rk). Consequently, only parties that
have a particular key can obtain the original identity
IDo. For example, a law enforcement agency may use
a public and private key pair to encrypt banknotes [34].
The RFID tag embedded in a banknote stores a cipher-
text, C, based on the serial number S of the banknote
along with a random nonce Ri. Additionally, autho-
rized readers in shops or banks use the public key from
the law enforcement agency to encrypt S and another
random nonce Rj into a new ciphertext C′. Conse-
quently, only the law enforcement agency can obtain
S using its private key. However, this approach has a
limitation in that each reader must know the public key
for re-encryption. Thus, [11] used ElGamal cryptosys-
tem to allow readers to re-encrypt a ciphertext without
knowledge of the corresponding public key.

Generally, these approaches are limited in determining
whether a reader can obtain information from a tag dynam-
ically. For instance, a person may only allow an organiza-
tion to identify the person’s tag on a weekday during the
daytime. Key management and access control mechanisms
may be necessary in this case. However, the cost would be
unacceptable if the mechanisms were implemented in RFID
tags. To address the issue without increasing the costs of
RFID tags, several studies have proposed using external de-
vices to enhance privacy of RFID applications based on tags
that may not have authentication and access control func-
tions. For example, a person may bring a mobile device with
an RFID Enhancer Proxy (REP) [35] to inactivate specified
nearby RFID tags. The REP can then simulate the tags to
nearby RFID readers. While mobile devices typically have
higher computational power than RFID tags, REPs can en-
force sophisticated privacy protection policies, e.g. decid-
ing whether a tag can be identified based on time and loca-
tion. Another mechanism called RFID Guardians [25] can
authenticate nearby RFID readers and exchange keys to ob-
tain information of selected tags. Then, RFID Guardians
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can protect the tags from unauthorized access based on ac-
cess control policies set by the person.

REPs and RFID Guardians do not satisfy the Principles
of Fair Information Practice for RFID technology because
REPs and RFID Guardians only provide mechanisms for a
person to set access control policies to determine whether
an RFID reader of an organization can obtain data from a
tag. The person cannot know how the organization uses the
data. From this perspective, the proposed licensing mecha-
nism complements current RFID technologies and enhances
privacy by allowing users to achieve agreements with orga-
nizations about RFID privacy policies to comply with cur-
rent RFID privacy protection regulations and guidelines.

3. Design Requirements

Suppose a person (Ux) has a set of RFID tags ({Ti}). Each
tag (Ti) has a unique original tag ID (RIDTi )

†. On the other
hand, an organization (Oy) may build up its RFID systems
to track tags of the person and obtain data stored in the
tags. The organization has privacy policies ({POy, j}) about
its RFID activities based on P3P for different people or sit-
uations. The above scenario suggests the following main
requirements:

• Compliance. The proposed approach should provide an
efficient way for an organization to obey the Principles
of Fair Information Practice for RFID technology.
• Security. The proposed approach should consider the

following common threats:

– Masquerade. A user records and subsequently re-
plays data emitted from another user’s tag pre-
tending that he or she is the other user.

– Manipulation. An unauthorized user should not
be able to modify tag data.

– Data Interception. An unauthorized third user
should not be able to observe the other user’s data
during communication between the other user’s
tag and an organization.

• Scalability. The proposed approach should be scalable
in terms of participating tag owners and RFID systems.

4. System Overview

The proposed framework allows people to issue licenses for
readers to collect or use personal data from specified tags.
The components of the proposed framework are described
as follows (Fig. 1).

First, organizations can utilize Back-End Servers to
collect personal data from RFID tags. The Reader Con-
troller collects data from nearby tags. The ID Translator
then tries to restore the data to its original state based on the
licenses managed by the License Manager. If the ID Trans-
lator cannot recognize the data, it asks the Reader Controller
to obtain a corresponding license. After receiving this mes-
sage, the Reader Controller asks the Proposal Generator to

Fig. 1 Architecture of our proposed framework.

translate its organization’s policies into a licensing proposal
and sends this proposal to the Licensing Service.

A licensing service can be operated by a trustworthy
third party or a legal agency. Generally, a Licensing Service
can use two operational models when dealing with requests
from Back-End Servers. In the direct negotiation model,
the Proposal Manager in the Licensing Service forwards re-
quests to associated Licensing Agents.

The kernel of a Licensing Agent is the Personal Data
Licenser. A user’s Personal Data Licenser decides whether
licensing proposals can be allowed based on the user’s pri-
vacy preferences and issues licenses on behalf of that user.
The detailed components of a Personal Data Licenser are
outside the scope of this work-those interested can refer to
[20], [21]. The direct negotiation model is so called because
a user’s Personal Data Licenser deals with requests for per-
sonal data directly. If a license proposal is allowed, a license
is generated. The License Dispatcher then sends the issued
license to the Licensing Service.

Upon receiving a license, the License Gateway in the
Licensing Service forwards the license to the corresponding
Back-End Server. Consequently, the Back-End Server can
access associated data based on the license.

Instead of sending licensing proposals to the Licensing
Agents of users, the Licensing Service retains the proposals
and gives each proposal an identity for further identification
in the indirect processing model. When a Back-End Server
cannot identify original tag data, the Reader Controller in
the Back-End Server writes the identity of its licensing pro-
posal to the tag. The Tag Controller in user Licensing Agent
monitors tags periodically. When the Tag Controller finds
a new identity of licensing proposal in a tag, the Proposal
Extractor requests a licensing proposal from the Licensing
Service based on the proposal identity. The Personal Data
Licenser then deals with the proposal in the similar manner
in the direct negotiation model.

To prevent a tag from being tracked, the Tag Controller

†In addition to identity information, a tag may store other data.
This article leaves that situation to our future work.
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updates the identities of tags or tag data periodically. Its im-
plementation is not compelled to any form; for example, it
can be implemented as a software agent in a person’s mobile
phone or a component embedded in an RFID tag when the
tag have sufficient computing power.

Finally, security mechanisms must be employed to pro-
tect personal data. Each user registers for membership with
the licensing service. The Member Manager maintains per-
sonal data about the user for authentication and communi-
cation along with information about tags carried by the user.
At the same time, an organization that wishes to identify tags
of users and collect information from the tags should have
an account for the licensing service. The Member Manager
also manages the authentication information of the organi-
zation. Secure channels, such as SSL, are established to
protect communications between Back-End Servers and the
Licensing Service and between Licensing Agents of users
and the Licensing Service. The Authentication mechanism
can authenticate member users and member organizations
based on the information provided by the Member Man-
ager. For example, if SSL is used for secure communication,
X.509 certificates can be exchanged enabling both parties
to authenticate each other. The Access Control mechanism
checks if requesters have the authorization to perform the
requested operations. The Auditng mechanism logs the op-
eration requests for future tracking.

5. Example Scenarios

This section presents scenarios for the two operational mod-
els.

5.1 An Example Scenario for the Indirect Processing
Model

In the indirect processing model, people must use a mobile
device, such as cellular phones, and PDAs, to monitor their
tags. A typical scenario for the model has the following
steps (Fig. 2).

• Step 1: When an RFID reader of an organization de-
tects a new tag, it writes the identity of the organiza-
tion’s licensing proposal to the tag.
• Step 2: The Licensing Agent discovers the event and

obtains the tag identity.

Fig. 2 A typical scenario for the indirect processing model.

• Step 3: The Licensing Agent uses the identity to re-
quest the associated licensing proposal from the Li-
censing Service.
• Step 4: If the proposal matches user preferences, a li-

cense (along with temporary keys to obtain the tag ID)
is generated; otherwise, the proposal may be rejected
directly. When necessary, a notification form is gen-
erated asking the user to decide whether to accept the
proposal.
• Step 5: The Licensing Agent sends the license to the

Licensing Service over a secure channel.
• Step 6: After receiving the license, the Licensing Ser-

vice authenticates and forwards the license to the or-
ganization’s Back-End Server with secure communica-
tion technologies. The Back-End Server then knows
how to restore the tag ID from a series of pseudonyms.

5.2 An Example Scenario for the Direct Negotiation
Model

Figure 3 presents a representative scenario of the direct ne-
gotiation model.

• Step 0: Before a tag can be identified, it must be ini-
tialized by its owner’s Licensing Agent. Therefore, the
tag knows which identity it should have at a specified
time.
• Step 1: When the tag is detected by an RFID reader,

the Back-End Server of the reader checks whether the
tag can be identified.
• Step 2: If the server cannot identify the tag, it sends a

request to the Licensing Service.
• Step 3: After authenticating the server, the Licensing

Service finds the associated Licensing Agent and for-
wards the licensing proposal regarding the server to
the agent securely. For example, the Licensing Ser-
vice may send a GSM short message to the Licensing
Agent. The Licensing Agent then obtains the proposal
through SSL.
• Step 4: Similar to step 4 in the above scenario of the

indirect processing model, the Licensing Agent decides
whether to accept the proposals.
• Step 5: If a proposal is accepted, a license is generated

Fig. 3 A typical scenario for the direct negotiating model.
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and transferred to the Licensing Service; otherwise, the
Licensing Agent sends a reject message back to the Li-
censing Service.
• Step 6: The Licensing Service forwards the license to

the Back-End Server allowing the server to identify the
tag. Note that the license is transferred over a secure
channel in the whole process to protect the license.

6. Main Components

This section describes the principal components of the pro-
posed framework. The following sub-sections discuss in de-
tail licensing proposals and licenses, the licensing service,
and tag identification.

6.1 Licensing Proposals and Licenses

Licensing proposals are based on P3P privacy policies [21],
[36]. Typically, a privacy policy has the following defini-
tion:

Definition 1 (Privacy Policy): A privacy policy POy, j of an
organization Oy is represented by a 4-ary tuple: (I,S P,DI,
{S T k}). I is basic information about the privacy policy, such
as the name of the organization and the URL of another ver-
sion of a human readable proposal. S P is the URL of the
organization’s security policy†. DI shows information about
how to solve disputes between the organizations and people
who accept the proposal. {S T k} is a set of statements about
the privacy practices of the organization. Note that the pro-
posal is signed by the organization to thwart masquerading.

Definition 2 (Privacy Statement): A privacy statement S T k

is represented by a set of 4-ary tuple: {({Dm},{PUl},CO,RT )}.
{Dm} describes what data are going to be collected or used.
{PUl} represents a set of purposes for using the data. RT
indicates the retention policies of the organization for col-
lected data. CO provides a further explanation about the
statement.

Figure 4 shows an example of a P3P-based li-
censing proposal. In this proposal, a supermar-
ket (examplemart) wants to collect and use personal
data from its customers. The supermarket has an-
other version of a human-readable proposal disclosed at
http://examplemart/humanreadableproposal.html. The pro-
posal is signed by the supermarket to thwart masquerad-
ing. In this example, the URLs of the supermarket’s secu-
rity policy, risk assessments, and controls for risks are of-
fered in the SECURITY-POLICY element so customers can
evaluate the supermarket’s data security. In the DISPUTES
element, the supermarket states that individuals can send
their complaints to an independent organization, “certifi-
cation.example.org,” by setting the resolution-type attribute
value to “independent” and the service attribute to “certifi-
cation.example.org”. Individuals can verify the truth of the
dispute solution by setting requests to the URL stated in the
verification attribute. Moreover, the REMEDIES element

Fig. 4 An example of a licensing proposal.

indicates that if a policy breach occurs, the supermarket has
implemented a policy to rectify the error with the 〈correct/〉
element.

The other information in the example (Fig. 4) outlines
the supermarket’s practices regarding personal data. The
practices are put in STATEMENT elements. A statement
element describes what data need to be collected or used in
a DATA-GROUP element. Each DATA element represents a
requested data item and uses a “ref” attribute to specify the
name of the data item. This work uses “#user.tagid” to rep-
resent data for tag ID. The supermarket can describe its pur-
poses to collect or use a person’s data in the PURPOSE ele-
ment. P3P classify purposes into 12 different classes. In this
example, the supermarket traces the identities of RFID tags
to determine a person’s habits, interests, or other personal
characteristics for the purposes of research, analysis, report-
ing, generating recommendations, and providing tailored
services by describing purposes with 〈develop /〉, 〈tailoring
/〉, 〈individual-analysis /〉, and 〈individual-decision /〉 tags in
the PURPOSE element. The mart has a retention policy of
retaining collected data for 2 years at most and expresses the
policy in the RETENTION element.

After receiving the licensing proposal, the Personal
Data Licenser of a person’s Licensing Agent informs the
person to determine whether to accept the proposal. Note
that a person may set rules based on APPEL [37], which is
designed for users to express their privacy preferences based
on privacy policies from P3P enabled Web sites, to enable
the person’s Licensing Agent to reject or accept a proposal
directly. The details of APPEL rules and associated proposal
processing processes are not discussed here.

After receiving a user’s confirmation, the Personal Data
Licenser generates a license and sends it to the requester.

†Recall that the security safeguard principle requires that orga-
nizations adopt reasonable security controls to protect the collected
personal data. Generally, P3P does not support this principle; thus,
we extend P3P by requesting an organization to disclose its secu-
rity policies.
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Fig. 5 A license contains a header, a set of clauses, and signatures for
clauses.

Fig. 6 Part of an example license.

This work adopts the license format defined in OPDL [20],
[21]. Figure 5 shows a logic-based view of a license. Sup-
pose a license is issued by person UX (with private key
S KUX ) to service provider OY . The main components of
the license include a header H and a number of clauses
C1 . . . . . .Cn. The header contains general information about
the license (e.g., the licenser, licensee, the time the license
was issued, and security level claimed by the licensee). Each
clause Ci contains the allowed privacy practices/purposes Pi

for using data, with whom (S i) information may be shared,
and the time Ti at which the data must be destroyed (or a
validation period for the clause) for a set Di of data items.
Additionally, a person may also assign a set of values, Vi to
Di, or keys, Ki,p, to access Di in period p†.

Figure 6 shows part of an example license. If on
2009/7/1, a person allows an organization to trace one of his
tags from 14:00 to 14:10, information to identify the tag is
put in a DATA element and embedded in a license. This arti-
cle shows the details about how to identify a tag based on as-
sociate licenses in Sect. 6.2. Note that the current framework
uses key search schemes. Therefore, a DATA element has
an RID element that represents the original ID of the asso-
ciated tag and a series of keys for identifying the tag during
specified time periods (with KEY elements and “from” and
“valid” attributes for the elements). Extensibility to other
schemes, such as minimalist cryptography and hash-chain,
is left to future work.

6.2 Tag Identification

This work adopts the key search approach to ensure that only
licensed parties can identify RFID tags brought by a user.
Each tag has a root key that produces the tentative tag ID.
Suppose the original ID of a tag Ti is RIDTi (Fig. 7). The
root key of the tag is then RKTi . In a specified time period

Fig. 7 Generation of a tentative ID of tag Ti in the k-th time slice of P j.

Fig. 8 Flowchart for tag identification in Back-End Servers.

Pj, the Licensing Agent or the tag itself generates a tempo-
rary key KTi,Pj with a function F0 based on the root key and
the start time of the period. A time period can further be di-
vided into n slices. In the k-th time slice of Pj , the Licensing
Agent or the tag uses the original ID of the tag RIDTi , the
temporary key KTi,Pj , and the slice number k to generates a
tentative ID T IDTi,Pj,k through a function F1. Tag Controller
of Ti then updates the tentative identity of Ti to the value.

Figure 8 shows how a Back-End Server identifies a
tag. When a Back-End Server receives a tentative identity X
emitted from Ti, it first obtains current period number Pnow

and slice number k. Suppose that the Back-End Server has
a set of valid tags T . For each tag Ti in T , the Back-End
Server knows the key KTi,Pnow needed to identify the tag at
Pnow. The Back-End Server uses the information to calcu-
late tentative ID T IDTi,Pnow,k for each tag. The Back-End
Server then compares X with the value.

If no tentative ID equals X, the Back-End Server re-
quests licenses as mentioned; otherwise, the Back-End
Server checks whether two tags have the same tentative ID
at that moment. If two different tags generate the same ten-
tative ID, it is called an ID collision situation. The size of
an ID (or RID) indicates an ID collision situation in the fol-
lowing experiment. As Table 1 illustrates, this work chooses

†To prove that a license is issued by a person and that clauses
are unaltered, each Ci together with the license header H is signed
with the licenser’s private key. This design can verify clauses sep-
arately. The details are not discussed here.
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Table 1 ID collision rate by ID size.

size (bits) 24 32 40 48 96
Avg.

Collision 59466 240 1 0 0
Number

Avg.

Collision 5.95% 0.02% 0.00% 0.00% 0.00%
Rate

five ID sizes. For each ID size, 1 million distinct IDs and as-
sociated 5-byte temporary keys are generated randomly. For
each ID, ten slice numbers (from 0 to 9) are chosen. This
method can then generate ten tentative IDs by using RC4
to encrypt the ID with keys composed of the slice numbers
and the ID’s temporary key. Table 1 shows that the average
ID collision rate drops dramatically as the size of an ID in-
creases. While current RFID standards, such as EPC Global
C1 G2, usually use a 96 bit ID size, the collision situation
could be ignored.

Assume that the Licensing Service can find out when a
tag has the same tentative ID as other tags. The Back-End
Server can find out if more than one tag has a tentative ID
equal to X from the Licensing Service. If there is only one
tag T j having tentative ID X, the Back-End Server identi-
fies the original tag ID as RIDT j . Otherwise, the Back-End
Server waits to identify the tag during the next time slice. In-
tuitively, the proposed approach ensures that only licensed
Back-End Servers can use the keys stored in licenses to iden-
tify specific RFID tags. Additionally, a Back-End Server
cannot trace a tag when the tag’s Licensing Agent does not
issue licenses to the Back-End Server.

6.3 Licensing Service

The Licensing Service plays the role of a bridge and
trusted third party between Licensing Agents and Back-End
Servers. First, the Licensing Service provides the following
interface for exchanging proposals in the indirect processing
model.

• registerProposal(P,IO): An organization O can regis-
ter its licensing proposal P with the Licensing Service.
Information of the organization IO is also sent. If a per-
son accepts the proposal, the associated license can be
sent to the organization based on IO. If successful, an
identity for the proposal is returned.
• withdrawProposal(P): To withdraw a licensing pro-

posal.
• queryProposal(PID): A Licensing Agent requests that

the LicensingService obtain a licensing proposal based
on its identity PID.

In the direct negotiation model, tag owners register
their Licensing Agents with the Licensing Service to enable
the Licensing Service to forward requests to tag owners. An
organization sends requests to the LicensingService to ob-
tain licenses with the following interface:

• requestLicense(T ID,P,p): An organization requests

the LicensingService to forward its licensing proposal
P to the tag owner with tentative ID T ID in time period
p.

On the other hand, a Licensing Agent can send a li-
cense or an update request to a Back-End Server through the
Licensing Service. This request may be one of the following
types.

• acceptProposal(P,L): After a person accepts a licens-
ing proposal P in the indirect processing model, the
person uses the interface to transmit a license L for the
proposal to the Licensing Service.
• declineProposal(P): A person rejects a licensing pro-

posal P.
• withdrawLicense (L): This is used to withdraw a li-

cense.

This paper omits a detailed description of the P3P vo-
cabulary for updates requests since the vocabulary is the
same vocabulary used for licensing proposals described in
Sect. 6.1. Finally, the Licensing Service keeps logs of its
services for solving disputes between individuals and data
collectors regarding the genuineness of update requests.

7. Evaluation

7.1 Compliance

This section demonstrates how the proposed framework
complies with the Principles of Fair Information Practices
for RFID technology. First, the proposed framework re-
quires organizations to obtain licenses from individuals be-
fore collecting and using their data. By requiring orga-
nizations to outline their purposes and information related
to RFID activities, and by allowing individuals to deter-
mine whether to accept a proposal, the proposed frame-
work clearly conforms to openness and purpose specifica-
tion principles.

Second, security safeguard principles can be satisfied
by requiring organizations to state their security policies,
risk assessment and controls against risks in their proposals.
This allows individuals to be aware of the security controls
used to protect collected data.

Finally, the accountability and collection limitation
principles can be satisfied in the following two ways. First,
a tag owner can decide not to issue a new license to an orga-
nization when the organization does not obey its disclosed
policies. Because the “old” information of a tag’s location
becomes useless when the tag moves to a new location, li-
censing mechanisms can ensure that abusive organizations
cannot obtain the “most recent” tag information. Alterna-
tively, organizations can be verified and audited by a third
party certification organization to prevent data abuses. An
automatic procedure can also be created that checks licenses
for personal data stored by an organization. The proposed
procedure can be integrated into an internal audit system that
ensures enforcement of disclosed policies of the organiza-
tion.
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7.2 Security Evaluation

This section discusses how the proposed approach addresses
several potential attacks.

7.2.1 Data Interception

A malicious person may try to intercept communication be-
tween Licensing Agents and Licensing Services or between
Licensing Services and Back-End Servers to obtain keys
embedded in licenses. The person could then track asso-
ciated tags based on the keys. To prevent the attack, secure
channels can be established to protect communications. For
example, Back-End Servers and Licensing Agents can build
SSL communications with Licensing Services.

At the same time, as described before, the proposed
approach now uses a key search scheme to generate tentative
IDs of tags. A malicious person cannot obtain the raw ID of
a tag without the associated keys.

7.2.2 Manipulation

The proposed approach addresses the manipulation threat in
the following two ways:

First, as described in Sect. 6.1, the scheme uses digi-
tal signature technologies. Therefore, if a malicious person
modifies a proposal or a license, people who receive the pro-
posal can discover that the proposal or the license has been
modified based on the associated signatures .

Second, current RFID tags usually have access control
functions to prevent unauthorized people from modifying
data (including identities) stored in the tags. For example, if
we implemented the proposed approach with standard EPC
Global C1 G2 tags, we can decide that only the controller of
a person’s Licensing Agent can update the ID of the person’s
tag based on the standard “access” and “lock” commands.

7.2.3 Masquerading

The proposed approach requests a tag to change its tentative
ID every time slice. Therefore, even if a malicious person
obtains the tentative ID of a tag, that tentative ID becomes
useless after one time slice. If the method uses a small time
slice, the probability of masquerading becomes low. How-
ever, a malicious person may still record a tag’s tentative ID
in a time slice and replay the tentative ID for masquerading
during that time slice. Suppose that there is a set of Back-
End Servers S = {si} receiving the emitted tentative ID of
a tag in a time slice. A malicious person that records the
tentative ID may replay the ID to a Back-End Server s j ∈ S
or a Back-End Server s j � S .

In the former case, the Back-End Server that receives
the replayed ID can recognize that it has received the same
ID more than once in the same time slice. In some appli-
cations, the Back-End Server does not need to do anything.
For example, the Back-End Server may just need to trace the

appearance of a tag. In other security-sensitive applications,
the owner of the Back-End Server may hire security guards,
use video surveillance systems, or adopt other appropriate
countermeasures to deal with the situation.

The current proposed approach can reduce the proba-
bility of the occurrence of the latter case by decreasing the
size of time slices. In addition, both wireless and wired net-
work security mechanisms can be used to prevent recorded
tentative IDs from being transmitted to another place and
adopt intrusion detection systems to avoid tentative IDs
from being recorded by malicious people. Furthermore, if
the proposed scheme modifies the communication protocol
between readers and tags, a Back-End Server may be re-
quested to generate a random number and send it to a tag
when the server intends to obtain information about the tag.
Upon receiving the request, the tag generates tentative IDs
based on the approach in this article and emits the result
of the tentative ID XOR the random number into the air.
Therefore, the threat of masquerading can further be re-
duced. This study leaves the modification issue to future
work.

7.3 Scalability Evaluation

This section discusses the scalability issue in tag identifi-
cation. As described in Sect. 6.2, when a Back-End Server
received an ID emitted from a tag in a time slice, the Back-
End Server’s tag identification process is composed of two
major operations: (1) to obtain tentative IDs of tags in the
time slice; (2) to find out what tag has the same tentative
ID with the received ID. Two experiments will evaluate the
performance of the above operations. Table 2 and Table 3
illustrate the results of the experiments that are executed on
a personal computer with a 3.0 G Core Duo CPU and 4 GB
of RAM running Windows XP SP3. Each experiment has
four rounds. Each round uses a different tag size – 64 bits,
96 bits, 128 bits, and 160 bits.

No matter what tag size is used, the experiment gener-
ates tentative IDs for a tag based on the scheme described in
Sect. 6.2. Suppose that the original ID of a tag Ti is RIDTi .
Also, the root key of the tag is RKTi . In k-th time slice of pe-
riod p, the tag has tentative ID EEp(RKTi )||k(RIDTi ) where this
experiment uses RC4 as the encryption function E. The ex-
periment is implemented with Java programming language.
To reduce the cost of tag data management, data is stored in
a SQL2005 database. Therefore, SQL commands can access
the data.

The first experiment tests tag tentative ID generation as

Table 2 Average time (in m-seconds) for generating tentative IDs by
number of tags and size of an ID.

size (bits) 64 96 128 160
100000 29 29 29 31
150000 42 44 45 44
200000 56 55 56 61
250000 70 71 75 76
300000 82 84 89 88
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Table 3 Average time (in m-seconds) for searching a tentative ID by
number of tags and size of an ID.

size (bits) 64 96 128 160
100000 21.9 21.8 23.4 25
150000 31.3 32.8 34.4 34.4
200000 40.6 43.7 45.3 46.8
250000 51.6 53.1 57.8 59.4
300000 61 64.1 68.7 71.9

the number of tags increases. Each round randomly gener-
ates 300,000 tags and stores the IDs and associated keys of
the tags in a database. The experiment measures the time to
generate tentative IDs for the tags and to store the tentative
IDs in the database. Table 2 shows that the time to obtain
tentative IDs of tags in a specified time slice increases lin-
early as the number of tags increases when the size of a tag
ID is 96 bits. Moreover, it needs 82, 84, 89, and 90 seconds
to obtain tentative IDs of 300,000 tags when the tag ID size
is 64 bits, 96 bits, 128 bits, and 160 bits, respectively.

The second experiment evaluates the performance of
finding a specified tentative ID from the database. Table 3
shows the results of the experiment. When the number of
tags is 300,000, the process takes 61, 64.1, 68.7, and 71.9
milliseconds to find a specified tentative ID with a tag size
of 64 bits, 96 bits, 128 bits, and 160 bits, respectively. Be-
cause tentative IDs are not changed in a time slice, a Back-
End Server only needs to do the operation once every time
slice. Therefore, the proposed approach is suitable for appli-
cations that have one million total users and 4000 different
user appearances in a time slice when the size of a time slice
is 5 minutes. Note that a distributed system architecture can
enhance the scalability of the proposed approach. For exam-
ple, the load of generating tentative IDs can be distributed
on a cluster of Back-End Servers. The details are outside
the scope of this article.

8. Conclusions and Future Work

This work presented a novel technical and legal approach
that responds to concerns regarding the privacy of per-
sonal data in RFID systems. Current RFID privacy en-
hancing technologies generally focus on protecting personal
data stored in RFID tags and preventing organizations from
tracking a person through the information emitted by RFID
tags. A method is still needed to allow customers to enter
into agreements with organizations and efficiently control
the RFID activities of organizations. In light of these defi-
ciencies, this work extends the P3P and OPDL frameworks
and applies the frameworks to the RFID environment . In
the proposed approach, organizations must obtain licenses
before collecting personal data using RFID technologies.
Digitalized and standard licenses can be checked automat-
ically to ensure that collection and use of personal data is
based on consent. While individuals can easily control who
has a license to collect and use their data and the content of
licenses, the proposed approach is an efficient and flexible
way to overcome the deficiencies in current privacy protec-

tion technologies for RFID systems.
Other than a concrete implementation of the proposed

framework, many tasks must be performed. First, the pro-
posed framework only protects RFID tags carried by a per-
son. However, organizations may deploy their own RFID
tags that cannot be controlled by a Licensing Agent directly.
How to apply the proposed framework to this scenario is an
important challenge.

Second, an organization must write the identity of its
licensing proposal to a specified memory location of a tag
to be accessed by the Licensing Agent of the tag in the in-
direct processing model. However, a malicious person may
overwrite the data written by the organization. Therefore,
RFID detection tools, such as RFID Guardian [25], may be
required to find the malicious person. Furthermore, as an or-
ganization can write information to a tag’s specified memory
location, the Licensing Agent may need to clear its memory
periodically to prevent an organization from tracking the in-
formation it wrote.

Third, to ensure that an organization has a valid license
for obtaining tag information, the key used for tag identi-
fication must be changed periodically. Thus, tags, Licens-
ing Agents of users, and Back-End Servers of organizations
should be synchronized to ensure that they use the same
keys. If Network Transfer Protocol (NTP) cannot be used to
synchronize time, time information may be needed in tags
so Back-End Servers can determine which keys are used to
generate temporary tag IDs.

Fourth, this study focuses on evaluating performance
for a Back-End Server to identify a tag based on the licenses
that the Back-End Server already has. Evaluating the wait-
ing time for a Back-End Server to obtain a license from a
user is also important. However, the waiting time depends
on how long a user takes to issue a license after receiving a
licensing proposal. Designing an experiment to estimate the
waiting time would be an interesting future work.

Finally, while this work adopts the key search approach
to prevent malicious people from identifying unauthorized
RFID tags, this work also inherits the limitations of the
key search approach. This may require the development
of mechanisms, such as special-purpose intrusion detection
systems and distributed Licensing Services and Back-End
Servers, to compensate for the limitations. Additionally, the
authors may consider other approaches, such as minimalist
cryptography or re-encryption mentioned in Sect. 2.2. How-
ever, using other approaches may bring other deficiencies
that will need to be considered in the future.
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