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SUMMARY EMV signature is one of specifications for authenticat-
ing credit and debit card data, which is based on ISO/IEC 9796-2 signa-
ture scheme. At CRYPTO 2009, Coron, Naccache, Tibouchi, and Wein-
mann proposed a new forgery attack against the signature ISO/IEC 9796-2
(CNTW attack) [2]. They also briefly discussed the possibility when the at-
tack is applied to the EMV signatures. They showed that the forging cost is
$45,000 and concluded that the attack could not forge them for operational
reason. However their results are derived from not fully analysis under only
one condition. The condition they adopt is typical case. For security evalu-
ation, fully analysis and an estimation in worst case are needed. This paper
shows cost-estimation of CNTW attack against EMV signature in detail.
We constitute an evaluate model and show cost-estimations under all con-
ditions that Coron et al. do not estimate. As results, this paper contribute
on two points. One is that our detailed estimation reduced the forgery cost
from $45,000 to $35,200 with same condition as [2]. Another is to clarify
a fact that EMV signature can be forged with less than $2,000 according to
a condition. This fact shows that CNTW attack might be a realistic threat.

key words: ISO/IEC 9796-2 signature, EMV signature, CNTW forgery
attack, cost estimation

1. Introduction

EMYV is an international specification of IC card and IC
card capable POS terminals and ATMs, for authenticat-
ing credit and debit card transaction. The name of EMV
comes from the initial letters of Europay, MasterCard, and
VISA, and the first version of EMV specification is de-
cided by these three companies. Now, version 4.2 EMV is
effect and is widely adopted by financial facilities around
the world [4]. EMYV defines the interaction of various level
specifications between IC card and IC card processing de-
vices for financial transactions, which are not only physical,
electrical, logical specification, but also that of application.
EMV specification is constituted based on various standard-
ize specifications. The detailed specification is published by
EMVCo [4]. For example, EMV signature that is included
in these specifications is a digital signature scheme conform
to ISO/IEC 9796-2 Scheme 1.

Since detailed specification is published, various at-
tacks are proposed. Especially, following two attacks
against PIN brought the real world a big impact. These at-
tacks show vulnerabilities on illegal use of credit cards. At
2010 IEEE Symposium on Security and Privacy, Murdoch
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et al. proposed a new bypass attack that bypassed the PIN
input of the credit card [8]. At Keynote of CSI Annual Meet-
ing 2010, Jaeger reports a brute force attack against PIN [6].

On the other hand, forgery attack against credit card in-
formation is proposed. At the 29th International Cryptology
Conference CRYPTO 2009, Coron et al. proposed a new
forgery attack against ISO/IEC 9796-2 Scheme 1 (CNTW
attack) [2]. This attack creates a forged signature from mul-
titude of correct signatures. In case of ISO/IEC 9796-2
Scheme 1 signature with 2048-bit RSA, a forged signature
can be calculated for two days using 19 servers on the Ama-
zon EC2 grid for a total cost of about $800. Since EMV
signature scheme is conform to ISO/IEC 9796-2 Scheme 1,
CNTW attack can be applied to it. Therefore, Coron et al.
also showed the technique of applying their attack against
EMV signature scheme. And they showed assumption ap-
plying the attack against EMV signature scheme to estimate
the cost by using their experimental results of forging signa-
ture. In their estimation, a message format of EMV signa-
ture scheme was shown. The message is constituted plural
fields that is set various information and data to be authen-
ticated. They assumed to be classified these fields into al-
terable and locked fields for an adversary, which the cost
increases according to amount of locked fields increases.
They estimated the cost under the assumption. As results,
they estimated the cost for forging signature by CNTW at-
tack is $45,000. And, because large amount of correct signa-
ture must be used in attacking process, they concluded that
forgery of EMV signature is hard in the operational condi-
tion.

This paper shows cost estimations in detail under all
classifiable conditions of EMV signature scheme, which
were not evaluated by Coron et al. Their results are derived
from not fully analysis under only one condition. The con-
dition they adopt is typical case. For security evaluation,
fully analysis and an estimation in worst case are needed.
For example, if an IC card processing device for EMV sig-
nature has a vulnerability that it checks the format insuffi-
ciently, their assumption is not approved. (From the fact in
[8], it is clear that this case is not irrelevant.) Therefore,
this paper shows cost estimations by using assumptions of
all classifications for security evaluation of EMV signature.
Especially, this paper also estimates the cost under the con-
dition that have an advantage for adversary, and it is clearly
beneficial for security evaluation of EMV signature scheme.
In addition, in order to estimate in detail, this paper con-
tributes a computation method of parameters for CNTW at-
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tack. As the result, we show that forgery attack can be ap-
plied to EMYV signature scheme with practical cost in case
of specific conditions.

This paper is organized as follows: in Sect. 2, we show
ISO/IEC 9796-2 Signature and CNTW attack. Section 3
shows EMV signature scheme is shown and CNTW attack
is applied to EMV. In Sect.4, a calculating model is in-
troduced for estimate the cost of the attack. And finally,
we show results of cost estimation and discuss the security
evaluation of EMV signature scheme.

2. ISO/IEC 9796-2 Signature and Attack

This section shows a specification of ISO/IEC 9796-2
Scheme 1[5] and a forgery attack against the signature
scheme by Coron, Naccache, Tibouchi, and Weinmann
(CNTW attack) [2].

2.1 ISO/IEC 9796-2 Scheme 1

ISO/IEC 9796 specifies digital signature schemes giving
partial (or total) message recovery. Now, there are ISO/IEC
9796-2 and ISO/IEC 9796-3 in ISO/IEC 9796 standard,
which the security based on the difficulty of factorizing
large numbers and based on the difficulty of discrete log-
arithm problem respectively. ISO/IEC 9796-2:2002 speci-
fies three digital signature schemes (Scheme 1, 2, 3), two of
which are deterministic (non-randomized) and one of which
is randomized [5]. All three schemes can provide either
total or partial message recovery. This paper targets only
ISO/IEC 9796-2 Scheme 1 and describes it as “ISO/IEC
9796-2 signature”. Followings show the specification of
ISO/IEC 9796-2 signature.

2.1.1 Schemel.KeyGen

According to security parameter k, this algorithm chooses a
pair of private and public key (sk, pk), and sk = (p, g, d),
pk = (N, e). Here, p, q are k/2-bit prime numbers, N = p-¢q
is a k-bit composite number, and d, e are integer thatd -e = 1
(mod (p—1)-(g—1)).

2.1.2  Schemel.Sign

This algorithm signs a message m and generate a signature
o as follows:

o = u(m)* mod N
Here, padding function u(-) is defined to
u(m) = 0x6A||m[1]||H(m)||0xBC.

H(-) shows hash function with kz (> 160) bits output, m[1]
is a most significant (k — ky — 16)-bit value of message m.
0x6A shows the header that this padding format is specified
by ISO/IEC 9796-2 (partial message recovery), and xBC
shows the trailer that SHA-1 is used as hash function in this
format. Function u(-) always generates (k — 1)-bit data.
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2.1.3  Schemel.Verify

Receiving a signature and a message m, this algorithm ver-
ifies the signature. p(m) = o mod N is calculated, and
format-checked. In format check process, it is checked
whether header, trailer, and m of m are correctly in-
cluded in m. Then, H(m) is extracted from M If H(m)
is equal to H(m), this algorithm outputs “valid”. In another
case, this algorithm outputs “invalid”.

Note that m[1] = m when the length of m is less than
or equal to (k — ky — 16)-bit. Therefore, ISO/IEC 9796-2 is
a total message recovery signature in this case, and a verify
algorithm dose not need a message m for verifying.

2.2 CNTW Attack

In the 29th International Cryptology Conference CRYPTO
2009, Coron, Naccache, Tibouchi, and Weinmann proposed
a new forgery attack against ISO/IEC 9796-2 Scheme 1
(CNTW attack) and showed experimental results that forged
signature can be created by the attack [2]. In this subsection,
CNTW attack is introduced.

The main technique of CNTW attack is that forged
message m”* is represented by a multiplicative combination
of L messages m,my, ..., my, as follows:

pu(m™) = 8pu(my)* u(my)® - - - p(my ) mod N,

and to derive a factor ¢ and each exponents ey, e,...,ep
(1 < ey,ea,...,e. < e)f. In this instance, between forged
signature o and correct signatures 01,07, -+ ,0 accord-
ing to these messages, following equation is satisfied:

ot=6-0]0y -

. eL
. o, mod N.

Therefore, forged signature o is actually derived when an
adversary obtains signatures 0, 0, ...,0.

In order to derive the multiplicative combination men-
tioned above, Desmedt and Odlyzko proposed the method
with prime factorization of u(m;) in 1985 [3]. Because this
method is based on prime factorization, it can use only less
than 200-bit u(m;) in practice. Thus, this method cannot ap-
ply to ISO/IEC 9796-2 signature.

In 1999, Coron, Naccache, and Stern improved the
method (CNS attack)[1]. They introduced alternative
padding function instead of u(-),

Vap() =a-u(-)=b-N,

and proposed the method based on prime factorization of
Vap(+). In their method, when parameters a, b and mes-
sage m are properly chosen, the padding function v, ,(m)
outputs at most (ky + 16)-bit value. Therefore, minimum
cost for forging signature is 2°* in case of ky = 128 (with
MD5), and 2°! in case of ky = 160 (with SHA-1). As re-
sults, they showed that ISO/IEC 9796-2 signature can be

A derivation of a factor § is omitted in detail in this paper. The
derivation is shown in [2].
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forged. However, ISO/IEC 9796-2 signature was not actu-
ally forged, and they only showed the possibility. At that
time, ISO/IEC 9796-2 signature specified the hash function
that has to output at least 128-bit value (kg > 128). By their
proposal, the specification is changed to ky > 160.

In 2009, Coron, Naccache, Tibouchi, and Weinmann
proposed the optimization method of CNS attack to show
that the padding function v,;(m) can output at most (kg +
|a|)-bit value. Here, |a| is a bit-length of parameter a and a
few bits value. In addition, they succeeded an experiment of
forging signature in actual [2]. Their conditions used in the
experiment are follows:

N is a 2048-bit composite number,

exponent e = 2,

SHA-1 is used as hash function,

lal = 10,

only messages that padding function v,;(m) outputs
(kg + |a| — 8)-bit values are used.

Under this condition, they actually showed that a forged sig-
nature was calculated for 2 days with Amazon EC2 (Elastic
Compute Cloud) service, which cost about $800.

2.3 EMV Specification and EMV Signature

EMV is an international specification of IC card and IC card
capable POS terminals and ATMs, for authenticating credit
and debit card transaction. EMYV signature scheme, one
of EMV specifications, is a digital signature scheme con-
form to ISO/IEC 9796-2 Scheme 1. Therefore, CNTW at-
tack can be applied to EMV signature scheme. EMV signa-
ture scheme specifies 7 different formats, depending on the
message type. In [2], Coron et al. showed approximative
cost-estimation to apply their attack to them, and especially
described one of these formats, the Static Data Authentica-
tion Issuer Public-key Data (SDA-IPKD). In this paper, we
discuss cost-estimation in detail to apply CNTW attack to
SDA-IPKD.

24 Applying CNTW Attack to SDA-IPKD

SDA-IPKD is one of formats for static data authentication
of EMV signature. SDA-IPKD specifies a format of mes-
sage m as follows:

m = 0x02||D1||D;|| D3| D4l|Ds||Dg||D7||N7|0x03.

Here, D is Issuer ID (32-bit), D, is Certification Expiration
Date (16-bit), D5 is Certificate Serial Number (24-bit), D4
is Hash Algorithm ID (8-bit), Ds is Issuer Public Key Al-
gorithm ID (8-bit), Dg is Issuer Public Key Length (8-bit),
D7 is Issuer Public Key Exponent Length (8-bit), and N is
Issuer’s modulus to be certified.

Using this format, padding function u(-) of ISO/IEC
9796-2 signature is represented as follows:

p(m) = Ox6A02(|D[|Da]| - - - | Dg|ID7|IN; [11]|H (m)||0xBC.
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Here, N; = N;[1]|IN/[2], and bit size of N;[1] is |N;[1]]| =
(k — kyy — 128)-bit.

Coron et al. assumed that D, D, and N; are alterable
value, and D3 — D are locked values for an adversary. Then
they cost-estimated the forgery by CNTW attack. As re-
sults, they reported that the cost to forge an EMV signature
is $45,000 with Amazon EC2. Where, padding function
Vap(-) outputs at most 204-bit value if minimum parame-
ters a (this is represented as a in following sections) can be
properly chosen. Note that, in order to calculate a, they es-
timated that 13 years and extra $11,000 with Amazon EC2
was needed besides the cost of CNTW attack.

3. Cost-Estimation for Forging SDA-IPKD in Detail

Coron et al. assumed only a condition of alterable and
locked fields for an adversary and approximative cost-
estimated of forgery by CNTW attack. The consensus of
their assumption, however, is not completely obtained, and
it is a possibility that the attack can use another conditions
according to issuer of IC cards or IC card processing de-
vices for EMV signature. Therefore, we think that cost-
estimations in detail with various conditions are necessary
for security evaluation of EMV signature.

As mentioned in Sect. 2.4, it takes 13 years to calculate
a under their condition. Thus cost to calculate @ is not negli-
gible. However, they cost-estimated only for CNTW attack
without cost of calculating a.

In this paper, we construct an evaluation model with all
conditions that D; — D fields are alterable or locked, and
show the cost-estimation of CNTW attack in detail includ-
ing cost to calculate parameter a.

3.1 Evaluation Model

In order to apply CNTW attack more efficiently, parameters
a, b should be provided for output of v, ,(-) = a-u(-)—b-N to
be as small as possible. Conditions of D; — D directly con-
cern the decision of these parameters. Therefore, to clearly
show the effect of the condition, padding function y,(-) is
represented as follows:

Hn(m) = OX6AO2(|Y,[[X, ] - - - 1Yl Xl |N; (111 H (m)]|0xBC

Here, X; (1 < i < n) are alterable values for an adversary,
and Y; (1 <i < n) are locked values. n is a number of set of
X; and Y;. X, and Y, can be 0-bit values. For example, the
condition of Coron et al., D and D, are alterable values for
an adversary and D3 — D7 are locked value, is represented as
n =2, X1 = Dil|Da, Y2 = Ds||D4l|Ds||Dg||D7, and Y1, X5 are
0-bit values in our model.

Since conditions are defined by 7 values D; — D7,
there are 27 = 128 conditions. According to these condi-
tions, 4 types (n = 1,2,3,4) of padding function u,(-) are
constructed. We calculate parameters and cost-estimate for
CNTW attack according to these 4 types of p,(:).
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3.2 Calculating Parameters for EMV Signature

Cost to calculate parameter a is also considered in our
cost-estimation. In this subsection, we describe the cost-
estimation to calculate a that constitute a padding function
Vap(:) =b-N —a- u,(-) for CNTW attack.

In CNTW attack, output length of a padding func-
tion v, ,(m) is minimized by choosing proper parameters a,
b. For ISO/IEC 9796-2 signature, parameter b and output
length are deterministically provided by parameter a. Thus,
minimum parameter a that proper output length of v, ;(m)
(that is a) can be found by exhaustive search.

On the other hand, in order to obtain proper output
length of v, ,(m) for EMV signature, proper parameters not
only a, b but also X; those are alterable values for an adver-
sary should be found. Because of increasing a number of
variables, it is difficult that proper output length of v, ,(m)
can be found by exhaustive search.

Finding small values of plural variables so as to mini-
mize the value of polynomial in these variables is a Closest
Vector Problem (CVP). Coron et al. introduced the LLL al-
gorithm [7] to solve this problem. The LLL algorithm is a
polynomial time of lattice reduction algorithm. CVP can be
easily solved using the LLL algorithm®. Under their condi-
tion, Coron et al. found small b, X; and proper v, ,(m) re-
garding specified a. They used the LLL algorithm to solve
CVP in a bi-dimensional lattice (n = 2). CVP in a multidi-
mensional lattice (n = 3, 4) can be easily solved by the LLL
algorithm. We also use the LLL algorithm for calculating
and cost-estimation of CNTW attack.

3.3 Cost-Estimation of Calculating Parameters with LLL
Algorithm

When small b, X; and proper v, ;(m) is found regarding spec-
ified k,-bit a with the LLL algorithm, the length of proper
Vap(m) ([vap(m)]) is less than (k — Y%, kx,)-bit. Because
b, X; can take k,-bit, ky,-bit values respectively. CNTW
attack, however, needs a set of parameters a, b, X; that
Vap(m)| < (k+k, — 16 = X7 kx, — i ky,). That is, most
significant (16 + X7, kx, + 2.1, ky,)-bit of a - u(-) want to be
canceled by proper a, b and X;. Here, |u(-)| is k-bit, |a| and |b|
are both k,-bit, and |X;|, |Y;| are kx,-bit, ky,-bit respectively.
Expectation of proper |v,,(m)| is (16 + X, ky, — k,)-
bit larger than that necessary for CNTW attack. Therefore,
LLL search is repeated about 2!0+Zii k%« times regarding
various a. Then a set of parameters a, b, X; that |v,;(m)| <
(k+k, —16 = X1 kx, — X%, ky,) is probably found by the
heuristic search. And, |a| = k, satisfies following relation:

ko > 16+Zkyi —k,,
i=1

the minimum k, is provided

_ 16 + 27:1 kYi

ka
2
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Table 1  Cost of calculating the LLL algorithm by n.
1 ~0
2 1.6
3 6.2
4 15.5

If a value to satisfy above condition is found, the most sig-
nificant Z-bit of v, ;(m) can be adjusted to 0,

Z = 16+ikxl +ikyi.
i=1 i=1

Then, bit length of output of v, ;(m) is (k + k, — Z)-bit. In
addition, an adversary chooses proper N;[1], and the most
significant (Z + |N/[1]])-bit of v,;(m) can be adjusted to 0.
Thus, using these techniques, |v, ()| is as follows:

Vap(m)| = k + kg = (Z + Ni[1]]) = kn + ko +8 D

As mentioned above, in order to provide a proper
va.»(m), it is necessary to repeatedly calculate the LLL algo-
rithm with various a. Such a that provides a proper v, ,(m) is
represented by a, here. In this paper, we estimate the cost of
providing a by a number of searching with various a (= #a)
and a cost par calculating the LLL algorithm as follows:

(Cost of providing a)
= fia - (cost par calculating LLL algorithm).

A cost of calculating the LLL algorithm, that is pro-
vided O((n + 1)*), hardly depend on a number of variables.
Table 1 shows the cost of calculating the LLL algorithm by
n that is a number of variables X;. Note that, a number of
variables of the LLL algorithm is n because X; (1 < i < n—1)
and b are the variables of CNTW attack. Note that, since X,
can be handled by concatenating to N;[1] as X,||N;[1], we
assume that X, is excluded in the variables. And, these costs
are derived by experimental measurement with one core of
Core 2 Quad 2.66 GHz. In addition, in case of n = 1, the
cost is estimated as ~ 0 because parameters can be easily
provided without the LLL (see Table 1).

On the other hand, {a is provided by search space of
a (a number of k,-bit integer) and existing probability of a.
We assume that the existing probability of a is constant, and
search space increases in proportion to (2%«)2. Because b
increases 1-bit as a increases 1-bit, the search space quadru-
ples. Therefore, expectation of a number of a (E(a)) is pro-
vided as follows:

1630 | ky;
7

E(a) = 4%~

Here, we assume that E(a) = 1 whenk, = (16 + X%, ky,)/2.
This existing probability was provided by our experiments.

"The LLL algorithm does not solve CVP strictly, but approxi-
mately solves it. In order to obtain proper output length of v, ;(m)
for EMV signature, strict solution is not necessary. Therefore, the
attack uses the LLL algorithm.
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As mentioned above, #a with just k,-bit is provided as
follows:

2k¢,—l 2]6+Z;’:l ky;—ka+1

ﬁa = 16+3"  ky.
4ka_ ’77] :

16437 ky,
gho—1- 2o 3

2

These equation shows that it costs too large to find
small a — and vice versa. Note that, all a are a in case
kg =16+ X ky,.

4. Results of Estimation and Discussion

In this section, we estimate the cost of CNTW attack against
EMV signature. And, our estimation is compared with the
results of Coron et al.

4.1 About Experimental Results of Coron et al.

Coron et al. computer experimented to find an a with k, =
52 in [2]. They reported that #ia was 8,303,995 ~ 22 for 109
minutes with single-core 2 GHz CPU to find an a. And, they
assumed that minimum a (&) has (16 + )., ky,)/2-bit, and
estimated the cost to find a from their results. Under their
conditions, (16 + X, ky,)/2 = 36, the cost was provided as
follows:

109 . 216+56736/216+56752
=7.1-10° [minutes] = 13 [years] (3)

This is converted into $11,000 on Amazon EC2°.

In our estimation, §a with k, = 52 is ~ 2?° from Eq. (2).
Then, when we tried plural experiments with k, = 52, we
had results of #a were 2'°-2?° values. And, Eq. (3) implies
that Coron et al. estimated with 22°. This contradicts their
report that §a ~ 2% for 109 minutes.

In addition, Coron et al. assumed that a is the best in
a. Using a, the cost of CNTW attack is minimized certainly.
They, however, consider the costs of CNTW attack and LLL
algorithm independently. The cost of forgery against EMV
signature includes both costs, and total cost should be esti-
mated. Therefore, we define the best @ as not & but @ that
total cost is minimized with it, and estimate these costs.

As just described, their cost-estimation against EMV
signature was inaccurate. In this paper, we estimate the cost
in detail by using our evaluation model.

4.2 Cost-Estimation of CNTW Attack against EMV Sig-
nature

From above discussion, total costs of CNTW attack are es-
timated against all conditions of SDA-IPKD (with SHA-1).
Our result is shown in Table 2. These results are arranged in
ascending order of total cost.

Each column in Table 2 means as follows:

e “Di—D7;” shows conditions of alterable (1) or locked
(0) of D|—D5 fields.
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e “n” is a number of set of X; and Y;.

e “la|” is bit size of minimum & that is provided (16 +
Sy ki)/2.

e “l|a|” is bit size of optimal a that total cost is minimized
with it.

e “ia” is a logarithmic number of searching a.

o “lv,p(-)|” is a bit size of output of padding function
Va,b(')-

e “LLL cost” is a cost of calculating LLL algorithm on
Amazon EC2.

e “CNTW cost” is a cost of CNTW attack on Amazon
EC2 that is converted from results of [2].

e “Total cost” is LLL cost + CNTW cost.

Here, #a, |v,5(-)|, LLL cost, CNTW cost, and total cost are
provided corresponding to @. And, |v,;()| is 8-bit smaller
than values provided Eq. (1) because we also introduce a
same technique as [2]. This technique only choose values
of which the most significant 8-bit is 0.

From Table 2, total cost increases according as a size of
locked fields increases. Because size of a increases accord-
ing as this size, both LLL cost and CNTW cost increase.

Then a is compared with & in Table 2. Coron et al. as-
sumed that the best & is minimum a (&) because the cost of
CNTW attack decreases according as a size of a decreases.
However, a (optimal @) does not necessarily coincide as a.
LLL cost is negligible in case a size of locked fields is small.
But, according as the size increases LLL cost increases and
cannot be negligible. LLL cost can decrease by increasing
the size of k,. Therefore, decreasing LLL cost more im-
proves total cost than minimizing CNTW cost in case of
large size of locked fields.

4.3 Impact of CNTW Attack against EMV Signature

In this subsection, we discuss impact of CNTW attack
against EMV signature. As mentioned in Sect.4.1, cost-
estimation of Coron et al. against EMV signature was in-
accurate. Table 2 shows that LLL cost is $2,036, CNTW
cost is $33,164, and total cost is $35,200 under their condi-
tion, which is indicated the row D; — D; = 1100000. This
estimation is compared with their results, which LLL cost is
$11,000 and CNTW cost is $45,000. Our estimation is 40%
lower than theirs.

From Table 2, EMV signature can be forged with less
than $2,000 according to a condition. This fact shows that
CNTW attack is a realistic threat. Coron et al. assumed only
a condition D; — D7 = 1100000, and concluded that CNTW
attack is not a realistic threat. Their estimation, however,
was inaccurate, and the consensus of their assumption is not
completely obtained. It is a possibility that other conditions
are used according to issuer of IC cards or IC card process-
ing devices for EMV signature.

"Though this is 4.3 - 10® [minutes] in [2], 7.1 - 10° [minutes]
is correct. And, 7.1 - 10°% [minutes] = 119057 [hours]. Accord-
ing that a cost is $0.1 par hour par single core CPU on Amazon

EC2, it seems that their estimated cost on Amazon EC2 is $12,000
correctly.
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Table2  Cost of CNTW attack against EMV signature under all conditions.
[ Di-D7 [ n | lal[bit] [ |al[bit] | #a [og2] [ Ivas()I[bit] [ LLL cost[$] | CNTW cost [$] | Total cost [$]

1111111 | 1 8 8 75 168 0 1,219 1,219
1110111 | 2 12 12 11.5 172 0 1,987 1,987
1111011 | 2 12 12 11.5 172 0 1,987 1,987
1111101 | 2 12 12 11.5 172 0 1,987 1,987
1111110 | 2 12 12 11.5 172 0 1,987 1,987
1011111 | 2 16 16 15.5 177 0 3,221 3,221
1110011 | 2 16 16 15.5 177 0 3,221 3,221
1111001 | 2 16 16 15.5 177 0 3,221 3,221
1111100 | 2 16 16 15.5 177 0 3,221 3,221
1110101 | 3 16 16 15.5 177 0 3,221 3,221
1110110 | 3 16 16 15.5 177 0 3,221 3,221
1111010 | 3 16 16 15.5 177 0 3,221 3,221
1101111 | 2 20 20 19.5 180 0 5,159 5,159
1110001 | 2 20 20 19.5 180 0 5,159 5,159
1111000 | 2 20 20 19.5 180 0 5,159 5,159
1010111 | 3 20 20 19.5 180 0 5,159 5,159
1011011 | 3 20 20 19.5 180 0 5,159 5,159
1011101 | 3 20 20 19.5 180 0 5,159 5,159
1011110 | 3 20 20 19.5 180 0 5,159 5,159
1110010 | 3 20 20 19.5 180 0 5,159 5,159
1110100 | 3 20 20 19.5 180 0 5,159 5,159
o111111 | 1 24 24 235 184 0 8,293 8,293
1100111 | 2 24 24 23.5 184 0 8,293 8,294
1110000 | 2 24 24 235 184 0 8,293 8,294
1010011 | 3 24 24 23.5 184 2 8,293 8,295
1011001 | 3 24 24 235 184 2 8,293 8,295
1011100 | 3 24 24 23.5 184 2 8,293 8,295
1101011 | 3 24 24 235 184 2 8,293 8,295
1101101 | 3 24 24 23.5 184 2 8,293 8,295
1101110 | 3 24 24 235 184 2 8,293 8,295
1010101 | 4 24 24 23.5 184 5 8,293 8,298
1010110 | 4 24 24 235 184 5 8,293 8,298
1011010 | 4 24 24 235 184 5 8,293 8,298
0110111 | 2 28 28 275 188 8 13,224 13,232
0111011 | 2 28 28 27.5 188 8 13,224 13,232
0111101 | 2 28 28 275 188 8 13,224 13,232
0111110 | 2 28 28 27.5 188 8 13,224 13,232
1001111 | 2 28 28 275 188 8 13,224 13,232
1100011 | 2 28 28 27.5 188 8 13,224 13,232
1010001 | 3 28 28 275 188 31 13,224 13,255
1011000 | 3 28 28 275 188 31 13,224 13,255
1100101 | 3 28 28 275 188 31 13,224 13,255
1100110 | 3 28 28 275 188 31 13,224 13,255
1101001 | 3 28 28 27.5 188 31 13,224 13,255
1101100 | 3 28 28 275 188 31 13,224 13,255
1010010 | 4 28 28 27.5 188 71 13,224 13,301
1010100 | 4 28 28 275 188 71 13,224 13,301
1101010 | 4 28 28 27.5 188 71 13,224 13,301
0011111 | 1 32 32 31.5 192 0 20,906 20,907
0110011 | 2 32 32 31.5 192 127 20,906 21,034
0111001 | 2 32 32 31.5 192 127 20,906 21,034
0111100 | 2 32 32 31.5 192 127 20,906 21,034
1000111 | 2 32 32 31.5 192 127 20,906 21,034
1100001 | 2 32 32 31.5 192 127 20,906 21,034
0110101 | 3 32 32 31.5 192 493 20,906 21,400
0110110 | 3 32 32 31.5 192 493 20,906 21,400
0111010 | 3 32 32 31.5 192 493 20,906 21,400
1001011 | 3 32 32 31.5 192 493 20,906 21,400
1001101 | 3 32 32 31.5 192 493 20,906 21,400
1001110 | 3 32 32 31.5 192 493 20,906 21,400
1010000 | 3 32 32 31.5 192 493 20,906 21,400
1100010 | 3 32 32 31.5 192 493 20,906 21,400
1100100 | 3 32 32 31.5 192 493 20,906 21,400
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[ Di-D; [ n | lal[bit] [ |al [bit] | #a [log2] [ [vas()I [bit] | LLL cost[$]

| CNTW cost [$]

| Total cost [$]

1101000 | 3 32 32 31.5 192 493 20,906 21,400
0010111 | 2 36 36 355 196 2,036 33,164 35,200
0011011 | 2 36 36 355 196 2,036 33,164 35,200
0011101 | 2 36 36 355 196 2,036 33,164 35,200
0011110 | 2 36 36 355 196 2,036 33,164 35,200
0101111 | 2 36 36 355 196 2,036 33,164 35,200
0110001 | 2 36 36 355 196 2,036 33,164 35,200
0111000 | 2 36 36 355 196 2,036 33,164 35,200
1000011 | 2 36 36 355 196 2,036 33,164 35,200
1100000 | 2 36 36 35.5 196 2,036 33,164 35,200
0110010 | 3 36 36 355 196 7,890 33,164 41,054
0110100 | 3 36 36 35.5 196 7,890 33,164 41,054
1000101 | 3 36 36 35.5 196 7,890 33,164 41,054
1000110 | 3 36 36 355 196 7,890 33,164 41,054
1001001 | 3 36 36 35.5 196 7,890 33,164 41,054
1001100 | 3 36 36 355 196 7,890 33,164 41,054
1001010 | 4 36 38 335 197 4,931 41,773 46,704
0010011 | 2 40 42 37.5 201 8,145 65,128 73,273
0011001 | 2 40 42 37.5 201 8,145 65,128 73,273
0011100 | 2 40 42 375 201 8,145 65,128 73,273
0100111 | 2 40 42 37.5 201 8,145 65,128 73,273
0110000 | 2 40 42 375 201 8,145 65,128 73,273
1000001 | 2 40 42 37.5 201 8,145 65,128 73,273
0001111 | 1 44 44 43.5 204 1,629 81,418 83,046
0010101 | 3 40 43 36.5 203 15,780 72,812 88,592
0010110 | 3 40 43 36.5 203 15,780 72,812 88,592
0011010 | 3 40 43 36.5 203 15,780 72,812 88,592
0101011 | 3 40 43 36.5 203 15,780 72,812 88,592
0101101 | 3 40 43 36.5 203 15,780 72,812 88,592
0101110 | 3 40 43 36.5 203 15,780 72,812 88,592
1000010 | 3 40 43 36.5 203 15,780 72,812 88,592
1000100 | 3 40 43 36.5 203 15,780 72,812 88,592
1001000 | 3 40 43 36.5 203 15,780 72,812 88,592
0000111 | 1 48 48 47.5 208 26,062 127,534 153,596
0010001 | 2 44 49 38.5 208 16,289 142,745 159,034
0011000 | 2 44 49 38.5 208 16,289 142,745 159,034
0100011 | 2 44 49 38.5 208 16,289 142,745 159,034
1000000 | 2 44 49 38.5 208 16,289 142,745 159,034
0010010 | 3 44 50 37.5 210 31,560 159,655 191,215
0010100 | 3 44 50 37.5 210 31,560 159,655 191,215
0100101 | 3 44 50 375 210 31,560 159,655 191,215
0100110 | 3 44 50 37.5 210 31,560 159,655 191,215
0101001 | 3 44 50 375 210 31,560 159,655 191,215
0101100 | 3 44 50 37.5 210 31,560 159,655 191,215
0101010 | 4 44 51 36.5 211 39,450 177,837 217,287
0000011 | 1 52 55 48.5 215 52,125 274,261 326,386
0001011 | 2 48 56 39.5 215 32,578 305,769 338,347
0001101 | 2 48 56 39.5 215 32,578 305,769 338,347
0001110 | 2 48 56 39.5 215 32,578 305,769 338,347
0010000 | 2 48 56 39.5 215 32,578 305,769 338,347
0100001 | 2 48 56 39.5 215 32,578 305,769 338,347
0100010 | 3 48 57 38.5 217 63,120 340,958 404,078
0100100 | 3 48 57 38.5 217 63,120 340,958 404,078
0101000 | 3 48 57 38.5 217 63,120 340,958 404,078
0000001 | 1 56 62 49.5 222 104,250 589,355 693,605
0000101 | 2 52 62 41.5 222 130,312 589,355 719,668
0000110 | 2 52 62 41.5 222 130,312 589,355 719,668
0001001 | 2 52 62 41.5 222 130,312 589,355 719,668
0001100 | 2 52 62 415 222 130,312 589,355 719,668
0100000 | 2 52 62 41.5 222 130,312 589,355 719,668
0001010 | 3 52 64 39.5 224 126,240 727,862 854,103
0000000 | 1 60 69 50.5 229 208,500 1,235,081 1,443,581
0000010 | 2 56 69 42.5 229 260,625 1,235,081 1,495,706
0000100 | 2 56 69 42.5 229 260,625 1,235,081 1,495,706
0001000 | 2 56 69 42.5 229 260,625 1,235,081 1,495,706
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CNTW attack against EMV signature has been cur-
rently potential threat, and this attack is hard to apply in the
operational condition as they say. This attack, however, has
the possibility of becoming real threat in case that there are
any other vulnerability, for example, credit cards are used
with vulnerable IC card processing device that check the
format insufficiently. The credit card systems requires the
multiple-defence as fail safe, and this vulnerability should
be corrected. A cause of such a problem depends on us-
ing traditional signature scheme such as ISO/IEC 9796-2
Scheme 1. Therefore, IC card of EMV specification should
adopt provable secure signature methods such as ISO/IEC
9796-2 Scheme 2.

5. Concluding Remarks

This paper has shown cost-estimation of CNTW attack
against EMV signature in detail. An evaluate model has
been constitute and total cost included LLL cost has been
estimated. In addition, we have shown cost-estimations un-
der all conditions that Coron et al. do not estimate. As
results, this paper has contributed on two points. One is
that our detailed estimation reduced the forgery cost from
$45,000 to $35,200 with same condition as [2]. Another is
to clarify a fact that EMV signature can be forged with less
than $2,000 according to a condition. This fact shows that
CNTW attack might be a realistic threat. A cause of such a
problem depends on using traditional signature scheme such
as ISO/IEC 9796-2 Scheme 1. Therefore, IC card of EMV
specification should adopt provable secure signature meth-
ods such as ISO/IEC 9796-2 Scheme 2.
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