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SUMMARY In this paper, we propose efficient sequential AES CCM
architecture for the IEEE 802.16e. In the proposed architecture, only
one AES encryption core is used and the operation of the CTR and the
CBC-MAC is processed concurrently within one round. With this de-
sign approach, we can design sequential AES CCM architecture having
570 Mbps@102.4 MHz throughput and 1,397 slices at a Spartan3 3s5000
device.
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design, FPGA

1. Introduction

The Counter with the Cipher Block Chaining-Message Au-
thentication Code (CCM) mode proposed by Whiting et al.
is a mode of operations for symmetric block ciphers [1].
This mode combines two block cipher modes: the counter
(CTR) mode and the cipher block chaining-message authen-
tication code (CBC-MAC) mode. In the IEEE 802.16e and
IEEE 802.11i wireless network, the CCM mode is used for
message encryption and authentication using advanced en-
cryption standard (AES).

Depending on the architecture for hardware implemen-
tation of the AES CCM, CTR and CBC-MAC operations
may be processed in a parallel mode [2], [3] or in a sequen-
tial mode [4]. In a parallel mode, encryption for the CTR
and the CBC-MAC are performed concurrently using two
AES encryption cores, so throughput can be enhanced but
the hardware resource utilization is also increased.

To reduce the amount of hardware resources, the se-
quential AES CCM architecture is suggested [4]. In sequen-
tial mode, only one AES encryption core is used and the
operation of the CTR and the CBC-MAC is processed seri-
ally. The hardware resource utilization in sequential mode is
much less than in parallel mode but the throughput is much
less than in parallel mode. Due to the CBC feedback na-
ture of CCM mode, an iterative fashion has been adopted to
implement the AES core. Since the AES core optimization
used in sequential mode is difficult, the control logic of AES
CCM was mainly optimized rather than AES core logic [4].

In this paper, we propose sequential AES CCM archi-
tecture which improves throughput to compare previous se-
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quential architecture. The SubBytes logic of AES encryp-
tion core is generally implemented using composite field
logic to reduce the resource requirements. But the delay
of the critical path is increased due to the complexity of the
composite field arithmetic logic. To optimize AES core used
in sequential mode, we divide composite field logic of Sub-
Bytes into two sub-stages to shorten the critical path delay
and to make CBC-MAC and CTR mode processed concur-
rently within one round operation.

In our previous related work [5], the location of Sub-
Bytes dividing point was not optimal point and SubBytes
logic in the key scheduling block used the SBOX look-up ta-
ble. In this paper, in order to improve sequential AES CCM
architecture, we have searched the optimal point achieving
maximal throughput per a slice for a targeting device. In
our approach, the critical path delay of the AES CCM logic
has varied according to the location of SubBytes dividing
point. Candidates of a dividing point are chosen nearby the
half path of the multiplicative inverse block. We compare
throughput/area ratios for candidates. To reduce the hard-
ware resource utilization, SubBytes logic in the key schedul-
ing block is also implemented using SubBytes composite
field logic divided into 2 parts. With this design approach,
we can design sequential AES CCM architecture having
0.408 throughput/area ratio. The suggested architecture is
targeted to Spartan FPGA devices.

2. Proposed Architectures

2.1 AES Encryption Core Architecture

In the sequential architecture suggested by Bae [4], it uses
one round module iteratively which performs a round of
AES every clock cycle. CTR and CBC-MAC mode are pro-
cessed alternatively using this round module, so it takes two
clock cycles for one round operation. To shorten critical
path delay, we divide one round into two parts which are
performed concurrently at each clock cycle. Due to the CBC
feedback nature of CCM, it can’t divide one round into more
than 3 parts. In our architecture, CTR and CBC-MAC mode
use each part at the same clock cycle. The total cycles of
one round operation in our architecture are two clock cycles
which are the same as the Bae’s architecture but the critical
path is reduced to near half. Thus we obtain double through-
put compared with throughput of Bae’s architecture.

There are two implementation types of SubBytes logic
divided into two parts to make sub-stage structure. One has
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Fig. 1 Locations of dividing point for SubBytes.

Fig. 2 Critical path delays according to dividing points.

the GF(22)2 multiplicative inverse logic implemented by us-
ing composite field arithmetic logic (Inverse Logic Method,
ILM) and another has the GF(22)2 multiplicative inverse
logic implemented by using a substitution table (Look-Up
Table Method, LUTM). To find the optimal point achiev-
ing maximal throughput per a slice, we have synthesized
the AES core logic as changing the location of SubBytes
dividing point as shown in Fig. 1.

Figure 2 shows the critical path delay according to the
SubBytes dividing points. The minimum critical path delay
is obtained at B for LUTM implementation (9.74 ns). Fig-
ure 3 shows the hardware resource usage according to the
dividing points. The minimum value is obtained at A for
LUTM implementation (1275 slices). The throughput/area
ratio is calculated for each point and the maximum ratio
(0.408 Mbps/slices) is obtained at C for LUTM. From this
result, the LUTM SubBytes logic divided at C point is the
best logic to implement sequential AES Core. This Sub-
Bytes logic is used for the round transformation and key
scheduler of the proposed AES core.

2.2 CCM Mode Implementation

Figure 4 shows the block diagram of the proposed CCM
module. The AES CONTROL block and STATE MA-
CHINE block perform management functions for packet en-
cryption or decryption including communications with the
external module and generation of CCM algorithm parame-
ters. The AES CORE is the proposed AES encryption core.

Fig. 3 Hardware resource usages according to dividing points.

Fig. 4 Block diagram of the proposed CCM core.

Table 1 Comparison with other sequential implementation approach.

3. Implementation Results

Table 1 summarizes the resource utilization and the timing
constraint of our design and other work. As it can be seen,
our design is more efficient in terms of device utilization and
minimum period than previous sequential design [4].
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