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SUMMARY In this paper, we introduce generalized feed-forward shift
registers (GF?SR) to apply them to secure and testable scan design. Previ-
ously, we introduced SR-equivalents and SR-quasi-equivalents which can
be used in secure and testable scan design, and showed that inversion-
inserted linear feed-forward shift registers (I’LF?SR) are useful circuits
for the secure and testable scan design. GF?SR is an extension of ’LF2SR
and the class is much wider than that of I>LF?SR. Since the cardinality
of the class of GF2SR is much larger than that of I’LF?SR, the security
level of scan design with GF?SR is much higher than that of I’LF?SR. We
consider how to control/observe GF*SR to guarantee easy scan-in/out oper-
ations, i.e., state-justification and state-identification problems are consid-
ered. Both scan-in and scan-out operations can be overlapped in the same
way as the conventional scan testing, and hence the test sequence for the
proposed scan design is of the same length as the conventional scan design.
A program called WAGSR (Web Application for Generalized feed-forward
Shift Registers) is presented to solve those problems.

key words: design-for-testability, scan design, shift register equivalents,
shift register quasi-equivalents, generalized feed-forward shift registers, se-
curity, scan-based side-channel attack

1. Introduction

The design of secure chips demands protection of secret in-
formation, which may cause conflicts with the requirements
for making the chip easily testable. While testing techniques
such as scan design entail increased testability (controllabil-
ity and observability) of the chip [1], [2], they can also make
access to important data in a secure chip a lot easier. This
makes it difficult for scan chains to be used especially in
special cryptographic circuits where secret key streams are
stored in internal registers, and thus a problem arises in test-
ing these types of circuits. However, quality of these circuits
is highly in demand currently due to increase in the need of
secure systems [3]. Fundamentally, the problem lies on the
inherent contradiction between testability and security for
digital circuits. Hence, there’s a need for an efficient solu-
tion such that both testability and security are satisfied.

To solve this challenging problem, different approaches
have been proposed [4]-[14]. All the approaches except [11]
add extra hardware outside of the scan chain. Disadvan-
tages of this are high area overhead, timing overhead or per-
formance degradation, increased complexity of testing, and
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limited security for the registers part among others. The ap-
proach of inserting inverters in scan chains [11] has a dis-
advantage in that the positions of inserted inverters can be
determined by simply scanning out after resetting (to zero)
all the flip-flops in the scan chain. Therefore, internal state
can be identified and the security is breached.

The disadvantages of the previous works[4]-[10],
[12]-[14] are high area overhead, timing overhead and
performance degradation, and the disadvantage of the
work [11] is the weakness from the reset-based attack. To re-
solve all those disadvantages, we have reported a secure and
testable scan design approach by using extended shift reg-
isters called “SR-equivalents” that are functionally equiv-
alent but not structurally equivalent to shift registers [16]—
[19] and “SR-quasi-equivalents” [20]. The proposed ap-
proach only replaces part of the original scan chains to
SR-equivalents or SR-quasi-equivalents, which satisfy both
testability and security of digital circuits. This method re-
quires very little area overhead and no performance over-
head. Moreover, no additional keys and controller cir-
cuits outside of the scan chain are needed, thus making
the scheme low-cost and efficient. We showed inversion-
inserted linear feed-forward shift registers (I’LF*>SR, for
short) are useful circuits for the secure and testable scan de-
sign [20].

The objective application of secure and testable scan
design is mainly to use it for cryptographic circuits though it
can be used for IP protection and other purposes. In our pro-
posed secure scan architecture, the scanned-out data from a
scan register is not the same as the content of the scan reg-
ister. Therefore, the attacker cannot obtain the content of
the scan register, and hence existing scan-based attacks [6],
[15] that depend on calculation from scanned data will fail,
unless the attacker can identifies the configuration of the ex-
tended scan register.

In this paper, we introduce a new class of extended
shift registers called generalized feed-forward shift regis-
ters (GF?SR, for short) by relaxing the condition of the SR-
equivalents and SR-quasi-equivalents. GF?SR is an exten-
sion of I’LF?SR and the class is much wider than that of
I’LF?SR. The security level of the secure scan architec-
ture based on the extended shift registers like I’LF?SR and
GF?SR is determined by the probability that an attacker can
correctly guess the configuration of the extended shift reg-
ister used in the circuit, and hence the attack probability ap-
proximates to the reciprocal of the cardinality of the class of
the extended shift registers. Since the cardinality of the class
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(a) Inversion-inserted SR (I*SR).

[

(b) Linear feed-forward SR
(LF2SR).

[

(c) Inversion-inserted linear feed-forward SR (I2LF2SR).
Fig.1

Three types of extended shift registers.

of GF?SR is much larger than that of I’LF?SR, the security
level of scan design with GF?SR is much higher than that
of PLF2SR. We consider how to control/observe GF2SR to
guarantee easy scan-in/out operations, i.e., state-justification
and state-identification problems are considered. Both scan-
in and scan-out operations can be overlapped in the same
way as the conventional scan testing and hence the test se-
quence is of the same length as the conventional scan de-
sign. There is no need to change traditional ATPG algorithm
though a logic implication process is needed only for the ex-
tended shift register after ATPG. A program called WAGSR
(Web Application for Generalized feed-forward Shift Reg-
isters) is presented to solve those problems.

2. [Extended Shift Registers

In our previous works [16]-[20], we introduced extended
shift registers to organize secure and testable scan de-
sign. Figure 1 shows those circuits realized by a lin-
ear feed-forward shift register and/or by inserting invert-
ers; inversion-inserted SR (I2SR), linear feed-forward SR
(LF?SR) and inversion-inserted linear feed-forward SR
(I’LF?SR).

Consider a 3-stage I’LF’SR, R;, given in Fig.2 (a).
By using symbolic simulation, we can obtain an output
sequence (z(t),z(t + 1),z(t + 2),z(t + 3)) and the output
2(t+3) = x(t) ® 1 ® x(¢ + 2) as shown in Fig.2 (b). So,
we can see the input value applied to x at any time ¢ ap-
pears at output z after 3 clock cycles with exclusive-OR of
some inputs and/or constant 1. By using symbolic simula-
tion, we can derive equations to obtain an input sequence
(x(8), x(t + 1), x(z + 2)) that transfers R; from any state to
the desired final state (y,(t + 3), y2(¢ + 3), y3(¢ + 3)) as illus-
trated in Fig. 2 (c). Similarly, as illustrated in Fig. 2 (d), we
can derive equations to determine uniquely the initial state
1(®), y2(8), y3(1)) from the input/output sequence.

More generally, for any circuit C of ISR, LF?SR, and
I’LF?SR with k flip-flops, the input value applied to input
X at any time ¢ appears at output z after k clock cycles with
exclusive-OR of some inputs and/or constant 1, i.e.,

2(t+k)=x()Dco®cix(t+ 1) crx(t +2)
D dex(t+k)

where ¢, c1,ca,---,cr are 0 or 1. The ordered set of coef-
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(a) PLF2SR, R;.
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(b) Symbolic simulation. )
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X = 1®y1?+3)@yj(t+3)
x(t+1) = 1Dy,(t+3)
x(t4+2) = y,(t+3)
(c) Equations for state-justification.
x Vi V2 ¥s z
x(®) |y, (0 VA1) y5(t) [z(t)=y3(t) }
x(tHD) | xt) 1Dy, (0 OBy, () [z(t+1)=x(t)@y2(t) ]
HtH2) [ x(t+])  1Ba)  w(e+])D1Dy (0 [z(t+2):x(t+l)@]@y,(t)]
X(tH3) | x(t+2)  1Bx(t+])  x(t+2)PIDx(t) | 2(t+3)= x(t+2) D 1Bx(t)

U

¥,() = z(t+2) Dx(t+1)D1
V(1) = Z(t+1)Dx(t)
y3(t) = z(t)

(d) Equations for state-identification.

Fig.2  Example of PLF?SR, R;.

ficients (cg, c1, 2, -+, cx) is called the characteristic coeffi-
cient of the circuit C.

Further, generally as for any circuit C of ?SR, LF?SR,
and I’LF?SR with k flip-flops, (1) for any internal state of
C a transfer sequence (of length k) to the state (final state)
can be generated only from the connection information of
C, independently of the initial state; (2) any present state
(initial state) of C can be identified from the input-output
sequence (of length k) and the connection information of C,
where k is the number of flip-flops.

Here, we extend the class of I’LF?SR by relaxing linear
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(a) GF?SR, R».

x(t) =y3(t +3) Dy (c+3) - y1(t+3)
x(t+1) =y,(t+3)
x(t+2) =y, (t+3)

Fig.4

Fig.3

Generalized feed-forward shift register (GF2SR).

functions in the above equation to arbitrary logic functions,
i.e., the input value applied to x at any time ¢ appears at z af-
ter k clock cycles with exclusive-OR of some logic function
fof x(t+ 1), x(t + 2),---, x(t + k), as follows.

2t +k)=x()® f(x(t+ 1), x(t +2),- -, x(t + k)).

A circuit of the structure shown in Fig. 3 is called a gen-
eralized feed-forward shift register (GF>SR). In this figure,
fos f1, -+, fx are arbitrary logic functions of input x and state
variables y; of preceding stages. fj is a constant function, fj
is a function of x, f> is a function of x and y;, and f; is a
function of x,yy,ys,-+,yi—1. It can be shown that, for any
GF?SR with k flip-flops, the output z at time ¢ + k behaves in
accordance with the above equation.

By using symbolic simulation, we can obtain an out-
put sequence (z(1),z(t + 1),z(t + 2),z(t + 3)) and the out-
put z(t + 3) = x(¢) ® x(¢t + 2)x(t + 1) as shown in Fig. 4 (b).
From the result of symbolic simulation, we can derive equa-
tions to obtain an input sequence (x(¢), x(t + 1), x(z + 2))
that transfers R, from any state to the desired final state
1(t+3), y2(¢ + 3), y3(¢ + 3)) as illustrated in Fig. 4 (b). Sim-
ilarly, as illustrated in Fig. 4 (b), we can derive equations to
determine uniquely the initial state (y;(?), y2(¢), y3(¢)) from
the input/output sequence.

3. How to Control/Observe GF2SR

For an extended shift register, the following two problems
are important in order to utilize the extended shift register
as a scan shift register in testing. One problem is to gen-
erate an input sequence to transfer the circuit into a given
desired state. This is called state-justification problem. The
other problem is to determine the initial state by observing
the output sequence from the state. This is called state-
identification problem.

We have shown in the previous section that, for

y2(t +3) =y3(t+3)
S S
y1(t) =z(t+2) B x(t+1)-x(t)
y2(6) = z(t + 1) @ x(t) - y1(t)
=z(t+1D)Bx) - zt+2)Px(t+ 1) x(t)
y3(t) = z(6)
(b) Symbolic simulation.

Example of GFzsR, R,.

time x Y1 V2 V3 z
l t ab @ c‘\
t+1 b ab @ c,
P R,
t+2 \a (bFgHab®cl
~
t+3 a b Ted
(a) How to derive transfer sequence for final state.
time x Y1 Y2 V3 z
*—Y’ r—’_"‘\ Np e ————— N
¢ Y @ogfameney ¢
——Y>“,-:::=t~ ———————————— NP,
t+1 (b La i ab®f i ele e
- \l _____ \\ ____________ ‘\\ :__\
t+2 c b a ‘»1‘ f’; « f

(b) How to identify the initial state from input/output sequence.

Fig.5 How to control/observe GF2SR, R,.

IPLF?SR, R;, and GF?SR, R,, we can derive equations to
obtain an input sequence that transfers R; and R, from
any state to the desired final state as illustrated in Fig. 2 (c)
and Fig.4(b), respectively. Similarly, as illustrated in
Fig.2(d) and Fig.4 (b), we can derive equations to deter-
mine uniquely the initial state from the input/output se-
quence.

This holds for any circuit C in the class of I’LF>SR
and GF?SR, i.e., (1) for any internal state of C a transfer
sequence (of length k) to the state (final state) can be gen-
erated only from the connection information of C, indepen-
dently of the initial state; (2) any present state (initial state)
of C can be identified from the input-output sequence (of
length k) and the connection information of C, where k is
the number of flip-flops.

In Fig.2 and Fig. 4, we showed how to derive trans-
fer sequence and how to identify the initial state from
input/output sequence by means of symbolic simulation.
However, it is hard to derive those equations and to solve
the solutions if the size of registers becomes large. As an al-
ternative method, we can derive transfer sequence and iden-
tify the initial state by means of logic simulation instead

of symbolic simulation.
applied to GF?SR, R,.

Figure 5 illustrates the method
In Fig.5(a), given a final state
1t +3) = a,y2(t +3) = b,y3(t + 3) = ¢), all other val-
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ues can be uniquely derived only by implication operation
from (a, b, ¢). For example, y;(¢+3) = a implies x(t+2) = a
and y,(t + 3) = b implies y,(t + 2) = b. This type of direct
implication is indicated by solid arrow. After that, those im-
plied values x(r + 2) = aand y;(r + 2) = b with y3(t + 3) = ¢
imply y2(t+2) = ab®c. This implication is indirect implica-
tion or implied from more than two values, and is indicated
by dotted arrows. In Fig. 5 (b), given input sequence (a, b, ¢)
and output sequence (d, e, f), then all other values can be
uniquely derived only by implication operation. For exam-
ple, yi(t+ 1) = ais implied from x(¢) = a. y,(t+ 1) = ab® f
is implied from x(# + 1) = b, y1(t+ 1) = a, and y3(t +2) = f.
Further, y; () = ab & f is implied from y,(t +2) = ab @ f.
This method based on logic simulation using only implica-
tion operation is very fast and effective for very large scale
of real scan chains. We have made a program to solve those
problems, which is presented in the following section.

From the above observation, for the class of I’ LF2SR
and GF?SR, we can easily generate scan-in and scan-out se-
quences such that both scan-in and scan-out operations can
be overlapped and hence testing can be done in the same
way as the conventional scan testing. The test sequence is
of the same length as the conventional scan design. There
is no need to change traditional ATPG algorithm though a
logic implication process is needed only for the extended
shift register after ATPG.

4. Program WAGSR

WAGSR (Web Application for Generalized feed forward
Shift Registers) is a web application program to com-
pute/solve various problems on GF?>SR by symbolic and
logic simulation as follows.

1. Design of GF?SR by means of logic expression

2. Tllustration of GF>SR

3. Computation for GF?SR to solve state-justification and
state-identification problems

e Symbolic simulation

e Logic simulation by partially specifying values
0,1, and/or X to input/output sequence, initial
state, and/or final state.

WAGSR adopts GUI (graphical user interface) for ex-
pressing outcome by circuit diagram and table. SR-ID code
is introduced to represent the structure of each type of ex-
tended shift register uniquely. In Appendix, some exam-
ples of the outcome by WAGSR are presented. Figure A- 1
shows a window for designing GF2SR. After entering the
necessary information for the design such as the number of
flip-flops and logic expressions in JavaScript form for flip-
flops, the circuit diagram is generated. Figure A-2 shows
the structural information of designed GF?SR. Figure A-3
shows the outcome of symbolic simulation. Figure A- 4 and
Fig. A-5 illustrates the outcomes of logic simulation. From
Fig. A- 4, we obtain an input sequence to transfer the circuit
to all 1’s state independently of the initial state. In Fig. A-5,
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we can identify the initial state from the input/output se-
quence.

For several GF2SR circuits of 16bits, 32 bits, 64 bits,
and 64 +16bits size, we measured the computation time
both for generating logic expressions by symbolic simula-
tion (1st stage) and for generating a transfer sequence from
a given final state by logic simulation (2nd stage), using the
web browser Safari6 on 1.6 GHz Intel Core 2 Duo machine
with 4 GB memory. The average computation time at the
Ist stage is 0.2 seconds, 2.6 seconds, and 512.3 seconds for
GF2SR circuits of 16bits, 32 bits, and 64 bits size, respec-
tively. The average computation time of the 2nd stage is
0.2 seconds, 1.3 seconds, and 336.0 seconds for GF%SR cir-
cuits of 16 bits, 32 bits, and 64 bits size, respectively. How-
ever, for GF2SR circuits of 64+16 bits size, WAGSR cannot
complete the computation due to lack of memory. Although
WAGSR is a web application program using JavaScript, it
can deal with GF?SR circuits of 64 bits size with less than
several minutes even on a small machine.

5. Cardinality of Each Class of Extended SRs

Our secure scan design through extended shift registers like
GF?SR provides both security and testability. With same
effectiveness and efficiency of conventional scan design and
with very minimal overhead, any digital circuit can be both
easily testable and secure from attack.

When we consider a secure scan design, we need to
assume what the attacker knows and how he can potentially
make the attack. Here, we assume that the attacker may
know the presence of test pins (scan infout, scan, reset) of
scan chains, but does not know any information inside of
the circuit under consideration as well as the structure of
the extended scan chains. Based on this assumption, we
consider the security to prevent scan-based attacks.

Consider three different structured 3-stage GF?SRs,
R», R3 and Ry, shown in Fig.4, Fig.6 and Fig.7. From
the results of symbolic simulation, we can see their outputs
z(t + 3) are the same, i.e., z(t + 3) = x(¢) ® x(z + 2)x(¢t + 1).
Therefore, their input/output behaviors after time #+3 are the
same. Their input/output behaviors from time ¢ to 7 + 2 be-
fore ¢+ 3, become the same depending on their initial states.
For example, R, with initial state (y;,y2,y3) = (0,0,0), Rs
with initial state (0, 1, 1), and R4 with initial state (0, 0, 0) be-
have equivalently, i.e., their output sequences are the same
for any input sequence. In this case, one cannot distinguish
them. If one can initialize the circuit to a desired state,
one may identify it from among three circuits. However, in
our secure scan design, we protect the reset-based attack by
adding one extra flip-flop to prohibit scan-after-reset opera-
tion [16],[19]. So, the attacker cannot initialize the circuit
to a desired state, and hence cannot identify the structure of
the circuit only from input/output behaviors.

Next, let us consider the security level by clarifying the
cardinality of the class of GF>SR’s. The security level of
the secure scan architecture based on GF?SR is determined
by the probability that an attacker can correctly guess the
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Fig.6  Example of GF?SR, R3.
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(b) Symbolic simulation.
Fig.7 Example of GF?SR, Ry.
Table1  Cardinality of each class. Let us calculate the number of circuits in the class of
# of circuits in the class GF?SR. Let fo, fi,+++, fr be the functions shown in Fig. 3.
1225R k(Z::II) n 1 The number of functions for each fy, fi,---, and f; are
lngzS §R (2k<k+12) 2y (;kL 1 22 =2,2" =4,.-., and .22k, respectivelyk. Henﬁgl)the total
GF2SR K@ 11y number of k-stage GF?SR is 2x4x - --x2% =2@"7"~D The

Fig.8 Cover relation among classes.

structure of the GF2SR used in the scan design, and hence
the attack probability approximates to the reciprocal of the
cardinality of the class of GF?SR.

In [17],[20] we showed the cardinality of each class
of linear structured circuits (I*SR, LF?SR, and I?’LF?SR)
which is summarized in Table 1. Obviously, the class of
GF2SR covers I2SR, LF%SR, and I2LF2SR. So, we have the
covering relation as shown in Fig. 8.

summary of the cardinality of each class is shown in Table 1.
From this table, we can see the cardinality of GF2SR is much
larger than that of I>LF?SR, and hence very secure. For any
GF?SR, the state-justification and state-identification prob-
lems can be easily solved, and hence we can use any of them
to organize the secure and testable scan circuits.

6. Application to Scan Design

A scan-designed circuit under consideration consists of a
single or multiple scan chains and the remaining combina-
tional logic circuit (kernel). A scan chain can be regarded as
a circuit consisting of a shift register with multiplexers that
select the normal data from the combinational logic circuit
and the shifting data from the preceding flip-flop. Here, we
replace the shift register with a GF>SR.

However, to reduce the area overhead as much as pos-
sible, not all scan chains are replaced with extended scan
chains. Only parts of scan chains necessary to be secure, e.g.
secret registers, are replaced with GF2SRs, and the size of
the extended scan chains is large enough to make it secure.
The delay overhead due to additional logic and Exclusive-



1130

OR gates influences only scan operation, and hence there is
no delay overhead for normal operation.

As mentioned in Sect. 3, testing can be done in the
same way as the conventional scan testing. The length of test
sequence is the same as the conventional scan design. There
is no need to change traditional ATPG algorithm. There is
no degradation in testability compared to the conventional
scan design.

The scan design with embedded compactors seems to
be secure, however, it is not secure if there exists a path such
that the contents of a secret register leak out through part of
the scan chain and the kernel (combinational circuit part) to
primary outputs without passing through compactors. In this
case, if we replace the secret register itself by an appropriate
GF2SR, it becomes secure.

7. Conclusion

In our previous work, we reported a secure and testable scan
design approach by using extended shift registers called SR-
equivalents [16]-[19] and SR-quasi-equivalents [20], where
the class of I’LF?SR is one of the most useful class. In
this paper, we introduced a further extended class of gen-
eralized feed-forward shift registers (GF*SR). GF?SR is
an extension of I’LF?’SR and the class is much wider
than that of I’LF?SR. Since the cardinality of the class
of GF?SR is much larger than that of I’LF?SR, the se-
curity level of scan design with GF?SR is much higher
than that of I’LF?SR. We considered state-justification and
state-identification problems for GF2SR, i.e., how to con-
trol/observe GF?SR to guarantee easy scan-in/out opera-
tions. Both scan-in and scan-out operations can be over-
lapped in the same way as the conventional scan testing,
and hence the test sequence is of the same length as the
conventional scan design. There is no need to change tra-
ditional ATPG algorithm though a logic implication process
is needed only for the extended shift register after ATPG.
A program called WAGSR (Web Application for General-
ized feed-forward Shift Registers) that solves those prob-
lems was introduced.
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Appendix

WAGSR

Design of GF?SR by means of logic expression.

SRID

#of 0"
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# of 'NOT' Gates

# of 'OR’ Gates
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R R

Fig.A-2  Structural information of GF>SR.
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Fig.A-3  Symbolic simulation.
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Fig.A-4  Logic simulation.
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