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Round Addition Using Faults for Generalized Feistel Network

Hideki YOSHIKAWA "9, Masahiro KAMINAGAT, and Arimitsu SHIKODA', Members

SUMMARY This article presents a differential fault analysis (DFA)
technique using round addition for a generalized Feistel network (GFN)
including CLEFIA and RC6. Here the term “round addition” means that
the round operation executes twice using the same round key. The pro-
posed DFA needs bypassing of an operation to count the number of rounds
such as increment or decrement. To verify the feasibility of our proposal,
we implement several operations, including increment and decrement, on a
microcontroller and experimentally confirm the operation bypassing. The
proposed round addition technique works effectively for the generalized
Feistel network with a partial whitening operation after the last round. In
the case of a 128-bit CLEFIA, we show a procedure to reconstruct the round
keys or a secret key using one correct ciphertext and two faulty ciphertexts.
Our DFA also works for DES and RC6.

key words: differential fault analysis (DFA), round addition, block cipher,
generalized Feistel network (GFN), DES, CLEFIA, RC6

1. Introduction

Differential fault analysis (DFA) is an effective attack tech-
nique against symmetric and asymmetric encryption algo-
rithms. Various DFA techniques and countermeasures to
implement ciphers using smartcard-like devices have been
developed [1]-[5]. Choukri and Tunstall [2] reported suc-
cessful “round reduction” by bypassing a branch operation
to check the number of rounds of AES implemented on a
PIC16F877 microcontroller produced by Microchip. They
used a glitch on the power supplied to the microcontroller
as their fault injection method. Moreover, Park et al. [3] ob-
tained similar results using laser a beam injection with an
ATmegal28 microcontroller produced by Atmel.

On the other hand, Kaminaga et al. [6] show the ef-
fectiveness of a combination of multiple branches and a
brown-out detector (BOD), which is a type of low volt-
age detector, in their experiment using the ATmegal68 (At-
mel, USA) microcontroller. According to their experiment,
round reduction did not work against the combination of
triple branches and BOD. In this case, the execution time
of multiple branches must be longer than the idle time of
BOD. However, generally, an increment or decrement op-
eration is located before or after a conditional branch oper-
ation, and these operations cannot be multiplied directly. If
an increment or decrement operation is bypassed, the imple-
mented cipher executes the round operation twice using the
same round key, i.e., “round addition” must have occurred.
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In this article, we show the successful experimental results
of operation bypassing shown in Fig.3 by instantaneously
supplying low voltage power. Based on these results, we
present round keys or a secret key-extracting technique us-
ing round addition for Feistel or generalized Feistel network
structured block ciphers including DES, CLEFIA, and RC6.

2. Round Addition Model
2.1 Encryption Algorithm for a Block Cipher System

Figure 1 shows the entire encryption process of a GFN struc-
tured block cipher. Each round consists of an F-function
and a swap function, u. The encryption process consists of
pre-whitening (PrW), r-times round operations, and post-
whitening (PoW). The cipher operation can be expressed as
follows.

C:POWOIUOFRKVQ-..OMOFRK]oPrw(P)’

where P is plaintext, C is ciphertext derived from P, RK; (i =
1,2,---,r) are round keys and o is the composition operator.
As explained, “round addition” means executing a round op-
eration of the cipher twice with same round key, i.e., the i-th
round added faulty ciphertext C? is given by

C(i)=P0W°/J"'/J°FRKiO,UOFRK,-"'OFRKl
o PeW(P)

Figure 2 shows the attack point in 7-round cipher operations.

pIaintgxt (P)

state =P, i=1

’ Pre-whitening (PrW) ‘

—

I F(state,RK)

’ i=i+1 ‘ ’ Post-whitening (PoW) ‘
L 7

ciphertext (C)
Fig.1  Operation of a general block cipher.
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state = Prw(P);

i=1

while (i <=1 ) {
F(state, RKi);
U (state);
i=1+1; <--- Attack Point

}
C = Poli(state);

Fig.2  Pseudocode for round-added encryption.
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Fig.3  Timing chart and success probabilities of command bypassing.

That is, round addition can be realized by bypassing the in-
crement or decrement to count the number of rounds.

2.2 Experimental Results of Operation Bypassing

To verify the feasibility of our proposal, we implemented
several operations including increment and decrement, on
the ATmegal68 (Atmel, USA) microcontroller and at-
tempted to bypass these operations experimentally. Then,
we succeeded bypassing these operations by supplying low
voltage power instantaneously. Figure 3 shows the relation
between attack timing and attack (bypass) success probabil-
ities for branch not equal (brne), unconditional jump (jmp),
decrement (dec), increment (inc), exclusive-or (eor), and
call for subroutine (call). This experimental process is exe-
cuted 400 times in 100 ns increments in order to determine
the delay parameters and the low-voltage period needed to
automate the tedious process of fault injection. In this figure,
we can see that the attack success probabilities of “brne”,
“jmp”, “dec”, and “call” are almost 100%. The result shows
that our attack using these command bypassing is feasible
with a high probability. In contrast, the attack success prob-
ability of “inc” is more than 58 %, but it is lower than other
commands. The increment command is the attack point in
Fig. 2. Thus, we examine the attack feasibility of round ad-
dition using “inc” bypassing.
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Fig.4 Round addition attack at final round of DES.

3. Round Addition DFA
3.1 DES

In this subsection, we show that keys can be easily derived
by a round addition attack on the data encryption standard

(DES). The correct and faulty ciphertexts are denoted by
C = Li4|R ¢ and CU10 = L(1166)|R(1'66), respectively. The con-
catenation is denoted by “|.” Figure 4 illustrates the round
addition attack at the final round operation. In this case, both
ciphertexts C and C'® are known. Thus, the final round key

can be given by

“|

F(R16,RK5) = Lig ® R\

where @ is denoted by bitwise exclusive-OR.
3.2 128 bit-CLEFIA

CLEFIA is a 128-bit block cipher developed by SONY Cor-
poration in 2007. The advantages of CLEFIA are as follows:
small implementation size and high speed utilizing its char-
acteristic structure [7]. Here we show that the secret key of
the 128-bit CLEFIA can be extracted by bypassing the dou-
ble inc or dec operation. The following notations are used.

C = VIX|Y|Z : 128-bit correct ciphertext constructed by the
concatenation of four 32-bit data.

Vi, Xi, Yi, Z; : Each i-th round output of the above correct
ciphertext

U = YD x(Dyn|Z07 .
faulty ciphertext

V;, X, Y., Z; : Bach i-th round output of the above faulty ci-
phertext

CU7) = yU7)x(7)y(7)| 07 17-th double round added
128-bit faulty ciphertext

V., Z:,¥:,Z; : Bach i-th round output of above faulty cipher-
text

17-th round added 128-bit

Figure 5 shows the encryption process of 128-bit
CLEFIA. In this figure, the round keys are denoted by
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Fig.5  Encryption process of 128 bit-CLEFIA.

state = Pri(P);

i=1

while (i <= 17 ) {
FO(state, RK_{2i-2}); Fl(state, RK_{2i-1});
1 (state);
i=1+ 1;

}

FO(state, RK34); Fl(state, RK35);

C = Poli(state);

Fig.6  Pseudocode of 128-bit CLEFIA.

<--- Attack Point

RKy,RK],...,RK34,RK3s, and the whitening keys are de-
noted by WKy, WK, WK,, WK3. The final round is dif-
ferent from another round, thus the pseudocodes can be de-
scribed by Fig. 6.

We first obtain the following output by bypassing 17-
th increment operation since the F-function executes twice.
From Figs. 5 and 7, we can see following relations.

V=Vig=Vy Y=Yg=1VYy
VD = Vig = Vig, X7 = Y7, YU =Y =Yy,
Zi7 = V7.

Next, we obtain the following output by bypassing twice at
17-th increment operation as depicted in Fig. 8.

s . . . s .
VAT = Vig = Vi5, Xi7=Yig, Y7 =Yg = Vig,
Zyi7 = Vi

Thus, the round keys, RK3, and RK33 can be extracted by
the parts of correct and faulty ciphertexts as

RK3 = Fy' (Y@ V1T, viD), (1)
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Fig.7  Single round addition attack before the final round.
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Fig.8 Double round addition attack before the final round.
RKz = Fi' (Ve yam™, yan), 2)

where F'(-,-), F;'(-,-) are denoted by inverse function
Fo(-,-), Fi(-,-), respectively. After determining RK3, and
RK33, the following relations are derived

X7 = VU @ Fo(V, RK3), A3)
Zi7 = Y' @ F (Y, RK33). )
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From Figs. 5 and 7, we can see

X =Xi3® WK, = X17® Fo(V,RK31) ® WK, (@)
X1 = Xis @ WK, = X17 @ Fo(V', RK34) ® WK,.
(6)

By adding Eqgs. (5) (6) to eliminate the whitening key WK,
we obtain

Fo(V,RK3)® Fo(VIP RK) =X X @ X1 0 Y.
@)

Using Eqgs. (3) and (7), the round key RK34 can be solved
easily by brute force. Similarly, using Eq. (4), RK3s5 can be
derived by

Fi(Y,RK3s)® F1(Y'" RK3s)=ZaZ'" 07,0 V.
®)

After determining the round keys RKjp,...,RK3s by
Egs. (1), (2), (7), and (8), the secret key can be reconstructed
by the key schedule procedure using the CLEFIA constants
CON;,i=0,...59]17].

3.3 RC6

The block cipher RC6 is an “advanced encryption standard
(AES) finalist” [8]. Here, we show that the extended keys
can be derived by each round addition attack. The 128-bit
correct and the faulty ciphertexts by j-th operation added
are denoted by C = V|X|Y|Z and CV = V| XD |yWD|ZU), re-
spectively. The correct and faulty operations are illustrated
by Figs. 9 and 10, respectively. In these figures, the follow-
ing relations are derived

S[2r+21=V"Y-Xx, S2r+31=Y"-2

S[2rl=2z" -

(V= VO + X+ ((F(X),5), ((f2),5))
S[2r+1]=x" -

(Y =Y +Z+((f2),5), ((F(X),5))

where r is the number of rounds, {{(a, b) denotes b-bit left
rotation of the word a, and f(f) = #(2¢t + 1). Each extended
keys S[2],...,S[2r + 3] can be derived by increment oper-
ation bypassing each round operation. A pair of plain text
and ciphertext is required to find the initial extended keys
S[0] and S[1].

3.4 Experimental Result of CLEFIA

In this subsection, the experimental result of the command
bypassing attack for the 128-bit CLEFIA implemented in
an ATmegal68 microcontroller is shown. When we set
a 128-bit plaintext to be “0x00010203”, *“0x04050607”,
“0x08090A0B”, “Ox0OCODOEOF”, with a 128-bit secret key
K = “OxFFEEDDCC”, “0xBBAA9988”, “0x77665544”,
“0x332211007, the corresponding 128-bit correct cipher-
text is V = “OxDE2BF2FD”, X = “0x9B74AACD”, Y =
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Fig.9  Final round process of RC6.
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Fig.10  Round addition attack at the final round of RC6.

“0xF1298555”, Z = “0x459494FD”. These test vectors can
be seen in [7]. Figure 7 and 8 show single and dou-
ble round addition using “inc” command bypassing at-
tacks respectively. We obtain a 128-bit faulty cipher-
texts of V117 = “0x02D7277D”, XD = “0xF9329144”,
Y47 = “0x5AE13C43”, ZU7 = “0x4F83B00A” for
single round addition, and yar - - “0xF004463C”,
X7 = “0x64574C227, Y7 = “0x044D3EA7”, Z17) =
“0x248FBOBE” for double round addition, respectively.
The successful command bypassing is defined by that
a command bypassing occurs without any corruption of the
intermediate data in the registers. When both the single and
the double round addition are achieved by the successful by-
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passing of “inc” command just before the final round, we
would obtain the round keys RK3», ..., RK35 using the pro-
cedure in Sect. 3.2. Since the single round addition is easier
than the double round addition, the possibility of the key ex-
traction mainly depends on the double round addition. From
this point of view, the double “inc” command bypassing
must be examined. Our results show that the double ad-
dition attack succeeded 60 times in 1000 trials. The experi-
mental result was obtained in the same manner with [6]. In
this result, we conclude that the round addition by command
bypassing is feasible for practical block cipher systems.

4. Conclusion

In this article, we show the round keys or a secret key-
extracting technique using round addition for the block ci-
pher algorithm. Our round addition DFA works for DES,
CLEFIA, and RC6. In particular, the results show that the
block cipher algorithm should whiten all round data at the
final round. For example, in CLEFIA, the first or third line
are not whitened by adding round keys. Thus, we con-
clude that these structures have vulnerabilities as a result of
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operation bypassing.
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