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W In complete contract theory, the
main approach to limit moral hazard
is through modifying incentives for the
agents. However, such modifications
are not always feasible. One promi-
nent example is Chinese government
service provision. Over the years, it has
been plagued with inefficiencies as a
result of moral hazard. Previous at-
tempts to address these challenges
are not effective, as reforms on civil
servant incentives face stiff hindrance.
In this article, we report an alternative
platform — SmartHS — to address
these challenges in China without mod-
ifying incentives. Through dynamic
teamwork, automation of key steps
involved in service provision, and
improved transparency with the help
of artificial intelligence, it places civil
servants into an environment that
promotes efficiency and reduces the
opportunities for moral hazard. De-
ployment tests in the field of social
insurance service provision in three
Chinese cities involving close to 3 mil-
lion social insurance service cases per
year demonstrated that the proposed
approach significantly reduces moral
hazard symptoms. The findings are
useful for informing current policy
discussions on government reform in
China and have the potential to address
long-standing problems in government
service provision to benefit almost one-
fifth of the world’s population.
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ment follows a top-down, tree-like hierarchy (Horling

and Lesser 2005) that is designed to provide effective
control. A similar structure can be found within each level
of government organization. Under such a structure (figure 1),
official communications between leaf nodes need to be
routed through their parent nodes, which sacrifices efficiency
for better control. Government services (for example, claim-
ing social insurance benefits, setting up an enterprise, and
changing residence from one city to another) are superim-
posed on top of this hierarchical bureaucratic structure.
Most of the time, citizens only directly deal with the leaf
nodes, which are the executive branches providing govern-
ment services. One task may require several leaf nodes (not
necessarily all from the same organization) to be combined
into a workflow (figure 1).

r I \he organizational structure of the Chinese govern-
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Figure 1. An Example Hierarchical Organizational Structure.

The inefficiency and asymmetry of information
in government service provision has given rise to
an environment in which moral hazard (Holmstrom
1979) and even corruption (Jia 2007) frequently
occur. It has resulted in undesirable behavior patterns
among many civil servants. Today, the problem of
providing quality government services is well recog-
nized by the State Council of China. It has issued
official reports detailing the difficulties many citizens
have experienced and calls for effective solutions
(The People’s Republic of China 2016). The most
frequently mentioned symptoms of moral haz-
ard include procrastination, avoiding responsibility,
rent-seeking, abuse of discretion, guanxi (Park and
Luo 2001)-based exchange of favors, citizens having
to go through multiple government departments for
one matter (sometimes repeatedly), and long queues.

The Chinese government has been aware of this
situation and recognizes the importance of adopt-
ing a service-oriented approach to government. In
recent years, efforts to improve accountability from a
policy standpoint have permeated into many aspects
of public service in China (Nature 2005). Electronic
government (e-government) has been identified by
China as an important approach to enhance citizens'’
access to government as well as the government’s
access to citizens. The application of e-government
in countries such as the United States and Singapore
has demonstrated great effectiveness in acting as a
medium for delivering better services to citizens and
improving internal efficiency (Bertot et al. 2010).
The currently widely used e-government system in
China (Seifert and Chung 2009) did not focus on
breaking down the organizational boundaries across
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multiple government departments which are imped-
ing a task-oriented workflow, but are instead similar
to electronic toolboxes focused on improving indi-
vidual civil servant efficiency (Zhang 2002; Holliday
and Yep 2005; Li 200S5; Seifert and Chung 2008).
Thus, they have been largely unsuccessful in improv-
ing poor quality of government services as a result
of systemic inefficiency and moral hazard.

To address the limitations of existing Chinese
e-government initiatives and improve the quality of
government services, we proposed an artificial intelli-
gence (Al)-empowered smart human resource service
platform — SmartHS — designed on the complete
contract theory (Grossman and Hart 1983) for social
insurance government service provision. Through
the process of standardizing service provision proce-
dures for many tasks involved in social insurance, we
identified two main types of complete contract rela-
tionships among the stakeholders. The moral hazard
that exists in these relationships is the root cause of
many aforementioned characteristics of poor gov-
ernment service provision. The proposed platform is
an information and communications platform with
workflow powered by Al It replaces the current rigid-
organization—oriented government service provision
environment with one that is task-oriented. A work-
flow is modeled as a series of alternating task execu-
tion stages and transition stages.

We incorporated the essence of the complete con-
tract theory into these two stages according to the
following approach to improve efficiency and reduce
the likelihood for moral hazard:

For the task execution stage, the SmartHS plat-
form provides real-time status information about the
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Figure 2. The General Workflow of a Typical e-Government Service in China.

workflow to the task requesters and the government
organization in charge, thereby enhancing the observ-
ability of the agents’ actions and reducing the risk
of moral hazard. The SmartHS platform also enables
fine-grained performance information tracking and
information sharing across organizations to improve
information transparency and support data-driven
abnormality alerts, interventions, and performance
assessments by the agents’ superiors, thereby enhanc-
ing the fairness and effectiveness of incentive mech-
anisms and reducing opportunities for moral hazard.

For the transition stage, the SmartHS platform per-
forms the role of the agent to automatically transfer
required digital resources to the next task execution
stage following predefined system logics, thereby
eliminating the possibility of moral hazard.

The proposed platform, however, does not modify
the actual incentive mechanisms (e.g., performance
evaluation, performance bonus calculation, and pro-
motion) that are currently in place.

Through a large-scale deployment testing of SmartHS
in three Chinese cities involving 2,920,000 cases,
we found that the key symptom of moral hazard
in the public service provision in China — lack of
efficiency — has been significantly mitigated, with
more than 70 percent of all users choosing to access
government services through SmartHS. Although
moral hazard cannot be directly measured in prac-
tice, the result is a strong indicator that the proposed
approach has the potential to significantly improve
public service provision. The findings are useful for
informing policy discussions on government reform
in China.

Method

In this section, we analyze the challenges facing ex-
isting Chinese e-government service provision from
the perspective of Contract Theory, and explain how
the proposed approach addresses these challenges by
fundamentally changing the environmental condi-
tions under which civil servants work and interact
across organizational boundaries.

Existing e-Government
Service Provision Systems in China

In general, a government service workflow, which
consists of x intermediate steps, is illustrated in figure

2. S, denotes the ith step (that is, an execution stage)
involved in the workflow, whereas T, (a transition
stage) denotes the transition between S, and S, . T;
often involves passing the output of §, (for exam-
ple, data, documents, and proof of authorization)
to S, Because we are dealing with government
services that have precisely defined prerequisites,
rules, and regulations for each S, the relationship be-
tween the civil servant responsible for each §, (that is,
the agent) and his or her superior (the principal)
can be modeled as a Complete Contract relationship
(Grossman and Hart 1983). Similarly, the relation-
ship between the agent for S, and the agent for §
can also be modeled as a Complete Contract rela-
tionship. Thus, the workflow of a government ser-
vice can be perceived as a chain of contracts.

Table 1 summarizes the elements involved in the
two contract relationships we have identified during
the execution stage and the transition stage. It can
be observed that the definition of the contract terms
and the principal-agent relationships are clear. How-
ever, the main problem lies in the observability of
actions and the lack of authority to award incentives
or to intervene. These conditions have given rise to
severe moral hazard in current Chinese government
service provision. To illustrate where moral hazard
can occur, we use an example scenario of a resident
filing a social insurance benefits claim using the tra-
ditional e-government system in China (as shown in
figure 3a).

In this scenario, the resident has to go to the front
desk of a service center as his or her identity and em-
ployment relationship documents need to be veri-
fied first. This information has not been integrated
into the traditional Chinese e-government social
insurance claim system, and it has to be repeatedly
verified for each case. Once this step is completed,
the supporting documents, together with an appli-
cation form, are passed on to the data entry clerk
who uses a traditional e-government tool to digitize
these documents. Nevertheless, this step is for the
purpose of making archiving easier, and the original
documents still need to be delivered physically to
the next step in the workflow, which is the calcula-
tion of benefits. In this instance, the data entry clerk
is put in a position of power to determine how many
cases shall accumulate at the data acquisition step
before he or she should make a batch delivery to the
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Intervention

Potential for Moral Hazard

To some extent

High

Execution Stage Transition Stage

Principal The superior of the civil servant The civil servant in charge of the next
in charge execution stage

Agent The civil servant in charge The civil servant in charge of the previous
execution stage

Contract The definitions of executing a step The definitions of how information shall
pass between steps

Incentives Bonus and promotion mechanisms Bonus and promotion mechanisms

Observability Only through random sampling None

Basis to Determine Incentives Very limited Very limited

Authority to Award Incentives Yes No

No authority
Very high

Table 1. Complete Contract Relationships in Traditional Chinese e-Government Service Provision.

benefits calculation office. He or she can also deter-
mine, to some extent, which incoming case to enter
into the system first. Such decisions can theoretically
be made based on considerations for efficiency, but
in practice, are often influenced by discretion and
possibly moral hazard. This similar situation re-
peatedly occurs in each step down the line of this
workflow. The civil servants in charge of benefits cal-
culation, approval, and payment are all put into
implicit positions of power as a result of the ineffi-
ciency in the system itself. Thus, they are exposed to
many opportunities of discretion. The only one who
is exposed to fewer opportunities of discretion is the
one in charge of archiving as the transaction with
the resident effectively ended before this step, and
there is no subsequent step depending on it.

Changing the Environment of Gov-
ernment Service Provision with SmartHS

To address these challenges, the key is to change the
environment in which civil servants work to min-
imize the inefficiencies that give rise to opportuni-
ties for moral hazard. From a technical perspective,
SmartHS relies on the state of the art but does not
advance it. Technologies such as cloud comput-
ing (Armbrust et al. 2010), blockchain for distrib-
uted data security (Swan 2015), big data analytics
(Zikopoulos and Eaton 2011) and Al optimization
techniques (Marler and Arora 2004) have been used
to realize system functionalities. It is how SmartHS
redesigned the complete contract relationships in
government service provision with the help of Al
scheduling that mitigated moral hazard.

Table 2 summarizes the elements involved in
the revised complete contract relationships under
SmartHS. The items that differ from the correspond-
ing items in table 1 are highlighted in bold. The key
changes are twofold: automating all the transition
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stages, and improving observability. These changes,
which can be implemented easily with today’s tech-
nologies, have profound implications on the charac-
teristics of government service provision.

Figure 3b illustrates how the same scenario under
figure 3a plays out under SmartHS. This time, the
resident has more choices for accessing the services.
If his or her personal information has already been
verified and saved into the system (possibly through
prior interactions), he or she can use networked de-
vices via personal Internet (PI) or workplace Internet
(WI), or the Self-service Kiosks (SKs) placed at the ser-
vice centers (SCs) to file his or her claims. Otherwise,
he or she can still submit his or her claim through
traditional means in SCs in urban areas or commu-
nity service centers (CSCs) in rural areas. Once the
case is entered into the system, the digitized infor-
mation is automatically routed to the civil servants
in charge based on its current processing status. In-
formation required to perform the task at each step
is automatically assembled by the system based on
policy parameters, the standardized workflows, and
the civil servants’ roles. Once a task is marked as
completed, it is automatically routed to the next
step with workload optimization to wait for further
processing.

The analytical framework that we developed to
derive the solution is illustrated in figure 4. In this
framework, individual civil servants’ (that is, the
trustees’) key performance indicators including their
reputation values and capacity limits are tracked by
the system based on their past actions. Situational
factors including the value of the tasks and each civil
servant’s current workload are also available in the
SmartHS platform. The framework enables individual
well-being and system-level well-being to be jointly
modeled into one objective function, which can be
solved efficiently with a polynomial time solution
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Figure 3. An Example Scenario of a Resident Filing a Social Insurance Benefits Claim.

(a) The process under traditional Chinese e-government systems. (b) The process under the proposed SmartHS platform.
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Basis to Determine Incentives
Authority to Award Incentives
Intervention

Potential for Moral Hazard

Principal The superior of the civil servant in charge
Agent The civil servant in charge

Contract The definitions of executing a step
Incentives Bonus and promotion mechanisms
Observability Fine-grained performance tracking

Data-driven
Yes

Data-driven

Relatively low

Execution Stage Transition Stage

The civil servant in charge of the next
execution stage

SmartHS

The definitions of how information shall
pass between steps

Not necessary

Fine-grained performance tracking
Not necessary

No

No authority

None

Table 2. Complete Contract Relationships in SmartHS.

approach based on indexing. The Al-powered task
delegation optimization approach is presented in
detail in Yu et al. (2017), which is ethically aligned
(Yu et al. 2017; Yu, Shen, Miao, Leung, Lesser, Yang
2018) to dynamically adjust the priority of workers’
well-being and system efficiency in a situation-aware
manner. It plays a key role in enabling SmartHS to
dynamically adapt to complex changes in civil ser-
vants’ availability as well as variations in workload
to maintain a high task throughput in the system.
Through automated task delegation, the system also
eliminates an important source of potential moral
hazard. More details on the Al task delegation engine
in SmartHS can be found in Zheng et al. (2018).

By providing a shared information infrastructure
about users’ identity, employment, and other impor-
tant information related to social insurance claims in
a secure and authenticated way, the transition stage
can be fully automated. This circumvents the need
for incentives to improve efficiency in this stage, and
eliminates the potential moral hazard facing civil
servants who used to be forced to determine how
frequently to deliver required documents to the next
step in a given workflow. As SmartHS tracks, in de-
tail, the amount of time spent on serving each case
at each step, it offers fine-grained observability to the
principals (including the civil servants’ superiors and
the overall principal — the citizens requesting the ser-
vices). This offers the superiors a data-driven mecha-
nism, which helps them determine the distribution
of incentives objectively and fairly. The time taken to
serve a case can also be compared with the average time
taken by SmartHS automatically to identify abnor-
malities and initiate interventions. SmartHS changes
the organization of civil servants from implicit posi-
tions of power to roles, and reduces the opportunities
for moral hazard to occur (in the case of the transition
stages, completely eliminates moral hazard).
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Implications

In this section, we analyze the effects of SmartHS
on the quality of social insurance services delivered
to the residents one year after it has been deployed
in three Chinese cities — Dongying, Weihai, and
Yantai. Where possible, we will compare the perfor-
mance achieved by SmartHS with data from these
three cities before its deployment. Data from seven
other cities (Binzhou, Dezhou, Jining, Laiwu, Taian,
Weifang, and Yingkou) with comparable population
sizes and levels of development with these three cit-
ies are also used in the comparison.

Figure 5a shows the average time taken for the
10 most frequently used services with and without
SmartHS. For the case under SmartHS, the average
time is computed with data from the three cities
where it has been deployed. For the case without
SmartHS, the average time is computed with data
from all 10 selected cities. The 10 services are ranked
in descending order of the average time taken with-
out SmartHS. It can be observed that under SmartHS,
the average time taken to serve these frequently used
services has decreased significantly. Without using
SmartHS, each of these 10 services requires 35 days
on average to be completed. With SmartHS, this
average time is reduced to 14 days, reducing waiting
time by 59 percent.

Figure 5b illustrates the cumulative percentage of
services completed over different lengths of time for
all social insurance services. It can be observed that
within 2 weeks’ time, the traditional e-government
system in China is able to process 22 percent of the
requests, whereas SmartHS is able to process 38 per-
cent of the requests. Under SmartHS, 67 percent of
all services can be completed within one month
from the date of being requested, whereas the tra-
ditional e-government system in China can only
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Figure 4. The Analytical Framework Behind the Task Allocation Optimizer in the SmartHS Al Engine.

complete 31 percent during the same length of time.
All service requests under SmartHS can be completed
within 100 days. However, all service requests can
only be completed within 210 days under the tradi-
tional e-government system in China.

Figure Sc shows the breakdown of the average time
taken for the different stages involved in the work-
flows for service provision under SmartHS. Tasks in
SmartHS can be divided into two categories based on
how they are processed: batch tasks, which require
someone in a position of authority to process multi-
ple tasks in one pass (for example, payment author-
ization); and individual tasks, which can be served
immediately by more than one qualified civil servant
that the system can dynamically match the task to,
who is immediately available to process. Once a task
is assigned to an agent by SmartHS, it stays pending
in his or her backlog until he or she starts to process
it. This stage is referred to as the Pending stage in
figure 4c. For batch tasks, the average pending time
is around 2 days and the average processing time is
6.5 days. For individual tasks, the average pending
time is around 2 seconds and the average processing
time is 93 seconds. Once the tasks are completed,
they are automatically forwarded to the next step in

the workflow by SmartHS. Thus, the average tran-
sition time depends only on the system processing
time and the network transition time (between 3 and
5 seconds for both batch tasks and individual tasks).

The analysis of the advantages of SmartHS focuses
on improvement in efficiency and reduction in time
elapsed. The reasons are twofold. Firstly, time spent
on various stages of service provision is the main met-
ric being tracked by SmartHS. It is also the main met-
ric used to determine if any abnormality has occurred
and whether interventions are required. Secondly,
changes in service provision time can indirectly re-
flect how conducive the operating environment is
to moral hazard. The phenomenon of moral hazard
is very difficult to study directly, as civil servants are
strongly motivated not to admit having engaged
in such behaviors. Therefore, changes in work effi-
ciency measured by time elapsed is selected in this
research as a surrogate to study this phenomenon in-
directly. By eliminating the need for manually pass-
ing documents and information from stage to stage,
civil servants do not need to determine when to pass
which cases along and are, therefore, free from moral
hazard during transitions. By organizing civil ser-
vants dynamically based on different workflows, they
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(CSCs, SCs, SKs, PI, and WI).

resemble more closely workers on an assembly line.
The reduction of average processing time of individual
tasks down to less than 2 minutes under SmartHS re-
flects, to some extent, fewer opportunities for moral
hazard.

Figure 5d illustrates the different usage patterns
under SmartHS and the traditional social insurance
e-government system in China. The data for this
figure are only from the three cities currently using
SmartHS so as to reflect changes in the usage patterns
before and after the deployment of SmartHS. Before
SmartHS, using the traditional e-government system,
residents had been accessing social insurance gov-
ernment services manually through SCs (located in
municipal areas), CSCs (located in rural areas), or SKs
(standalone systems). With the arrival of SmartHS,
even the SKs were upgraded to the SmartHS system.
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As SmartHS can be accessed via any Internet-enabled
device, residents can also use their PI or WI to obtain
social insurance government services. During the
one-year period before the deployment of SmartHS,
CSCs served 360,000 requests. CSCs served the great-
est number of requests numbering 1,220,000. An-
other 620,000 requests were served by SKs.

During the one-year period after the deployment
of SmartHS, CSCs served 350,000 requests, which is
similar to the amount of service before. This can be
attributed to the relatively low level of Internet pen-
etration in rural areas in China where the residents
have to access government services through service
front desks. There was a significant drop in the num-
ber of services accessed through SCs from 1,220,000
to 500,000 after the deployment of SmartHS. SKs
now attract the greatest number of uses at 1,090,000.



The number of services accessed via PI with SmartHS
is 570,000, whereas that via WI is 410,000. Before
SmartHS, only 28 percent of all the requests were
served through kiosks equipped with the traditional
e-government system. With SmartHS, 71 percent of
all the requests are served via networked interactions
(SKs, PI, and WI). Under SmartHS, an additional
720,000 services have been provided to residents —
a 33 percent increase over those received from the
traditional e-government system.

Discussion

Long waiting time, poor quality of service, lack of
transparency on progress, and widespread moral
hazard have been major factors tarnishing the rep-
utation of Chinese government service provision.
Although it has been recognized by many research-
ers that the solution potentially lies in applying Con-
tract Theory into such situations, there is a lack of
effective and practical solutions that can be deployed
in China. Changing the expected payoft for the civil
servants (i.e., agents) involved in these situations of-
ten require reforming the incentive mechanisms and
other sensitive measures that face strong resistance
in Chinese government bureaucracy today.

In this article, we report our experience addressing
these challenges using a technology-centric approach.
By identifying key stages in government service pro-
vision, we developed an Al-powered e-government
service platform — SmartHS — to infuse complete
contract relationships into government service provi-
sion. Without modifications to the existing incentive
structures in Chinese government organizations, the
system is perceived to be more acceptable by the civil
servants and has so far been deployed in three cities in
China. However, the platform changes the environ-
ment in which civil servants work in three ways:
Dynamic collaboration, automating the transition
state, and improved transparency.

The first way is through dynamic collaboration.
The platform takes a workflow-oriented approach of
service provision in which a civil servant is dynam-
ically assigned different roles under different work-
flows. This breaks down organizational boundaries
and streamlines collaboration among civil servants
in charge of different duties across multiple govern-
ment departments for improved efficiency.

The second way is by automating the transition
stage. By digitizing required documents for, and the
results produced by, each execution stage, SmartHS
is able to remove the human elements required by
the traditional Chinese e-government system to pass
documents and information along a workflow. This
removes an important link in which discretion can
potentially be abused, and eliminates the opportunity
for moral hazard to occur during the transition stages.

The third way is through improved transparency.
The SmartHS platform monitors the performance of
each civil servant at each stage in detail by measuring
the time taken to process the tasks and comparing
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it against various average metrics. This provides the
civil servants’ superiors with data-driven objective
measures to determine how incentives shall be dis-
bursed, and enables the system to generate alerts if
abnormalities have been detected. By making the
civil servants aware that such monitoring is being
conducted, they are motivated to provide better qual-
ity service and reduce moral hazard behaviors.

The observed data from actual operation demon-
strate significantly improved efficiency. From another
angle, the improved efficiency means that civil ser-
vants spend less time than before on each of the task
assigned to them, giving them fewer opportunities
to engage in moral hazard behaviors. The proposed
platform and approach represent a successful attempt
to circumvent sensitive restrictions on government
service provision reforms toward building a service-
oriented government in China. Within the new
operating environment provided to the civil servants
by SmartHS, the citizens, the civil servants, and the
overseeing authorities are organized into more sym-
biotic relationships. This forms the foundation for
sophisticated incentive mechanisms (Weyl et al. 2010)
and work-life-balance scheduling techniques (Yu et al.
2019) to be explored in the context of government
service provision.

Moving Forward

With increasing public awareness of the need for
Al-based systems to respect and protect user privacy,
strict privacy protection legislations are emerging in
the European Union (European Union, Parliament
and Council 2016), the US, and China. As govern-
ment service provision typically involves multiple
agencies with each storing a different set of data
concerning certain aspects of a particular citizen,
the need for privacy protection and compliance with
data privacy laws is imperative.

In response to the new privacy-conscious legal envi-
ronment, the Al research community has proposed
a new paradigm of machine learning — federated
machine learning (FML) — in which a group of data
owners collectively train a model while keeping their
data stored locally. Secure protocols such as homo-
geneous encryption, differential privacy, and secret
sharing are used to ensure that the information shared
among federation participants (e.g., model loss and
gradients) does not breach user privacy (Yang et al.
2019).

We plan to collaborate with the Federated Al
Ecosystem, which is spearheading a global open ini-
tiative to carry out research, development, and deploy-
ment of FML, to strengthen the privacy protection
aspect of SmartHS. By making available source code
for the building blocks of FML through Federated Al
Technology Enabler and working on establishing a
FML Standard with the IEEE (IEEE P3652.1), Feder-
ated Al Ecosystem is providing a focal point for the
Al research community to sustain the strong devel-
opment trajectory of Al moving forward even as the
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legal environment becomes tougher. We foresee
that such a collaboration to further improve SmartHS
with FML will bring increased benefit for citizens
accessing government services online in China.
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AAAI Fall Symposium Series
Call for Proposals

AAAI is currently accepting proposals for
the 2020 Fall Symposium Series, to be held
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Gateway in Arlington, Virginia adjacent to
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posia/Fall/fss20.php. Please submit your
symposium proposals to the EasyChair sub-
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