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Abstract—The Dark Web serves as a platform to enable a host of
illegal cyber activities. One such activity is Dark Web
Marketplaces that operate as e-commerce websites but facilitate
the sale of illicit goods and services. Various government and law
enforcement agencies have surged many resources in trying to
reduce dark web marketplace-related cybercrime. Still, dark web
users can set up new marketplaces that become even more
demanding to infiltrate. This study aimed to understand the
influence of technological factors on dark market closures and how
this could aid government and law enforcement in responding to
dark web marketplace challenges quicker. Literature was
synthesized to identify key technological factors that influence
marketplace  operations. These were: Anonymization,
cryptocurrencies, decentralization, and codebase. A conceptual
model was then developed and analyzed using quantitative data
compiled from 87 dark web marketplaces. The findings suggest
each of the technological factors identified has a low likelihood of
influencing marketplace closures.
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I. INTRODUCTION

There are three layers to the internet. The first layer, the
Surface Web, has been extensively crawled and indexed and is
accessed through common browsers such as Google, Firefox,
and Microsoft Edge [1]. Despite its assumed size, the surface
web only accounts for approximately five percent of all the
information accessible on the World Wide Web. The other
ninety-five percent of information is situated on the second
layer, commonly referred to as the Deep Web [2]. The Deep
Web has not been extensively crawled or indexed by search
engines, such as Google, meaning all the information on it is
inaccessible to the public and can only be accessed by navigating
to a specific internet address [3]. The Deep Web contains
primary harmless and protected data such as a university intranet
system or information from password-protected websites such
as banking details [4].

Growing expeditiously within the Deep Web is the third and
final layer to the internet known as the Dark Web or, as some
refer to it, the Darknet (1). A unique web browser is required for
users to access the Dark Web. The most popular of these web
browsers is The Onion Router (TOR) which provides anonymity
to its users through redirecting internet traffic [5]. Various illegal
activities take place on the Dark Web. The present study focuses
on Dark Web Marketplaces, also referred to as Dark
Marketplaces and the technological factors that enable them.

A significant concern regarding Dark Web Marketplaces is
surrounding regulation. As the Dark Web is part of the world
wide web, which is information sharing across multiple borders,
it is difficult for specific governments to regulate international
activity. In addition, because of the wide range of use cases that
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the deep web facilitates, simply restricting access is unfeasible
(6). Much to the dismay of law enforcement, the closure of Silk
Road, the largest Dark Web marketplace to date, had little to no
effect on curbing cybercrime, and the economy of the Dark Web
(7) Dark Web marketplace revenue was estimated to have
increased by two hundred million USD since 2019, going from
1.3 billion USD to 1.5 billion USD in 2021. Dark Web
marketplaces are anticipated to become more user-friendly and
inventive, and the marketplace aspect is expected to increase as
customer demand increases (8). Darknet users continue to
establish new marketplaces that become more challenging to
penetrate (9). (8) stated that the Darknet would become even
more problematic to infiltrate as technology advances.

Thus, the purpose of this research is to determine the
influence of technological factors on dark market operations,
describe better how dark markets operate and allow for
formulation of appropriate regulations and assist in the broader
strategy of trying to detect, intercept and respond to illegal dark
market activity (1).

II. LITERATURE REVIEW

Dark Web Marketplaces are built off the idea of eCommerce
and function like the Alibaba Group or eBay but differ in the
strong anonymity they offer their users. This vital anonymity
aspect can be attributed to the web browsers needed to access
these marketplaces and the cryptocurrencies that finance
transactions [10]. Dark Web marketplaces offer an extensive
range of products, the most frequent being illegal goods such as
drugs, malware, and weapons [11]. The anonymity component
provided with Dark Web marketplaces is used to elude law
enforcement [12]. There are currently forty-four (44) Dark Web
marketplaces active as of the beginning of 2021. Some of these
marketplaces include the third installment of the original Silk
Road, called Silk Road 3.1, and the DarkFox Market, which is
currently one of the largest marketplaces in 2021 [14]. In
addition, since the covid-19 pandemic, Dark Web marketplaces
have witnessed an increase in bulk buying from users and the
sale of personal protective equipment (PPE) and other medical
goods [15]. them. However, in the context of this paper, online
anonymity will extend to the technological aspect in which
online activity cannot be linked to an Internet Protocol (IP)
address [17]. Simply hiding your identity over the internet does
not ensure anonymity from Internet Service Providers (ISP's)
[18].

In terms of Dark Web and Dark Web Marketplaces, The
Onion Router (TOR) is a popular tool that enables anonymity
from ISP's while browsing on the Dark Web [17].
Cryptocurrencies are also a critical technology that allows
anonymity on Dark Web Marketplaces. Cryptocurrencies such
as Bitcoin provide strong anonymity to their users and



transactions. Thus, it became a vital technology in opening the
first Dark Web marketplace; Silk Road [11].

A. The Onion Router (TOR)

The very foundation of the Dark Web and its activities, such
as its marketplaces, are based on Onion Routing. The TOR
project was created and launched by the US Navy in 2002 to
warrant networked anonymous communication [22]. Initially,
TOR was created to avoid political censorship and enable
freedom of speech over the internet but has since been adapted
to facilitate various other activities, including illegal activities
[23]. TOR was designed as a low-latency network, a network
developed to handle a high capacity of data messages with very
little delay or latency while performing functions such as web
browsing [24]. The anonymity aspect is achieved through the
concept of onion routing. Onion routing allows users to redirect
their internet traffic through other users' devices such that the
identity of the original user cannot be differentiated from the
various other users [25].

Since an essential factor behind anonymity with TOR is to
mask one's identity in a sea of various other identities, the
soundness of one's anonymity on TOR depends on the number
of users on the system [24]. It also depends on whether users on
the TOR system are undetectable. If a particular user becomes
de-anonymized on the TOR network, this decreases the
anonymity level for other users putting the entire network at risk
(25). Thus, a knowledgeable understanding of how to download,
install and correctly use the TOR software is crucial in ensuring
TOR's anonymous integrity [24]. With the demand for online
anonymity increasing, TOR has improved its ease of use and
provided a mobile version of the software [26]. The Inevitability
theory of technology states that once a technology is created,
what comes after is its inevitable development [28]. Therefore,
TOR's development and advancements will only continue and,
if not regulated correctly, could pose challenges for law
enforcement.

B. Cryptocurrencies

Cryptocurrencies are a form of digital money that enables
users to conduct peer-to-peer (P2P) transactions without the
need for centralization [29]. Since cryptocurrencies are a
decentralized technology, government and banking institutes
have no control. Furthermore, cryptography and blockchain
technologies ensure the privacy and security of users and their
transactional information [30]. One of the first cryptocurrencies
created was Bitcoin in 2009 [7]. As Bitcoin provides a level of
security to its users and transactions, and as the cryptocurrency
is a decentralized technology, it became a crucial technology in
opening the first dark web marketplace, Silk Road. Silk Road's
users purchased various illegal items from the marketplace, with
payment being made in Bitcoin [11]. Following the fall of Silk
Road, various other marketplaces began to rise, and all made use
of cryptocurrencies to facilitate their transactions [11]. Since the
establishment of cryptocurrencies, there has been a spike in
cybercrime worldwide. Having these Dark Web Marketplaces
hosted on TOR and facilitated by Bitcoin transactions made it
almost impossible for law enforcement and government to
regulate illegal activity on marketplaces [30]. A challenging
aspect for government and law enforcement regarding

cryptocurrencies is that they are decentralized. Meaning no
central entity controls it, making it difficult to establish a
regulatory framework [32].

C. Decentralization

Most software applications developed adhere to the
centralized client-server model by where a central system
controls the application. Few applications follow a distributed
approach, but very few software applications are decentralized
[33]. Decentralized applications can function in two ways, either
run on blockchain technology (which is based on peer-to-peer
communication) or in a peer-to-peer (P2P) network itself. A
significant drawback to Dark Web marketplaces is that they are
a centralized entity, meaning a central figure (marketplace
admin) controls marketplace activity. A decentralized version of
these marketplaces would mean cutting out the middleman and
having buyers and sellers interact directly with one another [34].

D. Law Enforcement and Government Intervention

This literature review has highlighted the various technical
factors that make the Dark Web and its marketplaces challenging
to govern and regulate. Factors such as blockchains and
cryptocurrencies decentralized nature where no central entity
controls them [32]. Or how TOR’s anonymity and encryption
attribute inhibit law enforcement in locating cybercriminals [38].
[40] proposes two solutions in decreasing Dark Web-related
crime. Solution 1 would be to block access to TOR. Although
this will significantly reduce Dark Web-related crime, it would
be unfeasible as TOR has a wide range of use cases. The second
solution would be to target hidden services. This solution does
not have severe repercussions as the first, but it would be more
challenging to implement [40].

E. Conceptual Model and Hypotheses

Fig. 1 below presents a conceptual model, of the
technological factors influencing the nature of dark
marketplaces.
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Fig 1. Conceptual model for the study.

The study hypothesises the following:

H1: The type of anonymizing software used to access a dark
web marketplace site will influence or determine the nature in
which that dark marketplace becomes out of service.

H2: The cryptocurrency used to purchase illegal goods and
services from a dark web marketplace will influence or



determine the nature in which that dark marketplace becomes
out of service.

H3: There is an association between marketplaces
supporting decentralization and the nature in which the
marketplace becomes out of service.

H4: The software in which dark web marketplaces are
developed will influence or determine the nature in which that
dark marketplace becomes out of service.

II1. METHODOLOGY

The researchers adopted an objectivism ontological stance
and positivism epistemology to guide this study [44], [45]. The
study was cross-sectional, and data was collected via a
secondary quantitative research method. Collecting large data
sets over an extended period of time pertaining to Dark Webs
and Dark Web Marketplaces is unfeasible due to time constraints
[46]. According to [47], conducting Dark Web data collection
requires the researcher to have extensive technical knowledge
with web scraping, crawling tools, and routing software. [47]
also states that if collecting Dark Web data in such a manner is
not feasible, researchers can draw information from digital
archives. Material that could be utilized to study Dark Web
architecture includes Dark Web forums, mailing lists, hidden
sites, and software repositories [47]. Hence classifying the
secondary data as multiple-source secondary data as data can be
collected from both survey and documentary secondary data
[46].

A. Sampling

Obtaining data related to an entire population or all the Dark
Web marketplaces functioning on the Dark Web is impractical
[42]. The impracticality is derived from the difficulty of
identifying all marketplaces on the Dark Web due to the
technologies used to keep sites hidden [5]. In such cases, a
sampling technique would allow the researcher to only source
data on a subset of an entire population or subset of all existing
Dark Web marketplaces [50].

As this research deals with the Dark Web and secondary data
collection, purpose sampling was adopted [51]. Obtaining data
related to the Dark Web can be challenging with all the technical
expertise required for collection procedures such as web
scraping and crawling, making a purpose sampling strategy
suitable. The drawbacks, however, of such a sampling strategy
is that it becomes difficult to create a generalization for a
population based off the subset chosen.

B. Data Collection

Secondary data was collected from Darknet Market Archives
(DNM), an online dark web repository containing Information
regarding Dark Web Marketplaces [48]. The DNM archive has
been publicly released, and information relating to 87 Darknet
Marketplaces was collected [48]. Data relating to the
marketplace’s technological capabilities, such as the
anonymizing software being utilized, the types of
cryptocurrencies used to finance transactions being utilized, the
codebase in which the marketplace was developed, and whether
marketplaces started implementing decentralized technologies

were collected. In addition to this, data relating to law
enforcement and government efforts were also collected from
the DNM, such as the reasoning behind marketplace closing and
the success rate of a law enforcement raids.

The data were thus placed into six categorical variables:
anonymization, cryptocurrency, decentralisation, codebase,
reasoning for marketplace closure, and law enforcement success
rate, similar to the original DNM Archive [48]. Each category
relates to a section discussed in the literature review chapter of
this study where both reasoning for marketplace closure and law
enforcement success rate refers to Law enforcement and
Government Intervention.

To ensure the quality and suitability of the data for analysis,
the researchers took several measures to mitigate the potential
risk of using inconsistent data. First, reliability and validity tests
to evaluate the data's quality and consistency were conducted.
While the data size may be limited due to the exploratory nature
of the study, the reliability and validity tests suggested fair
reliability, indicating that the data could be used for analysis.
However, the researchers acknowledged that the data collected
from web scrapes and crawls can be prone to external factors
such as internet connectivity issues and bugs in the crawling
software. Therefore, they took additional steps to verify the
accuracy of the data by cross-referencing it with other sources
where possible. Overall, these measures helped to ensure the
quality and reliability of the data, reducing the risk of
confounding the study results. [49].

C. Ethical Considerations

The researchers obtained for ethics approval from the
university of Cape Town. Internet-mediated research uses the
internet or computing device to conduct archival research and
collect secondary data. Secondary data collected and published
in a public setting, such as an online data repository, does not
require extensive ethical considerations [53]. However
according to [46], the sources from which the data was collected
should also be distinctly acknowledged, and, if provided,
citation guidelines offered by the online repositories should be
adhered to.

D. Assessing Reliability and Validity

To assess the reliability and validity of the secondary data
collected, it was recommended by [54] to identify copyright
statements and published papers utilizing the data. The data set
released by [48] was released under the Creative Commons CCO
“No Rights Reserved” license. The Creative Commons (CC)
license is a copyright license that defines how information can
be distributed. It is utilized in cases where the owner of a piece
of work wants to give free access to their work with the intention
for their work to be built upon by other users [55]. [54] proclaims
that obtaining the data source's copyright statement indicates
who is accountable for the data. By obtaining the publications in
which the dataset is being utilized, according to [54], will assert
the data’s reliability as publications are deemed further reliable.

E. Data Analysis

Data analysis was performed using IBM Statistical Package
for the Social Sciences (SPSS). A descriptive analysis was first



performed to give a basic description of the data collected. This
involved describing each variable's distribution, its central
tendency, and the relationship between variables. This analysis
is presented in the form of a frequency distribution table, bar
charts, and cross-tabulation tables [59]. Following this,
regression analysis and hypotheses testing were performed. This
allowed for the hypotheses presented in chapter two to be tested
by performing a Fisher-Freeman-Halton Exact Test. And for the
research question to be answered by performing a linear
regression analysis.

IV. RESULTS

A. Descriptive Analysis

Table 1 below presents the characteristics of the data
collected from the DNM. Information on 87 Dark Web
Marketplaces was collected. The majority of the marketplaces
assessed implemented only TOR as their primary anonymizing
software (94.3%), with only a small portion of marketplaces
utilizing I12P with or instead of TOR (5.7%) as a means of
ensuring anonymity on the Dark Web. Bitcoin was the most
popular cryptocurrency used to finance transactions, with 89.7%
of marketplaces accepting bitcoin as payment for goods and
services. Some marketplaces did offer other forms of payment,
such as Litecoin (3.4%) and alternative coins, referred to as
‘other’ (2.3%). However, a select group of marketplaces offered
more than one form of payment, allowing their users the option
of either paying in Bitcoin or Litecoin (4.6%). More than half of
the marketplaces identified did not offer support for multi
signatures (80.5%). The codebase in which marketplaces were
developed in was unknown for some marketplaces (29.7%).
Other marketplaces did make use of open-source PHP
frameworks such as Bitwasp (16.1%) and Nette (2.3%) to
develop their site. However, a significant portion of
marketplaces did decide to custom build their marketplace site
(31%). In terms of the reasoning as to why Dark Web
Marketplaces stopped operating, 40.2% seized its operations due
to scams conducted by marketplace operators, 16.1% were
because of hacks that forced closure, 6.9% of marketplaces
closed for unknown reasons, and 26.4% were voluntary closures
by marketplace operators. From all the 87 marketplaces
assessed, only 10.3% were brought to closure by law
enforcement. And an even smaller percentage (8%) resulted in
the prosecution of marketplace operators.

TABLE 1. Frequency distribution describing data collected
Anonymization Frequency Percentage

TOR 82 94.3

12P with or instead of TOR 5 5.7
Cryptocurrency Frequency Percentage

Bitcoin 78 89.7

Litecoin 3 3.4

Both Bitcoin and Litecoin 4 4.6

Other 2 23
Decentralization Frequency Percentage

Made use of Multi signatures 17 19.5
Did not make use of Multi 70 805
signatures
Codebase Frequency Percentage
Custom 27 31
Bitwasp 14 16.1
Nette 2 23
Other 19 21.8
Unknown 25 29.7
Reasoningcfl(z)l;lll\::rketplace Frequency Percentage
Law enforcement Raid 9 10.3
Hacked 14 16.1
Scam 35 40.2
Voluntary 23 26.4
Unknown 6 6.9
Law Enforlczement Success Frequency Percentage
ate
Led to prosecution 7 8.0
Did not lead to prosecution 80 92.0

As is the case for descriptive data, to measure the
central tendency, which is to identify the most frequent value,
the mode, will be most appropriate [59]. Table 2 below presents
the mode for each category in the data set. For the anonymization
category, TOR was the most frequently used anonymizing tool.
Bitcoin was identified as the most popular cryptocurrency to
purchase goods and services from marketplaces. Custom-built
marketplaces were the most common choice taken by
marketplace operators when developing the marketplace site.
Scams were the usual way in which marketplaces closed. And
finally, out of all the 87 illegal marketplaces, 80 of them did not
face any legal repercussions.

TABLE IL. The Mode for each categorical variable in the dataset

Category Mode (Count out of 87)

Anonymization TOR (82)

Cryptocurrency Bitcoin (78)

Decentralization Did not make us¢(37(())§ multi signatures
Codebase Custom (27)

Reasonin%: for Marketplace Scam (35)
osure
Law Enforcement Success Rate Did not lead to prosecution (80)

B. Interdependence between Anonymizing Technology and
Marketplace Closure Reasoning

A cross-tabulation analysis will be suitable to analyse the
interdependence between two variables [46]. Table 3 below



illustrates the interdependence between the anonymizing
technology used and the nature in which the marketplace closed.
Overall, 10.3% of marketplaces were using some form of
anonymizing software and getting raided by law enforcement.
However, 11% of marketplaces implementing TOR succumbed
to a law enforcement raid which is more than the total amount
of marketplaces getting raided (10.3%). An adjusted residual
value above 2 indicates that the observed frequency for a
particular cell is more than the frequency expected for that cell.
An adjusted residual value below -2 suggests that the observed
frequency for a specific cell is smaller than the frequency
expected for that cell [60]. As the adjusted residual is either
below 2 or above -2, there is no deviation explaining that 11% is
not statistically differentiable from the total of 10.3%. This
interpretation was similar for reasoning consisting of Hacked,
Scam, Voluntary and Unknown, where the percentage within
Anonymizing Technologies is not statistically differentiable
from the total value as the adjusted residual values are either
below 2 or above -2.

TABLE III. Anonymizing Technology and Marketplace Closure
Reasoning
Anonymizing Technologies
Reason for
Marketplace Total
Closure I2P with or
TOR instead of TOR
Raid
Count (%) 9 (11%) 0 (0.0%)
9(10.3%)
Adjusted Residual 0.8 -0.8
Hacked
Count (%) 14 (17.1%) 0(0.0%)
14(16.1%)
Adjusted Residual 1.0 -1.0
Scam
Count (%) 34 (41.5%) 1(20.0%)
35(40.2%)
Adjusted Residual 1.0 -1.0
Voluntary
Count (%) 20 (24.4%) 3(60.0%)
23(26.4%)
Adjusted Residual -1.8 1.8
Unknown
Count (%) 5(6.1%) 1(20.0%) 6(6.9%)
Adjusted Residual -1.2 1.2
Total
Count (%) 82(100%) 5(100%) 87(100%)

C. Interdependence between Crypto Technology and
Reasoning for Marketplace closure

Table 4 below illustrates the interdependence between the
crypto technology used to finance transactions and the nature in
which the marketplace closed. It is evident that the percentage
within Cryptocurrencies for Raid, Hacked, Scam, and Voluntary
is not statistically differentiable from the total value as the
adjusted residual values are either below 2 or above -2.

However, 50% of marketplaces that supported both Bitcoin and
Litecoin closed for unknown reasons, more than the total amount
of marketplaces closing for unknown reasons (6.9%). As the
adjusted value is greater than 2 (3.5), significantly more
marketplaces support both Bitcoin and Litecoin than expected if
there was no dependency between variables.

TABLE IV. Crypto Technology and Reasoning for Marketplace
closure
Cryptocurrencies
Reason for
Marketplace . Total
Closure Bitcoin Litecoin | Bitcoin
and
Litecoin Other
Raid
0,
Count (%) | g103%) | 1333%) | 000.0%) | 0(0.05%)
Adjusted B 3 r s 9(10.3%)
Residual ’ ’ ) ’
Hacked
0,
Count (%) 1 1417.9%) | 0(0.0%) | 0(0.0%) | 0(0.0%) o1
Adjusted 14(16.1%
Residual 1.4 -8 -9 -6
Scam
0,
Count (%0) | 3139 704) | 1(33.3%) | 1(25.0%) | 2(100.0%) 5020
Adjusted 2%
Residual -3 -2 -6 17
Voluntary
0,
Count (%) | 5129.50%) | 1(33.3%) | 125.0%) | 0(0.0%)
, 23(26.4%)
Adjusted
Residual 3 3 -1 -9
Unknown
0,
Count (0) | 45.1%) | 000.0%) | 250.0%) | 0(0.0%) 6o
; 6(6.9%
Adjusted
Residual -9 -3 3.5 -4
Total
78(100%) | 3(100%)
Count (%) 4(100%) | 2(100%) | 87(100%)

D. Interdependence between Decentralized Technology and
Reasoning for Marketplace closure

Table 5 below illustrates the interdependence between
marketplaces implementing decentralized technologies by
offering support for multi signatures and the nature in which the
marketplace closed.



TABLE V. Decentralized Technology and Reasoning for TABLE VL Results of regression analysis
Marketplace closure -
Dependent Variable
Independent Variable
Reason for Decentralized Technologies
Marketplace - -
_ Total Nature in which a Dark Marketplace closes
Closure Did not
support Support A
Multi Multiple r "2
ultiple R
Signatures Signatures Anonymous
Y 0.084 0.007
i Technology
Raid
Crypto Technolo 0.166 0.028
Count (%) 6(8.6%) 3(17.6%) 9(10.3) P &
ﬁgls‘ilgf;‘f 11 1.1 Code Base 0.091 0.037
Hacked i
?;:ﬁﬁggd 0.118 0.014
0,
Count (%) 12(17.1%) 2(11.8%) )
Adjusted s s 14(16.1%)
Residual ’ -
Scam F. Hypotheses Testing
1 \
Count (%) 28(40.0%) 741.2%) A Elschers Exact Test of Indepen.dence' was deemed
Adjusted 35(40.2%) appropriate to test the hypotheses (62). A Fischer's Exact Test of
Residual -1 1 Independence is also recommended for analysis in situations
where cross-tabulation tables are of 2x2 matrices, and the sample
Voluntary size of the data set is less than 1000, in this case, 87 (63).
Count (% . .

. ) 19(27.1%) 4(23.5%) 23(26.4%) Presented in table 7 are the results of conducting the

ﬁdjygte? 3 -3 e Fischer’s Exact test on each of the hypotheses. A probability

esidua value P of less than 0.05 indicates a significant association

Unknown between the independent and dependant variables (46). Based on

Count (%) the Fischer's Exact test conducted in SPSS and presented in table
0, 0, o, . . .

) 5(7.1%) 15.9%) 6(6.9%) 7, it is evident that none of the four hypotheses established have
Adjusted 2 -2 ' a significant association between the independent and dependant
Residual : c e . .

variables, indicating that neither of the four hypotheses was
Total supported. H1 (P-value= 0.221), H2 (P-value = 0.277), H3 (P-
value = 0.859), and H4 (P-value = 0.828) all have p-values
Count %) 70(100%) 17(100%) reater than O 35 ( ) b
Adjusted 87(100%) g o
Residual TABLE VII. Results of Hypotheses Testing
Fisher-
Hypothese | Independen | Dependent Freeman- Supported
E. Regression Analysis S t Variable Variable Halt%zgxact ?
To perform a regression analysis with categorical input
. . . . P-
variables, each variable will subsequently be transformed into Value | valu
dummy variables. This involves coding the data as 1’s and Os. e
Where 1 refers to a data point that belongs to a category and 0 .
for all data points that do not belong. Thus, treating the N:Vt}‘:ircehm
categorical input variables as a continuous variable for analysis HI Anonymous Dark 4655 | 022 No
: : : Technology ) 1
[61]. Presented in table 6 are the results of the regression analysis Marketplac
performed for each independent variable on the dependant e closes
variable, represented as two values r (coefficient of correlation) Nature in
and 12 (coefficient of determination). The R-value for each Crvnt which 1194 | 027
variable ranges between 0 and 0.2, indicating a weak but positive H2 Tecﬁg lggy Dark 1 7 No
correlation between the variables and a low likelihood for the Maﬂietplac
dependant variable to be influenced by the independent variable. € clo8es
With crypto technology having the most significant influence on Nature in
the nature in which a Dark Marketplace closes. The 12 values Decentralize | which 085
indicate that 0.7% of the dependant variable is predicted by H3 d Dark 1395 1 7 No
o/ : dicted b to technol Technology | Marketplac
anonymous te.chnology, 2.8% is pre icted by crypto technology, e closes
3.7% is predicted by the codebase in which marketplaces are

developed, and 1.4% by decentralized technology.




Nature in
which
H4 Code Base Dark 1 é20 0~§2 No
Marketplac
e closes

V. DISCUSSION OF FINDINGS

Anonymizing technologies serve as the foundation to the
dark web and its marketplaces, with TOR being the most popular
tool identified within literature [17]. TOR's popularity was
justified during analysis, with a large majority of the 87
marketplaces sampled using TOR and only a select few
marketplaces implementing 12P. This can be attributed to the
reliable anonymity that TOR provides and its constant
improvement, with developments made to its ease of use and
enabling mobile access to the software [26]. Marketplaces
closing because of scams were most prevalent for TOR, whereas
marketplaces utilizing [2P were mostly voluntary closures from
the marketplaces sampled. However, H1 results show that there
was no significant evidence in determining whether the type of
anonymizing technology being used within a marketplace will
influence the way in which that marketplace closes. Thus, as [32]
and [64] discussed, establishing an overarching regulatory
framework will be appropriate as this can target the use cases of
such technologies. Summarily for crypto technology, with
Bitcoin being the most popular among marketplaces in financing
anonymous transactions and some marketplaces also
incorporating Litecoin to mitigate the slow clearance rate of
transactions. Yet, according to the results of H2, there was no
significant association between the type of cryptocurrency
utilized and the nature in which the marketplace closed. Again,
this illustrates that instead of regulating a specific
cryptocurrency, policies relating to digital currencies and their
use cases should be developed [32].

Dark web marketplaces are vulnerable to closures due to
their centralized nature, with a central entity managing the
marketplace [65]. Decentralized applications, on the other hand,
are more resistant to closures. OpenBazaar, for example, uses
multi signatures to enable decentralization, but most other
marketplaces analyzed do not support multi signatures. This is
because many marketplaces follow a centralized client-server
model. This was consistent in literature as many applications
adhere to a centralized client-server model [33]. Hence, there
was no association between marketplaces supporting
decentralization and the nature in which the marketplace had
closed thus supporting the results of H3.

The software used in the development of marketplace can
mitigate the risk of closures. Java-based codebases are a good
solution, as they allow marketplaces to migrate from server to
server as many marketplaces analyzed adhered to a centralized
client-server model [66]. However, several marketplaces use
PHP Frameworks such as Nette and Bitwasp. While Bitwasp
supports multi signatures and allows marketplaces developed
with the framework to function independently of central servers,
H4 results showed that the type of codebase used by
marketplaces does not necessarily determine their ability to
resist closures or support decentralization.

Each technological factor, anonymization, cryptocurrencies,
decentralization, and codebase had a low likelihood of
influencing how a marketplace seized its operations, with
crypto technology having the greatest significance out of the
four technologies identified. This is not unexpected as
cryptocurrencies provide both strong anonymity and the ability
to enable the sale of illegal goods on the dark web.

VI. CONCLUSION

The study conducted aimed at understanding how dark web
marketplaces operate, especially in terms of the various
technologies and their impacts on marketplace closures. It was
identified in the literature that anonymization provided with
software such as TOR and cryptocurrencies like Bitcoin are
fundamental components in enabling marketplace activity. This
was echoed in the findings of this study as both TOR and Bitcoin
were extensively applied throughout marketplaces. The
codebases and decentralization were then characterized as
additional techniques to mitigate against shortcomings such as
the single point of failure with centralized applications.
However, the findings of the study confirmed that despite
centralization being such a pitfall for marketplaces, most
marketplaces still opted not to implement multi signatures or
develop marketplaces with codebases that supported it. The
technological factors linked to dark web marketplaces closures
all had a low probability of determining how a marketplace
would become out of service. However, crypto technology was
found to have the most impact in allowing dark web
marketplaces to operate, thus, illustrating the importance of
effective regulation of crypto technology, focusing on its use
cases to reduce illegal online activity.

VII. LIMITATIONS AND RECOMMENDATIONS FOR
FUTURE RESEARCH

The secondary data collected to conduct this research study
was bounded by the period in which the data was initially
collected. According to the Darknet Market Archives (DNM)
dataset, its last known update date was June the 9™ 2019. Many
archival datasets relating to the dark web are not updated
regularly because of the difficulty and cost of web scraping and
crawling dark websites. And the potential for newer techniques
or technologies to be implemented within marketplaces has not
been accounted for. As technological advancements are rapidly
increasing, future research should consider the timeframe in
which data collection took place. If possible, primary data
should be collected and made available to the public to extend
the research opportunities to fields that do not possess the
required technical expertise to collect the data.
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