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Abstract

Studies show one of the reasons for the failure of the
software projects is the absence of Risk Management or its
improper application. The adoption of Scrum Framework
on software projects is increasing. However, the Scrum
does not have specific Risk Management activities. In this
scenario, this paper presents the results of a survey applied
using qualitative approach, in order to analyze how Risk
Management is carried out in software projects, which use
Scrum. The research method adopted was the case study
and the research instrument for data collection was
developed based on scientific articles and the application of
structured interviews. As a result, this paper presents Risk
Management practices which achieved greater and lower
agreement among respondents and literature. It was found
that Risk Management must be applied continuously in a
feedback loop. Furthermore, Scrum projects must not have
a high formal planning level, even for the high risk ones.
This result does not converge to the literature. The research
verified that the Risk Management in Scrum projects is
performed differently from its application on traditional
methodologies. The framework has native resources, but
the use of the classic Risk Management processes must be
incorporated and adapted to Scrum.

Keywords: Risk Management; Scrum; Software; Case
Study.

I. INTRODUCTION

Software projects are complex enterprises in any context and
they are particularly susceptible to failure [1]. Most of these
projects run over budget are terminated prematurely or fall far
short of meeting user expectations and business functionalities

(2]

In this scenario, software development industry has been
using agile methodologies to manage projects instead of using
traditional methodologies [3, 4]. This is because traditional
methodologies are commonly considered heavy, unlike agile
methodologies, which aim to provide light approaches to
projects [5].

The Scrum framework is the most used agile methodology
in Software Project Management [6, 7, 8], which provides a set
of good practices aimed at fast delivery of value to the customer.

However, Risk Management, which can reduce uncertainty
and increase the chances of success in software projects [9, 10,
11, 12], is conducted in an implicitly way in projects which use
agile methodologies [13, 14, 15]. Futhermore, risk management
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in agile projects needs to be improved without threatening the
agility of projects [16].

Nyfjord and Kajko-Mattsson [15] have done a comparative
analysis between the traditional and agile risk management
approaches. The authors assert that agile methodologies do not
provide any risk management taxonomy and they suggest that
agile methodologies should learn to integrate traditional risk
management practices in order to ensure an effective risk
management.

Furthermore, the literature about Risk Management applied
in software development projects which use agile
methodologies is scarce [17, 18]. There are few articles
describing the Risk Management application with agile
methodologies. However, these articles do not emphasize the
process of how a team establishes, prioritizes and takes action
about risks [19].

Therefore, the aim of this work is to answer the following
research question: How Risk Management is performed in
projects that use Scrum framework?

From this survey question, this paper aims to analyze the
Risk Management in Scrum projects and establishes the
following specific objectives:

e Identify applied Risk Management practices in
software development;

e Conduct a case study in software projects that use the
Scrum, in order to analyze the respondents agreement
with Risk Management practices identified in
scientific literature.

This paper is organized as follows: Section 1 presents the
objectives and research contributions; Section 2 performs the
literature review about Risk Management in Scrum; Section 3
presents the research classification, the case study design and
research protocol; Section 4 presents the data collection and its
results, and finally, Section 5 presents the discussions,
conclusions and suggestion for further researches.

I1. RISK MANAGEMENT IN THE SCRUM FRAMEWORK

Scrum life cycle provides the monitoring of the product that
is being developed and identifies impediments. Some authors
define impediment as a project risk [20, 21], while other authors
state that there are differences between these two concepts [22,
23, 24].

This paper uses the impediment definition proposed by
Jakobsen and Johnson [22], as a problem that has already
occurred and it is affecting project progress and distinguishing
risk and impediment definitions.

In this context, when Risk Management is used in Scrum
projects, it enables the prevention of impediments,



implementing proactive actions to inhibit project risks to
become further impediments [22].

According to [25], Scrum framework uses an iterative and
incremental approach to optimize predictability and risk control.
The authors state that the use of Sprints also supports Risk
Management, since it limits risk to one calendar month of cost
[25].

However, other authors believe that the Scrum and agile
methodologies in general do not suggest specific activities to
perform Risk Management [13, 14, 15], and this management in
Scrum is not as good as traditional methodologies [26].
According to [26], the Scrum serves only for risks identification
practice, however, it does not offer ways to analyze and manage
them.

Despite the importance of Risk Management to project
success, few scientific studies were identified in a survey
conducted in the three following databases: Web of Science,
Scielo and Google Scholar. The words “Scrum”, “Project”,
“Risk” and “Management” were searched in articles titles
without returning any results.

I11. METHODOLOGY

The research method used was a case study (Yin, 2009), for
the purpose of exploration. The methods used for data collection
were the questionnaire and semi-structured interviews.

There were selected software projects that used the Scrum
Framework. One of the selection criteria was the relevance of
these projects in terms of invested effort, which was established
a minimum of 1500 hours for each project.

As selection result, there were identified 10 software
projects that met selection criteria, 2 of them under development
and 8 finished projects. Five projects were developed for
medium-sized companies while the other five were developed
for large-sized companies. This classification was based on the
European Comission [27] proposal, which establishes annual
revenue greater than 50 million euros for large-sized companies,
and annual revenue between 10 and 50 million euros for
medium-sized companies.

Aiming to know these projects characteristics, their
classification was performed according to diamond model,
proposed by [28]. The model, also known as NTCP, provides
four dimensions for project classification: Novelty, Technology
Complexity and Pace. This Model is considered to be a suitable
framework for project classification [29]. Other scientific
researches used NTCP model for project classification [30, 31,
32].

Scrum Masters of these projects responded to a structured
questionnaire applied through an on-site interview, aiming to
classify each project according to NTCP model. The
classification was validated by the senior managers of these
projects through interviews.

Most projects were classified as “Platform”, “Medium-
Tech”, “System” and “Fast/Competitive”. These classifications
allow the identification of one of this research limitations,
because applying the same research protocol in a different
environment may present other results.

These Scrum Masters attended to another on-site interview
to identify the adherence of the ten projects to the roles, events,
artifacts and rules of Scrum. Assessing adherence of these

projects to Scrum was performed because the possibility of them
do not implement Scrum in its entirety.

This analysis was performed following the 4 steps:

1. Identifying Scrum practices: this step aimed the lifting
of the main features of Scrum according to the Scrum
Guide book [25];

2. Preparing the questionnaire: the questionnaire was
designed with seventeen closed questions, using a Likert
scale of six points and classified according to the
chapters of the Scrum Guide.

3. Performing the interviews: the Scrum Masters who
worked on the ten projects were individually
interviewed where the structured questionnaire was
applied.

4. Analysing the results: the analysis revealed the smaller
and larger adhesions, beyond the average adherence of
each project to Scrum.

The Table 1 presents the questionnaire applied to identify
the adherence of the then projects to the Scrum framework.

TABLE 1. QUESTIONNAIRE TO IDENTIFY THE ADHERENCE LEVEL TO SCRUM
THE COMPLETE TABLE CAN BE SEEN AT THE ADDRESS
https://goo.gl/Mhi1Cem

Scrum Practices
Description
Scrum users must
frequently inspect Scrum
artifacts and progress 1
toward a Sprint Goal to
detect undesirable variances

25

Questions

— Classification
Description

The team, frequently,
inspect Scrum artifacts
and progress toward
Sprint Goal to detect
undesirable variances.

Scrum Theory

hen a Product
item or an Increment is

When a Product Backlog
item or an Increment 1s
11 | described as “Done”, 17
everyone must understand
what “Done™ means [25].

Artifact
Transparency

described as “Done”,
everyone must
understand what “Done™
means.

The results of the adherence study of the ten projects
presents that three projects had no adherence to Scrum in at least
one of the questions in the questionnaire. The project that
received the highest average adherence to Scrum was 89.41%
while the project who got the lowest value was 43.53%.

The differences in results between the projects must be
justified considering the different context of each project, where
for each one has defined a management scope to meet the project
specific needs. This setting allowed the choice of what artifacts,
events, and rules of Scrum that would be used in the project life
cycle.

To develop the research protocol, a survey was conducted in
the three databases presented in the Table 2.

TABLE 2 — DATABASES USED TO DEVELOP THE RESEARCH PROTOCOL

Database Description
Web of The Web of Science is the largest repository of scientific
Science papers worldwide [33, 34].
The Scielo database represents one of the major scholarly
Scielo communication programs in the developing countries and is a
pioneer in the adoption of Open Access [35].
Google Scholar is a free web-based database which indexes
Google literature in a wide variety of formats [36] and has steadily
Scholar grown in importance in the academic library community
[37].
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The following terms were searched in the articles titles:
(1) Software AND Project AND Risk AND Management
(2) Adgile AND Project AND Risk AND Management
(3) Scrum AND Project AND Risk AND Management

All these search terms were combined by using the Boolean
““OR” operator, which entails that an article only had to include
any one of the terms to be retrieved. That is, we searched: 1 OR
2 OR 3 and we identified 138 articles.

This research considered Impact Factor (IF) from the Journal
Cication Reports (JCR) as another article selection criteria,
aiming to increase the Risk Management practices reliability.
From the 138 identified articles initially, only 11 possess IF
from JCR.

The 11 articles were deeply analyzed aiming to gather the
Risk Management practices. There were 3 of the 11 analyzed
articles that did not contain any of those practices and so could
not be used in the research protocol development.

It is important to mention that the considered articles are not
specifically about Scrum projects. However, they reference Risk
Management applied to software projects. There was not
identified any article that specifically analyzes Risk
Management in this framework and that attended the selection
criteria established for the research protocol.

The 8 articles were deeply analyzed and 35 Risk
Management practices were identified considering only
software projects. The identified practices were used to generate
40 questions. The questions were developed using a 6-point
Likert scale since it does not allow the respondents to choose a
central point, which can be considered as neutral or without
opinion [38].

The questionnaire was submitted to two pilot tests in two
different companies that develop software projects and use the
Scrum framework for more than 4 years. Considering the total
sum of the modifications from the two tests, there were 31
modifications on 40 questions or 77,5% of the questionnaire.

The Table 3 presents the practices and their respective Risk
Management questions, after the application of the pilot tests.

TABLE 3 - RISK MANAGEMENT PRACTICES AND QUESTIONS
THE COMPLETE TABLE CAN BE SEEN AT THE ADDRESS https://qo0.gl/4JETIM

Risk Management Practices
N° Description N®
Senior management holds the
key to establishing an
1 | organization that encourages | 1
“functional’ Risk
Management behavior [39].

Questions

Description

Senior management holds
the key to establishing an
organization that encourages
Risk Management behavior.

Cannot be stated that fo Cannot be stated that forma

Risk Management Risk Management

33 procedures produce better 40 procedures produce better
results than internal methods results than internal methods
(ad hoc internally developed (ad hoc internally developed
procedures) [12]. procedures).

Beyond the research protocol 40 questions, there were
developed 7 questions of external validation and 4 questions to
supplement the questionnaire.

IV. RESULTS ANALYSIS

The field research was performed throught on-site
interviews, providing a better communication between the
interviewer and respondents. Interviews from 40 to 60 minutes
were applied for the 21 members of the selected projects. This
population represented 100% of the employees that work on the
project and that still worked on the organization.

The results of the external validation are presented by the
Table 4.

TABLE 4 - EXTERNAL VALIDATION RESULTS

Questions Results

e 66,67% = Specialization
e 33,33% = Graduation
Education level e 0%  =Technician, High School,
Incomplete Graduation, Master and
Doctor Degree
Which functions have you * 90’48?)__ Developer
performed? e 47,62% = Scrum Master
e 19,05% = Owner
. . e 80,95% = Beyond 4 years
:—r:ow Iogg ftl\?v ;/r(;ur exp;rf(;je:;i e 9,52% =From 1to 2 years
development? e 952% =From2to4 years
o 0% = Less than 1 year
e 42,86% = From 2 to 4 years
How long is your experience | ¢ 33,33% = From 1 to 2 years
in Scrum? e 14,29% = Less than 1 years
e 952% =Beyond 4 years

The interview identified that some of the interviewed
professionals possess certifications in the areas of Project
Management, Scrum and Risk Management, as follows on
Table 5.

TABLE 5 — PROFESSIONAL CERTIFICATIONS

PMP (Project Management Professional) 4
PSM (Professional Scrum Master) 2
PMI-RMP (Risk Management Professional) 1

It is important to mention that the interviewer possess the
three certifications presented on the Table 5.

The external validation was ensured through the profile of
the interviewed professionals that work or worked in one of the
ten selected projects.

Aiming to obtain the internal consistency of the
questionnaire, the Cronbach Alpha [40], Theta coefficient (®)
[41] and the Omega Indicator (Q) [42] were calculated. The
values obtained were, respectively, 0.8302, 0.8320 and 0.8875,
which are within acceptable values [40, 41, 42].

In order to obtain a deeper analysis for the questions results,
Table 6 was generated through the software Minitab 17®,
performing the descriptive statistics for the Risk Management
practices.
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TABLE 6 — THE QUESTIONNAIRE AND DESCRIPTIVE STATISTICS
THE COMPLETE TABLE CAN BE SEEN AT THE ADDRESS https://qoo.gl/6t1Z11

Standard

Practices Questions Mean S.E. Mean deviation Minimom Median Maximum
Risk management should be performed Risk Management should be
continuously in a feedback loop so that performed continuously in a feedback -
32 problematic situations can be 37 loop so that problematic situations can 4.762 0.118 0.339 3 3 2
dynamically detected and adjusted [43]. be dynamically detected and adjusted.
Since every project element may be
related to uncertainty events that cause
prejudice to a software project, The development teams must reuse
19 | development teams must reuse 21| knowledge about risks (lessons 4,619 0.109 0.498 4 5 5
knowledge about risks that should occur learned).
in applications developed with these
elements [44].
Software development projects require Software development projects require
high levels of Formal Planning for high high levels of Formal Planning for
16 | Risk Exposure projects and low levels of | 18| high Risk Exposure projects and low 1.667 0.261 1,197 0 2 3
Formal Planning for low Risk Exposure levels of Formal Planning for low
projects [45]. Risk Exposure projects.
After the initial round of nisk
identification, risk management tended After the initial round of risk
to be relegated to the project manager, identification. Risk Management -
30 who often did little mlc::lr—ejthan info;gmally 32 tended to be relegated to the SCRUM 1.619 0.253 1.161 0 L 3
update the risk register before each MASTER.
steering committes meeting [1].

As can be observed in the Table 6, the practice with highest
average is related to continuously accomplishing the Risk
Management in a feedback loop, where Risk Management must
be updated in each iteration with new project data, and then
generate new estimates [41]. This means that the respondents
had higher agreement with this practice when it is about a Scrum
project rather than other identified Risk Management practices.
This result converges to the Scrum life cycle that possess
ceremonies of which the focus is to obtain a constant feedback
[46, 47]. The authors [48] complements that the continuous
feedback is the key factor for projects success.

The practice with the second highest average refers to the
reuse of risks knowledge or the lessons learned. This result
shows the respondents believe that this knowledge should be
used in Scrum projects. The lessons learned are commonly used
within Scrum life cycle and are mainly identified and discussed
in retrospective meetings [49].

On the other hand, the research identified that the Risk
Management practice with the lowest average is related to the
Risk Management tend to be relegated to the Scrum Master after
the initial round of risk identification. It shows that the
respondents in general agree less with this practice, in other
words, that they believe Risk Management occurs within other
project occasions. The risks identification on Scrum is iterative,
occurring during daily meetings [20] or any other Scrum
meeting [50].

The practice with the second lowest average refers to the fact
that high-risk projects demand high formal planning levels and
low-risk projects demand low formal planning levels. The
respondents in general did not agree with this practice, justifying
the Scrum processes must be agile, even in high risk projects,
and a high level formal planning impacts negatively on agility.
This opinion is different than that found in the literature. For
example, [51] defends that agile methodologies must be used
considering the project context for adapting the processes.

There were also identified results that do not converge to the
Scrum literature. For example, the practice related to the Scrum
Master unavailability to implement a formal Risk Management

process. The respondents in general believe that, in practice, the
Scrum Master is not concerned with the implementation of
formal processes and his role is focused on assisting the
development team.

On the other hand, some authors claim that the Scrum
Master is responsible for managing Scrum processes [52] and
other processes used for developing the software [53]. The
authors [54] claim that the Scrum Master is responsible for the
implementation of the project risks plan.

During the same interview were applied four additional
questions, whose aim was to complement the Risk Management
questionnaire in Scrum.

All respondents believe that Scrum has no specific activities
for the practice of risk management, but that the ceremonies of
the framework allow the treatment of risks, converging with the
opinion of other authors [13, 14, 15].

For 76.2% of the respondents, the Risk Management in
Scrum is different from that practiced in traditional
methodologies. The respondents mentioned that there is no
defined processes for risk management in the Scrum framework,
while traditional methodologies have bureaucratic processes to
implement this practice.

Regarding the effectiveness of risk management, most
respondents (48.86%) believe that it depends on the project team
profile. The respondents justified that Scrum can bring better
results in teams with great experience in risk management.
However, 33.33% of respondents believe that risk management
in Scrum is more effective, independently of team’s profile,
because the risks are treated more often during the framework
ceremonies.

According to 38.10% of respondents, the integration of
traditional practices of risk management to Scrum would be
effective because the use of specific practices of Risk
Management would improve this process in Scrum projects. On
the other hand, 28.57% of respondents believe that the
effectiveness of this integration would be low, because the
Scrum approach differs from that presented by traditional
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methods, which would leave the work heavy and slow rather
than agile.

For 23.81% of the respondents believe that the effectiveness
of this integration would depend on how it is performed. The
adaptation of risk management is necessary to preserve
principles presented by the Agile Manifesto [55]. Another
justification of the respondents is that traditional risk
management methodologies would bring greater efficiency to
the Scrum depending on project risk, where higher risk projects
would benefit from this integration.

V. CONCLUSIONS

This research identified that the two most common Risk
Management practices in Scrum projects are related to aspects
of communication and individual behavior. On the other hand,
the two less common identified practices in Scrum refers to the
implementation of formal processes and documentation and to
the Scrum Master responsabilities. Futhermore, Scrum projects
should not have formal planning and the Scrum Master should
not focus on the implementation of formal processes.

The analyzed results indicate that the Risk Management
performed in Scrum projects is different of its application
proposal on traditional methodologies. The framework possess
native resources that contribute to risks identification and
follow-up frequently, but the effectiveness of Risk Management
in Scrum projects would depend on the team’s experience.

The other classic Risk Management processes, such as,
planning, qualitative and quantitative analysis and risks
response plans, must be incorporated and adapted to Scrum. It
is important this adaptation to be performed preserving the
benefits from this framework and The Agile Manifesto
principles. Since it is an empiric framework, the effective Risk
Management application on Scrum relies on the project team’s
maturity. This scenario is empowered by the absence of some or
many Risk Management formal processes.

For the accomplishment of further researches, it is suggested
to carry out grouping of the Risk Management practices
according to artifacts, ceremonies and roles on Scrum. Can also
be carried out the identification of the Scrum items which most
contribute to Risk Management, performing the mapping and
highlighting point of attention on dealing with project risks.
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