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Abstract: We propose a new secret sharing scheme realizing general access structures, which is based on unautho-
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1. Introduction

In 1979, Blakley and Shamir independently introduced the
concept of secret sharing[1], [2]. In Shamir’s (k,n)-threshold
scheme [1], every group of k participants can recover the secret
K, but no group of less than & participants can get any information
about the secret from their shares. The collection of all authorized
subsets of participants is called the access structure. A (k,n)-
threshold scheme can only realize particular access structures
that contain all subsets of k or more participants. Secret shar-
ing schemes realizing more general access structures than that of
a threshold scheme were studied by numerous authors. Koyama
proposed secret sharing schemes for multi-groups [3]. Simmons
studied secret sharing schemes realizing multilevel access struc-
tures [4], [5]. Subsequently, Tassa proposed a hierarchical thresh-
old scheme [6]. Dijk generalized the vector space construction
by Brickell [7] and proposed the linear construction [8]. Stinson
proposed the decomposition construction [9]. These schemes ob-
tain the optimal information rates for some access structures, but
these schemes cannot be applied to many access structures or do
not have explicit share assignment algorithms for many access
structures.

On the other hand, Ito, Saito and Nishizeki proposed a se-
cret sharing scheme for general access structures and showed
an explicit share assignment algorithm for any access struc-
ture [10]. Secret sharing schemes which have an explicit as-
signment algorithm for any access structure are categorized by
three types. One type is schemes based on unauthorized sub-
sets [10], [11], [12]. Another type is schemes based on authorized
subsets [13], [14], [15]. Yet another type is a scheme based on
both unauthorized subsets and authorized subsets (IYO07) [16].

In the implementation of secret sharing schemes for general
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access structures, an important issue is the number of shares dis-
tributed to each participant. Obviously, a scheme constructed of
small shares is desirable. However, in general, the proposed se-
cret sharing schemes for general access structures are impractical
in this respect when the size of the access structure is very large.

Suppose that we want to apply secret sharing schemes to a
company. Here, we consider a section which consists of two
managers and 20 staff members. A secret can be recovered by
a group of two managers or groups of one manager and two staff
members. In this case, every manager belongs to 191 minimal
authorized subsets and every staff member belongs to 38 mini-
mal authorized subsets. We shall realize this access structure by
applying Benaloh and Leichter’s scheme [13]. Then, each man-
ager has to hold 191 shares and each staff member has to hold
38 shares. In 2015, a new secret sharing scheme realizing gen-
eral access structures was proposed (T15)[17]. This scheme is
based on authorized subsets and the first scheme that can reduce
the number of shares distributed to specified participants. In the
scheme A of T15, we can select a subset of participants without
restrictions and reduce the number of shares distributed to any
participant who belongs to the selected subset. In the above case,
by selecting two managers as a subset of participants we can re-
duce the number of shares distributed to each manager to 2 if
we employ the scheme A of T15. Therefore, in secret sharing
schemes reducing the numbers of shares distributed to specified
participants is quite useful.

In this paper, we modify the scheme A of TO8[12] and the
scheme A of T15[17] and propose a new secret sharing scheme
realizing general access structures, which is based on the unau-
thorized subsets and can reduce the number of shares distributed
to specified participants. Thus, we can select a subset of partic-
ipants without restrictions and reduce the number of shares dis-
tributed to any participant who belongs to the selected subset as
well as the scheme A of T15. In the above case, by selecting two
managers as a subset of participants we can also reduce the num-
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ber of shares distributed to each manager to 2, if we employ our
proposed scheme.

2. Preliminaries

2.1 Secret Sharing Scheme

Let P = {Py, P>, -, P,} be a set of n participants. Let D(¢ P)
denote a dealer who selects a secret and distribute a share to each
participant. Let K and S denote a secret set and a share set, re-
spectively. S(A) denotes the shares assigned to a subset A C P.
The access structure I'(C 2%) is the family of subsets of # which
contains the sets of participants qualified to recover the secret.
For any authorized subset A € I', any superset of A is also an
authorized subset. Hence, the access structure should satisfy the
monotone property:

AeT,AcA cP=A eT.

Let I'y be a family of the minimal sets in I', called the minimal
access structure. Iy is denoted by

To={Ael:A" ¢ Aforall A" el —{A}}.

For any access structure T, there is a family of sets T = 2 - T.
Here, ' contains the sets of participants unqualified to recover the
secret. The family of maximal sets in T is denoted by T';. That is,

Ii={BelT:Bg¢ B forall B eT —(B}}.

Let pg be a probability distribution on K. Let ps4) be a proba-
bility distribution on the shares S(A). Usually a secret K is chosen
from K with the uniform distribution. A secret sharing scheme is
perfect if

0 (ifAel)

HKIA) = {H(K) GfA¢T),

where H(K) and H(K|A) denote the entropy of pgx and the
conditional entropy defined by the joint probability distribution
DPKxS(A)» Tespectively.

In general, the efficiency of a perfect secret sharing scheme is
measured by the information rate p [18] defined as

p =min{p; : 1 <i <n), p; = log K/ log |S(P)|

where S(P;) denotes the set of possible shares that P; might re-
ceive. p; is the information rate for P;. Obviously, a high infor-
mation rate is desirable. A perfect secret sharing scheme is ideal
ifp=1.

2.2 Shamir’s (k, n)-threshold Scheme
Throughout the paper, p is a large prime, and let Z, be a fi-
nite field with p elements. Shamir’s (k, n)-threshold scheme is

described as follows [1]:

(1) A dealer D chooses n distinct nonzero elements of Z,, de-
noted by x1, x2, - -, x,. The values x; are public.

(2) Suppose D wants to share a secret K € Z,, D chooses k — 1
elements ay,a,- - - ai-; from Z, independently with a uni-
form distribution.

(3) D distributes the share s; = f(x;) to P; (1 < i < n), where

f(x) =K+ arx+ ax® + o+ ap X!
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is a polynomial over Z,,.

It is known that Shamir’s (k, n)-threshold scheme is perfect and
ideal [18], [19]. This implies that every group of k participants
can recover the secret K, but no group of less than k participants
can get any information about the secret.

The access structure of (k, n)-threshold scheme is described as
follows:

F={Ae2”: 14> k).

In this paper, every share is computed by using Shamir’s (k, n)-
threshold scheme though any ideal threshold scheme can be used
instead of Shamir’s (k, n)-threshold scheme for k # n, and more
simple schemes can be used instead of Shamir’s (n, n)-threshold
scheme. Therefore, we assume K = S = Z,.

2.3 Secret Sharing Schemes Based on Authorized Subsets
ForP = {Py,P,,---,P,}, K € K and I, Benaloh and Leichter’s

scheme [13] is described as follows.

Benaloh and Leichter’s scheme (BL88):

(1) LetTy ={A1,Az,---,An}. For A; € Iy, compute |A;| shares

Sils Si2s 5 SijAl

by using an (|A;],|A;|)-threshold scheme with K as a secret
independently for 1 <i < m.

(2) One distinct share from
Si15 82,75 SijA

is assigned toeach P € A; (1 <i < m).
Example 1: For P = {Py, P, P3, P4, Ps, Ps}, consider the follow-
ing access structure

To ={A1,A2,---, As}

where
Ay = {Py, P2, Ps, Pgl,
Ay = {Py, P3, Ps, Pg),
Az = {P,, P4, Ps, P},
Ay = {P3, P4, Ps, P},
As = {Py, Py, P3, Py, Ps},
{

Ag = {Py, P2, P3, P4, Pg}.

We shall realize this access structure by Benaloh and Leichter’s
scheme. In this case, shares are distributed as follows:

Py ot s11,585,1, 86,1
Pyt 512,821,831, 552, 86,2
P31 520,841,553, 563
Pyt 532,842,554, S6.4
Ps : 513552358335 5435 555
Po @ S1,45 82,45 5345 5445 565
where s;; is computed by using Shamir’s (|A;], |A;|)-threshold

scheme with K asasecret (1 <i <6, 1< j<|A).
For P = {Py,Pa,---, P,},Q(C P), K € K and T, the scheme A
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of T15[17] is described as follows.

Scheme A of T15:

(D Let A ={CcQQ:QNA = C forsome A € Ty} and
represent it as

A ={C,Ch,---,Cp
(2) For C} € A, let
A ={BCcP-Q:BnNCi=¢
and BU C; = A for some A € Iy}
and represent it as
A ={Ci1, Cizs - -+, Cypy}-

(3) ForCl e A,
(i) if C] = ¢ then

S; ={w;} and w; = K,

(ii) if C} # ¢ and A; = {¢} then
S ={w!} and w} = K,

(i) if C} # ¢ and A; # {¢} then compute 2 shares
Si = {wi, wj}

by using Shamir’s (2, 2)-threshold scheme with K as a
secret independently for 1 <i < m.

(4) For C € A, if C] = ¢ then
S1i=¢,
else compute |C;| shares

— ’ ’ . ’
N 1,i = {si,l’ Sios s si,‘(;”}

by using Shamir’s (|C;], |C;|)-threshold scheme with w’ as a
secret independently for 1 < i < m. One distinct share in S| ;
is assigned to each P € C/ (1 <i < m).

(5) For C,'j e A, ifC,‘j = ¢then
S24j= ¢,

else compute |C; ;| shares

S =815 802, Sijicyl)

by using Shamir’s (|C;jl, |C;;|)-threshold scheme with w; as
a secret independently for 1 < i < m,1 < j < |[A;|. One
distinct share in S5 ; is assigned to each P € C;; (1 < i <
m,1 < j < |Al.
Example 2: Let Q = {Py, P,}. We shall realize the access struc-
ture of Example 1 by the proposed scheme A of T15.
e Since Q = {Py, P>}, A’ is defined by

A =1{C},C5,C)
where

Ci = {P1, Py},
C, = (P},

© 2016 Information Processing Society of Japan

C = ¢.
e A, A, and Ajs are defined by

Ay = {{Ps, Pe},{P3, P4, Ps},{P3, Py, P}},
Ay = {{P3, Ps, Pg},{P4, Ps, Ps}},
Az = {{P3, Py, Ps, Pg}}.

e For C,C) € A, compute 2 shares
S = {w,wih,
So = {wa, wh}

by using Shamir’s (2, 2)-threshold scheme with K as a secret
independently. Since C}, = ¢, we set

S3 = {IU3} and w3 = K.
e For C,C} € A, compute |C;| shares

Sl,l = {5/1’17 Sf]yz}y
Si2 = {55}

by using (|C;|, |C}|)-threshold scheme with w; as a secret in-
dependently for 1 <i < 2. Since C} = ¢, we set

S13=9¢.
e For C;; € A;, compute |C;;| shares

So1 = {s111 5112}

Sa12 = {81215 51225 123}

S213 = {8131, 5132, 5133}

Sa21 = {8211, 52,12, 213}
S222 = {5221, 8222, 5223}
S23.1 = {8311, 93,12, 83,13, 83,14}

by using Shamir’s (|Cjjl, |C;;|)-threshold scheme with w; as a

secret independently for 1 <i < 3,1 < j < [Ajl.

e In this case, shares are distributed as follows:

.

P1 N 51,1

i ’

Pyt 815,50,

P3 @ 5121, 813,15 52,11, 53,11

Py os122,5132,522,1, 53,12

Ps © 511,1, 51235 52,12, 52225 83,13

P @ 51,12, 51335 52,13, 52235 53,14+

We can select a subset of participants Q(C $) without restric-

tions. This scheme can reduce the number of shares distributed
to each participant P € Q. On the other hand, for any P € P — Q,

the number of shares distributed to P is equal to that of Benaloh
and Leichter’s scheme.

2.4 Secret Sharing Schemes Based on Unauthorized Subsets

For # = {P,P,,---,P,}, K € K and I', Ito, Saito and
Nishizeki’s scheme [10] is described as follows.
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Ito, Saito and Nishizeki’s Scheme (ISN87):
(1) Let[; = {By,B,,---,B;}. Compute #(= [T';|) shares

S ={w,wy, -, w}

for the secret K by using a (¢, #)-threshold scheme.

(2) Distribute shares to P; € £ (1 < i < n) according to the
function g : P — 25 defined as

g(P) ={w;:Pi¢Bjel,1<j<1)

U {w;}.

I<j<t
Pi#B;

Example 3: We shall realize the access structure of Example 1
by Ito, Saito and Nishizeki’s scheme. For this access structure, I
is given by

[y = ({P2, Ps, Pe}. {P1, P2, P3, P4}, {P1, Py, P3, Ps},
{P1, P2, Py, Ps},{P1, P3, P4, Ps},{P2, P3, Py, Ps},
{P1, Py, P3, P}, {P1, P2, P4, P}, {P1, P3, P4, Pg},
{P2, P3, Py, Ps},{P1, P3, Ps, Ps}, {P1, P4, Ps, Ps}}.
(1) Since |['| = 12, compute 12 shares
Wy, Wy, -+, W12
by using a (12, 12)-threshold scheme for the secret K.

(2) According to the function g, distribute shares as follows:

g(Py) = {wy, ws, wio},
g(Py) = {ws, wo, wy1, wi2},
g(P3) = {wy, w4, wg, wia},

{
g(Py) = {
{
{

wy, w3, w7, Wi},
g(Ps) = {wa, w7, wg, wo, wio},

g(Pe) = {wy, w3, wy, ws, we}.

For # = {P,P>,---,P,}, K € K and I, the scheme A of
TO8 [12] is described as follows.
Scheme A of T08:
(1) Divide T into disjoint subsets

Ly
such that f(li)(l <i < r) satisfies
I ={zu(p) : Pevy)
or
''={(zuY,- (P} : PeY)

for some Y; c P and Z; c P(Y; N Z; = ¢) and

0 _ ()
I —Fl‘{U I }
I<i<r

Letd = |1_"(10)| and represent T, ¢;(1 < i< r)and Yi(1 <i <
r) as

T = (B, By, -+, B},
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e =1X (XeTl)
and

Yi ={P;, Py, Py},

respectively.
(2) Compute d + r shares
S ={s1,82, ", Sar}
for the secret K by using Shamir’s (d + r,d + r)-threshold
scheme.
(3) If r >0, for 1 <i < r, by using Shamir’s (e; — |Z;| + 1, |Y;])-

threshold scheme with s,4,; as a secret, compute |Y;| shares

Savi = {Sarij Sarijys s Sd+iiy, }s
independently for 1 <i < r.

(4) Distribute shares to P; € £ (1 < i < n) according to the
function defined as

g'(P) = U {s;}

1<j<d
PigB;

ul | fsae)

I<jsr
PigYUZ;

u U {Sa+ji} |-

I<j<r
P[eYj

Example 4: 'We shall realize the access structure of Example 1
by the scheme A of TOS.
e Divide I'; into disjoint subsets

(0 D) 2 F3) =4
Lo rrsrmrn

where
I = {{P2, Ps, Pe}).
1:(11) = {{P1, P2, P3, P4},{P1, P2, P3, Ps},{Py, P2, P3, Pg}},
['? = {{P\, Py, Py, Ps), Py, P3, Py, Ps}, {Ps, P3, Py, Ps)},
1:(13) = {{PI’PZ’P47P6}a{PI’P37P49P6}7{P27P39P49P6}}7
['Y = {{Py, Ps, Ps, P}, (P, Py, Ps, Pg}).

and

Yy = {P4, Ps, Pe},
Zy = {P\, P2, P3},
e =4,

Y, = {Py, P2, P3},
Zy = {Py4, Ps},

e =4,

Y3 = {P1, Py, P3},
Z3 = {Py4, Pe},

ey = 4,
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Yy = {P3, P4},
Zy = {P1, Ps, Pg},
ey = 4.
e Sinced =1 and r = 4, compute 5 shares
S = {s1,52,, 55}
for the secret K by using Shamir’s (5, 5)-threshold scheme.

e Since r > 0, by using Shamir’s (e; — |Z;| + 1, |Y;])-threshold
scheme with s;4; as a secret, compute S4;(1 < i < 4) as
follows:

5245525, 52,6}

Sa = {

S3 = {s31, 32,533}
S4 = {541,542, 543},
S5 = {

553,854}

e According to the function ¢’, distribute shares as follows:

g (P1) = {s1,531, 841},

g’ (P2) = {32,542, 55},

g’ (P3) = {51,533, 543, 553},
g'(Py) = {51,524, 554},

g’ (Ps) = {s25, 54},

g'(Ps) = {526, 53}.

This scheme can reduce the number of shares distributed to
P ¢ Z; (1 <i < r). Thus, for any access structure, this scheme
is more efficient than the scheme proposed by Ito, Saito and
Nishizeki [10] from the viewpoint of the number of shares dis-
tributed to each participant.

Remarks In the scheme A of TOS, 1_"(1'), e ,l_"(lr) cannot be
determined uniquely. When we select a large r, we can reduce
the number of shares distributed to each participant though it is
hard to find r. Of course, if we can choose r = 0, then this scheme
is equivalent to Ito, Saito and Nishizeki’s scheme and shares are
distributed to each participant uniquely.

3. Proposed Scheme

Here, we modify the scheme A of TO8[12] and the scheme
A of T15[17] and propose a new secret sharing scheme realiz-
ing general access structures. The proposed scheme can reduce
the number of shares distributed to P € Q(c P) by dividing Ty
according to the subsets of Q in the same way as the scheme A
of T15 (T'y dividing phase). Furthermore, in order to reduce the
number of shares distributed to each participant P € P — Q the
scheme A of TOS is applied to each divided access structure in the
proposed scheme (secret sharing phase for divided access struc-
tures). For P = {P{,P>,---,P,},Q(C P), K € K and I, the
proposed scheme is described as follows.

Proposed Scheme:

(I'y dividing phase)

(I)Let A ={C cQ:QNA = C forsome A € I'y} and
represent it as

A ={C},Cy -+, C}

© 2016 Information Processing Society of Japan

and

C} = {P}l g

s P (1< j < m).

(2) For C} e A, let

A;j={BcP-Q:BNC)=¢
andBUC}=Afors0meAeF0}

and represent it as

A;={Cj1,Cp, -, Cja,}

(3) For C} e A,
@G) if C;. = ¢ then
S; = {w_i} and wj = K,
(i) if C} # ¢ and A; = {¢} then
S;- = {w}} and w_’i =K,
(i) if Cf/ # ¢ and A; # {¢} then compute 2 shares
S’ = {wj, wi}
by using Shamir’s (2, 2)-threshold scheme with K as a

secret independently for 1 < j < m.

(4) For C} e A, if C} # ¢ then compute |C}| shares

S5 =850 S s}mC;\}
by using Shamir’s (IC}I, IC;.l)-threshold scheme with w; as a
secret independently for 1 < j < m.

(Secret sharing phase for divided access structures)

(5) LetTy, ; be the family of maximal unauthorized subsets for
% — Q and the minimal access structure A; (1 < j < m).
(i) Divide T, ; into disjoint subsets

(1) ()
rl,j’ . ’rl’j

such that f(li)j(l <i < r)) satisfies

TP =z UiP} : PeYy) (0
or

TP, =1{Z;;uY, =P} : PeY;) )
for some Yj,i CP-Qand Z_/",' cP- Q(Yj’i N Zj’,' = ¢)
and

0 _ ()

I =Ty, —{ U r{,j}.

I<i<r;

Letd; = |l_"(]0j| and represent f(l(?;, eji(1 <i<rj)and
Y,il<i<rjas

T = {B1. Bja, -+, Bia),

eji=IXI (Xell) 3)
and

Yji = APjivs Piins =5 Py s
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respectively.

(ii) Compute d; + r; shares
Si=Asj1, 852, Sjdyer;}

for the secret w; by using Shamir’s (d; + rj,d; + r))-
threshold scheme.

(iii) If r; > 0, for 1 < i < rj, by using Shamir’s (e;; —

|Z;il + 1,1Y;:)-threshold scheme with s;4,; as a secret,
compute |Y;;| shares

S jdpei = ASjdpriivs Sjdpiiys s Sidpiiy, b

independently for 1 <i <r;.
(6) Distribute shares to P; € £ (1 < i < n) according to the
function defined as

g"(P)) = ( U{s;,,»}]u 9 {( g {s,-,k}] @)

1<j<m 1<j<m Isksd;
’
Piecs Pi¢BjuQ

U{ U {Sj,d,-+k}] ®)

Isksr;

Pi#Yj,UZ;50Q

u{ U {s,-,dj+k,i}J}. (©6)

SKSTj
PieYjx

Example 5: Let Q = {Py, P,}. We shall realize the access struc-
ture of Example 1 by the proposed scheme.
(I'y dividing phase)

e Since Q = {Py, P,}, A’ is defined by

A ={C},C},Ch)

where
C| = {P1, P>},
C, = (P},
i = ¢.

e A, A, and Aj are defined by

A1 = {Ps, Pe}, {P3, P4, Ps}, {P3, Py, Ps}},
Ay = {{P3, Ps, Pg},{P4, Ps, Ps}},
Az = {{P3, P4, Ps, Pe}}.

e For C},C} € A’, compute 2 shares

ST = {w,wi},

S% = {wy,wh)

by using Shamir’s (2, 2)-threshold scheme with K as a secret
independently. Since C} = ¢, we set

S% ={ws}and w3 = K.
e For C,C} € A’, compute IC;.l shares

S/l,l = {3,1,1’ Si,z}’

S?,z = {5’2,2}

© 2016 Information Processing Society of Japan

by using (|C;.|, |C ;.l)-threshold scheme with w;. as a secret in-
dependently for 1 < j < 2.
(Secret sharing phase for A;)
o For {P3, Py, Ps, Ps}(= P — Q) and A;, Ty ; is given by

[y1 = {{P3, P4}, {P3, Ps},{P4, Ps}, {P3, P}, {Pa, Pe}).
o Divide I'; ; into disjoint subsets

=0) _

I =9

T} = {{P3, P4} (P, Ps}. {P3, Pe}).

[C) = ({P4, Ps}. (P, P},

and

Y11 = {P4, Ps, Ps},

Ziy = (Pl
e =2,

Y12 = {Ps, Pe},
Zip = (P4},
ejp = 2.

e Since d; = 0 and r; = 2, compute 2 shares

St1={s1,1,512}

for the secret w; by using Shamir’s (2, 2)-threshold scheme.

e Since r; > 0, by using Shamir’s (e;; — |Z;] + 1,1Y1.)-
threshold scheme with s;; as a secret, compute S (1 <i <
2) as follows:

S11 = {s1,14>51,1.5, S1,1.6}
S12 = {5125, 5126}

(Secret sharing phase for A,)
o Similarly, for {Ps, P4, Ps, P¢} and Ay, 1:1,2 is given by

[12 = ({P3, Py, Ps}, {P3, Pa, Pg}, {Ps, Pe))}.
o Divide I'; , into disjoint subsets

) = {(Ps. Po)).
) = {{Ps5, P4, Ps).{P3, Pa, Ps}),

and

Y21 = {Ps, Pg},
Zy1 = {P3, P4},

e = 3.
e Since d, = 1 and r, = 1, compute 2 shares
So = {821,522}

for the secret w, by using Shamir’s (2, 2)-threshold scheme.

e Since r, > 0, by using Shamir’s (e, — |Zy1] + 1,1Y2.11)-
threshold scheme with s, as a secret, compute S, as fol-
lows:

S22 = {5225, 5226}
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(Secret sharing phase for Aj3)
o Similarly, for {P3, P4, Ps, P} and As, [' 3 is given by

L1 3={{Ps, P4, Ps},{P3, Ps, P}, {P3, Ps, P}, { P4, Ps, Pg}}.

e In this case, we set r3 = 0 and 1_"(10; = {Bs.1,B32, B33, B34}

where
B3 = {{P3, P4, Ps}},
= {{P3, P4, Ps}},
333 = {{P3, Ps, Ps}},
{{P49P57P6}}~

e Since d3 = 4 and r, = 0, compute 4 shares

S3={s31,", 534}

for the secret w3 by using Shamir’s (4, 4)-threshold scheme.

e According to the function g”, distribute shares as follows:

g’ (P1) = {s] ),

g"(Py) = {57,855},

g"(P3) = {512,521, 834}

g"(Py) = {51,145 521, 833}
g"(Ps) = {5115, 5125, $22.5- 832,
9" (Ps) = {51,1,6> 51.2.6» $2,2.6» 83.1}-

We can select a subset of participants Q(C P) without restric-
tion. In this example, we select a subset of participants Q =
{P1, P»}. The proposed scheme can reduce the number of shares
distributed to P € @ by dividing 'y into Ay, A, Az according to
the subsets of Q. Furthermore, in order to reduce the number of
shares distributed to each participant P € £ — Q the scheme A of
TOS is applied to divided access structures A, Ay, Aj3. Here, we
show some properties of the proposed scheme.

Theorem 1 Let # = {P,P,,---,P,} be a set of n partici-
pants. For any Q(C ) and any access structure I'(c 2%), dis-
tribute shares for a secret K by using the proposed scheme. Then,
for any subset X C P,

(a) XeI'=HKX)=0

(b) X¢T = H(KIX) = H(K).

Proof: Let Xy denote the shares in S as51gned toX(1<j<
m). Let Xg, be a set of shares in §'; Wthh are assigned to X or
can be recovered by X (1 < j < m). At first, we show H(K|X) =
for any X € I'. From the property of the access structure and the
definition of Ay, - -, A, and A’, there exists A € [ such that

C; U Cj,' =AcCX
Since C}; is an authorized subset for A;, we have
|XS/| = dj +7;

from the definition of S;,S j4+1,° .S ja,+, and Theorem 1 of

TO8[12]. Thus, X can recover w; Since ;1,82 ", Sjd+r; are
shares computed by Shamir’s (d; + r;,d; + r;)-threshold scheme

with w; as a secret. On the other hand, we have

—_ ’
IXs; I =1C}l.
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If ¢’ then X can recover w'. since ', . , s .
C # ¢ J JoJv? g2’ J/\( i

shares computed by Shamir’s (|C’| |C’|) threshold scheme w1th

w’; as a secret. From the definition of S ; we immediately obtain
H(K|X)

H(K|Xg, ,- > Xs; s

H(K|Xs; . Xs))

= 0.

Xspso5 Xs,)

m

IA

Since H(K|X) > 0 is obvious, we have H(K|X) = O forany X € I'.

Next we show H(K|X) = H(K) for any X ¢ I'. From the prop-
erty of the access structure and the definition of A,,---,A,, and
A’, for any A € I'y, we have

C}(ZXOI’CJ','(ZX(ISjSm,lSiSLﬂﬂ).

Thus, from the definition of S ;, S s
1 of TO8, we have

»S jd+r; and Theorem

Xs,| <dj+r; or |Xs; | <IC)
for1 < j<m,1<i<|Aj| Thus, we have
H(K|Xs; . Xs;) = H(K)
for 1 < j<m,1 <i<|Aj| This implies
H(Xs; , X5 |K) = H(Xs; ,Xs)). (N

In order to show H(K|X) = H(K), we expand H(K|X) as follows:

H(KIX) = H(KIXs;,, -, X5, . X5, Xs,)
= HK)+H(Xs; .-+, Xs; . Xs,, . X5, 1K)
-H(Xs; .+, X1 X550, Xs,,) ®)

From the chain rule for entropy, we have

Xsp, oo, Xs, 1K)

1m

H(Xs;, .+ Xs,

m
= > H(Xs; . Xs K, X1,

t=1

-, Xy

1i-17

X, Xs,)

m
(%)
= > H(Xs;,, Xs,IK)

t=1
= > H(Xs;,, Xs,). ©)
t=1

Here, (+) comes from the fact that XSE;"”’XSEm and Xs,,---,
X, are mutually independent and the last equality comes from
Eq. (7). On the other hand, we have

Xs,, 0, Xs,)

m

H(Xs;,. . Xs,

s
1m

m
= > H(Xs;, Xs X1

-, X

1r-1

Xspso Xs, )

< Z H(Xs; . Xs,). (10)

\%

Substituting Eqgs. (9) and (10) into Eq. (8), we obtain H(K|X)
H(K). Since H(K|X) < H(K) is obvious, we have H(K|X) =
H(K). O
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4. Evaluation of the Efficiency

The information rates for P; € P for the access structure of
Example 1 are described in Table 1.

This result shows that the scheme A of T15 and the proposed
scheme can reduce the number of shares distributed to P € Q.
In general, we can improve the information rate when we select
participants who are assigned the most shares. It is noted that we
can select a subset of participants Q without restrictions in the
proposed scheme.

From Eq. (6) and the fact that s;4,+4 OF §;4,4+4; are assigned to
Piif P ¢ Z;;(1 < j <m, 1 <i<ry),lg”"(P)is evaluated as

follows:
2, eincy (PeQ
I<j<m
g (P) = 12 {|{Xef§?} :PgX|| (1
<j<m
+ > Proe- Zj,,-)|} (PeP-Q.
I<i<r;

On the other hand, let N7;s5,(P) be the number of shares dis-
tributed to P € P by using the scheme A of T15. Then, we have

PINC)l  (Pe@
Nris,(P) = { 1<j=m (12)
(Xely:PeX)| (PeP-Q.

Equations (11) and (12) show that the efficiencies of the scheme
A of T15 and the proposed scheme are equal for P € Q and the
efficiencies depend on the access structure for P € P — Q.

Here, we show two examples in order to evaluate the efficiency
of the proposed scheme.
Example 6: For P = {Py, P, P3, P4, Ps, P}, consider the follow-
ing access structure

Iy = {{P1, P3, P4, Ps},{P1, P3, Ps, Ps},{P1, P4, Ps, Ps},
{P3, P4, Ps, Pe},{P1, P2, P3},{P2, P3, P4}, {P1, P2, Ps},
{P2, P3, Ps},{P2, P4, Ps}, {P1, P2, P}, {P2, P3, Ps},
{P2, P4, Pe},{P>, Ps, Ps}}.

For this access structure, 1:’1 is given by

[ = {{Py1, P3, Py, P}, {P1, P2, Pa}, {Py, P3, Ps},{Py, Py, Ps},
{P3, P4, Ps},{P1, Ps, Pe},{P3, Ps, Ps}, {P4, Ps, Pg},
{P2, P3},{P>, Ps},{P>, P¢}}.

We shall realize the access structure Iy by schemes which have
an explicit assignment algorithm for any access structure. The
information rates for P; € # are described in Table 2.

Table 2 shows that IYOO07 and the proposed scheme obtain the
best information rate in this example. It is noted that the proposed
scheme obtains the best information rate even if the efficiency
with respect to Q is discussed. The scheme A of T15 and the
proposed scheme can reduce the number of shares distributed to
P € Q. Of course, the efficiencies depend on the access structure
forPe P -Q.

Example 7: For P = {Py, P,, P3, P4, Ps, Pg}, consider the follow-
ing access structure
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Table 1 Comparison of the information rates for the access structure of Ex-

ample 1.
Pi | P | P3| Py | Ps | Pg
ISN87[10] 13 | 1/4 | 1/4 | 1/4 | 1/5 | 1)5
Scheme A of TO8 [12] 13 | 13 | 14| 13| 12| 12
BL88[13] 3 | 15 | 14| 14| 1/5 ] 1/5

Scheme A of T15[17]*! 1 192 | 14 | 14| 1/5 ] 1/5
Scheme A of TIS[17]"2 | 1/3 | 1/5 | 1/4 | 1/4 | 1/2 | 12
Proposed scheme “l 1 1/2 1/3 1/3 1/4 1/4
Proposed scheme *? 13 1 13 | 1/4 ] 1/4 | 12| 12

Table 2 Comparison of the information rates for the access structure of Ex-

ample 6.

Pl P2 P3 P4 P5 P(,
ISN87[10] 1/6 | 1/7 | 1/6 | 1/6 | 1/4 | 1/6
Scheme I of TO4[11] 14 | 199 | 1/5 | 1/4 | 1/4 | 1/5
Scheme A of TO8 [12] 13 | 13 | 1/4 | 13 | 173 | 1/3
BL88[13] /6 | 19 | 1/7 | 1/6 | 1/8 | 1/7
Scheme I of TUMOS5[14] | 1/6 | 1/9 | 1/7 | 1/6 | 1/8 | 1/7
Method A of T13[15] /6 | 1/6 | 1/4 | 1/4 | 1/4 | 1/3
IYOO07[16] 12 | 1/4 1 12 | 12 1
Scheme A of T15[17]*3 1/6 1 /7 | 1/6 | 1/8 | 1/7
Scheme A of T15[17]* 172 | 12 | 1/7 | 1/6 | 1/8 | 1/7
Proposed scheme 3 12 1 1/4 1/3 1/3 1/4
Proposed scheme i 1/2 1/2 1/4 | 1/3 1/4 1/4

Table 3 Comparison of the information rates for the access structure of Ex-
ample 7.

Py | P, | P3s | Py | Ps | Ps
Linear construction[8] | 2/3 | 2/3 | 2/3 | 2/3 | 2/3 1
Proposed scheme *3 1 13 | 172 | 12 1 1

Iy = {P1, P2}, {P1, P3},{P2, P4}, {P3, P4}, {P2, Ps},{P4, Ps},
{Ps, Psl}.

It is known that the optimal information rate for I'] is 2/3, which
is obtained when we employ the linear construction. As men-
tioned above, the linear construction obtains the optimal infor-
mation rates for some access structures, but this scheme does not
have explicit share assignment algorithms for many access struc-
tures. The information rates for P; € P are described in Table 3.

Table 3 shows that the proposed scheme can reduce the num-
ber of shares distributed to P € Q = {P;, Ps} though the proposed
scheme cannot obtain the optimal information rate.

5. Conclusion

We have proposed a new secret sharing scheme realizing gen-
eral access structures. Our proposed scheme is perfect and can
reduce the number of shares distributed to specified participants.
Thus, we can select a subset of participants without restrictions
and reduce the number of shares distributed to any participant
who belongs to the selected subset as well as the scheme A of
T15. The scheme A of T15 is based on authorized subsets. On
the other hand, our proposed scheme is based on unauthorized
subsets.
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Q=P P} A =({

2 Q={Ps,Pe}, A" = {{

B Q= (P2}, A = {{P2). ¢).
“ Q=P P}, A = ({P1, P2}, {P1}.{P2}. 4}.
B Q={P\,Ps}, A = {{P1}.{Ps}.¢}.

779



Journal of Information Processing Vol.24 No.5 772-780 (Sep. 2016)

References

[1] Shamir, A.: How to share a secret, Comm. ACM, Vol.22, No.11,
pp.612-613 (1979).

[2]  Blakley, G.: Safeguarding cryptographic keys, Proc. AFIPS, Vol.48,
pp-313-317 (1979).

[3]  Koyama, K: Cryptographic key sharing methods for multi-groups and
security analysis, Trans. IECE, Vol.E66, No.1, pp.13-20 (1983).

[4] Simmons, G.: How to (really) share a secret, Proc. CRYPTO ’88,
pp-390-448 (1988).

[S]  Simmons, G.: Prepositioned shared secret and/or shared control
schemes, Proc. EUROCRYPT ’89, pp.436-467 (1989).

[6]  Tassa, T.: Hierarchical threshold secret sharing, Journal of Cryptol-
0gy, Vol.20, pp.237-264 (2007).

[7] Brickell, E.: Some ideal secret sharing schemes, Journal of Combina-
torial Mathematics and Combinatorial Computing, Vol.9, pp.105-113
(1989).

[8] Dijk, M.: A linear construction of secret sharing schemes, Designs,
Codes and Cryptography, Vol.12, No.2, pp.161-201 (1997).

[9]  Stinson, D.R.: Decomposition constructions for secret-sharing
schemes, IEEE Trans. IT, Vol.40, No.1, pp.118-125 (1994).

[10] TIto, M., Saito, A. and Nishizeki, T.: Secret sharing scheme realiz-
ing general access structure, Proc. IEEE Globecom 87, pp.99-102
(1987).

[11] Tochikubo, K.: Efficient secret sharing schemes realizing general
access structures, IEICE Trans. Fundamentals, Vol.E87-A, No.7,
pp-1788-1797 (2004).

[12]  Tochikubo, K.: Efficient secret sharing schemes based on unau-
thorized subsets, IEICE Trans. Fundamentals, Vol.E91-A, No.10,
pp-2860-2867 (2008).

[13] Benaloh, J. and Leichter, J.: Generalized secret sharing and monotone
functions, Proc. CRYPTO ’88, pp.27-35 (1988).

[14]  Tochikubo, K., Uyematsu, T. and Matsumoto, R.: Efficient secret shar-
ing schemes based on authorized subsets, /EICE Trans. Fundamentals,
Vol.E88-A, No.1, pp.322-326 (2005).

[15] Tochikubo, K.: New construction methods of secret sharing schemes
based on authorized subsets, J. Inf. Process., Vol.21, No.4, pp.590—
598 (2013)

[16] Iwamoto, M., Yamamoto, H. and Ogawa, H.: Optimal multiple as-
signments based on integer programming in secret sharing schemes
with general access structures, /EICE Trans. Fundamentals, Vol.E90-
A, No.1, pp.101-112 (2007).

[17] Tochikubo, K.: New secret sharing schemes realizing general access
structures, J. Inf. Process., Vol.23, No.5, pp.570-578 (2015).

[18] Stinson, D.R.: Cryptography: Theory and practice 3rd edition, CRC
Press (2005).

[19] Karnin, E.D., Greene, J.W. and Hellman, M.E.: On secret sharing sys-
tems, /IEEE Trans. IT, Vol.29, No.1, pp.35-41 (1983).

Kouya Tochikubo received his B.S. de-
gree from Tokyo University of Science,
his M.S. degree from Japan Advanced In-
stitute of Science and Technology and his
D.E. degree from Tokyo Institute of Tech-
nology in 1996, 1998 and 2004, respec-
tively. He joined the Systems Integration

Technology Center, Toshiba Corporation
in 1998. Currently, he is an associate professor in the Department
of Mathematical Information Engineering, College of Industrial
Technology, Nihon University. He was a visiting professor at the
University of Waterloo from 2012 to 2013. He received the SCIS
Paper Award and the IEICE Best Paper Award in 2002 and 2005,
respectively.

© 2016 Information Processing Society of Japan 780



