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Abstract: We propose a new adiabatic logic for cryptographic circuits, called as the Current Pass Optimized Symmet-
ric Pass Gate Adiabatic Logic (CPO-SPGAL). The proposed circuit realizes a flat current waveform by considering
the current path. The simulation results demonstrate that the proposed circuit can reduce the current fluctuation by
approximately 84% and reduce the energy consumption fluctuation by approximately 79% as compared to the existing
SPGAL circuits. This shows that it is more resistant to differential power analysis attacks than conventional circuits.
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1. Introduction

Power analysis attacks (PAA) have become a special threat for
cipher designers, software developers, and hardware engineers
working to secure private information stored in cryptographic
devices such as smart cards, RFID tags, and wireless sensors.
In cryptographic devices, there are cases requiring countermea-
sures at the cell/gate level design that are resilient to PAA. In the
past two decades, numerous designs of PAA resistant logic, e.g.,
SABL [1] have been presented. In addition, adiabatic switching
based on energy efficient PAA resistant logics have been pro-
posed [2], [3], [4]. Among these, Symmetric Pass Gate Adiabatic
Logic (SPGAL) [4] is a particularly more efficient PAA resistant
adiabatic logic family; however, it still suffers from information
leakage in the form of current consumption.

This short paper proposes a new adiabatic logic for crypto-
graphic circuits, called as the Current Pass Optimized Symmetric
Pass Gate Adiabatic Logic (CPO-SPGAL). The proposed logic
is based on the SPGAL and includes on dummy transistors that
offer an optimal path for current while logic switching.

2. Basic Theory of Adiabatic Switching

Adiabatic logic uses slowly rising/falling AC power supply,
i.e., sinusoidal or trapezoidal clock signal, to reduce the dynamic
power dissipation in LSIs. Figure 1 shows the RC model of the
conventional CMOS and adiabatic logic, where R is the equiva-
lent resistance of the PMOS pull-up (or NMOS pull-down) net-
work and C is the load capacitance. In the conventional CMOS
logic (shown on the left side of Fig. 1), the dissipated energy in
the R is ECMOS =

1
2CVdd

2. Conversely, the energy dissipation
in the channel resistance R of an adiabatic logic (shown on the
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Fig. 1 RC tree model. Left: CMOS charging, Right: Adiabatic charging.

right side of Fig. 1) is given by EAdia = ξ
(

CVdd

ΔT

)2
RΔT , where T

is the time period of the clock supply and ξ is a shape factor that
depends on the shape of the clock edges. The aforementioned adi-
abatic logic equation indicates that when the charging period ΔT

is indefinitely long, the energy dissipation is, in theory, reduced
to zero. This is called adiabatic switching.

3. Proposed Logic

Figure 2 shows the circuit structure of the conventional adia-
batic SPGAL NAND/AND. This SPGAL consists of three parts:
a data-hold block that is PMOS cross-coupled pairs (M1 and M2),
a function block that are all NMOS input transistors (M3–M10),
and a discharge circuit (M11 and M12). Figure 3 shows the cur-
rent pass model for various input transitions. From this figure,
we discover that SPGAL has a different current pass depending
on the input transitions. For example, at AB = 00 input transi-
tion, two short current passes are generated on the “bottom-side”
of the input function block, whereas, at AB = 10, two passes are
generated on the “upper-side.”

Figure 4 shows the proposed SPGAL based adiabatic logic,
called as the current pass optimized SPGAL (CPO-SPGAL). In
the proposed circuit, the dummy pass section (which is con-
structed using cascode-connected MOS transistors) is added to
the existing SPGAL’s input function block. To add the dummy
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Fig. 2 SPGAL-NAND/AND.

Fig. 3 Current pass of each SPGAL-NAND/AND transitions.

Fig. 4 Proposed logic: CPO-SPGAL-NAND/AND.

Fig. 5 Current pass of each CPO-SPGAL-NAND/AND transitions.

transistors, the proposed logic has a current pass that is indepen-
dent of the input data, as shown in Fig. 5. Figure 6 depicts the
conventional and proposed supply current waveforms for various
input transitions. The proposed circuit consumes uniform current
irrespective of the input data being processed compared to the
conventional circuit.

4. Simulation Results

To evaluate the power traces of the secure adiabatic logic, the
bit-parallel cellular multiplier over GF(24) [5] was simulated in
SPICE software with Rohm 0.18-μm, 1.8-V standard CMOS pro-
cess technology. The widths and lengths of all transistors were
0.6 μm and 0.18 μm, respectively. Then, we calculated the nor-
malized energy/current deviation (NED/NCD), normalized stan-
dard deviation of energy/current (NSDE /NSDI), and standard de-

Fig. 6 Supply current waveforms for various input transitions.

Table 1 Comparison of simulation and calculation results of bit-parallel
cellular multiplier for GF(24) at 12.5 MHz.

CSSAL [2] SQAL [3] SPGAL [4] Proposed
Iavg [μA] 81.0 159 170 189
NCD [%] 17.3 39.4 3.12 0.49
NSDI [%] 4.53 15.4 0.89 0.14
Eavg [pJ] 0.47 0.43 0.22 0.27
NED [%] 3.03 64.4 10.7 2.50
NSDE [%] 0.76 26.7 2.99 0.59

# of Transistors 1155 595 900 1100

viations (σE , σI) according to the following equations: NED =
Emax−Emin

Emax
× 100 [%], NCD = Imax−Imin

Imax
× 100 [%], NSDx =

σx

x̄ ×
100 [%], and σx =

√∑xn
i=x1

(xi−x̄)2

n [J or A], where x becomes E

when computing the fluctuations in energy, while x is I when
computing current. From the aforementioned index values, we
find that the smaller the difference between the maximum and
minimum energy (or current) values, the smaller the value of
%NED and %NSDE (or %NCD and %NSDI) and hence the lower
the cell’s vulnerability to power analysis attacks.

Table 1 summarizes the comparison of simulation and calcu-
lation results at an operating frequency of 12.5 MHz. Compared
with SPGAL, the proposed circuit can reduce the current fluctu-
ation by approximately 84% and reduce the energy consumption
fluctuation by approximately 79%. Moreover, the %NSDE and
%NSDI of the proposed CPO-SPGAL are smaller than those of
the conventional adiabatic logics. Therefore, the proposed circuit
counteracts PAA attacks at the circuit level.

On the other hand, from Fig. 6 and Table 1, the proposed logic
has the obvious disadvantages that it has a large number of tran-
sistor and has a large peak current compared to the conventional
SPGAL. Hence we may find it a bit inconvenient if we imple-
ment a low-power cryptographic LSI chip, such as a smart card.
In the near future, we will design an improved low-power CPO-
SPGAL.

5. Conclusion

In this short paper, we have proposed a dual-rail type adiabatic
logic for cryptographic circuits. By adding dummy transistors in
the input function part, the proposed circuit consumes uniform
current irrespective of the input data being processed. The simu-
lation results of GF(24) multiplier demonstrates that the normal-
ized energy and current standard deviations of the proposed CPO-
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SPGAL are smaller than those of conventional adiabatic logics.
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