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ABSTRACT
Access control is one of the fundamental services that anyDataManagement System should provide.
Its main goal is to protect data from unauthorized read and write operations. This is particularly
crucial in today’s open and interconnected world, where each kind of information can be easily made
available to a huge user population, and where a damage or misuse of data may have unpredictable
consequences that go beyond the boundaries where data reside or have been generated.

This book provides an overview of the various developments in access control for data man-
agement systems. Discretionary, mandatory, and role-based access control will be discussed, by
surveying the most relevant proposals and analyzing the benefits and drawbacks of each paradigm
in view of the requirements of different application domains. Access control mechanisms provided
by commercial Data Management Systems are presented and discussed. Finally, the last part of the
book is devoted to discussion of some of the most challenging and innovative research trends in the
area of access control, such as those related to theWeb 2.0 revolution or to the Database as a Service
paradigm.

This book is a valuable reference for an heterogeneous audience. It can be used as either an
extended survey for people who are interested in access control or as a reference book for senior
undergraduate or graduate courses in data security with a special focus on access control. It is also
useful for technologists, researchers, managers, and developers who want to know more about access
control and related emerging trends.

KEYWORDS
data management systems, data protection, confidentiality, integrity, access control,
discretionary access control, mandatory access control, role-based access control, au-
thorization administration
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Preface
We live in a time of unprecedented opportunities for storing, managing, and analyzing data

referring to any kind of information, from personal to business-oriented, recorded by a variety of
devices that follow us during our daily activities.This huge amount of information is both a challenge
and a risk. Indeed, the availability of this source of information is the basic building block of the idea
of the knowledge society: a society where knowledge is a major component of any human activity and
decisions—big or small—can be taken on the basis of reliable knowledge, distilled from ubiquitous
generated data. Moreover, the Web 2.0 revolution and its collaborative tools have made access to
data easier by potentially unknown users.

In such a scenario,data become one of themost crucial assets and,as such, their protection from
any kind of intrusions, improper modifications, theft, and unauthorized disclosures is a fundamental
service. Therefore, there is a strong need of models and mechanisms to protect data managed by
any Data Management System (DMS). Due to the open and interconnected digital world we are
immersed in today, data protection is much more difficult than in the past, because it is almost
impossible to design safe boundaries where data can be confined.

Data security [Ferrari, 2009c] is a broad concept that deals with different aspects of data
protection (e.g., authentication, integrity, auditing). Such security properties are usually enforced
through a set of security services, using a variety of techniques (e.g., encryption, digital signatures,
trusted hardware/software).

This book is about one of the key components of the security infrastructure of any data
management system, that is, access control [Ferrari, 2009a]. Access control aims at preventing unau-
thorized operations (such as read andwrite) on themanaged data. In this book,we first examine what
is needed to control access to data, then we explore the major approaches that have been applied in
designing access control mechanisms. As we will see in the reminder of the book, the developments
in access control are mainly driven by two factors: the development of new data models and the needs
of new applications and environments. The overall goal of these developments is to provide more
expressive access control models without compromising the security and efficiency of the system1.

The book is organized as follows. We start our journey in Chapter 1 by providing the basic
concepts on access control that will be developed throughout the book.Then, Chapters 2 and 3 are
devoted to discretionary access control. Chapter 2 is about relational data management systems. It
revises the most important research proposals as well as discusses the access control support provided
by SQL and some of themost innovative features provided by relational DMSs.Chapter 3 is devoted
to discretionary access control, however it considers data models beyond the relational one and, in

1Here, and in what follows, expressivity is related to the set of access control requirements that the access control model possibly
supports.
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particular, the object and XML data models. We believe that the discussion of access control for
XML data is fundamental due to the role played by XML for Web data management. Chapter 4 is
devoted to the other big family of access controlmodels,besides discretionary ones, that is,mandatory
access control models. Besides describing the most relevant proposals in the field, we discuss the
main differences with respect to discretionary access control, the environments that can benefit from
mandatory access control, as well as the possible drawbacks that have to be considered. Chapter 5
is devoted to the third major player in the access control area, that is, Role-based Access Control
(RBAC). We describe the ANSI/INCITS RBAC standard and some of its recent developments.
One of the primary goals of RBAC is to simplify administration of access rights. Therefore, a part
of the chapter is devoted to discussing the administration models for RBAC proposed so far. In
Chapter 6, we highlight several interesting research issues regarding access control; for instance,
how to protect data when they are outsourced to a third party, how to protect data streams that
should be securely managed on-the-fly, and how to protect resources and personal information in
an On-line Social Network. All these environments pose new and fascinating challenges for what
concerns access control that sometimes requires rethinking the way access control has been managed
so far.

An heterogeneous audience can benefit from this book. First of all, the book could be used as
a reference for senior undergraduate or graduate courses in data security which has a special focus
on access control. However, it is also useful for technologists, researchers, managers, and developers
who want to know more about access control and emerging trends.

Elena Ferrari
April 2010
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