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ABSTRACT 
The World Wide Web is now deeply intertwined with our lives, and has become a catalyst for a 
data deluge, making vast amounts of data available online, at a click of a button. With Web 2.0, 
users are no longer passive consumers, but active publishers and curators of data. Hence, from 
science to food manufacturing, from data journalism to personal well-being, from social media 
to art, there is a strong interest in provenance, a description of what influenced an artifact, a data 
set, a document, a blog, or any resource on the Web and beyond. Provenance is a crucial piece of 
information that can help a consumer make a judgment as to whether something can be trusted. 
Provenance is no longer seen as a curiosity in art circles, but it is regarded as pragmatically, eth-
ically, and methodologically crucial for our day-to-day data manipulation and curation activities 
on the Web. 

Following the recent publication of the PROV standard for provenance on the Web, which 
the two authors actively help shape in the Provenance Working Group at the World Wide Web 
Consortium, this Synthesis lecture is a hands-on introduction to PROV aimed at Web and linked 
data professionals. By means of recipes, illustrations, a website at www. provbook. org, and tools, 
it guides practitioners through a variety of issues related to provenance: how to generate prove-
nance, publish it on the Web, make it discoverable, and how to utilize it. Equipped with this 
knowledge, practictioners will be in a position to develop novel applications that can bring open-
ness, trust, and accountability. 
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Preface 
This book stems from the authors' decade of experience related to provenance, their leadership of 
the W3C Provenance Working Group, and several tutorials on provenance delivered at FIS'10,1 

IPAW'12,2 ISWC'12,3, and ESWC'13.4 The PROV specifications provide normative and non-
normative material about data models and protocols related to provenance, but offer very little 
guidance on how to design and deploy provenance. The purpose of this book is to address this 
concern, by providing a compact and practical guide to developing PROV-based applications, com-
bined with a fully-deployed example that readers can inspect and study in detail. 

This book is intended for developers aiming to make their systems provenance-aware. It 
can also be used as a textbook for an undergraduate course on provenance, or potentially part of 
a larger module on the Semantic Web or Information Assurance. 

We assume that readers are familiar with core technologies of the Web and Semantic Web. 
Specifically, understanding of URIS, basic understanding of HTTP, basic notions of HTML, and the 
principles of RDF are prerequisites for using this book. 

The rest of this book is structured as follows. 

• Chapter 1 provides an introduction to provenance. 

• Chapter 2, Data Journalism Scenario, introduces a data journalism example, which we use 
extensively across the book. It describes the publication of an article by a fictitious news 
agency, based on some government statistics recently published. This example is used to 
illustrate many use cases that can be addressed by means of provenance. The chapter also 
provides a brief introduction to how provenance can be represented. 

• Chapter 3, 1he PROV Ontology, is a concise presentation of the PROV ontology, which can be 
used as reference material for this book. 

• Chapter 4, Provenance Recipes, is concerned with methodological recipes on how to model 
provenance for specific problems, and how to deploy it in an inter-operable manner. 

• Chapter 5, Validation, Compliance, Quality, Replay, first focuses on the notion of valid prove-
nance. It then expands on various forms of utilization of provenance. A series of technical 
requirements is introduced, and SPARQL queries are used to illustrate how these can be im-
plemented. 

10PM Tutorial: http : //openprovenance.org/tutorial/ 
2PROV Tutorial at IPAW'l2: http://www. w3 . org/2011/prov /wiki/IPAW_2012_Tutorial 
3PROV Tutorial at ISWC'l2: http://www. w3. org/2011/prov /wiki/ISWCProvTutorial 
4PROV Tutorial at ESWC'13: http://www. w3. org/2001/sw/wiki/ESWC2013ProvTutorial 
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• Chapter 6, Provenance Management, is dedicated to techniques to manage provenance, and 

specifically to make it available, by means of RD Fa embedded in HTML documents and prove-
nance services. A series of libraries, services, and tools are then briefly discussed. Finally, a 
guided tour of http://www. prov book. org illustrates the provenance management tech-
niques deployed on the website associated with the book. 

• Chapter 7, Conclusion, summarizes the book with a checklist that developers can follow to 
check whether their provenance is properly structured and exposed. Open issues and future 
research directions are also discussed. 

Luc Moreau and Paul Groth 
August2013 
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