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ABSTRACT

Recently, mobile security has garnered considerable interest in both the research community and
industry due to the popularity of smartphones. The current smartphone platforms are open sys-
tems that allow application development, also for malicious parties. To protect the mobile device,
its user, and other mobile ecosystem stakeholders such as network operators, application execution
is controlled by a platform security architecture. This book explores how such mobile platform se-
curity architectures work. We present a generic model for mobile platform security architectures:
the model illustrates commonly used security mechanisms and techniques in mobile devices and
allows a systematic comparison of difterent platforms. We analyze several mobile platforms us-
ing the model. In addition, this book explains hardware-security mechanisms typically present in
a mobile device. We also discuss enterprise security extensions for mobile platforms and survey
recent research in the area of mobile platform security. The objective of this book is to provide a
comprehensive overview of the current status of mobile platform security for students, researchers,
and practitioners.
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Preface

Personal mobile devices only started appearing outside the laboratory in the early 1990s. In the
span of two decades, they have gone from curiosities used by the technically savvy to a mass-
market that is fast reaching saturation. Mobile security research caught the attention of the
academic research community only during the last decade, when smartphones and mobile ap-
plications and services became widely available. However, mobile security as a discipline dates
back to the beginning of the mobile communication era in the early 1990s. Today there exists a
large body of literature on mobile security and privacy investigating various threats to the existing
smartphone platforms and proposing solutions at different levels of system abstraction (hardware,
middleware, OS, and applications).

'The work that led to this book began three years ago. All of us (authors of this book) were
already engaging in active research in mobile platform security, in academia as well as in industry.
'This book began as an attempt to put the sudden spurt of academic research in mobile security into
context, by explaining how and why mobile platform security became so widely deployed. An early
version was presented in keynotes at the ACM CODASPY 2011 and at ESORICS 2012. The very
positive feedback we received at both conferences, as well as on many other academic and industry
related occasions where we presented the work, convinced us that both the research community
and practitioners of mobile security would benefit from an expanded, systematic treatment of
mobile platform security. This book is the result.

'This book consists of three parts. In the first part (Chapters 2-5), we build up a general
model for software platform security. We then use the model to conduct a comparative analysis
of several representative mobile platform security architectures. We also use the model to derive
hardware security requirements and use them to describe widely deployed hardware security ar-
chitectures. In the second part (Chapter 6) we focus on security extensions targeted for enterprise
scenarios. In the third part (Chapter 7), we survey recent research.

We intend this book to be useful to students, active researchers, and practitioners such
as application developers. We hope that this book serves as an introduction to mobile platform
security for application developers and students, giving them an understanding of the design ra-
tionales behind platform security features with which they might already be familiar. Researchers
beginning their research on mobile platform security can use the book to familiarize themselves
with the state-of-the-art in practice and research.

We are grateful for the valuable feedback from Sini Ruohomaa, Claudio Marforio, and
Nikolaos Karapanos on previous drafts of this book. We thank our reviewers, Bilal Shebaro and
Aditi Gupta, for carefully reading the final draft. Their feedback led to several improvements in
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this version. We thank Prof. Elisa Bertino for inviting us to write the book and Diane Cerra for
her gentle reminders to keep us to our schedule.

N. Asokan, Lucas Davi, Alexandra Dmitrienko, Stephan Heuser, Kari Kostiainen, Elena

Reshetova, and Ahmad-Reza Sadeghi
December 2013
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