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ABSTRACT
Today, embedded systems are used in many security-critical applications, from access control,
electronic tickets, sensors, and smart devices (e.g., wearables) to automotive applications and
critical infrastructures. ese systems are increasingly used to produce and process both security-
critical and privacy-sensitive data, which bear many security and privacy risks. Establishing trust
in the underlying devices and making them resistant to software and hardware attacks is a fun-
damental requirement in many applications and a challenging, yet unsolved, task. Solutions
solely based on software can never ensure their own integrity and trustworthiness while resource-
constraints and economic factors often prevent the integration of sophisticated security hardware
and cryptographic co-processors. In this context, Physically Unclonable Functions (PUFs) are an
emerging and promising technology to establish trust in embedded systems with minimal hard-
ware requirements.

is book explores the design of trusted embedded systems based on PUFs. Specifically,
it focuses on the integration of PUFs into secure and efficient cryptographic protocols that are
suitable for a variety of embedded systems. It exemplarily discusses how PUFs can be integrated
into lightweight device authentication and attestation schemes, which are popular and highly
relevant applications of PUFs in practice.

For the integration of PUFs into secure cryptographic systems, it is essential to have a
clear view of their properties. is book gives an overview of different approaches to evaluate the
properties of PUF implementations and presents the results of a large scale security analysis of
different PUF types implemented in application-specific integrated circuits (ASICs). To analyze
the security of PUF-based schemes as is common in modern cryptography, it is necessary to have
a security framework for PUFs and PUF-based systems. In this book, we give a flavor of the
formal modeling of PUFs that is in its beginning and that is still undergoing further refinement
in current research.

e objective of this book is to provide a comprehensive overview of the current state of
secure PUF-based cryptographic system design and the related challenges and limitations.

KEYWORDS
Physically Unclonable Functions (PUFs), physical security, embedded security,
lightweight authentication, PUF-based remote attestation
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Preface
Since embedded systems are deployed in many critical settings, their security, privacy, and safety
aspects are of utmost concern. However, these systems are typically not protected against hard-
ware attacks that aim at extracting the authentication secrets of these devices and to clone them.
A general challenge for these systems is binding cryptographic protocols to the underlying hard-
ware in a unique and unclonable way. In this context, Physically Unclonable Functions (PUFs)
are a promising technology which exploits physical properties of hardware and can be integrated
into cryptographic schemes. Since the introduction of PUFs in 2001 [91], researchers proposed
many different PUF designs and a large variety of PUF-based security mechanisms. ere are
already some products using PUF technology in the market. PUFs were celebrated as promis-
ing primitives and many researchers investigated various aspects of PUFs including their design,
implementation, and protocol integration as well as attacks on PUFs and PUF-based systems.

is book gives an introduction to PUFs and their integration into secure PUF-based cryp-
tographic systems and security mechanisms. It explains the PUF concept and the state of the art
of PUF-based protocol design on the example of PUF-based device authentication and remote
attestation. e book gives insights into the formal modeling of PUFs, which is essential for the
security analysis of PUF-based systems and still in its beginning.

We intend this book to be useful for students, active researchers, and practitioners. We
hope that it serves as an introduction to PUFs and the design of secure PUF-based cryptographic
schemes. Researchers starting their research on PUFs and PUF-based systems can use this book
to familiarize themselves with the state of the art.

Parts of this book are based on Christian Wachsmann’s doctoral dissertation [133]. Other
parts are the result of joint collaborative research between the authors and our esteemed colleges
and partners, including Frederik Armknecht, Anthony van Herrewege, Stefan Katzenbeisser,
Ünal Koçabas, Farinaz Koushanfar, Joonho Kong, Vincent van der Leest, Roel Maes, Yossef
Oren, Roel Peeters, Praveen K. Pendyala, Vladimir Rožić, Geert-Jan Schrijen, Heike Schröder,
François-Xavier Standaert, and Ingrid Verbauwhede.

We thank Prof. Elisa Bertino for inviting us to write this book, Diane Cerra for support-
ing us in all organizational aspects, and Marina Blanton and Jorge Guajardo for their helpful
comments.

Christian Wachsmann and Ahmad-Reza Sadeghi
December 2014
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