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ABSTRACT
A trustworthy repository provides assurance in the form of management documents, event logs, 
and audit trails that digital objects are being managed correctly. The assurance includes plans for 
the sustainability of the repository, the accession of digital records, the management of technology 
evolution, and the mitigation of the risk of data loss. A detailed assessment is provided by the 
ISO-16363:2012 standard, “Space data and information transfer systems—Audit and certification 
of trustworthy digital repositories.”  This book examines whether the ISO specification for trust-
worthiness can be enforced by computer actionable policies. An implementation of the policies is 
provided and the policies are sorted into categories for procedures to manage externally generated 
documents, specify repository parameters, specify preservation metadata attributes, specify audit 
mechanisms for all preservation actions, specify control of preservation operations, and control 
preservation properties as technology evolves.  An application of the resulting procedures is made 
to enforce trustworthiness within National Science Foundation data management plans. 

KEYWORDS
trustworthiness, long-term preservation, digital repositories, data management, policy, digital 
preservation, ISO 16363
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Preface
The definition of repository trustworthiness has been under development for more than 10 years. 
The original specification was created in 2005 by the National Archives and Records Administra-
tion (NARA) based on the tasks required for an Electronic Records Archive (ERA) [19]. The list 
included 852 tasks, of which more than 200 tasks could be automated using policy-based data man-
agement systems. In collaboration with the Research Libraries Group, the RLG/NARA Trusted 
Digital Repository (TDR) criteria [12, 18, 20] were then defined, which reduced the number of 
necessary computer actionable tasks to about 175. The list was further refined to create the TRAC 
standard, the Trusted Repository Audit Checklist [21], which included about 120 computer ac-
tionable tasks. The tasks were designed to manage systems that complied with the Open Archival 
Information Systems standard [16].

The repository audit and certification working group [1] for the Mission Operations and 
Information Management Services (MOIMS) of the Consultative Committee for Space Data 
(ISO MOIMS-rac) provided additional refinements to the trustworthiness assessment criteria, 
culminating in the ISO-16363:2012 standard [2, 3, 17]. Trustworthiness criteria are defined for 
the categories of Organizational Infrastructure, Digital Object Management, and Technical In-
frastructure and Risk Management. For each category, explicit tasks are specified that need to be 
enforced for a repository to be trustworthy. A total of 113 tasks are specified by the ISO standard. 
A research question is how many of these tasks can be automatically enforced using computer 
actionable policies.

In this book we analyze the tasks in the ISO 16363 standard. For each category and each 
task, a set of policies is defined. Computer actionable rules are proposed for automating each task, 
persistent state attributes are defined that are needed to track the outcome of each task, and exam-
ple reports are presented for implementing a trustworthy repository. The policies are available on 
http://github.com under the repository DICE-UNC / policy-workbook / ISO / Rules. This paper 
defines a minimal set of policies, state information, and operations that are needed to automate 
tasks required for managing a trustworthy repository. 

http://github.com
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