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ABSTRACT
This book focuses on the combined cyber and physical security issues in ad-
vanced electric smart grids. Existing standards are compared with classical re-
sults and the security and privacy principles of current practice are illustrated.
The book paints a way for future development of advanced smart grids that
operated in a peer-to-peer fashion, thus requiring a different security model.
Future defenses are proposed that include information flow analysis and attes-
tation systems that rely on fundamental physical properties of the smart grid
system.
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Preface
A few years ago, the first author was in a research meeting with power engi-
neers looking at building a complex power system testbed for studying dynam-
ics. What about “security?” and the knowing response around the room was “of
course it’s secure, at long it’s not overstressed.” Funny response. After somemore
discussion, it became apparent power system security is a different concept than
cyber security, the former being a measure of the system’s operation [20]1 (what
a computer scientist might refer to as safe and live). “No, what if somebody reads
the voltage and power settings?” “Who cares,” was the response. And so, with
this thought in mind, we begin this book.

The work described herein represents a view developed over the last 17
years of working in what is now known as the “smart grid,” both for transmis-
sion (high voltage over long distances between electric substations) and distri-
bution (lesser voltage with delivery to customers from a substation). The na-
tional laboratories that work in the Department of Energy’s mission, national
and international standards bodies, experimentation in the research lab for both
transmission and distribution have all helped to begin to frame the cyber as-
pects of electric power security. The cyber aspects become more intertwined
with the electric power system, so much so that cyber-physical security seems
an appropriate moniker. As this book will uncover, cyber processing and com-
munications system can both help and hinder the resiliency of a power system.
The power system still retains some inherent resiliency and its state of operation
can provide assistance in its protection from attack.

Bruce McMillin and Thomas Roth
July 2017

1“Power system security is the ability to maintain the flow of electricity from the generators to the customers,
especially under disturbed conditions.”
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