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ABSTRACT
Anomaly detection has been a long-standing security approach with versatile applications, rang-
ing from securing server programs in critical environments, to detecting insider threats in en-
terprises, to anti-abuse detection for online social networks. Despite the seemingly diverse ap-
plication domains, anomaly detection solutions share similar technical challenges, such as how
to accurately recognize various normal patterns, how to reduce false alarms, how to adapt to
concept drifts, and how to minimize performance impact. They also share similar detection
approaches and evaluation methods, such as feature extraction, dimension reduction, and ex-
perimental evaluation.

The main purpose of this book is to help advance the real-world adoption and deployment
anomaly detection technologies, by systematizing the body of existing knowledge on anomaly
detection. This book is focused on data-driven anomaly detection for software, systems, and net-
works against advanced exploits and attacks, but also touches on a number of applications, in-
cluding fraud detection and insider threats.We explain the key technical components in anomaly
detection workflows, give in-depth description of the state-of-the-art data-driven anomaly-
based security solutions, and more importantly, point out promising new research directions.
This book emphasizes on the need and challenges for deploying service-oriented anomaly de-
tection in practice, where clients can outsource the detection to dedicated security providers and
enjoy the protection without tending to the intricate details.

KEYWORDS
anomaly detection, data driven, proactive defense, program and software security,
system and network security, outsource, anomaly detection as a service, deployment,
data science, classification, machine learning, novelty detection, program analy-
sis, control flow, data flow, semantic gap, inference and reasoning, code-reuse at-
tack, data-oriented attack, advanced persistent threat, zero-day exploit, system trac-
ing, hardware tracing, false negative, false positive, performance, usability, insider
threat, fraud detection, cyber intelligence, automation, democratization of technol-
ogy, Linux, Android, x86, ARM



ix

Contents
Preface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiii

Acknowledgments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xv

1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.1 Applications of Anomaly Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Cohen’s Impossibility Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.3 Zero-day Exploits and APT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.4 Challenges of Democratizing Anomaly Detection Technologies . . . . . . . . . . . . 6
1.5 Major Developments on Program Anomaly Detection . . . . . . . . . . . . . . . . . . . 7
1.6 New Opportunities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2 ThreatModels . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
2.1 Faults vs. Attacks and Safety vs. Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
2.2 Data-oriented Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
2.3 Insider Threats and Inadvertent Data Leaks . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
2.4 Attacks on Control Flows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
2.5 Mimicry Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
2.6 Segment Length and Mimicry Attack Difficulty . . . . . . . . . . . . . . . . . . . . . . . 19

3 Local vs. Global ProgramAnomaly Detection . . . . . . . . . . . . . . . . . . . . . . . . . . 21
3.1 One Big Model vs. Multiple Small Models . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.1.1 Modeling Byte Distributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
3.1.2 Multiple Clusters for Multiple Behaviors . . . . . . . . . . . . . . . . . . . . . . . . 22
3.1.3 Suitability Test . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

3.2 Local Anomaly Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
3.2.1 n-gram . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
3.2.2 Hidden Markov Model (HMM) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
3.2.3 Finite-state Automaton (FSA) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

3.3 Global Anomaly Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
3.3.1 Examples of Global Anomalies and Detection Attempts . . . . . . . . . . . 28



x
3.3.2 Segmentation and Representing Infinite Traces . . . . . . . . . . . . . . . . . . 30
3.3.3 Inter-cluster and Intra-cluster Anomalies . . . . . . . . . . . . . . . . . . . . . . . 32

4 ProgramAnalysis in Data-driven Anomaly Detection . . . . . . . . . . . . . . . . . . . . 37
4.1 Security Impact of Incomplete Training Data . . . . . . . . . . . . . . . . . . . . . . . . . . 37
4.2 Program Analysis For Guiding Classifiers . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

4.2.1 Quantifying Control-flow Graph . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
4.2.2 Interfacing with Markov Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
4.2.3 Improving Context Sensitivity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

4.3 Program Analysis For Android Malware Detection . . . . . . . . . . . . . . . . . . . . . 44
4.3.1 Android Threat Model and National Security . . . . . . . . . . . . . . . . . . . . 45
4.3.2 Data-dependence Graph and Android Malware Examples . . . . . . . . . . 45
4.3.3 User-trigger Dependence-based Detection . . . . . . . . . . . . . . . . . . . . . . 47

4.4 Formal Language Model for Anomaly Detection . . . . . . . . . . . . . . . . . . . . . . . 48

5 Anomaly Detection in Cyber-Physical Systems . . . . . . . . . . . . . . . . . . . . . . . . . 51
5.1 CPS Security Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

5.1.1 Background on CPS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51
5.1.2 Security and the Physical World . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

5.2 Overview of CPS Anomaly Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54
5.3 Event-aware Anomaly Detection (EAD) Framework . . . . . . . . . . . . . . . . . . . 57

5.3.1 Data-oriented Attacks on CPS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
5.3.2 Reasoning Cyber-Physical Execution Semantics . . . . . . . . . . . . . . . . . . 59

5.4 Event-aware Finite-state Automaton for CPS . . . . . . . . . . . . . . . . . . . . . . . . . 62
5.4.1 Definition of eFSA . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
5.4.2 Event-aware Detection in eFSA . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

5.5 Evaluation of Control-branch and Control-intensity Detection . . . . . . . . . . . 63
5.6 Deployment of CPS Anomaly Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

6 Anomaly Detection onNetwork Traffic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67
6.1 Threats of Clandestine Network Activities . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67
6.2 Sensemaking of Network Traffic For Anomaly Detection . . . . . . . . . . . . . . . . 68

6.2.1 Extrusion Detection in BINDER and its Generalization . . . . . . . . . . . 68
6.2.2 Multi-host Causality and Reasoning . . . . . . . . . . . . . . . . . . . . . . . . . . . 69
6.2.3 Collaborative Sensemaking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

6.3 Definition of Triggering-relation Discovery . . . . . . . . . . . . . . . . . . . . . . . . . . 71
6.4 Discovery of Triggering-relation Graphs for Host Security . . . . . . . . . . . . . . . 73
6.5 Sparsity of Triggering Relations and Cost Matrix . . . . . . . . . . . . . . . . . . . . . . 76



xi

7 Automation and Evaluation for Anomaly DetectionDeployment . . . . . . . . . . 79
7.1 Model Drift and Adapting Anomaly Detection to Changes . . . . . . . . . . . . . . 79
7.2 Sanitizing Training Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

7.2.1 Overview of Sanitization Approaches . . . . . . . . . . . . . . . . . . . . . . . . . . 82
7.2.2 Impact of Basic Sanitization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82
7.2.3 Impact of Collaborative Sanitization . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

7.3 Self-calibration and Gradual Retraining . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
7.3.1 Automatic Training Optimization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
7.3.2 Automatic Threshold Selection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
7.3.3 Performance Under Self-calibration . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87
7.3.4 Gradual Retraining . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

7.4 Tracing Overhead and Intel PT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91
7.5 Experimental Evaluation for Data-driven Anomaly Detection . . . . . . . . . . . . 94

8 Anomaly Detection from the Industry’s Perspective . . . . . . . . . . . . . . . . . . . . . . 99
8.1 Anomaly Detection in Payment Card Industry . . . . . . . . . . . . . . . . . . . . . . . . 99
8.2 Security Operation Centers (SOC) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
8.3 Anomaly Detection in the Pyramid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102
8.4 Building Your Own Anomaly Detection Toolkit . . . . . . . . . . . . . . . . . . . . . . 104
8.5 Leveraging External Knowledge in Cyber Security Pyramid . . . . . . . . . . . . . 106

9 Exciting New Problems andOpportunities . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109
9.1 Deep Learning and Instruction-level Anomaly Detection . . . . . . . . . . . . . . . 109
9.2 Post-detection Forensic, Repair, and Recovery . . . . . . . . . . . . . . . . . . . . . . . . 111
9.3 Anomaly Detection of Concurrency Attacks . . . . . . . . . . . . . . . . . . . . . . . . . 111
9.4 Mimicry Generation, Insider Threat Detection, Automation, and

Knowledge Base . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

Bibliography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

Authors’ Biographies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151



xiii

Preface
Anomaly detection is one of the few proactive defense approaches. This book is intended to pro-
vide an introduction to anomaly-based security defense techniques with a focus on data-science
based approaches. The book summarizes the history and the landscape of anomaly detection re-
search, systematizes and contextualizes the existing solutions, explains how various components
and techniques are connected and related to each other, and more importantly, points out the
exciting and promising new research and development opportunities in data-driven anomaly
detection. The book focuses on the anomaly detection in program executions and computer
networks. It can be used as a textbook for advanced graduate courses, or undergraduate senior
elective courses.

As the need for security is becoming an integral part of the society, we intend to make
this book useful and accessible for a large audience, including cybersecurity professionals at all
levels, data scientists, usability engineers, and various application-domain experts. Achieving
cyber security depends on inter-disciplinary research and development efforts.

The book is titled Anomaly Detection as a Serice. It is a grand and ambitious vision that
has yet to become reality. Throughout the book, we discuss how current technologies could be
extended to achieve anomaly detection as a service and the gaps to be filled. With the unprece-
dented advances on data science and growing interests from both the academia and industry on
anomaly detection, the timing for pushing for this vision could not be any better. We hope this
book can encourage and engage researchers, practitioners, and vendors in anomaly-detection
related innovations.

The book is organized as follows. The first three chapters introduce the anomaly detection
fundamentals. The next four chapters dive into key technical areas, including program analysis,
cyber-physical systems, sensemaking, and automation. The last two chapters describe industry
development and future opportunities.

A brief summary of each chapter is as follows. In Chapter 1, we give an overview of the
field of anomaly detection with a focus on the past, present, and future of program anomaly
detection. We also describe the vision of anomaly detection as a service. In Chapter 2, we point
out the importance of defining threat models in anomaly detection, and introduce major attack
categories against programs, as well as the attacks against detection systems. In Chapter 3, we
describe basic techniques for modeling program behaviors, and explain the differences between
local anomaly detection and global anomaly detection.

In Chapter 4, we show various ways that insights from code analysis can substantially im-
prove data-driven anomaly detection, including Android malware detection. In Chapter 5, we
show how to reason about control-program semantics with respect to the physical environment,
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which is important for protecting cyber-physical systems. In Chapter 6, we describe several
network anomaly detection methods that are all based on making sense of massive amounts of
network traffic. In Chapter 7, we show the technical advances in automating n-gram based de-
tection, including automatic calibration, adjustment, andmaintenance. In addition, we point out
the key requirements for conducting rigorous experimental evaluation of data-driven anomaly
detection.

In Chapter 8, we give an overview of anomaly detection technologies in the security in-
dustry and point out the anomaly-detection components in various commercial products. In the
last Chapter 9, we point out several exciting new research and development opportunities that
will help realize the vision of the anomaly detection as a service.

Danfeng (Daphne) Yao, Xiaokui Shu, Long Cheng, and Salvatore J. Stolfo
October 2017
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