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ABSTRACT

As digital collections continue to grow, the underlying technologies to serve up content also con-
tinue to expand and develop. As such, new challenges are presented which continue to test eth-
ical ideologies in everyday environs of the practitioner. There are currently no solid guidelines or
overarching codes of ethics to address such issues. The digitization of modern archival collections,
in particular, presents interesting conundrums when factors of privacy are weighed and reviewed
in both small and mass digitization initiatives. Ethical decision making needs to be present at the
onset of project planning in digital projects of all sizes, and we also need to identify the role and
responsibility of the practitioner to make more virtuous decisions on behalf of those with no voice
or awareness of potential privacy breaches.

In this book, notions of what constitutes private information are discussed, as is the potential
presence of such information in both analog and digital collections. This book lays groundwork to
introduce the topic of privacy within digital collections by providing some examples from docu-
mented real-world scenarios and making recommendations for future research.

A discussion of the notion privacy as concept will be included, as well as some historical
perspective (with perhaps one the most cited work on this topic, for example, Warren and Brandeis’
“Right to Privacy,” 1890). Concepts from the The Right to Be Forgotten case in 2014 (Google Spain
SL, Google Inc. v Agencia Espatiola de Proteccion de Datos, Mario Costeja Gonzdlez) are discussed as to
how some lessons may be drawn from the response in Europe and also how European data privacy
laws have been applied. The European ideologies are contrasted with the Right to Free Speech in
the First Amendment in the U.S., highlighting the complexities in setting guidelines and practices
revolving around privacy issues when applied to real life scenarios. Two ethical theories are ex-
plored: Consequentialism and Deontological. Finally, ethical decision making models will also be
applied to our framework of digital collections. Three case studies are presented to illustrate how

privacy can be defined within digital collections in some real-world examples.

KEYWORDS

privacy, ethical decision making, digital collections, digital libraries, redaction, digitization
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Preface

While standards and benchmarks have been determined and established for many of the more
practical aspects of a digital librarian’s day-to-day existence (such as basic digitization capture
standards and defined metadata schemas), there are other more nuanced and complex situations
that arise to test an area of the profession, which to date has proved to be largely undocumented
and under researched. In this book, varying notions of what constitutes private information will be
discussed, as will the potential presence of such information in both analog and digital collections.
There are currently no solid guidelines or overarching codes of ethics to address such issues. Pub-
lishing private information can have damaging consequences as a result of widely disseminating
this data via open digital collections. The practitioner becomes the responsible party for this disclo-
sure through the action of sharing digital content as part of their daily work.

Once content is published onto an openly accessible platform, there are ramifications to con-
sider as a result of the action of publication. The responsibility of this action needs to be addressed,
as well as considering selected, existing professional ethical standards that can help guide better,
more ethical decision making. This book will strive to lay some groundwork to introduce the topic
of privacy within digital collections by providing some examples from documented real-world sce-
narios and making recommendations for future research. I will also include some viewpoints that
speak to my particular experiences with regard to the work we do in digital libraries, through a few
personal anecdotes.

An initial discussion of the notion of privacy as concept will be included, and will include some
historical perspectives (with perhaps one the most cited work on this topic, for example, Warren and
Brandeis’ “Right to Privacy” (1890)). Concepts from the The Right to Be Forgotten case in 2014
(G’oog/e Spain SL, Google Inc. v Agencia Espariola de Proteccion de Datos, Mario Costeja Gonzdlez) will
be elaborated on as to how some lessons may be drawn from the response in Europe and also how
European data privacy laws have been applied. The European ideologies will be contrasted with the
Right to Free Speech in the First Amendment in the U.S., and the complexities in setting guidelines
and practices revolving around privacy issues when applied to real life scenarios will be highlighted.
Two ethical theories will then be briefly explored: Consequentialism and Deontological. Finally, eth-
ical decision making models will also be applied to our framework of digital collections.

Three case studies are presented to illustrate how privacy can be defined within digital col-
lections in some real-world examples. First, the libel lawsuit against Cornell University in 2008 will

be explored in the first case study, as one of only first lawsuits to go to court around a digital col-

lection. Then, an examination of Reveal Digital’s decision to digitize and publish the full run of On
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Our Backs, a lesbian erotica magazine which was in publication from 1984-2006 in the company’s
Independent Voices project for a second case study. The online publication of roughly 20 years of the
magazine essentially outed hundreds of women by pushing a limited-run print journal to a much
broader audience. Finally, a look at a less traditional “digital collection” of images within a subreddit
will be explored and considered.

Finally, a recommendation of some core values and practices to consider for digital librarians
will be made to provide a usable framework in decision making and project planning. While the
American Library Association (ALA) has an existing Code of Ethics in place for the profession at
large, the notion of privacy in the code is more centered around a patron’s right to privacy, and does
not address some of the other aspects of privacy and personal information that can be relevant in
digital collections. Initial recommendations will be provided as a starting place for digital librarians,
modeled in part from charters and principles from related writings and resources.

As digital collections continue to grow, the underlying technologies to serve up content
also continue to expand and develop. As such, new challenges are presented which continue to
test ethical ideologies in everyday environs of the practitioner. The digitization of modern archival
collections, in particular, presents interesting conundrums when factors of privacy are weighed and
reviewed in both small and mass digitization initiatives. Ethical decision making needs to be pres-
ent at the onset of project planning in digital projects of all sizes, and we also need to identify the
role and responsibility of the practitioner to make more virtuous decisions on behalf of those with

no voice or awareness of potential privacy breaches as result of these decisions.
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Introduction

As someone who has worked in the digital library landscape for the past decade or so, I have come
to find an interesting quandary that has become increasingly apparent in certain digital projects
that cross my desk. Digital librarians have created and strive to adhere to certain benchmarks and
guidelines for many aspects of the work, such as concrete digitization, and capture standards within
national guidelines such as Federal Agencies Digital Guidelines Initiative (FADGI) and also from
institutions like the National Archives (such as the Technical Guidelines for Digitizing Archival
Materials for Electronic Access).

Other, more subtle aspects of the job are ultimately determined by the practitioner, or may
be put to a working group or committee for final decisions. Some of the more perplexing areas,
such as the more complex, murkier copyright issues or potential violations of privacy as result of
digitization projects, have yet to be discussed widely. Perhaps these more difficult areas are harder
to navigate and also imply a certain amount of risk, and we are arguably still in the early pioneer
days of digital librarianship as a profession.

'The aspect of privacy in digital collections is of particular interest, since the decisions practi-
tioners make have very real and tangible impacts on the outside individual whose personal informa-
tion may be at risk of disclosing, particularly in the era of broadcasting increasingly large amounts
of digital media and information within connected networks with virtually perfect “memory.” The
decisions around whether or not to digitize and publish content containing personal information in
an online arena need to be weighed and examined as to potential risk and harm to the individual(s)
impacted most directly by these actions.

Digital collections represent a digital version of analog collections and holdings (or are born
digital content). These are materials that may be deemed rare, valuable, and/or of high potential
interest for researchers. Candidates for digitization are accompanied with a number of factors that
can impact or even impede dissemination—concerns of authorship, ownership, intellectual prop-
erty, preservation, privacy, and so on. One rationale around digital collections is focused on digi-
tization as preservation for aging materials, capturing a version of the original before any further

loss occurs. In doing so, it prevents further handling of the original through its digital surrogate,

1 There is a fascinating book entitled Delete: The Virtue of Forgetting in the Digital Age on the notion of memory

and forgetting in a digital landscape by Victor Mayer-Schénberger (2009), who poses the idea of purposefully
programming forgetfulness into technology, to provide a more forgiving, fallible (and human-like) network.
And others like Pekka Henttonen call for more of a life cycle model, much like physical retention schedules,

to set an expiration based on the orginal intent of information or a “purpose limitation principle” (Henttonen,
2017, p. 291).
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although the wide dissemination presents its own set of challenges for the digital version. Copy-
right is one such complex area that could prevent distribution before the practitioner loads content
into a wider arena of discovery. A copyright review will often take place before ingest and has been
well documented and incorporated into production workflows, while privacy reviews have rarely
been discussed widely for digital projects.

As digital librarians, our jobs often combine elements of project management and a certain
level of technology skills and knowledge. This position often combines the more nuts and bolts
aspects of the digitization and capture processes of digital media with more conceptual ones in
understanding how digital platforms work, particularly in the indexing and ingesting functions.
Depending on the institution, digital librarians can often feel that we work in a relatively lonely
corner (depending on the size of your institution and the scope of its digital initiatives), in part due
to the newness of the profession. These services often exist in a less traditional corner of library
services, and some of us may be in the midst of reaching to full potential and ultimately could still
be defining roles and services.

I have worked at two different academic libraries over the past decade, as the first person
with the title of digital librarian at the institution, and previous to that, as a digital archivist within
a museum setting. This aspect of defining one’s role is, for the most part, a very freeing position,
as it allows one to come into a brand new position and help mold expectations. However, a conse-
quence of this situation has also meant that there has been a lack of direct mentorship that is often
present in the more traditional library departments like Reference, Archives, or Cataloging (and
in my case, getting the library science degree before digital library classes were offered). These are
areas that have many decades of experience to impart on new hires as part of the training. As such,
digital librarians face some interesting daily challenges that allow for a certain level of creativity and
collaboration for the individual to craft the position and find answers to new problems as they arise,
but lack the same level of standardization of practice that other areas of the library may already
have in place. I also feel that the ethical areas can often lag behind the practice and the real world,
particularly when the especially puzzling ethical conundrums present themselves, serving to be a
very important piece of the long-term conversation and identifying themselves as areas in need of
more discussion and awareness.

More recently, I have worked on a few specific digital projects that have had a higher po-
tential of materials that contain private information. This is in part due to a grant which revolves
around a modern archival collection. As such, many living individuals are represented in some way
within the archival collections. The grant project has led to many frequent internal conversations
to define exactly what constitutes private information within our institution, a process that had not
been done before with regard to open digital collections. Digital librarians are, in one regard, the

final gatekeeper of the information contained within digital collections. Practitioners decide when

to upload and index collections to broadcast information to a wider arena than the former offline,
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analog version allowed. “Exactly what information is developed and published is often the result
of judgments and decisions made by numerous gatekeepers.” (Mason, Mason, and Culnan, 1995,
p- 264). As the final gatekeeper before wider dissemination, we are tasked with a responsibility to
enforce both institutional policy (if available) and also be aware of more subtle, ethical issues that
result as a consequence to our actions.

While the American Library Association (ALA) has addressed notions of patron privacy
surrounding circulation records in the past, there has been a shortage of discussion and under-
standing revolving around the idea of privacy (and privacy violations) within digital collections at
large. This has ultimately led to a disparity in practice within the profession, wherein decisions may
often be made on the fly during initial project proposals and content selection regarding privacy, or
perhaps not addressed at all. One of the more relatable units within the library that can be referred
to for practice and policy around balancing issues of access levels and privacy is the archives. The
archival community have long grappled with these issues in physical holdings, and how to best
balance and determine access levels to more sensitive material (Gilliland and Wiener, 2014; Bingo,
2011; Benedict, 2003; MacNeil, 1992). In part, this is due to the fact that the originators of content
(i.e., information producers) could be individuals, organizations, or families that may be unaware of
the scope or existence of sensitive information within collections (Wood and Lee, 2015).

Privacy is a complex and often thorny issue present in modern society, with many varying
opinions as to the scope and control of one’s personal privacy and right (or expectation) to privacy.
This issue is intriguing to me on a personal level since I have at times found myself in a moral
conflict on this topic of privacy within digital collections, mainly between the work as gatekeeper to
openly accessible digital collections, and as an individual who may have a higher level of expectation
or desire of privacy in my personal life. I have been fortunate to have spent most of my professional
work on projects that are, for the most part, freely and openly accessible digital collections with little
to no risk of disclosing private information. The processes involved in translating analog collections
into open, fully indexed digital collections is personally satifying to enable the dissimenation of in-
formation. Yet, at the end of the day, I leave my full-time job and have the option to live a se/ectively
offline existence of relative anonymity in rural Northeast Ohio. I enjoy the peace and quiet that
is attached to living in the remote countryside, affording at times a rather purposeful detachment
from modern life. And in becoming a parent recently, I have come to realize that true sense of com-
plete privacy, and the chance of a truly encompassing, offline existence for my children, is increas-
ingly difficult in modern society (difficult, or perhaps impossible with the availability of a mountain
of public data at the end of any Google search on any person). I share these personal aspects of my
particular viewpoint here in the introduction, since I feel these ultimately play an important role
in how I consider and make decisions to share information that is in the nature of the position of

digital librarian. The decisions that practitioners make on a regular basis to publish and share widely

content with private information will impact, and continue to impact, the lives of others as a direct



XX

INTRODUCTION

consequence of disclosing information online (and, as such, my role as the publisher of information
becomes the active agent in the transformation from analog to digital containers).

Therefore, I have, within the role my position affords, a certain authority and capability to
infringe on other’s privacy by posting content to an openly accessible digital platform that may
contain personal information. The process of digitizing analog collections and publishing online
entails that items will be captured, described, and shared broadly to anyone with a solid Internet
connection, in varying levels of discoverability through processes such as optical character recog-
nition (OCR), transcription, and other methods to further liberate information from its physical
container. As mentioned earlier, librarians have created selection criteria and related guidelines that
serve to inform our work and justify decision making to build both physical and digital collections.
Although as some of the real-world examples will show below, we oftentimes cannot fully compre-
hend the full implications of online dissemination and consumption, and as such need to be more
mindful and aware of potential privacy disclosure.

Furthermore, as richly complex and complicated the notions surrounding privacy issues are,
the related ethical decision making can be equally tricky and problematic. Ethical conundrums
often fall into various shades of gray, with no easily definable right or wrong side to be found.
Related decision making cannot often be put into fixed, predictive patterns due to these nuances
and complexities. Each case can present new challenges and aspects to consider, and will therefore
not likely fall into predefined, cookie cutter policies and/or frameworks. Frequently, such scenarios
also fall outside of the range of legality, and can pose more of a moral dilemma for practitioners.
Factors of permission or informed consent of content projected for online dissemination in digital
collections can frequently be absent for consultation in project planning, and should be more at the
torefront. And, finally, how can professionals become more keenly mindful of the impact and con-
sequence(s) of digital publication of information? The first step is to create a framework or model
for ethical decision making. Recently, some trends and conversations in conferences such as the Na-
tional Forum on Ethics and Archiving the Web and projects such as student life documentation at
the Barnard Archives and Special Collections can point to more ethical considerations and treat-
ment within the profession. The world of open access can at times conflict with individual privacy.

'This title will strive to address concerns from both sides of the issue, acknowledging advo-
cates of open access and privacy. I come into this debate as a practitioner who loves connecting the
end user with resources by way of the free, open digital repositories, and as an individual who very
much enjoys a private existence with a selective disclosure of personal information. The topic of
privacy at large has been extremely intriguing as it often inflicts a dilemma at a fundamental level

personally, with the desire to continue to build free and open digital collections while respecting

2 Charlotte Kostelic presented on this topic at the 2017 Digital Library Federation (DLF) Forum about in-

formed consent and care ethics on student life documentation project.
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privacy boundaries of the individual. Ethical decision making can assist in this endeavor, finding
solutions to best address the right to privacy balanced with the right to access.

As van Dijck (2013) noted in The Culture of Connectivity: A Critical History of Social Media,
the boundaries between private and public life continue to be blurred with the rise of technological
innovations and infrastructures. One such innovation is the digital library or repository, releasing
the contents of an offline analog (or in some cases, born digital) into a larger realm of discoverability
to a worldwide audience. Digital collections within these frameworks continue to build abundant
amounts of information, providing the potential of connecting relatively disparate pockets of infor-

mation on any given search query quite easily through the networked infrastructures.

Contemporary culture is fraught with its own debate over virtualism and the con-
tradictions it presents. We live in a world where, as a result of digital communication
technologies, we are increasingly connected fo each other. These technologies distribute us,

extending us in profound ways (Miller, 2016, p. 2).

This aspect of a connective, limitless virtual world of information is wherein the potential privacy
violation can exist.

As law professor Daniel Solove reflects, “The amount of personal information archived will
only escalate as our lives are increasingly digitized into the electric world of cyberspace.” (Solove,
2004, p. 26). The availability of data held throughout an endless number of networked and connected
resources is staggering; content containing private information is oftentimes posted without an
awareness of the individual in question. The enormity of the information readily available, wherein
lives the potential for harm, increases as the virtual universe continues to grow exponentially. In-
trona (1997) has framed this convergence of public and private spaces via information technologies
to challenge individuals by providing “fewer possibilities for making their existence their own.” (p.
272). And Pekka Henttonen (2017, p. 287) ponders if in the end all spaces are potentially public
ones, when examining all the ways individuals and others create digital information constantly.

'The decision point for practitioners to release private information by way of the digitiza-
tion and publication of the content is the central piece that directly impacts the overall scope and
reach of content. One can also weigh the prospect of a nearly perfect memory inherent to digital
networks of information (or Pekka Henttonen reflects on this as Bentham’s panopticon in digital
format, without spatial or temporal limits (2017, p. 290)), by way of the unrelenting technical
structures with full index search capabilities. This idea can be directly juxtaposed with notions of
programmable memory loss in computing (as suggested in the title Delete), or in the desire from the
individual to remove content with their personally identifiable information as an act of erasure (as
in The Right to be Forgotten case and subsequent ruling in Spain). A purposefully fallible machine
designed to forget is just as fascinating and complex, but it is outside the scope of this discussion.

Instead, the intent at this point is to make a call to digital librarians to begin to craft a framework
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and model that can navigate varying levels of complexity related to privacy in digital collections,
working toward a more holistic consideration of privacy in the role, and impact of, publishing dig-
ital content and information.

We will also explore some key concepts in the differing notions of privacy, and how ethical
decision making can be applied as we continue to navigate these murky waters. Specific examples
of how privacy may be present at different levels in digital projects will also be discussed. Recom-
mendations will be provided as to how practitioners can better address these conundrums internally
in a more conscious, concerted effort to address potential privacy breaches. Increasingly, complex
questions have arisen in the ongoing publication of more and more content housed in open digital
repositories. The enormous amount of information online can be overwhelming, and ultimately we
practitioners need to hold ourselves accountable to make ethical decisions, and find a higher level

of consistency in our role as stewards and gatekeepers of digital collections in this regard.
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