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ABSTRACT

With growing interest in computer security and the protection of the code and data which ex-
ecute on commodity computers, the amount of hardware security features in today’s processors
has increased significantly over the recent years. No longer of just academic interest, security
features inside processors have been embraced by industry as well, with a number of commer-
cial secure processor architectures available today. This book aims to give readers insights into
the principles behind the design of academic and commercial secure processor architectures.
Secure processor architecture research is concerned with exploring and designing hardware fea-
tures inside computer processors, features which can help protect confidentiality and integrity of
the code and data executing on the processor. Unlike traditional processor architecture research
that focuses on performance, efficiency, and energy as the first-order design objectives, secure
processor architecture design has security as the first-order design objective (while still keeping
the others as important design aspects that need to be considered).

'This book aims to present the different challenges of secure processor architecture design
to graduate students interested in research on architecture and hardware security and computer
architects working in industry interested in adding security features to their designs. It aims to
educate readers about how the different challenges have been solved in the past and what are the
best practices, i.e., the principles, for design of new secure processor architectures. Based on the
careful review of past work by many computer architects and security researchers, readers also
will come to know the five basic principles needed for secure processor architecture design. The
book also presents existing research challenges and potential new research directions. Finally,
this book presents numerous design suggestions, as well as discusses pitfalls and fallacies that
designers should avoid.

KEYWORDS

secure processor design, processor architecture, computer security, trustworthy
computing, computer hardware security
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Preface

Recent years have brought increased interest in hardware security features that can be added to
computer processors to protect sensitive code and data. It has been realized that new hardware
security features can be used to provide, for example, means of authentication or protection of
confidentiality and integrity. The hardware offers a very high level of immutability, helping to
ensure that it is difficult to change the hardware security protections (unlike with software-only
protections). Hardware cannot be as easily bypassed or subverted as software, as it is the ultimate
lowest layer of a computer system. Finally, dedicated hardware for providing security protections
can potentially offer energy efficiency and minimal impact on system performance.

Yet, adding security features in hardware has many challenges. Defining what has to be
secured, and how, is often a subjective choice based on qualitative arguments—unlike the quan-
titative choices that computer architects are used to making. Moreover, once made, the hardware
cannot be easily changed, which necessitates careful design of the security features in the first
place. The secure architecture design process also requires foresight to include features and al-
gorithms that will be suitable for many years to come. Perhaps the biggest challenges are the
attacks and various information leaks that the system should protect against. Not only random
errors or faults need to be considered, but the system also needs to defend against “smart” at-
tackers who can intelligently manipulate inputs or probe the hardware to try to maximize their
chances of subverting the computer system’s protections.

'This book assumes readers may be at the level of a first- or second-year graduate student
in computer architecture. The book is also suitable for more senior students or for practicing
computer architects who are interested in starting work on the design of secure processor ar-
chitectures. The book provides a chapter on security topics such as encryption, hashing, confi-
dentiality, and integrity, to name a few—consequently a background in computer security is not
required. It is the hope that this book will get computer architects excited about security and
help them work on secure processor architectures.

'The chapters of this book are based on research ideas developed by the author and also
ideas gleaned from papers that a variety of researchers have presented in conferences such as
ISCA, ASPLOS, HPCA, CCS, S&P, and Usenix Security. Information is also included about
recent commercial architectures, such as Intel SGX, ARM TrustZone, and AMD memory en-
cryption technologies. The book, however, is not meant as a manual or tutorial about any one
specific security architecture. Rather, it uses past academic and industry research to derive and
present the principles behind design of such secure processor architectures.

'This book is divided into ten chapters. Chapter 1 focuses on motivating the need for
secure processor architectures and gives an overview of the book’s organization. Chapter 2 covers
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basics of computer security needed for understanding secure processor architecture designs. It
can be considered an optional chapter for those already familiar with major computer security
topics. Chapter 3 discusses main features of secure processor architectures, such as extending
processors with new privilege levels, or breaking the traditional linear hierarchy of the privilege
levels. Chapter 4 focuses on the Trusted Execution Environments which are created by the
hardware and software Trusted Computing Base, and discusses various protections that secure
architectures can offer to the Trusted Execution Environments. Chapter 5 introduces the Root
of Trust from which most of the security features of a secure processor architecture are derived.
Chapter 6 is an in-depth discussion of protections that secure architectures use to protect main
memory, usually DRAM. Chapter 7 overviews security features that target designs with many
processors or many processor cores. Chapter 8 gives extended review of side channel threats,
processor features that contribute to existence of side channels, and ideas for eliminating various
side channels. Chapter 9 is an optional chapter, which can be considered a mini survey of work
on security verification of processor architectures and hardware. Chapter 10 concludes the book
by presenting the five principles for secure processor architecture design, along with research
challenges and future trends in secure processor designs.

After finishing this book, readers should be familiar with the five design principles for
secure processor architecture design, numerous design suggestions, as well as become educated
about pitfalls and fallacies that they should avoid when working on secure processor designs.
Most importantly, security at the processor and hardware level is a crucial aspect of today’s
computers, and this book aims to educate and excite readers about this research area and its
possibilities.

Jakub Szefer
October 2018
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