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ABSTRACT

As the structure of contemporary communication networks grows more complex, practical net-
worked distributed systems become prone to component failures. Fault-tolerant consensus in
message-passing systems allows participants in the system to agree on a common value despite
the malfunction or misbehavior of some components. It is a task of fundamental importance for
distributed computing, due to its numerous applications.

We summarize studies on the topological conditions that determine the feasibility of con-
sensus, mainly focusing on directed networks and the case of restricted topology knowledge at
each participant. Recently, significant efforts have been devoted to fully characterize the under-
lying communication networks in which variations of fault-tolerant consensus can be achieved.
Although the deduction of analogous topological conditions for undirected networks of known
topology had shortly followed the introduction of the problem, their extension to the directed
network case has been proven a highly non-trivial task. Moreover, global knowledge restric-
tions, inherent in modern large-scale networks, require more elaborate arguments concerning
the locality of distributed computations. In this work, we present the techniques and ideas used
to resolve these issues.

Recent studies indicate a number of parameters that affect the topological conditions
under which consensus can be achieved, namely, the fault model, the degree of system syn-
chrony (synchronous vs. asynchronous), the type of agreement (exact vs. approximate), the level
of topology knowledge, and the algorithm class used (general vs. iterative). We outline the fea-
sibility and impossibility results for various combinations of the above parameters, extensively
illustrating the relation between network topology and consensus.

KEYWORDS

consensus, network topology, message-passing systems, asynchronous systems, syn-
chronous systems, topological conditions, broadcast, reliable message transmission,
local adversary, general adversary



Listof Figures . . ... ... xi
Listof Tables. ......... ... ... . i xiii
Listof Algorithms . ........ .. ... ... . ... . . . XV
Preface ... ... ... . xvii
Acknowledgments ........... . xxi
PART 1 Network Topology and Fault-Tolerance . . .. ... 1
Introduction . ... ... ... . 3
1.1 Computational Model ........ ... . . 3
1.1.1 Synchrony ...... ... 4
1.1.2 Inputsand Outputs. ...ttt 5
1.1.3 Initial Knowledge of Processes ........... ... ... .. . ... .. ... 5
1.2 Adversary Model .. ... 6
1.2.1 Corruptible Sets ... 6
1.2.2 Corruption Type . ... ..o 7
1.2.3 Corruption Time. ... ... ... i 7
1.3 Consensus Problems. ....... ... .. ... . 8
1.3.1 Exact Consensus ... ......ouuuuunniiiiiiiiiiineeen. 8
1.3.2 Approximate and Asymptotic Consensus ....................... 10
1.4 Algorithm Constraints . . . ..., 11
1.4.1 Synchronous IAC Algorithms ........... ... ... .. .. ... ..., 12
1.4.2 Asynchronous IAC Algorithms .......... ... ... ... ... .. .... 12
1.4.3 Comparison of General and Iterative Algorithms ................. 13
1.5 Summaryof Results .......... ... ... o i il 14
1.6 Related Work . ... 15
1.6.1 Related Problems in Incomplete Networks ...................... 15

Contents

1.6.2 Recent Progress . ........ .. ... .o 16



viii

Consensus and Network Topology . .......... ... ... ... ... .... 19
2.1 The Undirected Network Case............. .. .. ... .. iiiiiiiiaa.. 19
2.1.1 Synchronous Networks . ........ ... ... ... ... 20
2.1.2 Asynchronous Networks . ......... .. oo i i 22
2.2 'The Directed Network Case.......... ... oo, 23
2.3 Network Preliminaries ............ ... .. ... . i 26
2.3.1 The Network .. ... 26
2.3.2 Graph Terminology ......... ... ... . i 26
2.3.3 Communication Redundancy Between Sets ..................... 27
2.4 Network Topology and Consensus ....................coiiiiiinnnn. 28
241 General Algorithms ........ ... . ... ... . . . 28
2.4.2 Tterative Algorithms ........ ..o 29
2.5  Relations among Tight Conditions . . .............. ... ... .o ... 30

PART II Consensus with a Global Adversary. ........ 33

Synchronous Crash Fault Tolerance . . ................................. 35
3.1 Topological Conditions and Implications ................. ... ......... 35
3.2 Necessity of Conditions CCS-1and CCS-G ....... ... ... ... ... 37
3.3 Approximate Consensus Algorithm ........... ... ... . ... ... .. ... 38
3.4 Exact Consensus Algorithm ......... .. ... ... .. ... . i ... 42
3.4.1 Algorithm Min-Max..........o oottt 42
3.4.2 Correctness of Algorithm Min-Max ........................... 43
Asynchronous Crash Fault Tolerance . . . .............. ... ... ......... 45
41  Conditions Relations and Implications . .............. ... ... .. 45
42  Tterative Approximate Consensus . ..............c.eeuuuuueeeeeeenn... 47
4.2.1 Necessity of Condition CCA-L. ... . ... .. o i, 48
4.2.2 Sufliciency of Condition CCA-I ... ... ... ... ... ... ... 48
43  General Approximate COnSensus . ... ..........euuueueeeeeeeeeeeenn. 53
4.3.1 Necessity of Condition CCA-G........ ... ... ... ... 53

4.3.2 Sufficiency of Condition CCA-G ........ ... ... .............. 53



Byzantine Fault Tolerance . . . ....... ... ... ... ... ... ... ... ..., 57

5.1  Implications of Conditions BCS-Iand BCS-G ..................... ... 57
52 Reduced Graph ....... ... .. . . .. 59
5.3  Iterative Approximate Consensus . .............c.c.euuuuiiueenneenn... 61
5.3.1 Necessity of Condition BCS-T ........ ... ... ... ... 61
5.3.2 Sufficiency of Condition BCS-1........... ... . ... ... ... 63
53.3 Condition BCA-T . ... 65
5.4 General Algorithms .. ... 66
5.4.1 Necessity of Condition BCS-G .......... ... ... ........... ... 67
5.4.2 Sufficiency of Condition BCS-G .......... ... . ... .. oo 67
Relay Depth and Approximate Consensus . . ............................ 77
6.1  Iterative k-Hop Algorithm ......... ... ... i i i i, 77
6.2  Asynchronous Crash Fault Tolerance ............. ... ... .. . ... 78
621 Thek=1Case........ i 78
622 Generalk Case ........ .. i 79
6.2.3 Condition Relation ........... ... ... .. i i 81
6.2.4 Topology Discovery and Unlimited Relay Depth ................. 82
6.3  Synchronous Byzantine Fault Tolerance ............. ... .. ... ... .... 85
6.3.1 Condition BCS-k ... ... ... . 85
6.3.2 Necessity and Sufficiency ........... ... ... ... ... 85

PART III Other Adversarial Models................ 89

Broadcast Under Local Adversaries ................................... 91
7.1  Preliminaries and Topological Conditions ............................ 92
7.2 Necessity of Condition PLC for ad hoc Broadcast ...................... 94
7.3 Feasibility of ad hoc Broadcast ............. ... ... .. oo ool 95
7.4 Relation with Consensus Feasibility ............... ... .. ... ... .. 97
7.5 Model EXtensions. . .. ...uuutui et e 98

7.5.1 Non-Uniform Model ....... ... ... . . . . . . 98

7.5.2 Directed Networks ... ... ... 98
7.6 Maximum Tolerable Number of Local Faults ... ....................... 99

7.6.1 Bounds on Max CPA Resilience .................c.ovoun. .. 100

7.6.2 Efficient Approximation of Max CPA Resilience ................ 101




General Adversary .......... ... ... ... 105

8.1  Approximate Byzantine Consensus Under a General Adversary .......... 106
8.1.1 Impossibility of Approximate Consensus. ...................... 106
8.1.2 General Adversary IAC Algorithm .............. ... ... ..... 107
8.2  Reliable Communication Under Partial Topology Knowledge ........... 109
8.2.1 Preliminaries ......... ...ttt 109
8.2.2 'The Algebraic Structure of Partial Knowledge . .................. 110
8.2.3 Necessary Topological Condition . ...........o.uuuuuuuuennnn... 112
8.2.4 Sufficiency of Condition GRC ...... ... ... ... ... 113
8.2.5 Relation with Consensus Feasibility . .......................... 117
Bibliography . ... . 119

Authors’ Biographies ........ ... ... ... 129



21
2.2
2.3
2.4
2.5

5.1

7.1
7.2

8.1

List of Figures

A weakly connected network where consensus is impossible............... 24
A network that is nor strongly connected but still allows consensus. ........ 24
An example network that tolerates one crash fault. ......... ... ... ... .. 25
A network that illustrates redundant communication between sets. ........ 27
Relations of the tight topological conditions. All inclusions are strict. ... ... 32

Illustration for the necessity proof of Theorem 2.14. The case of

f+1 f+1
CUR A Land LUC A R. .ot eiiie e 62
Indistinguishable graphs G and G’ in the ad hoc model. . .. ............... 94
A tight example for the approximation ratio. ......................... 103

Example of the joint knowledge operation @. ........................ 111




1.1

2.1

List of Tables

Summary of recent results on directed networks . ........... ... ... . ...

Tight conditions for undirected networks with a global adversary..........

xiii




3.1
3.2
3.3
4.4
4.5
5.6
5.7
5.8
59
5.10
6.11
6.12
6.13
6.14
7.15
7.16
7.17
8.18
8.19
8.20
8.21

List of Algorithms

AVerage .. ... 39
Min-Max ..o 43
Compute(t, Function) .. ... i 43
LocWA (Local-Wait-Average) .........ouiiiiiniiiiiiiiiiiiiinnn 49
WA (Wait-and-Average) .............uuuuuuuuunemeneeeeeen.. 55
IBS (Iterative-Byzantine-Synchronous) .............................. 64
IBA (Iterative-Byzantine-Asynchonous) ...................oooiuuunn. 66
BC (Byzantine-Consensus) . .........ouiiiiiiniiiiiiiiiiiiiiiia 70
Propagate (P, D) ... 72
Equality (D) ... 73
k-LocWA (Local-Wait-Average) .............oiiiiiiiiiiiiiiinnnn. 80
LWA (Learn-Wait-Average) .. .......ouuuuutieiiniuiiieennannne... 84
Trm( M) oo 87
ISB (Iterative-Synchronous-Byzantine) .............................. 88
CPA (Certified-Propagation-Algorithm) ............... ... ... ... .. 96
Existence check of a minimum m-level ordering for (G,s) .............. 102
2-Approximation of f£,.SPA 102
G-IAC (General-adversary-IAC) ... ... . i 108
RMT-PKA (RMT Partial Knowledge Algorithm) .................... 114
Decision(M,, lastmsg) ... ... 115

NoOCOVEr(M) .« ot 116




xvii

Preface

The rapid growth of networked systems (e.g., the Internet, sensor networks, social networks,
financial networks, etc.) naturally presents increased vulnerability concerns regarding their com-
ponents. Considerations arising from this phenomenon are formally addressed in the study of
Sfault-tolerant distributed computing. In this book, we focus mainly on the fault-tolerant consensus
problem, which allows interacting participants of a networked system to reach an agreement
despite the presence of misbehavior. Consensus is a primitive of fundamental importance for
distributed computing and cryptographic protocols due to its wide range of applications. For
instance, it serves as a building-block for redundant flight control systems, for the assertion of
consistency among replicated databases, or for electronic voting and cryptocurrencies.

'The fault-tolerant consensus problem has received significant attention since the seminal
works of Lamport, Shostak, and Pease [50, 78] in 1980. In their setup, each participant is given
an input value initially, and after a finite amount of time, each fault-free participant should
produce an output value. In this book, we summarize recent results regarding both exacs and ap-
proximate consensus in the context of deterministic algorithms and message-passing networks,
where the participants communicate via messages. For exact consensus, all fault-free partici-
pants eventually agree on and output a common value, which depends on the initial values of
all participants. For approximate consensus, the outputs of the participants must eventually be
arbitrarily close to each other. Approximate consensus is of particular interest and has been the
focus of many recent studies. Apart from its wide applications in the control systems area, its
significance for the distributed computing community mainly comes from the fact that it can
be used to overcome the impossibility or the high complexity of achieving consensus in certain
models.

In general, the feasibility and efficiency of realizing distributed tasks depends on a number
of parameters considered in this book and outlined in the following.

Adversary One can easily observe that if the adversary can corrupt any subset of participants
and make them misbehave in any way, then the achievement of most meaningful distributed
tasks becomes impossible or vague. Therefore, fault-tolerance studies assume different restric-
tions on the adversary which are determined by the adversary model. Specifically, the model
defines the power of the adversary in terms of the misbehavior type and the family of sets that
can be corrupted during an execution of the given algorithm.

In this book, we focus on the results addressing crash faults (fail-stop faults), where some
participants may prematurely stop executing the protocol, and Byzantine faults, where some par-
ticipants may have arbitrary misbehavior, by blocking, rerouting, or even altering a message that
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they should normally relay intact to specific nodes. Regarding the corruptible sets of participants,
we mainly focus on the classic threshold model in which there is a fixed bound on the number
of participants that may be corrupted in the system, while we also present feasibility results for
the cases of a local and a general adversary which are more recently studied. The former model
has applications in systems where participants can only use local information, while the latter
encompasses all known adversary models by modeling a situation where arbitrary coalitions of
faulty participants are possible.

Timing and System Synchrony Another parameter that significantly affects the feasibility of
distributed tasks is the amount of synchrony between interacting participants. The synchrony
notion includes two parameters; namely, the message delivery delay and the relative speeds with
which the participants take consecutive computational steps. In order to illustrate these no-
tions, it is common to concentrate on two extreme models: the synchronous model and the
asynchronous one.

* In the synchronous case, it is assumed that there are bounds on both message delivery
delays and relative speeds of the participants. Without loss of generality, one can assume
that all message deliveries are instant and all participants perform computations with the
exact same speed.

* In the asynchronous model, no fixed bounds on the delays and relative computation speeds
are assumed. Specifically, the delivery delay of messages is finite, but no known time bound
is assumed on it, and the computation speeds may arbitrarily differ.

Network Network topology which defines the communication capability between all pairs of
participants naturally affects the degree to which certain distributed tasks can be achieved. More-
over, the initial knowledge of the topology possessed by the participants has also proven crucial
in the determination of the feasibility condition. Regarding consensus feasibility, tight condi-
tions on the network topology have shortly followed the introduction of the problem for the
case of undirected networks where participants have full topology knowledge; these well-known
results are outlined in the first two chapters of the book.

We give a more detailed presentation of sufficient and necessary topological conditions in
the case of directed networks and the case of restricted topology knowledge. The study of directed
networks is largely motivated by wireless networks, in which the different transmit radii may re-
sult in one-way communication between two participants. More importantly, it has been shown
that the arguments underlying the topological conditions in undirected networks cannot be triv-
ially extended to the directed case; thus, the latter case presents an extra level of difficulty which
has been addressed in a series of works summarized in this book. The motivation behind the
restricted topology knowledge of participants stems from large-scale networks, in which the es-
timation of global topological properties may be computationally prohibitive or even impossible.

Moreover, the increasing use of sensor networks in mission-critical applications further moti-
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vates restricted memory models, since these networks constitute of devices with small memory
and low computing power.

'The main focus of this book is to summarize the topological conditions which determine
the feasibility of fault-tolerant consensus. Alternatively, we present studies on the determination
of the class of networks that allow participants to reach consensus, and present protocols that
solve the problem in these classes of networks. The results exactly determine the structure of
networks that can optimally support the usage of fault-tolerant protocols and thus can be ap-
plied in the design of such networks. Another practical benefit of these studies is that using the
outlined techniques, one can exactly determine the worst fault situations that can be tolerated
in existing network infrastructures.

Dimitris Sakavalas and Lewis Tseng
April 2019
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