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ABSTRACT

Distributed Ledger Technology (DLT) utilizes an architecture that can host a large number of nodes without
pre-established trust to provide decentralized services. The blockchain is the most widely used architecture
of distributed ledger, where transactions across the whole network are visible to all participants in a chain
to prevent tampering. However, transactions may contain sensitive information such as business contract.
To secure the system and protect user privacy, we propose a multi-channel architecture that leverages Intel
Software Guard Extensions (SGX). We illustrate how SGX capabilities help to defend against attacks on
distributed ledgers, by way of SGX enforcement on the participating machines. We adopt the design and
implementation of a two layer architecture for securing the blockchain mining process and enhancing the
transaction privacy. The security analysis and performance evaluation show that the design and protocols
are capable of protecting privacy, defending against adversarial attacks and scalable.

Keywords: Intel SGX, Distributed Ledger, Blockchain, Security.

1 INTRODUCTION

Distributed Ledger Technology offers a range of benefits to public and private services (Walport, 2016),
with one of the most important features being the decentralized architecture for data processing and
distribution. Applications based on distributed ledger in cloud computing platform is widely adopted by the
commercial and military environment to support data storage, on-demand computing and dynamic
provisioning. Every node in the ledger network hosts a copy of the overall state across the ledger. The
blockchain is a major implementation of distributed ledger technology to record transactions and consensus
algorithms to achieve agreement. Cloud computing environments are complex and heterogeneous with a
diversity of software and hardware components which are provided by different vendors, possibly
introducing risks of vulnerabilities and incompatibility. Blockchain applications in cloud computing
environment inevitably suffer from these vulnerabilities. Besides, the distributed and decentralized nature
brings a potential of privacy and confidentiality risks, which are the main concerns for the adoption of
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blockchain applications by industrial and military scenario. Previous work (Liang, Shetty, Tosh, et al.,
2017) implements a blockchain based application by using tamper-proof and immutable blockchain receipt
generated for each transaction. However, there are still vulnerabilities existing in most distributed ledger
implementations, including the Bitcoin network in which different attacks are identified and analyzed
(Tosh, Shetty, Liang, et al., 2017). Some research work (Lind, Eyal, Pietzuch, & Sirer, 2016) proposed
using trusted execution environment to protect the payment channel in blockchain networks so that
attackers cannot steal funds without the capability to manipulate the transactions. The previous work
focused on the security of the network and communication protocols but the secure execution of the
program is neglected.

This paper makes a step forward and presents a multi-channel architecture based on Intel SGX to serve as
a feasible solution and help defend effectively against adversarial attacks which are possible in distributed
ledger system, as analyzed in this paper. The main contribution is presented in a two-layer architecture,
including the SGX enabled connection layer and the multi-channel transaction layer. By enabling Intel SGX
features before blockchain peer connection, the trusted execution environment is provisioned per platform.
Each execution environment is isolated in an enclave which is a tamper-resistant zone in the memory, and
even the administrator of the local machine cannot break into the enclave. Trusted communication is then
provisioned by remote attestation between peers, ensuring the authorized participation and code execution.
With the help of these two steps, the vulnerabilities can be effectively countered. The multi-channel scheme
provides a method for isolating communication channels. With SGX enabled, the trusted participation of
each peer in the communication channel is assured. Data transferred via the SGX enabled channel is kept
confidential between channel members. Even if the channel member is compromised, data leakage from
the trusted execution environment will be prevented.

2  BACKGROUND

To better illustrate the proposed approach to secure blockchain architecture with the adoption of Intel SGX
hardware, an overview of the existing attacks and vulnerabilities that remain as potential risks for the
adoption of blockchain into the current systems is given below, followed by the SGX capabilities.

2.1 Blockchain Vulnerabilities and Attacks

Due to the P2P communication model and the trustless node involvement, most blockchain services and
blockchain-based applications could be vulnerable to certain attacks that are difficult to detect or prevent.
Six possible vulnerabilities existing in distributed ledgers are presented and analyzed below.

Block Withholding Attack (A1). Blockchain nodes usually join a pool to mine blocks with other nodes.
Once a new block is mined, the rewards are shared among all the pool members. However, some malicious
nodes intend to join the pool but never publish the block that has been mined, which decreases the overall
rewards of the pool (Rosenfeld, 2011). Such attack is hard to detect because the mining process is controlled
by the owner of the mining platform. Even when the platform finds a solution to a new block, other nodes
are not aware of the fact. Analysis (Courtois & Bahack, 2014) shows that block withholding attack makes
it possible for a rogue miner to gain profit without effort.

Block Discarding Attack (A2). Block discarding attack (Bahack, 2013) happens when a node controls the
majority of network connections with other nodes. A mined block needs to be confirmed by most of the
nodes will be confirmed and added to the blockchain. If the network is controlled by a single party that
intends to discard a certain block mined by a normal node, the attack will discourage the nodes in the
controlled network from confirming this block. In this way, the newly mined block by the normal node will
be set invalid if a block from other nodes is confirmed earlier than itself.

Replay Attack (A3). Replay attack often happens in P2P networks where there are frequent message
exchange and propagation. Attackers may try to repeat or delay an intercepted data transmission, thus
preventing the honest party from communicating normally with the party where the message comes from
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(Dua, Gautam, Sharma, & Arora, 2013). Replay attack in blockchain network is discussed in several
scenarios, such as smart grid (Kim, Song, & Jun, 2016) and Internet of Things environment (Lee & Lee,
2017), as well as blockchain based big data authentication protocols (Abdullah, Hakansson, & Moradian,
2017). Replay attack could also be leveraged to launch block withholding attack when the malicious node
eavesdrops the block confirmation message and delays the message from immediate propagation. For
blockchain applications where there are quantities of distributed nodes, it is challenging to mitigate such
attacks using the traditional timestamping services since most message exchange is transferred in a
simultaneous session and a concurrent manner.

Man-in-the-Middle Attack (A4). In the Man-in-the-Middle Attack (Callegati, Cerroni, & Ramilli, 2009),
attackers try to intercept the message between two honest parties, possibly alter the message and deliver
the modified message to both sides so that he can impersonate either side. Both two honest parties could
leak sensitive information since they believe they are interacting with the authenticated parties. It is possible
that a malicious node joins the block mining process and steal the mining result, that is, the solution to a
puzzle in a proof of work blockchain, from another node and then pass it to other participants for
confirmation. Even though there are methods to detect such attacks, but the timing is critical. When the
node realizes that the solution is stolen, it is too late since the rewards are already distributed.

Potential Privacy Risks (A5). One major concern of blockchain is the privacy issue due to the distributed
nature of node connection. Each node participates in the network actively to broadcast messages and receive
rewards. Transactions made by each node is traceable by other nodes. This is also concerned with the
anonymity issue which is acknowledged in Bitcoin transactions since the transactions are permanently
recorded in the public ledger while everyone can see the detailed transaction balance and public addresses.
Some scenarios such as financial institutes and military communications require isolated transactions built
on top of tamper-proof blockchains. If the privacy issue is solved, users can communicate in a secure way
without exposure of sensitive information and still make use of blockchain benefits for integrity protection.

Majority Hash Rate Attack (A6). To gain a large quantity of profit, some miners use special mining
devices to control a great potion of mining power. When an attacker controls more than 50% of the entire
mining power, he can reverse transactions he sent and even prevent some transactions from being
confirmed, with a high possibility. Therefore, majority hash rate attack is also called 51% attack. This attack
could also break the decentralized nature of blockchain since the majority is controlled by a powerful but
single entity. A two-phase proof of work (Bastiaan, 2015) is proposed to prevent such attack but the
hardware security is not seriously considered.

2.2 Intel SGX Security Capabilities

Intel SGX provides enclaves, which is an isolated zone for trusted program running, to reduce the attack
surface and minimize the trusted computing base. We illustrate three key notions adopted by SGX,
including Enclave, Attestation and Sealing, as follows.

Enclave. When an enclave is created, the sensitive code and data will be stored inside a protected memory
region called Enclave Page Cache (EPC). The EPC region is encrypted which ensures strong
confidentiality. The code inside the enclave is not authorized to access memory beyond the enclave
boundaries. If code inside one enclave accesses content in another enclave, there would be an error of
aborted page access. After the enclave is provisioned with appropriate memory content, there will be an
enclave measurement stored in two registers, MRENCLAVE and MRSIGNER. An enclave author can issue
several enclave certificates using the same RSA key to indicate different modules of the same software.

Attestation. Attestation is a process that one entity proves that it is running on top of a trusted platform to
another. Intel SGX provides two types of attestation, including local attestation (two enclaves running on
the same platform) and remote attestation (extending local attestation to outside of the platform). Local
attestation can be performed between two enclaves: target enclave and challenger enclave. First, challenger
enclave sends attestation request to target enclave for verification as well as challenger enclave's
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MRENCLAVE value. Then target enclave uses EREPORT instruction as well as the received
MRENCLAVE value to create a signed REPORT for challenger enclave and sends it back. Challenger
enclave receives the REPORT and extracts the REPORT key to compute the MAC. If the MAC matches
the value on the target enclave's REPORT, then challenger enclave can confirm that target enclave is
running on the same trusted platform. Then challenger enclave can create a REPORT for target enclave and
sends it to target enclave so that target enclave can confirm that challenger enclave is on the same platform
in a similar way. In some cases, two enclaves on different platforms need to verify each other. Intel SGX
enables a third enclave called quoting enclave to help launch a remote attestation. Same as local attestation,
there is a challenger enclave requesting to verify the target enclave.

Sealing. When enclave program finishes running, the code and data inside the enclave will be gone. To
store the data for future use, Intel SGX provides a sealing key to encrypt data and ensure data integrity. The
sealed data can only be unsealed when the trusted environment is restored locally (Anati, Gueron, Johnson,
& Scarlata, 2013). By calling EGETKEY instruction, current enclave can access the sealing key, seal the
data and export the data to a memory region outside the enclave. There are two sealing policies designed
by Intel, including sealing to the enclave identity and sealing to the sealing identity. Depending on the
access control policies of the enclave applications, different sealing policies can be adopted. Sealing to the
enclave identity can produce a key only available to the exact enclave instance. If a key available to different
enclave instances under the same sealing identity is needed, the policy of sealing to the sealing identity
(Sealing Authority) can make it. Based on the key characteristics above, the security capabilities of SGX
can be summarized as in Table 1.

Table 1: Security Capabilities of SGX.

Intel SGX Capabilities Explanation

Tamper-resistance against software attacks outside the enclave

Enclave Execution (C1) (McKeen et al., 2013)

A valuable source for cryptographic key generation and protection.
A true random function is provided in the tRTS (Trusted Run-Time
System) library available in Intel CPUs (Aumasson, 2016).

Hardware-rooted Randomness
(€2)

Allows a client platform to attest itself to a remote party proving that
Remote Attestation (C3) the client is running in a trusted environment. This ensures the
integrity of code execution in both the client and server side.

Provides a hardware-assisted measure for trusted timestamping

Trusted Ela tim 4 . C L . L ..
rusted Elapsed time (C4) service, which is critical for scenarios where it is time sensitive.

Prevents sensitive transactions and business contracts from leakage.
Confidentiality Assurance (C5) | The enclave identity key and provisioning key can be involved for
secret protection and attestation.

Helps to store confidential information outside the enclave for future

Scaling and Unsealing (C6) access after system shutdown.

Serves as a measure to defend against the replay attack. Altogether,
Monotonic Counter (C7) these Intel SGX capabilities will greatly reduce the attack surface
and minimize the trusted computing base.
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3 DESIGN OF SGX-ENABLED DISTRIBUTED LEDGER WITH MULTI-CHANNEL
ARCHITECTURE

Considering SGX security capabilities and the promising usage of enclave isolation, we use the SGX
capabilities (C1-C7) mentioned above to defend against the six attacks (A1-A6) which are possibly existing
in blockchain applications, following the basic design rationale as illustrated in Table 2.

Table 2: Design Rationale of Attack Oriented and SGX Enabled Blockchain.

Potential Attacks Intel SGX Capabilities
Block Withholding Attack (A1) Enclave Execution (C1)

Enclave Execution (C1), Remote Attestation(C3),
Monotonic Counter(C7)

Block Discarding Attack (A2)

Hardware-rooted Randomness (C2),

Replay Attack (A3
eplay Attack (A3) Remote Attestation(C3), Trusted Elapsed time (C4)

Hardware-rooted Randomness (C2),

MITM Attack (A4
ack (A4) Remote Attestation(C3), Confidentiality Assurance(C5)

i i ) Enclave Execution (C1), Confidentiality Assurance(C5),
Potential Privacy Risks (AS) Sealing and Unsealing(C6)

Majority Hash Rate Attack (A6) Enclave Execution (C1)

Trusted execution could be established in an enclave zone (C1) which provides an isolated environment
and thus the reduced attack surface. The code and data inside the enclave are integrity-protected. Even when
the platform and the Operating System is controlled by a malicious entity, the mining is still protected from
compromise. This guarantees that once a block is mined, the block will be immediately submitted to the
network, making block withholding attack difficult. Hardware-rooted Randomness (C2) helps to generate
random numbers used in key management protocols, benefiting the message exchange in transactions
between blockchain nodes and the resistance of replay attack. Remote Attestation (C3) is utilized during
key negotiation and secret exchanges. The shared secrets established is platform dependent, making it
effective for resisting the man-in-the-middle attack. To provide a message with a trusted timestamping, the
SGX capability of trusted elapsed time (C4) calls sgx_get trusted time(). This trusted time can effectively
prevent replay attack where a given expire time is set. Confidentiality Assurance (CS5) protects peer to peer
communication in the transaction process and preserve the confidentiality of both identity and transaction.
Enclaves can seal and unseal the secret (C6) shared by two parties for multiple usages. Monotonic
Counter(C7) provides a trusted counter by calling sgx_create_monotonic_counter() function, which is
utilized to preserve message authenticity during communications, further enhancing resistance against
replay attack and man-in-the-middle attack.

Based on the above design rationale, a further contribution is made to protect privacy by adopting a two-
layer architecture, comprising an upper transaction layer featured with multiple channels and a connection
layer enabled with SGX hardware, as is shown in Figure 1. The transaction layer uses multiple channels to
separate different group of nodes. Each channel node is responsible for maintaining states of the current
channel. Access to each channel is predefined during node enrollment. The connection layer will be used
for the communication between nodes. The enclave process hosts and isolates the block mining code while
the non-enclave process is responsible for broadcasting information among blockchain nodes.
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3.1 SGX Enabled Connection Layer

In Figure 1, we design two processes for the program running of block mining and consensus in each node,
enclave process and non-enclave process, to isolate critical code and data. We assume the enclave process
is trusted and tamper-resistant against adversarial compromise. The communication between each node is
established by the non-enclave process, which suffers from the above mentioned six attacks (A1-A6). There
are four steps for the enclave provisioning and information exchange, as illustrated below while the
authentication between the node and the network manager is out of the scope of this paper.

® ®
~ N,
i Blockchain Cloud

Enclave Process
(Trusted)

NonEnclave Process
1. Compute solutions (Untrusted)
2. Submit results
3. Remote attestation
4. Trusted time
5. Confidentiality
6. Hardware randomness
7. Monotonic counter
8. Platform binding

1. Deliever results from
enclave to neighbors
2. Deliever responses
from neighbors to enclave

Figure 1: SGX Enabled Blockchain Architecture in the Cloud.

Node Involvement. To participate in the blockchain network, the node needs to connect to other
neighboring nodes (or peers). During the first time when two nodes connect to each other, the remote
attestation is launched with each node enabled by SGX. For example, in Figure 1, if peer A and B are trying
to build a secure and trusted connection, they will request an attestation from each other. The attestation is
launched in the following steps. First, peer A sends a request to B for attestation and the enclave running
on peer B will generate a data structure called REPORT which is evidence for trusted enclave execution.
The REPORT will be forwarded to a quoting enclave which is specific to the platform providing a signed
QUOTE to be verified at the challenger platform (peer A). Peer A will request the Intel Attestation Service
for QUOTE verification. If verification passed, the platform authenticity of peer B is confirmed. Likewise,
peer A can be attested upon the request of peer B and other nodes perform similar actions as well for the
first connection request. By remote attestation, the connection between two trusted platforms is established.
Replay attack (A3) and Man-in-the-Middle attack (A4) can be mitigated since the message exchanged can
be generated with a binding to the specific platform. If a middle man intercepts the message, the message
origin and message sender will not be consistent. Any message replayed from another platform will be
detected immediately. This phase is also responsible for key negotiation which will be used in the following
message propagation including mined block broadcast from both neighbors and the peer itself. Due to
performance considerations, the remote attestation is performed only when the peer receives the first
connection request with the same peer. The following connection will only need to use the negotiated key
for future communications since the key is originated from the authenticated party which is platform
dependent, and is only known by the two attested peers. Only when the keys expire, then a new remote
attestation process is needed.

Block Mining Isolation. To preserve the integrity of the mining code running and the mined solution, we
keep the mining code inside the enclave (C1). This CPU-dependent mining also prevents the occupation of
large numbers of resources which are the prerequisites of block withholding attack (A1) and majority hash
rate attack (A6). By isolation, the enclave process will not be manipulated by the non-enclave process,
which preserves the code integrity even when the non-enclave process is compromised. In this way, both
block withholding attack and block discarding attack (A2) will be prevented since we can place the
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following two steps inside the enclave, including (1) mine the solution and submit the mining result
regardless of whether there is a solution; (2) receive messages from neighbors regardless of whether it is a
block mining solution or a transaction broadcast. All the process logic for the above two steps are handled
inside the enclave, in case that the non-enclave process takes control and misbehaves. Note that it is
important to include a nonce generated from the hardware (C2) in case of chosen plain-text attack,
preventing the non-enclave process from guessing the message type.

A certain amount of blockchain transactions are grouped into one block. Each block contains the hash of
the previous block and links to the previous block, making it a distributed and robust ledger in that multiple
copies of the ledger is maintained among the participating miners. Integrity is preserved since it is
technically hard to change a certain block with the necessity to change all the following blocks. Mining is
the process to keep record of each block. Taking proof of work as an example consensus algorithm used in
our design, the following algorithm (Pow) is used to isolate the mining process inside an enclave.
Specifically, the enclave environment should be provisioned first by initialing the parameters required and
then start to compute solutions for new blocks. If a valid block is mined successfully, the miner will notify
the neighbors to broadcast the solution, which is encrypted. Once other peers receive a message from their
neighbors, an enclave environment will be provisioned the same way to decrypt the message. If the block
is valid, it will then notify its own neighbors for further propagation.

Mined Solution Submission. Once a peer finds the solution for a new block, it will submit to the pool
manager for block confirmation and get rewarded. Commonly, miners join a pool and mine continuously
to gain competitive computing power. There is a pool manager to assign mining tasks to pool members.
Once the pool manager receives a new block solution from honest miners, the manager will broadcast the
block to the blockchain network. If the blockchain network miners reach a consensus on the newly mined
block, a certain amount of reward will be received by the pool manager. Hence, it is critical that the new
block is recorded and the miner who finds the block is recorded, both in a trusted and tamper resistant
manner. With the adoption of Intel SGX features, two security guarantees can be achieved. For one thing,
once a mined block is passed on to a malicious peer, the malicious peer cannot ignore the block since he
has no control over the program running inside an enclave (C1). For another, the block confirmation
message is encrypted by the key negotiated in node involvement phase, so it is impossible to distinguish a
block confirmation message from other messages since only the enclave process can decrypt the message
using the same key negotiated during the remote attestation process. The block solution is also sealed for
secure local storage (C6). This is effective for defending against block withholding attack, in that the
malicious peer is oblivious about whether the enclave process has mined a new block or not, thus it is
difficult to decide whether to withhold the message or not. Besides, the attempt to modify the message is
impossible since once it is modified, the integrity is disrupted, and any valid message cannot be recovered.
To defend against block discarding attack, the data propagation process is designed to run inside an enclave
to avoid malicious data discarding. The block mining process runs inside the enclave to provide integrity
of the process while the block submission is bound to the platform to achieve tamper resistance.

Mining Rewards Distribution. When a new block is confirmed, the peer who finds the new block will get
rewarded. There are several reward schemes existing for pool based mining (Rosenfeld, 2011). In
proportional reward scheme, the reward is distributed proportionally according to the shares submitted by
each miner. The share is the work load needed to find the final solution, that is the interval between two
valid blocks. In this case, some malicious miners may frequently hop from different pools during a
competition round for maximizing the rewards. For peer platforms SGX enabled, the mining record can be
tracked on a platform basis because both shares and solutions are generated from specific platforms. In this
way, non-frameability is assured for the honest miners, and the greedy miners cannot be repudiated.
Meanwhile, each share and solution submission are bound with a trusted elapsed time, which maximizes
the trustworthiness of the node, providing a matrix for a fair reward distribution and an authenticated
identity for confirming the deserved reward receiver. By using the platform dependent key for confirmation,
all the neighbors of the peer that proposes the new block witnesses the reward distribution.
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3.2 Multi-channel Transaction Layer

To preserve the privacy of participating nodes in the blockchain network, a multi-channel architecture is
adopted to isolate transactions. Enclave isolation preserves the integrity of blockchain mining code and
data, while channel isolation preserves the privacy of transactions by limiting the access to restricted
participating nodes. Each channel maintains a ledger called subledger for efficient transaction signing and
verification. Meanwhile, there is a system ledger maintained by all channels. For some blockchain
implementations, such as Hyperledger Fabric (Androulaki, 2017) and R3 Corda (Brown, 2017), which
support multiple channels, a further step is taken to combine the multi-channel scheme with Intel SGX to
provide a privacy enhanced architecture. A specially assigned peer is responsible for generating the genesis
block (the first block for the ledger) for each channel during channel establishment. Access control policy
is defined in the genesis block configuration. To enhance user privacy, each channel hosts a certain number
of peers while each peer joins the channel by binding the platform key with the channel ID which is publicly
known to all nodes in the blockchain. SGX enabled channel can help defend attackers from hijacking a
channel member by isolating channel transactions inside enclaves. The channel metadata and the platform
key are used to bind a node to a channel so even an attacker that has access to the channel member's
certificate cannot participate in the channel since there is no binding between the channel and the attacker
platform. Meanwhile, Man in the Cloud (MITC) attack (Liang, Shetty, Zhang, Kamhoua, & Kwiat, 2017)
is prevented by sealing confidential information locally.

In Figure 2, there is a system ledger and several subledgers, as well as three nodes. Each subledger
represents one channel, such as Subledger 1 for Channel 1. Node A belongs to both Channel 1 and Channel
4. Both Node A and Node C participate in Channel 4. Therefore, blocks in Channel 4 are signed by both
nodes. However, due to channel isolation, Node A is oblivious to transactions in Channel 2. The binding
between the node and the channel is also included in a transaction which is public to all channel nodes, and
stored in the node platform using SGX sealing feature (C6). The attacker who even holds the certificate
maliciously cannot be involved in attempted channel mining because it will be easily detected that the
certificate is originally from another platform instead of the attacker. This preserves both privacy of channel
members and the integrity of the permission to participate in the channel.

(o) (e ] () ()

[ Block1 }{ Block1 .,J Block2 Block4 { Block6

[ Subledger...
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Transaction 4
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—
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Figure 2: System Ledger and Subledger.

In Hyperledger Fabric (Androulaki, 2017), there are enrollment certificate (ECert) and transaction
certificate (TCert). Both certificates are signed by the Certificate Authority (CA) which is part of the
membership service provider. On receiving certificate issuance request from potential channel members,
the CA will build a trusted connection with the node using SGX remote attestation and obtain the platform-
dependent key, noted as Kpjq¢p. To simplify the binding of a specific node to the channel and make
certificates platform dependent, ECertggy is used to represent the platform self-signed certificate (or
token) for new member enrollment.

ECertscx = (ECert,platformID)g;,
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The TCertggy isused for transaction participation in the channel-isolated communication, which contains
the identifier of the channel that the member has access to.

TCertgex = (TCert,platformID, channellDs)g;, .

The above certificate ensures that each participant is assigned an original certificate and generate a self-
signed certificate accordingly. By doing so, the participating nodes can maintain the authorization from the
CAs and providing additional security guarantee of the trusted platform. Most importantly, trusted members
constitute a trusted channel with assured privacy preservation.

4 EVALUATION

This section provides an evaluation of the architecture in three aspects, namely the multi-channel
performance, the hardware cost of enabling SGX and the time overhead of running program inside Intel
SGX.

4.1 Multi-channel Transaction Performance and Hardware Cost

By channel isolation, the privacy of authorized transactors is preserved. By using different channel to
transact with other nodes, the original transaction certificate is used for limited transactions to provide
unlinkability. Therefore, the SGX secured certificates also provides untraceability for different transaction
parties. The channel scalability is important in cloud applications where hardware requirement is concerned
as a key factor. With the growth of node number, the number of channels scales exponentially.

Based on the effectiveness of the proposed architecture to defend against all six attacks and vulnerabilities,
we move forward to evaluate the efficiency of the SGX enabled blockchain service performance. Intel SGX
provides an isolated environment, protecting critical and vulnerable programs from compromise and
malicious control. By enclave isolation, we preserve the integrity of code and data, as well as node privacy.
With the growth of node number, the hardware cost grows linearly, while the number of channels scales
exponentially. This shows the effectiveness for applications with a larger quantity of nodes, especially cloud
applications built on top of distributed ledgers.

4.2 Time Overhead of Running inside Intel SGX

The concept of difficulty in proof of work represents the degree of the difficulty to which the mining task
is set. The higher the difficulty value is, the more time is needed to compute and find a solution. To evaluate
the time overhead with enclave execution, we utilize Intel SDK to test on real SGX machines and compute
the time cost for the execution of proof of work algorithms inside an enclave. The test platform has an
Intel(R) Core(TM) i7-6700 CPU (@ 3.40GHz (Skylake with 8MB cache) with 32GB RAM. The mining
process uses different value of difficulty defined in the proof of work consensus algorithm. Considering the
limited computing capability of a desktop machine, we suppose the value of difficulty ranges between 0
and 13, and observe the performance to gain a basic view of the performance. The time cost for SGX
enclave execution is shown in Figure 3.
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Figure 3: Average Time Cost with Different Difficulty Bits.

From Figure 3 we can conclude that SGX enabled mining algorithm brings an acceptable overhead to find
a solution under a certain difficulty value, with an average overhead of 21%. The solution divided by the
total time used to find the solution represents the hashing power. We also evaluate the average hashing
power of SGX enabled machine against a non SGX enabled machine. Figure 4 shows that SGX enabled
machine brings trivial effect on the hashing power.

The hashing power of SGX enabled machine decreases approximately 21.3% from non SGX enabled
machine. This adds to the difficulty of the succeeding of a malicious node to launch various attacks and
compromise the blockchain service. Therefore, if 51% of nodes are to be controlled by malicious parties,
the hardware cost is considerably high and the time to modify a transaction will increase dramatically. This
ensures that the security of SGX blockchain mining is enhanced with acceptable overhead, besides the
preserved privacy and trust guarantee. The experiments are based on the Bitcoin network but could be
extended to other implementations of distributed ledger. The exact overhead could be evaluated in real
applications scenarios to measure the overhead brought by Intel SGX execution and the isolation process.
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Figure 4: Average Hashing Power with Different Difficulty Bits.

5 RELATED WORK

Intel SGX offers a list of benefits from the cloud and cyber applications, which ensures a secure and trusted
execution environment and reduces the attack surface. Trusted software solutions such as credential and
password protection (Liang, Shetty, Zhang, et al., 2017) are implemented using Intel SGX to seal local
privacy data and establish a trusted communication with cloud servers via remote attestation. Several SGX
based blockchain architecture are proposed. Proof of Luck (Milutinovic, He, Wu, & Kanwal, 2016)
provides an efficient consensus algorithm based on SGX as the trusted computing base. OpenSGX (Jain et
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al., 2016) is a software emulation platform based on QEMU but lacks security measures and capabilities.
However, none of these work addresses the potential privacy risks.

Hawk (Kosba, Miller, Shi, Wen, & Papamanthou, 2016) is proposed to protect transaction privacy for smart
contracts with the notion of cryptography primitives and a formal analysis model. However, the entire
framework assumes of the input dependent privacy and the security of blockchain mining scheme. SGP
(Tramer et al., 2017) is a cryptography primitive which can be applied in SGX based smart contract for
transparent information exchange with fairness. Besides, research work (Kaptchuk, Miers, & Green, 2017)
also emphasizes the adoption of SGX based blockchain and smart contract applications for security and
privacy considerations, indicating the significant potential of the wide adoption of SGX enabled platforms.

6 CONCLUSION

This paper analyzes the potential vulnerabilities in blockchain architecture and utilize Intel SGX to help
prevent these attacks. Meanwhile, a multi-channel scheme is adopted to effectively address the potential
privacy issues, removing the need of trust between participating nodes during transactions. The evaluation
shows that our architecture serves as a feasible solution with acceptable overhead. Future work will utilize
the design, implement a privacy preserving blockchain service in a cloud data sharing application, and
evaluate the overall application performance.
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