A Deeper Look at the Energy Consumption of
Lightweight Block Ciphers

Andrea Caforio', Fatih Balli', Subhadeep Banik', Francesco Regazzoni

12,3

11 ASEC, EPFL, Lausanne, Switzerland; andrea.caforio@epfl.ch, subhadeep.banik@epfl.ch
2University of Amsterdam, Amsterdam; The Netherlands, f.regazzoni @uva.nl
3ALaRI - USI, Lugano, Switzerland; regazzoni @alari.ch

Abstract—In the last few years, the field of lightweight cryptog-
raphy has seen an influx in the number of block ciphers and hash
functions being proposed. In the past there have been numerous
papers that have looked at circuit level implementation of block
ciphers with respect to lightweight metrics like area power and
energy. In the paper by Banik et al. (SAC’15), for example, by
studying the energy consumption model of a CMOS gate, it was
shown that the energy consumed per cycle during the encryption
operation of an r-round unrolled architecture of any block cipher
is a quadratic function in r.

However, most of these explorative works were at a gate level,
in which a circuit synthesizer would construct a circuit using
gates from a standard cell library, and the area power and energy
would be estimated by estimating the switching statistics of the
nodes in the circuit. Since only a part of the EDA design flow
was done, it did not account for issues that might arise when
the circuit is finally mapped into silicon post route. Metrics like
area, power and energy would need to be re-estimated due to the
effect of the parasitics introduced in the circuit by the connecting
wires, nodes and interconnects. In this paper, we look to plug this
very gap in literature by re-examining the designs of lightweight
block ciphers with respect to their performances after completing
the placement and routing process. This is a timely exercise to
do since three of the block ciphers we analyze in the paper are
used in around 13 of the 32 candidates in the second round of
the NIST lightweight competition being conducted currently.

Index Terms—Block Ciphers, Low Energy, Place and Route.

I. INTRODUCTION

In the past few years, lightweight cryptography has become
a popular research discipline with a number of ciphers and
hash functions proposed. Energy is a crucial measure of
goodness for an algorithm. Indeed, any construction optimized
with respect to energy has wide applications, especially in
constrained environments running on a tight power/energy
budget. Over the years there have been a lot of papers that
study energy as an optimizable metric in block/stream cipher
based protocols [1]-[5]. However, in all these papers energy
is computed by calculating the average power consumption
after the design is synthesized by a circuit compiler. A timing
simulation over the synthesized netlist using a large enough
set of test vectors is performed to either extract either a VCD
or a SAIF file for the netlist. The former usually contains the
timing waveforms for every node in the netlist recorded over
the given simulation duration, while the latter only contains the
average switching information for every node. Either of these
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files can be analyzed using any commercially available power
compiler which then provides an estimate of the average power
consumed by the circuit. The energy is usually computed as
the product of the average power and the total physical time
required to execute a given operation on the circuit.

We aim to address this gap that exists in literature by
extending the simulation flow to until after the placement and
routing (PR) has been done. After mapping any circuit into
silicon the software which constructs the layout of the circuit,
is also able to extract the parasitic capacitances associated with
every node and recompute the area and the length of the timing
paths in the circuit taking into account the additional resources
required to accommodate the connections between each node,
sometimes at different metal layers. It is possible then to do a
timing simulation as done before, for this updated netlist and
regenerate a VCD/SAIF file for the circuit. These files can
again be analyzed using any power compiler to provide an
estimate of the average power consumed by the circuit, taking
into account the parasitics and reconstructed timing paths. The
whole design flow has been explained in Figure 1.



A. Contribution and Organization

In this paper, one of our primary goals was to understand
how the power/energy consumption of block ciphers vary
when computed via two different routes both pre and post
routing. To achieve this goal we select a set of 11 lightweight
block ciphers and run the ASIC design flow to generate two
parallel sets of figures for the power consumption pre and post
the placement and routing process. In addition we experiment
with different architectures of each block cipher in which
parts of the circuit are replicated in hardware to execute all
encryption operations in fewer number of clock cycles (also
called r-round unrolled architectures for r such replications).
One of the conclusions we draw is the discrepancy between
the pre and post place/route power/energy figures (which occur
mainly due to the additional parasitic capacitances included
in the netlist post place/route) depend heavily on the gate-
level architecture of the specific block cipher. Furthermore, this
discrepancy becomes much more significant when the physical
area of the circuit becomes larger.

Such an exercise is timely considering the fact that AES,
Gift and Skinny block cipher families are used as the un-
derlying encryption primitive in 13 of the 32 candidates in
the 2nd round of the NIST lightweight competition currently
being conducted. Since one of the findings of the paper is
that discrepancy between the power reported pre and post the
place/route process has some correlation with the physical
area of the circuit, it establishes that for lower circuit area
the effect of parasitics is not significant enough to cause
too much difference between the pre and post power energy
figures. This gives any circuit designer the option to choose
the degree of unrolling r of the circuit architecture (which
naturally increases circuit area) as per the power/energy budget
available.

The rest of the paper is organized in the following manner.
Section II revisits the state of the art and brings the reader up-
to-date with previous research articles on the topic of energy
efficiency of block ciphers and introduces some relevant
notation for the rest of the paper. Section III introduces the
circuit level details of the block ciphers that we benchmark in
this paper and also explains in detail the experimental setup we
use in the paper. In section IV, we tabulate all the simulation
results and explain them vis-a-vis theoretical considerations
already introduced in the paper. Section V concludes the paper.

II. PRELIMINARIES

A block cipher is a keyed permutation function. It is a
deterministic algorithm operating on fixed-length groups of
bits, called a block, with an unvarying transformation that
is specified by a symmetric key (which is another bit string
of short length). The basic component of a block cipher is
an easy to compute permutation called a round function
(sometimes simply referred to as a round). The encryption
operation involves repeated application of the round function
for a specified number of iterations. An r round unrolled
implementation is one in which there are r copies of the round
function circuit (RF} to RF,.) connected sequentially as shown
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in Figure 2. The circuit may or may not require round key
generation circuits (RK; to RK,) depending on the design
specifications. The advantage of unrolling a circuit is that it
allows for faster computation and hence greater throughput: for
example in the case of a block cipher if the design specifies
R invocations of the round function, the computation is
completed in (%] clock cycles in an 7 round unrolled circuit.
However, due to increased number of logic gates these circuits
generally occupy higher area and consume higher power. In
[3], the authors looked at design strategies like serialization
and round unrolling and the effect it has on the energy
consumption required to encrypt a single block of data. The
authors then proposed a formal model for energy consumption
in any r-round unrolled block cipher implementation. A study
of the energy consumption of block ciphers depending on
the number of unrolled rounds was done in [3]. The authors
concluded that the energy consumed for encrypting one block
of plaintext, for any r-round unrolled implementation had a
quasi-quadratic form (a, b, ¢ are constants and R is the number
of iterations of the round function prescribed for the design):
E, = (ar?+br+c)-(1+ [£]). The logic used by the authors
was as follows: since such a structure has r copies of the
round function circuit connected serially one after the other,
the glitches produced due to signal delays in the i*"* round
function, are compounded in the (i + 1)*¢ round function and
is compounded further in the (i +2)"¢ round function. It was
then shown that the energies consumed in each round function
formed a simple arithmetic sequence. Since the total energy
consumed is a sum of these r terms of the sequence, it results
in a quadratic function in . Multiplying this by the total time
taken for computation i.e. (1 + (TEW) cycles gives us E,.
Although an r-round unrolled cipher consumes more energy
per cycle for increasing values of r, it takes less number
of cycles to complete the encryption operation itself. So to
determine the value of r at which the design consumes least
energy is an interesting optimization problem, that was also
investigated in [3]. The authors found that for some block
ciphers like AES [6](not necessarily lightweight), implemen-
tations that execute one instantiation of the round function
(r = 1) per clock cycle (such circuits are called round
based circuits) are optimally energy-efficient. However for
extremely lightweight ciphers like Present [7] and Simon [8],
implementations with two round function executions per cycle
(r = 2) were more energy-efficient. Building on these ideas,
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the block cipher family Midori was proposed in [9] that
optimized the energy consumption per encryption.

III. SETUP

It is well known in circuit theory that the time taken to
charge/discharge a node in any electrical circuit is proportional
to the product of the resistance and capacitance seen by the
voltage source at the node (see Fig 3). In CMOS circuits,
the total capacitance seen at any node can arise due to the
(a) drain/gate to source capacitances of each transistor which
compose the standard cells, and (b) parasitic capacitances
contributed to by various gates and interconnects used in the
mapping and placement of the final circuit in silicon. Out of
these, the first is likely to modeled at the pre PR stage whereas
the second is expected to be factored in only after placement
and routing of the circuit. Thus it is only natural that the timing
paths calculated by the compiler before and after the physical
layout has been done would be widely different. Therefore the
critical path (in ns) estimated by the compiler after gate-level
synthesis is likely to be far lower than that estimated by the
PR software after placement and routing.

Also the total dynamic energy consumed by any CMOS
circuit (per glitch 0 — 1/1 — 0 transition) is proportional to
C Load'Vg p»> Where C'4q is the total load capacitance seen by
the voltage source at the charging/discharging node. Since the
post PR model includes parasitic capacitances too, every node
in the netlist post PR, is likely to record higher capacitance
value than in the corresponding netlist pre PR. It is due to this
reason that the total dynamic power/energy computed by any
power compiler pre PR is also likely to be much lower than
the corresponding figure computed post PR. In order to put
our hypotheses to test we experimented with 11 block ciphers
well known in literature.

AES-128 [6] Ever since standardized by NIST, AES-128 has
been the de-facto encryption worldwide. Over the years
there have been various implementations of AES, each
targeting the optimization of a specific metric. The circuit
we use is the same that was proposed in [3] that is known
to be energy-efficient.

Noekeon [10] Noekeon is a block cipher with 128-bit block-
size and key which was initially a submission to the
Nessie project. The block cipher is designed specifically
to be involutive, in which the encryption and decryption
can be both performed with minimal circuit level tweaks.

Present [7] Present is a 64-bit block cipher which has an
SPN type round function. It has recently been adopted
as a standard in ISO/IEC 29192-2. The only non-linear
component in the round function is the 4-bit S-box, which
is applied in parallel to each of the sixteen nibbles of the
64-bit state after the RoundKey addition. Thereafter the
state-bits are rearranged by a permutation layer.

LED [11] LED is a 64-bit block cipher with an SPN type
round function. It allows for Keys of size 64, 80, 128
bits. We will concentrate on the 128-bit version. It has
an AES-like round function but uses the 4-bit Present S-
box. Although it has no KeySchedule operation, the most
significant bits and the least significant bits of the Key
are alternately added to the state after every 4 rounds.

Prince [12] Prince is a 64-bit block cipher with an SPN type
round function. It was designed with low latency for
specific use in memory encryption.

Twine [13] It is a 64-bit block cipher with a Type 2 Feistel
round function. Here too the cipher allows 80 and 128-bit
Keys, but we will focus on the 80-bit version.

Piccolo [14] Piccolo is another 64-bit Feistel cipher with
support for 80 and 128 bit keys, but we will focus on
the 80-bit version.

Simon 64/96 [8] The Simon and Speck family of block ci-
phers are a family of lightweight ciphers proposed with
support for various block and key sizes. In this work,
we will concentrate on Simon 64/96, which has a 64-bit
block length, 96-bit key and a Feistel type round function.
Unlike most other lightweight ciphers, Simon does not
employ any Substitution table but generates non-linearity
by employing bitwise AND operations.

Midori 128 [9] The Midori family of block ciphers was pro-
posed with view to minimize the energy consumption per
encryption operation. The family recommends ciphers of
blocksizes 64 and 128. It has an SPN type round function,
in which the Substitution and Linear layers are optimized
s0 as to minimize energy consumption.

Skinny 128/128 [15] Skinny was designed as a new
lightweight family of block ciphers whose goal
was to compete with the Simon family in terms of
hardware/software performances, while proving in
addition much stronger security guarantees with regard
to differential/linear attacks.

Gift 128 [16] Similarly, Gift was designed to compete with
Present in terms of hardware/software performance and
security against known attacks. Like Present, Gift uses
only a bit permutation to achieve diffusion between
rounds and is one of the most lightweight block ciphers
in literature.

For each block cipher listed above, we experimented with
various unrolled architectures. The following design flow was
adhered to (which closely follows the flow in Figure 1). First
all the circuits were implemented in VHDL. Then, a functional
verification at the RTL level was first done using Mentor
Graphics Modelsim software. The designs were synthesized



using the standard cell library of the TSMC 90nm 9-metal
layer logic process with the Synopsys Design Compiler, with
the compiler flag set to compile_ultra (this is a compile
step that performs additional optimization routines). A timing
simulation was done on the synthesized netlist to confirm
the correctness of the design, by comparing the output of
the timing simulation with known test vectors. Note that
the frequency of operation was fixed at 10 MHz because
as established in [1], [3], at high frequencies the energy
consumption of block ciphers is frequency-independent. The
switching activity of each gate of the circuit was collected
in a SAIF file while running post-synthesis simulation. The
average power was obtained using Synopsys Power Compiler,
using the back annotated switching activity. Energy was cal-
culated as the product of average power and time taken for
one encryption/decryption. For the post synthesis, we used
the Cadence Innovus software to generate the layout and
additionally generate updated netlist, SDF (file that stores
delay of each node in the custom format) and the SPEF
(that contains custom parasitic information) file. We did an
additional timing simulation on the post PR netlist and the
updated SDF file to generate another SAIF file that contains
the switching information of every node of the post PR netlist.
Thereafter the post PR netlist, SDF, SPEF and SAIF files were
input to the Prime Power PX software that estimates the post
PR power consumption.

IV. RESULTS AND DISCUSSION

The results of the simulation obtained after executing the
design flow on the various architectures of the above men-
tioned block ciphers is presented in Table I and in graphical
form in Figure 5. The simulation results in a sense confirm
our hypotheses that after executing the entire flow, Post PR
netlists usually report a) higher critical path and b) higher
power consumption than the corresponding figures recorded
just after the gate level synthesis. Undoubtedly the primary
reason for this are the additional parasitic capacitances which
are factored into the model only after executing the placement
and routing process.

We also notice that the difference in the two reported power
consumptions for each designs increase with increase in the
total post PR circuit area. To see the effect clearly we plotted

100

this power difference against the total circuit area in Figure
4 for each block cipher. Note that for ease of representation,
the figure has been split into 3 sub-plots. We can see that the
plot is more or less linear for most of the block ciphers we
have benchmarked. We argue that as the circuit area increases
due to replication of additional round function circuits, so do
the number of interconnects required to connect each round
function circuit to the next and then back to the state and key
register. This increases proportionally the value of additional
parasitic capacitances added to the circuit which causes both
the critical path and the average dynamic power consumed to
increase proportionally.

V. CONCLUSION

In this paper, we look at the post PR effects of energy
consumption of lightweight block ciphers. In most previous
articles in this topic, the exploration was limited to the gate
level. It naturally did not consider issues that would arise due
to the effect of the parasitics introduced in the circuit by the
connecting wires, nodes and interconnects. In this paper, we
executed the entire ASIC design flow from the RTL to the
PR stage on 11 lightweight block ciphers and in the process
extracted two sets of power consumption figures one before
and after the placement and routing procedure. We were able
to ascertain that due to the additional parasitic capacitances,
the critical path and the average power consumption reported
post PR is usually much higher than those reported pre PR.
Furthermore this difference seems to increase more or less
proportionally with increase in circuit area.
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Fig. 5: Energy consumptions computed pre and post placement and routing for increasing degree of unrolling 7. Top half lists
the ciphers with blocksize equal to 64 bits and the bottom half with blocksize 128 bits.



