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Abstract—Network slicing has gained popularity as
a result of the advances in the fifth generation (5G)
mobile network. Network slicing facilitates the support
of different service types with varying requirements,
which brings into light the slicing-aware next generation
mobile network architecture. While allowing resource
sharing among multiple stakeholders, there is a long list of
administrative negotiations among parties that have not
established mutual trust. Distributed ledger technology
may be a solution to mitigate the above issues by taking
its decentralized yet immutable and auditable ledger,
which may help to ease administrative negotiations and
build mutual trust among multi-stakeholders. There have
been many research interests in this direction which focus
on handling various problems in network slicing. This
paper aims at constructing this area of knowledge by
introducing network slice from a standardization point
of view to start with, and presenting security, privacy,
and trust challenges of network slicing in 5G and beyond
networks. Furthermore, this paper covers distributed
ledger technologies basics and related approaches that
tackle security, privacy, and trust threats in network slic-
ing for 5G and beyond networks. The various proposals
proposed in the literature are compared and presented.
Lastly, limitations of current work and open challenges
are illustrated as well.

Keywords—network slicing, blockchain, beyond 5G, se-
curity, privacy and trust

I. INTRODUCTION

he fifth generation (5G) is rolling out around the world.
One of the most critical features of the 5G mobile network
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is softwarization. 5G featured services can be summarized un-
der 4 categories as enhanced mobile broadband (eMBB), mis-
sion critical communication (MCC), ultra-reliable and low-
latency communications (URLLC) and massive machine-to-
machine type communications (mMTC). The requirements
for different services may vary considerably. Hence only ded-
icated networks could meet the needs specifically!!!. With the
help of software defined network (SDN) and network func-
tion virtualization (NFV), the 5G network enables multiple
services through network slicing with distinctive features!?!.
A network slice is an isolated, end-to-end (E2E), logical net-
work which runs on shared physical infrastructure and agrees
to provide a distinct level of service based on the needs. It
decouples network functions (NF) functionality from physi-
cal infrastructure and relocates NF from dedicated appliances
to pools of resources. This significantly improves network ef-
ficiency and can adjust virtual networks without suspending
the overall service operation. Most notably, network slicing
enables flexibility and modularity to establish multiple sub-
networks. Each sub-network can be specified for a distinct
use-case from one sheared network to meet various network
needs of diverse verticals.

One of the fundamental attributes of network slicing is
the E2E nature, which contains both E2E services and corre-
sponding E2E resources of this service. Creating on-demand
E2E network slices based on different service requirements
is a critical feature of the 5G network. An E2E network
slice instances (NSI) could contain various sub-networks of
many administrative domains. It is logically or physically iso-
lated from other network slices®!. Therefore network slic-
ing enables an E2E ecosystem to provide a consistent expe-
rience for distinct services. Network slicing has also been in
the spotlight of many standardization bodies (e.g., third gen-
eration partnership project (3GPP)), International Telecom-
munication Union - Telecommunication Standardization Sec-
tor ITU-T) and European Telecommunications Standards In-
stitute (ETSI). The motivation of network slicing is to fa-
cilitate a new business ecosystem. The industry and stan-
dardization bodies are expecting 5G to enable innovative ser-
vices and networking capabilities for consumers and industry
stakeholders*!. As one of the key enablers of 5G networks,
network slicing can speed the development of network ser-
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vices by creating customized services for vertical industries,
and could create partnerships among network operators and
verticals. The objectives of network slicing are the provision
of enhanced quality of services (QoS) for consumers and cost-
effective approaches for network operators and vertical indus-
tries.

The concept of marginalization and distributed structure
of mobile networks draws a lot of attention, while the cur-
rent 5G mobile network still inherits the traditional network
security system of external border protection. New security
challenges are emerging and conventional external attached
protection methods cannot keep the rising pace of new is-
sues. With the upcoming network slicing deployment, secu-
rity and privacy threats of network slicing still are not get-
ting enough attention. It might hinder the development of
the next generation mobile network. Hence International Mo-
bile Telecommunications-2020 (IMT-2020) and 3GPP both
have stated emerging requirements for enhanced security and
privacy!6-®!. Researchers start to believe that independent and
self-growing security capabilities could be a key enabler for
the next generation mobile network. It is envisioned that
next generation network systems will face more challenging
security and privacy issues, while the network structure be-
comes more intelligent and enormous data transmits among
more mature network slicing mechanisms. In particular, the
most benefits of network slicing may come from the cost-
effectiveness and efficiency of aggregating services on com-
mon public infrastructure and resources, but the security, pri-
vacy, and reliability of public networks are considerable con-
cerns not just for network operators but also for consumers.
Isolation is one of the most fundamental features of network
slicing. The security level of a network slice depends on assur-
ing a required level of isolation. Reliability concern is another
threat to network slicing. Having a single point of failure at
any life-cycle of network slicing could easily shut down the
network slice and even affect the whole system.

Since the success of blockchain applications in various ar-
eas, more and more entities believe that distributed ledger
technology (DLT) will become a fundamental technology for
future telecommunication and the Internet. DLT has the
characteristics of decentralization, distributed structure, im-
mutability, robustness, traceability, and openness. These char-
acteristics assist the network to construct a peer-to-peer (P2P)
networks that efficiently manages all network participants
without any single centralized authority. With the decentral-
ized architecture, DLT could be the basis of a transparent plat-
form where multiple stakeholders negotiate with. Moreover,
DLT provides the capability of avoiding single-point failure,
which assures reliability on an E2E NSI with multi-parties.
Due to these properties, blockchain has the potential to be in-
tegrated with network slicing.

The main contributions of the paper can be summarized as

follows:

e Provision an overview of network slicing, concepts and
challenges based on the standardization background for net-
work slicing through major global standardization institutions.
The paper mainly focuses on the security standards of network
slices.

e Analyze existing research about network slicing security,
privacy, and trust issues in current 5G networks and beyond.

e Present a brief introduction and enabling technologies of
DLT.

e Summarize the state-of-art blockchain-based solutions
for network slice security and privacy-preserving. To our best
knowledge, this is the first time in the literature investigated
from this perspective.

The remainder of the paper is structured as follows: Sec-
tion II discusses network slice standardization to date in terms
of basics, provisioning, management, and security. Based on
the standardization studies, network slicing basics are illus-
trated. Section III presents a detailed network slice security
threat analysis including security principles and potential pri-
vacy and trust challenges beyond 5G networks. Section IV
provides research solutions about distributed ledger technol-
ogy enabling network slicing security protection and analyzes
their aim and functionalities as they integrate DLT features
in their network slicing frameworks. Section V follows open
challenges that need more attention in the next generation mo-
bile networks. Finally, section VI concludes this paper.

[I. NETWORK SLICING STANDARDIZATION

A. Standardization Works

3GPP standards established the foundation of 5G network
slicing. 3GPP SA2 Release 15 puts forward the basic con-
cept of network slicing, and formulates the basic functions,
schemes and procedures required for 5G networks to support
network slicing in 3GPP TS 23.5011. A network slice was
defined as a logical E2E network that could be dynamically
created to serve a purpose or service category or customers.
Standard network slices are mainly divided into five categories
in terms of service type, including eMBB slices, V2X slices,
URLLC slices, massive Internet of things (mloT) slices and
MCC slices. A network slice is defined within public land
mobile network (PLMN). It contains the Core Network Con-
trol Plane and User Plane network functions and 5G access
network. When a user accesses the network, network slices
will be selected based on user subscription data, slice selection
strategies, user requests, etc. While the access and mobility
management (AMF) instance logically belongs to all network
slices, other network functions, such as the session manage-
ment function (SMF) and user plane function, can be specific
to a single network slice. In Release 16, the network slicing
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Fig.1 A simplified networks slicing example based on TS 23.501

security mechanism has been further enhanced in TS 23.501.
It mainly focuses on supporting third parties to authenticate
and authorize terminal access to network slicing. Network
slicing specific authentication and authorization mechanisms
have been formulated. In Release 17, a part of the generic
network slicing template (GST) is studied and standardized
within the scope of 3GPP, including the control of the num-
ber of access User Equipment (UE) in the slice, the number of
protocol data unit (PDU) sessions, and the data rate. A simpli-
fied networks slicing example based on TS 23.501 as shown
in Fig. 1. As it can be seen from the figure, each slice has
dedicated AMF, SMF, network repository function (NRF) and
user plane function (UPF) as its core network. End users, such
as mobile phones, connected vehicles, and smart IoT devices,
will have options to access various network slices based on
the needs and scenarios.

The work group 3GPP SAS5 has studied the management
and orchestration of network slicing in TR 28.801"°! and nor-
mative specification works for Release 15 upon the report.
Network slice concepts, use cases, and requirements were pre-
sented in TS 28.5301'!), In addition, provisioning, manage-
ment and orchestration for network slice were presented in
TS 28.531!"2]. In terms of management, a complete network
slice should include all network function instances and sup-
porting resources to provide specific services for certain busi-
ness purposes or operational efficiencies purposes. TR 28.801
has studied a general network slice lifecycle, from the prepa-
ration phase, then the configuration and activation phase, to
run time phase and decommissioning phase when the slice is
no longer needed. Fig. 2 depicts the lifecycle for the general
network slicing procedure. 3GPP in TR 28.804!!"3 studied
network slice performance and fault monitoring in multiple
tenants environments.

The research work of 3GPP for network slicing security
is mainly carried out in SA3. In Release 14, 3GPP SA3 TR

Preparation phase

Instantiation,
configuration,
and activation phase

Run-time phase

Decommissioning
phase

Fig. 2 Lifecycle of network slicing

33.899!'4 studied the security isolation of network slices, se-
curity mechanism differentiation for network slices, the ac-
cess security of network slices, and security architecture for
network slices. Isolation requirements were defined to have
limited influence on other slices. The technical report also
pointed out that the lack of security isolation could cause de-
nial of service (DoS) attacks from one to another slice. In
Release 15, SA3 launched the research and standardization
work for the management security of network slicing in TS
33.501M51, The slice management requester needs to be au-
thenticated and authorized based on transport layer security
(TLS) on the slice management interface. Different network
slices could have different security policies, in terms of var-
ious types of authentication needs on different nodes (e.g.,
limited resources IoT devices vs. mobile equipment). Re-
lease 16 mainly focus on open security issues to conduct se-
curity enhancement research, including network slice specific
authentication and authorization, network slicing specific re-
authentication and re-authorization, and authorization revoca-
tion process. In single network slice selection assistance in-
formation (S-NSSAI), it has subscription information states
whether the network slices requires re-authentication for a dif-
ferent level of security. In the Rel-16 stage, 3GPP SA3 began
research work on TR 33.813 in 2018!”!. The enhanced net-
work slicing security mainly studies the open issues left from
the previous stage, including the authentication of access to
specific network slices, key isolation, security features for net-
work slice as a service (NSaaS), and privacy protection. The
report is concerned about the security and privacy of device
access. Forged slice selection information and original selec-
tion information eavesdropping may lead to further damage to
the network. In addition, slice management functions may ex-
pose through application programming interfaces (APIs) that
are vulnerable and need to be secured.

ETSI has set up a special security subgroup under NFV
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to conduct in-depth research on NFV security. Currently,
it has established standards for the execution architecture of
sensitive NFV components, NFV security management and
monitoring, management and orchestration (MANO) compo-
nent and interface security, and NFV security enhancement
architecture'®!”!. In Ref. [18], ETSI studied the reliability
and availability of network slicing. The allocated resources
concerned to isolated during network slice instance creation
and management operations from a security point view. More-
over, Ref. [19] states the E2E network slicing management
solutions including provisioning, performance, and fault man-
agement of a network slice instance across multiple manage-
ment domains.

ITU-T describes security threats and potential attacks for
IMT-2020 network management and orchestration, such as
destruction of information, loss of information, disclosure of
information and interruption of service. ITU-T also proposes
security requirements for IMT-2020 network management and
orchestration, i.e., protecting signaling exchange in support
of resource requests and responses, protecting the informa-
tion contained in all IMT-2020 network management and or-
chestration functional components. These requirements are
mainly about information protection, performance assurance,
and supporting measures to counter relevant attacks. In ad-
dition, ITU-T specifies a slice lifecycle management and or-
chestration procedure, the slice life-cycle management and or-
chestration functional architecture, and an IMT-2020 network
management and orchestration procedure and implementation
scenarios!?Y).

B. Research Projects

Research projects have worked on extending or envisioning
standardization landscapes into various schemes and propos-
als. Industry programs like Horizon 2020 (H2020) and 5G
infrastructure public private partnership (SGPPP) focus on the
network slicing with diverse scenarios.

The 5G exchange (5GEx) funding EU project!?!! has pro-
posed a bottom-up architecture further extending the concept
of ETSI NFV architecture, on condition that physical and vir-
tual resources of a network slice are instantiated over multiple
domains or parties. The proposed architecture has 3 layers, in-
cluding the resource domain at the bottom, the single domain
orchestration at the middle, and the multi-domain orchestra-
tion at the top. Each multi-domain orchestration controller
inter-connects with one or multiple single domain orchestra-
tors via the orchestrator administrative domain.

5G-Transformer (5GT), which is an H2020 project, pro-
poses an E2E composite NFV network services archi-
tecture based the combination technology between SDN
and NFV. Multiple administrative domains help to man-
age the E2E deployment, requiring network slice federation
functionalities!??!. The relevant project [23] proposes the ser-

vice federation functionality of the SGT service orchestrator
and covers gaps that were identified in the ETSI NFV re-
ports on the relevance of multi-domain resource orchestra-
tion. Based on the 5SGT, the 5Growth project aims to enhance
the S5GT architecture to achieve better performance, flexibility,
automation, and security?*!.

III. NETWORK SLICING SECURITY,
PRIVACY AND TRUST THREATS
FOR 5G AND BEYOND

Network slicing, as a network resource sharing mechanism,
refers to dividing physical network resources into virtual net-
works. Each slice is tailored and optimized for a specific use,
and can be managed completely by the slice owner. Accord-
ing to Ref. [25], an NFV framework of network slice man-
agement is shown in Fig. 3. The communication service man-
agement function is responsible for translating the commu-
nication service-related requirement to network slice-related
requirements, and the network slice management function or
network slice subnet management function is responsible for
implementing the network slice related requirements by using
virtual network functions (VNFs) or the connectivity to the
physical network function (PNFs) to create network slices.
The network functions virtualization orchestration (NFVO),
VNFM and VIM are all management functions in the NFV
framework, which manage the life cycle and resource alloca-
tion of the VNF and network functions virtualization instance
(NFVD).

Because network slices that serve different types of ser-
vices may have different levels of security and privacy pol-
icy requirements!?®). Combining the evolution of network
architecture!?”), the SDN and NFV are the main enablers for
network slicing. Network softwarization consists in running
network functions as software components to be hosted in the
cloud, inside the virtual machines or containers. The man-
agement between network slices and inter-slices access in the
5G network is more complicated than previous one-fit-all mo-
bile networks because of the E2E slicing approach. The ac-
cess management to slices, securing mutual access between
the radio access network and the core network resources in
5G network, and securing the connection between UE and
network slice instances are the main challenges for a secure
E2E network slicing management. Security threats can be
caused by the concept of sharing resources among network
slices. In Ref. [28] and Ref. [29], the authors state that the
main types of security risks which associated with network
softwarization are the availability of controllers or orches-
trators, isolation failure, compromised insider and NFV in-
stances, and unauthorized data access. The centralized slice
manager also brings security issues such as network slice tem-
plate, APIs, unauthorized access, trust etc®%. In addition,
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Fig.3 Network slice management in a NFV framework

the next generation mobile network may face more security
and privacy challenges when the network slicing is associated
with multi-domain infrastructures or multi-tenants. The au-
thors in Ref. [26] believe that the network slice security should
follow traditional security principles including confidentiality,
integrity, authenticity, availability, and authorization.

For confidentiality threats, a compromised slice manager
could monitor the traffic through both northbound and south-
bound interfaces, which may leak the slice configurations. A
vulnerable point of attack in the configuration phase is the
API. A compromised API could allow adversaries to interfere
in the installation, configuration, or activation of a slice!'#].
Similar to the slice manager, NFVO also may breach confi-
dentiality through interfaces. The confidentiality of inter-slice
communications should be considered as well.

For integrity threats, a poorly designed, or improperly im-
plemented network slice template may damage the integrity
of the template in the network slice preparation phase*!l. In-
jecting or forging traffic into slice manager’s interfaces could
break the integrity. Data exchange between slices may expose
vulnerability as well. Another integrity threat is that an at-
tack could change network slice configuration, which leads to
new threats such as slice deactivation at run time phase!*!. In
addition, the service level agreement (SLA) of network slic-
ing faces the threat of being tampered or spoofed. Conven-
tional SLA monitoring methods rely on the third party audi-
tors which still could temper the report for benefits®3.

For authenticity threats, a compromised network function
where credentials are locally-stored would breach the sys-
tem’s authenticity. In addition, unauthorized access to the net-
work slice may cause data leakage and lead to further damage
to the network. In Ref. [34], the authors believe that rapid

authentication needs to be innovated and rapidly adopted into
the upcoming mobile communication network system since
the network slice development requires UE more frequently
change in different slices.

For availability threats, the availability issue of network
slice may directly affect network capabilities and perfor-
mance. Hence the availability of a network slice is a major
challenge. Launching DoS or distributed denial of service
(DDoS) could break the availability of the network and delay
the communication between entities. In addition, the attack-
ers tend to launch DDoS attacks on a large number of UEs!**.
Compared with conventional single-user devices, beyond 5G
networks which will support extreme massive machine type
communication and extremely high capacity communication
may suffer this threat more serious than before.

Apart from the above security threats, privacy and trust is-
sues are other critical concerns that have not been addressed
well in current 5G networks!®3. Network slice providers may
have incentives to misbehave against user privacy. Therefore,
the interested services of users through the access of slice
could be learned by the slice providers!3°.

IV. DLT ENABLED SECURE NETWORK SLICING

A. Distributed Ledger Technology

Bitcoin attracts a lot of attention along with its blockchain
concept, which was proposed in 20087, In simple terms, a
blockchain is a synchronized and distributed ledger that stores
a list of blocks. Each block records a set of validated transac-
tions (e.g. user information and a receipt) and securely links to
the previous block. Central authorities are removed from the
blockchain structure and the public ledger is maintained by all
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the network participants instead. This is realized by a proto-
col that achieves a trustworthy consensus about the chain of
blocks created. In other words, network nodes can agree (de-
terministically) on the history and order of blocks that were
created, and on which node is allowed to add the next block
to the chain.

The network will reach eventual consistency since some re-
gions may temporarily diverge in their opinion of who won
the next block. Since nodes hold an entire block tree, such
disputes get resolved eventually as all nodes consider the path
in the local tree with the “biggest overall work™ to be the gen-
uine chain (and this choice may vary over time).

Despite the fact that blockchain has received a lot of at-
tention from the banking industry, authors from Ref. [38]
find that the use of blockchain can also improve other sys-
tems such as insurance, electric vehicle charging, and car
sharing services. In addition, blockchain was used to fa-
cilitate the authentication and privacy preserving in the con-
nected vehicle system. In Refs. [39,40], they propose cost ef-
ficient pseudonym certificate management schemes based on
the blockchain technology for connected vehicles so that vehi-
cles could reuse pseudonym certificates to protect anonymity
in the vehicle-to-everything communication. Ref. [41] states
that there are some concerns about blockchain, namely, ma-
jority attack, selfish mining, identity disclosure, and abuse
of blockchain. In addition, blockchains based applications
(e.g. Bitcoin and Ethereum) are facing big challenges in real
life due to blockchain’s low scalability and low amount of
transactions per second. Hence, some studies from Ref. [42]
proposed a new generation public digital ledger technique,
namely IOTA*!. It makes use of a small notation called tan-
gle at its core, a directed acyclic graph (DAG), to eliminate
huge transaction power consumption and the concept of min-
ing.

The smart contract, a programmable script, plays a vital
role in the blockchain system. While traditional contract tends
to have a centralized authority to operate and supervise, the
smart contract does not need any central authorities and oper-
ates by itself once certain conditions were met. Smart con-
tract was first introduced by Nick Szabo in 19974, The
author believes that smart contracts could emerge protocols,
user interfaces and promises to formalize and secure relation-
ships over computer networks. Szabo thinks the smart con-
tract can be seen as a vending machine, in which there is a
pre-defined program that contract and agreement have set in
advance. When certain conditions are met or parameters are
reached, the smart contract, like a vending machine, will act
correspondingly followed by the agreement. Close to vending
machines that can replace sales in the vendor, the smart con-
tract is able to substitute agencies and third parties in many
fields. The first generation blockchain application, such as
Bitcoin, is not much of programmable or Turing complete.

Therefore, Bitcoin is not fully capable of operating the smart
contract. The smart contract is often referred to in the sec-
ond generation blockchain platforms, such as Ethereum and
Hyperledger. In Ethereum, the smart contract was defined as
an account which has a unique address and balance!*!. This
account is also referred to as contract account. Users could
initiate transactions with the contract account to interact with
smart contract functions. As long as one’s account has enough
cryptocurrency ether to pay transaction fees, any account can
write up and publish smart contracts.

B. Integration of DLT with Network Slicing

Recent studies have included DLT, the key technology to
assist automation and management beyond 5G and future 6G
networks!#6-481, Network slice could benefit from a promising
technology, namely the DLT. Because DLT can provide a dis-
tributed framework, a secure and accountable digital ledger,
and a fine-grained security indicator. It is a possible solu-
tion to resolve network slicing security challenges and keep
the confidentiality, integrity, and availability of the system.
The authors in Ref. [49] believe that blockchain suits sce-
narios with multiple partners in the E2E value chain of any
ecosystem. Multiple partners can not only be a horizontal
chain between companies, suppliers, and end users, but also
a vertical chain among internal entities. In addition, many
studies show that merging DLT/blockchain and network slic-
ing could achieve multiple purposes. Firstly, since the DLT
with smart contract could create an automated marketplace or
auction platform, network slices and corresponding services
can be negotiated among consumers, network operators, and
industrial vertical players®3!l. Secondly, another challenge
raised by multi-tenant and multi-domain network slicing sce-
narios is much higher chances of attacks inside the network.
The use of DLT can be a solution to establish a trust mecha-
nism among network slicing parties, and could also build an
authentication layer for the multiple administrative domains
to meet security requirements®>33!. Moreover, the distributed
nature of DLT provides the capability of avoiding single-point
failure, because the system has high robustness even one or
a few nodes are out of reach. It assures reliability and avail-
ability on an E2E NSI with multi-parties. Due to these proper-
ties, blockchain has the potential to be integrated with network
slicing>*+>31,

C. DLT Powered Network Slicing In Verticals

Since the DLT could provide trust and secure solutions, it
is noticeable that research has considered using DLT to tackle
existing security, privacy, and trust challenges in network slic-
ing. The authors in Ref. [56] proposed a blockchain based
privacy preserved network slicing SLA audit scheme, aiming
to preserve data privacy and integrity. Conventional SLA au-
dit process faces threats of data leakage and alterations in the
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audit report. This scheme introduces a blockchain-based au-
dit strategy which can preserve data privacy in the audit pro-
cess and the smart contract inside is designed to operate au-
dit tasks and carry out punishments. The blockchain in this
model is a platform to provide a public and transparent way to
store immutable data across multiple parties. Then a data en-
cryption scheme called order-revealing encryption (TORE) is
introduced and implemented in the smart contract of the pro-
posed blockchain-based SLA auditing scheme. In their more
recent researchP”l, this TORE scheme is more refined to be
able to encrypt monitored parameters in the SLA and realize
the comparison over auditing ciphertexts, resulting in the pre-
vention of data leakage in SLA auditing. In addition to the in-
tegrity, an order-revealing encryption algorithm is used for en-
crypting the monitored data and parameters in SLA audit. The
smart contract in the blockchain can be also used for providing
fine-grained security*”. Future smart contracts could moni-
tor security indicator and conduct in-depth analysis once any
attack detected in a given slice. The paper presents a SDN and
DLT based framework to provide secure, automatic, and dis-
tributed datal®!. It uses Hyperledger Fabric platform to show
a secure and fast transaction performance through blockchain.

D. Multiple Participants Coordination and Trust Man-
agement by DLT for Network Slicing

Orchestration across multiple infrastructure providers can
help to simplify infrastructural operations, and enable better
scaling and faster deployment of network services. For the
implementation of certain network services, it is required to
create E2E NSI across multiple participants. In 3GPP TR
28.80111%1if an participant wants to create an E2E NSI across
multiple participants, this participant should decompose the
service request of the E2E network slice and provide its man-
agement data to the other participants. Pre-conditions of this
connection are trust relationships that are assumed to exist be-
tween operators. This trust relationship makes the coordina-
tion between participants transparent and visible. However,
the majority of participants worries whether sensitive man-
agement data could be exposed and other participants might
not follow the agreement of network slicing. With this kind of
concern, stakeholders could not trust each other. Since the im-
mutable feature of blockchain and undeniable automated op-
erations powered by smart contract, the blockchain becomes a
feasible tool to build trust relationship among multiple stake-
holders. Hence participants in the blockchain network can
decide what to share and how to follow network slice oper-
ation agreements in the smart contract. Researchers such as
Ref. [59] believe blockchain can be deployed to ensure trust-
worthiness between different telecom operators for multiple
participants, coordination management in network slicing.

The authors of Ref. [60] propose an architecture compris-
ing multi-domain edge orchestration to achieve SLA auton-
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Fig.4 An example of blockchain-based slice brokering system

omy management by smart contracts. And the Hyperledger
Fabric blockchain is used to improve the trustworthiness of
the system by storing records in orchestrators. Ref. [61] in-
troduces the concept of the 5G Network Slice Broker, which
can facilitate on-demand resource allocation and perform ad-
mission control based on traffic monitoring and forecast-
ing. The authors in Ref. [62] and Ref. [63] propose to use
the blockchain to deploy the brokering mechanism by smart
contracts. An example of network slice broker using the
blockchain system was shown in Fig. 4. Mobile virtual net-
work operators (MVNOs), over-the-top (OTT) providers and
infrastructure providers (InPs) all participate in the blockchain
network, and the slice broker mechanism would handle mul-
tiple traders in both selling and buying. Service and infras-
tructure providers can benefit from this auction mechanism by
having real-time assets offers, requests, and automated pay-
ment settlements, while end consumers have options, in terms
of infrastructure, resources, and prices, based on their de-
mands. So the P2P system is able to replace conventional cen-
tralized approach to slice brokering. In Ref. [64], a multi-layer
blockchain based secure network slicing architecture was de-
signed to be used in the medical field. The paper states that us-
ing decentralized storage platforms to perform as slice broker
could secure the network slicing. In addition, the authors!®!
propose an automated resource allocation based on deep re-
inforcement learning (DRL) and blockchain, which can en-
sure the security of transactions. However, these papers pro-
vide only a qualitative analysis of the security performance
of the dynamic slicing endowed by the blockchain, and have
no mention of how to use the blockchain to establish a trust
relationship.

The combination of network slicing and blockchain has be-
come an inevitable trend, and it will be expected to establish
trust relationship between multiple participants by DLT. Stew-
ard is a blockchain-based trust assessment framework, pro-
viding automated risk management in IoT devices!®®l. The
blockchain system will store trust scores of all devices, so that
the network controllers could leverage these information and
then allow devices which meet the expected trust levels to con-
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Tab.1 Taxonomy of blockchain-based solutions for threats in network slice

Category of

The role of blockchain Ref.
threats
Inteerit Realize SLA trust automation [60], [64], [68],
ety management [69], [70]
Authenticity Control the access to network slices [66]
Availability Resist DoS attacks [67]
Trust Establish trust relationship between [60], [62], [63],
multiple [65], [68], [69]
Privacy Ensure privacy between network slices [67], [56]

nect with the network slice. The authors in Ref. [67] develop
a blockchain-based secure and isolated software infrastructure
of virtual functions. In order to isolate these slices and avoid
common attacks in shared infrastructures, they provide differ-
ent categories of blockchain for different slice requirements,
while all slices share the same infrastructure. Ref. [68] pro-
poses that DLT can be used to solve the trust problem. In addi-
tion, the authors of Ref. [69] present a zero-touch approach in
cross-domain network slicing based on enterprise blockchain
and Al-driven closed-loop automation architecture. It can de-
tect or predict SLA violations with immediate action for mit-
igation without disrupting the service. A blockchain-based
trusted architecture was proposed in Ref. [70] to provide an
E2E security by utilizing smart contract for SLA management.

A taxonomy of blockchain-based solutions for security, pri-
vacy and trust threats in network slicing are summarized in
Tab. 1. Threats of network slicing are categorized into in-
tegrity, authenticity, availability, trust, and privacy. The role
of blockchain points to what benefits the blockchain system
provides above solutions.

V. OPEN CHALLENGES

Beyond 5G and future 6G networks, the trios of trust, se-
curity, and privacy are interconnected to some extent. The
challenges remain in multidisciplinary technologies, stan-
dardization, techno-economics etc.!”!. Despite the fact that
blockchain technology facilitates the security of network slic-
ing, there are open challenges in terms of security, privacy,
and trust. In this section, potential issues and challenges of
endogenous security in network slicing beyond 5G networks
will be reviewed.

A. RAN Slicing

The next generation radio access network (NG-RAN)
would support a great number of RAN slice subnets!’?!. To
satisfy the advanced service requirements of E2E slicing in the
next generation network, the future radio base stations are sup-
posed to be more customizable and more capable of dynamic.
Maintaining a significant level of isolation will be a key to
provision security and privacy on the E2E slicing. Hence,

more reliable and resilience slice isolation technologies re-
quire further study. Moreover, the open RAN (O-RAN) draws
a lot of attention recently. The main concept of the openness
and smartness in this new RAN framework is to let all partic-
ipants build an open source, open hardware, software-driven,
slicing-aware, and resource efficient innovated radio network
together. However, O-RAN is still at the early stage and needs
further research to fully realize in the next generation mo-
bile networks. Major problems, especially security related,
can be summarized as the hijacking attack of open network-
ing, the doubt of trustworthy O-RAN, inter-operability, and
standardization!’374].

B. Edge Intelligence in Network Slicing

A popular use case for edge intelligence is the automation
of virtual resource management and orchestration beyond 5G
network!’?!. The management procedures of the RAN net-
work slice subnet management function will be automated
by the edge intelligence to decrease the management and or-
chestration complexity. Therefore, the processed data among
slices and users could be exposed or lack of protection. Secure
and lightweight data preserving technologies can be further
investigated, aiming to handle data confidentiality and privacy
for the future scalable and fast changing next generation mo-
bile networks. While the edge intelligence brings benefits for
network slicing, the artificial intelligence itself will be a major
concern in terms of data poisoning and data evasion!”!. In ad-
dition, the standardization and international recommendation
also play key roles in the development of automated network
slicing.

Moreover, the state-of-the-art security approaches for net-
work slices as above stated are mostly human or machine-
centric. For instance, even automated anomaly detection still
needs human intervention to address false negatives!’%l. Since
the promising advanced telecommunication technologies and
artificial intelligence techniques, the next generation mobile
networks are inevitably facing more and more automated and
advanced attacks. So more sophisticated and intelligent se-
curity mechanisms are essential to overcome future massive
scale and automated related attacks. Machine learning could
play a crucial role to design intelligent security solutions for
network slicing. Machine learning algorithms and models,
such as Markov models, neural networks, deep reinforcement
learning, and genetic algorithms, could be utilized to find con-
figuration errors to limit human intervention.

C. Post-Quantum Security

Apart from conventional threats, many believe that the
upcoming quantum computing will bring serious challenges
on network security. The current cryptography systems are
mainly under two categories: symmetric and asymmetric!’”.
However, mathematicians state that either symmetric algo-
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rithms or asymmetric algorithms will be breakable once quan-
tum computers come. Because the quantum computing is
significantly more powerful than current computing capacity.
The research and development of quantum resistant cryptog-
raphy algorithms will be a big milestone for the next gener-
ation mobile networks. Future quantum-resistant cryptogra-
phy algorithms should be secure enough against both quantum
computing threats and classic cryptography threats.

D. Blockchain Scalability

In blockchain, there is a triangle, namely, decentralisation,
security, and scalability. In this triangle, most blockchain-
based systems can only meet two subjects. Both genera-
tions of blockchain (Bitcoin and Ethereum) have similar draw-
backs, low transaction throughputs, small block size, and huge
energy consumption. In terms of low transaction throughputs,
bitcoin can do 3-5 transactions per second (TPS) and Etherum
can do 25 tps, while Visa can do 1500 tps. As a fundamen-
tal technology for future networks, distributed ledger technol-
ogy is eager to seek solutions and innovations to meet the trio
of decentralization, security, and scalability together. Novel
blockchain architectures, sharding techniques, block size in-
crease, and consensus algorithms are being researched to in-
crease the throughput of today’s blockchain networks.

VI. CONCLUSION

This article presents a review of DLT solutions for network
slicing security, privacy, and trust challenges for the next gen-
eration mobile networks. It reviews current standardization
efforts from multiple institutions, including the ITU, 3GPP,
and ETSI, to provide a basic introduction to the concept of
network slicing. The exploration of the next generation mo-
bile network has led academia and industry to focus on en-
hancing the security of the system. Network slicing security
concerns beyond 5G and potential DLT-based solutions are
presented and discussed. Lastly, several open research chal-
lenges and potential issues of security and privacy threats of
network slicing in the next generation mobile networks are
identified.
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