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Abstract

Providing restrictive and secure access to resources islierbing and so-
cially important problem. Among the many formal securitydats, Role Based
Access Control (RBAC) has become the norm in many of todagarmizations for
enforcing security. For every model, it is necessary toyaahnd prove that the
corresponding system is secure. Such analysis helps tadérhe implications
of security policies and helps organizations gain confidemt the control they
have on resources while providing access, and devise andaimepolicies.

In this paper, we consider security analysis for the TempBBAC (TR-
BAC), one of the extensions of RBAC. The TRBAC consideredhis paper al-
lows temporal restrictions on roles themselves, user-gsian assignments (UA),
permission-role assignments (PA), as well as role hiefascfiRH). Towards this
end, we first propose a suitable administrative model the¢igs changes to tem-
poral policies. Then we propose our security analysis egsatthat essentially
decomposes the temporal security analysis problem intdlemzad more man-
ageable RBAC security analysis sub-problems for which ttisting RBAC se-
curity analysis tools can be employed. We then evaluate thhem a practical
perspective by evaluating their performance using siredldata sets.

1 Introduction

Access control facilitates controlled sharing and pratecof resources in an enter-
prise. Today, there exist a variety of formal authorizatiadels to meet the wide
needs of requirements in specifying access control psliciehese include, but not
limited to, Discretionary Access Control (DAC), Mandatakgcess Control (MAC)
and Role Based Access Control (RBAC). Due to its flexibilgise of administration
and intuitiveness, RBAC has been successfully adopted aaasrto enforce security
by many organizations. Recognizing the industry needs, RBAs been widely de-
ployed in most commercial software including operatingeys, database systems,
enterprise resource planning and workflow systems. Und&(RBoles represent or-
ganizational agents that perform certain job functionsl p@rmissions to access ob-
jects are grouped as roles. Users, in turn, are assigned@pde roles based on their
responsibilities and qualifications [25, 10]. This featumenediately reduces the oper-
ational costs of the system since the number of roles is lysmaich smaller than that



of the permissions.

The success of RBAC led the development of some useful arten$o satisfy
new application domains. In particular, researchers pveste basic idea of having
roles in the model and add some additional dimensions,ilike &nd space. Temporal
RBAC (TRBAC) [8], Generalized Temporal RBAC [20], Spatiesiporal RBAC [2]
are some examples of these extensions.

Analysis is essential to understand the implications ofiggcpolicies. Although
each policy may appear innocent in isolation, their cuningagffect may lead to an
undesirable authorization state [27]. A study of the forbethavior of RBAC models
helps organizations gain confidence on the level of contie} have on the resources
they own. Moreover, security analysis helps them set psdisd that owners do not un-
knowingly lose their control on resources, and aids themewdilanges to the policies
only if the analysis yields no security property violations

One major advantage with RBAC is that, unlike in DAC wherersssn grant
access privileges at their own discretion, organizatiaweltentral control over their
resources. Since the security configuration need not begeldawwhen users leave or
join the organization, RBAC simplifies security adminisiwa. Administrative activi-
ties include user to role assignment (UA), permission te essignment (PA) and role
to role assignment (RH, the role hierarchies). Such adinatien is typically per-
formed by a system security officer (SSO). For large orgaioizg, it is normal to have
roles in the order of thousands and users in the order of tetosands [28]. Typ-
ically, security administration is decentralized by deltgg administrative activities,
as it is overwhelming for a single SSO to administer all rol&ghile decentralized
RBAC administration enhances the flexibility and scal&pilan obvious side effect
of it is reduced organizational control over its resourcékerefore, certain security
guarantees are essential to ensure controlled delegatibtoaetain the desired level
of control. Such guarantees can only be ensured throughveafsecurity analysi®f
the properties of the RBAC system.

An RBAC system can be viewed as a state transition systemengdiate changes
occur via administrative operations. Given an initial auikation state and a set of
security policies specified by authorization rules, a sgcanalysis is a query the
administrator makes on the set of reachable authorizatitess Oftentimes, a security
analysis is a simple query that asks whether there is anamdetl reachable state,
and hence requires determining the set of reachable am#tion states. Such a query
allows the administrator to determine if any of a set of usrmuted states could possibly
occur as the system evolves, and is extremely important terméne if the system
meets its security policies.

Exclusion of unintended authorization states, known asstifety problemwas
first identified by Harrison, Ruzzo and Ullman [14], and carfdrenulated as testing
the following: “Whetherthere exists a reachable authorization state in which épart
ular subject possesses a particular privilege for a speatifiect.” (Note that subjects
include users as well as processes (invoked by users.) \84fiey is one of the funda-
mental requirements to be analyzed, the security progddibe analyzed in this paper
will be more comprehensive than those studied in priordii@e. We will study several
security properties: safety, availability, liveness, amatual exclusion of privileges for
TRBAC.



Specifically, in this paper, we develop a security analysthodology for Tempo-
ral RBAC. The analysis deals with tiheachability problemwhich seeks to determine
whether a potentially untrusted user will ever get accessmdidential objects. Protect-
ing the confidentiality of the data and the integrity of thetsyn requires this analysis.
In our model we have user to role, permission to role and miele assignments (role
hierarchy) defined as temporal relations. The extent oithmpbral notion in the role to
role assignment relation is unique in terms of the flexipilitat is achieved in the role
hierarchy structure. We propose an administrative moaslahows us to modify the
above mentioned temporal relations. This administratieglehis extensive in terms
of its ability to modify the more flexible role hierarchy stture. In addition to our
proposed administrative model, we provide a 3-stage aisapproach that is capable
of conducting theeachability analysigor a given TRBAC configuration. The analysis
is customizable in order to fit the specific needs of the sgcguestion of interest. We
propose a novel approach for security analysis of TRBAC. ffilaén strategy we use
while performing the security analysis is to decompose tRBAC analysis problem
into multiple subproblems similar to RBAC. Essentially, decompose the problem
into simpler RBAC subproblems so that deciding whether déiqdar target state is
reachable or not can be potentially simpler. Additionatiends itself to employ the
analysis techniques developed for traditional RBAC. Wepps® decomposition based
on the type of the relations as well as based on time. We préserdifferent strate-
gies for decomposition based on time — (1) Decompositiongugille schedules and
(2) Decomposition using role schedules. We perform contjmurtal experiments using
the proposed analysis to demonstrate its run time perfoztmaie also provide a dis-
cussion about how our newly defined role hierarchy struheoeild physically be kept
in order to achieve maximum performance in terms of accesisidas and hierarchy
modifications.

The rest of the paper is organized as follows: In Section 2pregide background
information necessary to follow the models and analysategies proposed in the pa-
per. In Section 3 we provide our Temporal RBAC model, alontits administrative
model and in Section 4 we present our security analysis rdetbgy. In Section 5,
we demonstrate the runtime performance of our proposedapbr In Section 6, we
provide an insight about the data structure that the dyngéenigporal role hierarchies
should be kept to improve the performance. In Section 7, vedlipreview the related
work done in the literature. Finally in Section 8, we summarmur contributions in
this paper and discuss our future work.

2 Preliminaries

In this section, we introduce the preliminary definitionsl @oncepts that are needed to
develop the approaches presented in this paper. Spegifivalpresent the definitions
for Role Based Access Control model, the extensions anddiménéstrative model of
RBAC, and the reachability problem.

Definition 1. Role Based Access Control ConfigurationAn RBAC configuration
[11]is atuple(U, R, PRM S,UA, PA, RH) whereU, R and PRMS are finite sets of



users, roles, and permissions, respectivél, C U x R is the user to role assignment
relation,PA C PRMS x R is the permission to role assignment relation d@¥d C
R x R is the role to role assignment (role hierarchy) relation.

Atuple (u,r) € UA represents that usetbelongs to role. Similarly, (p, ) € PA
represents that members of rol@re granted permissign A tuple (r1,72) € RH
denotes; is superior ta;, so that any user who hag assigned, also has assigned,
and hence the permissions that are assignegl.to

The Administrative RBAGARBAC97) [24] model specifies rules to modify an
RBAC configuration. It is composed of three modul#A user to role administration,
PRA permission to role administration, afRA role hierarchy administration.

The URA module allows to make changes® by using assignment / revocation
rules performed by administrators. Administrators ares¢hosers that belong to ad-
ministrative roles. We denote the set of administrativesasAR. Some policies
consider the sel R to be disjoint from the set of roleB. Those policies are said to
meet theseparate administrationonstraint [30]. A user can be assigned to a role if
she satisfies thpreconditionassociated to that role. preconditionis a conjunction of
literals, where each literal is either in positive formor in negative form-r, for some
roler € R. Following [12], we represent preconditions by two setsadés Pos and
Neg. A useru satisfies a preconditiofPos, Neg) if u is member of all roles irPos
and does not belong to any role &kg.

Rules to assign users to roles are specified by the set [24]:

can assign C AR x 28 x 28 x R.

A can_assign tuple (admin, Pos, Neg,r) € can_assign allows a member of the
administrative rolexdmin to assign a user to rolesr providedu’s current role mem-
berships satisfies the preconditigPos, Neg).

Rules to revoke users from roles are specified as follows:

can_revoke C AR x R.

If (admin,r) € can_revoke, a member of the administrative rol@min € AR, can
revoke the membership of any user from rple R.

PRA is the module to control the permission to role assignmeiite rules are
similar to those ilJRA. These are defined as follows:

can_assignp C AR x 2F x 28 x R
can revokep C AR X R

Finally the ARBAC97 ha&RA component to perform operations on roles and role
hierarchies. The rule defined for this context is the follogvi

canmodify C AR x 2

Using this rule, authorized administrators can create ansbie roles and also they
can modify the relationships between the roles.

A URAcan be seen as a state-transition system defined by theStupld/, R, UA,
can_assign, can revoke). A configurationof S is any user to role assignment re-
lation UR C U x R. A configurationUR is initial if UR = UA. Given twoS



configurationg: = UR andc¢’ = UR/, there is aransition (or move from ¢ to ¢’ with
rulem € (can_assignUcan revoke), denoted: ~ ¢/,if there exists amdministra-
tive userad and administrative roledmin with (ad, admin) € UR and a uset € U,

and one of the following holds:

can-assign move:m = (admin, P, N,r), P C {r'|(u,7") € UR}, N C R\ {r' |
(u,7") € UR},andUR' = UR U {(u,7)};

can-revoke move:m = (admin,r), (u,r) € UR, andUR’ = UR\ {(u,r)}.

A run (or computatiof of S is any finite sequence & transitionsr = ¢; SLEN

Co Ime, ey cny1 for somen > 0, wherec; is theinitial configuration ofS.
An S configuratiore is reachabléf ¢ is the last configuration of a run of.

Definition 2. Reachability Problem Given aURA systemS over the set of roles
R and a rolegoal € R and a usemu, therole-reachability problemasks whether a
configuratiore with (u, goal) € c is reachable irS.

The reachability problem seeks to answer certain quesitimhsding and not lim-
ited to the following [22]:

e Simple Safety: Is there a reachable state in which usdvelongs to a user set
s? Eventually, this can also be stated as: Can usfer get access to the roles
assigned to users that belong to st

Simple Availability: In each reachable state, does a us@lways belong to
a user sets? Hence this analysis questions whether usevill lose his/her
privileges in the future.

Bounded Safety: In each reachable state, is the userssalways bounded by
{u1,ugy ooy upn }?

e Liveness:In every reachable state, does userssgivays have at least one user?

Containment: In every reachable state, does a usessetiways cover user set
S9.

For example, if the analysis of interes8anple Safetythen one should set tlyeal
to the target role and check whether that state is reachablereas, if the analysis
of interest isSimple Availability then thegoal should be set to the state where the
desired roles are unavailable LAvenessjuery can be handled by performin&anple
Availability check on the users in setto see whether there exist at least one user in
s always remain assigned to the particular role(s). Similgerigs can be set for the
other analysis questions.

Temporal RBAC: The basis of the temporal RBAC models in the literature selie
on aCalendardefinition, which is a periodic and duration expression giveterms of
some calendars as follows [7]:

P = ZOi~OiDT'Cd
=1
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This expression is composed of two different calendar esgioas split by>. The
first part is the periodic expression which denotes theistapoints of the time inter-
vals represented by the expression. E&¢hC; T C;_; is a calendar that represents
a different time unit (days, weeks, minutes) so that for eachc C;_; C;_; can be
covered by a finite number of intervals 6f (for instance 24 hours is 1 day). The
O;'s are the frequency components associated with the calemdhich are defined
asO; = all, O; € 2Y U {all}. The second part of the expression is the duration
constraint which describes the time interval that the esgioa covers once stared with
the periodic expression given in the first part. Heres N andCy; C C,,, meaning
that the duration cannot exceed the maximum periodic tirterval. An example for
this expression is thatll.Years + {3, 7}.Months > 2.Months means a two month
interval that starts every year at the beginning of the third the seventh months.

The TRBAC model [8] supports role enabling, which is a tumenposed of roles
and calendar expression. In GTRBAC model [20], user to roté@ermission to role
assignments are also proposed to be temporal with the @alergression in addition
to some other components like role triggers.

Previous studies propose temporal role hierarchies [1820PBthat focus on the
permission and activation inheritance in the presenceropteal constraints on role
enabling and disabling. Particularly, the role hierarcésiill static, but the other
temporal components of the system have a governing effeehether the hierarchies
will provide inheritance relation at a given time. Thesedgts propose three different
types of hierarchies for temporal domain:

1. Inheritance-Only Hierarchy>): In this relation, the permissions in the junior
role can be acquired by any user who activated a senior rafleout activating
the junior role. This hierarchy becomes restricted, if thal®ing times of the
roles are taken into account. There are two types of restnepossible: Weak
and Strong. When a hierarchy is weakly restricted, then #grenfssion acqui-
sition through the junior role is possible regardless of thée being enabled at
that time. However, in the case of strongly restricted hidrg the junior role
must be enabled to perform permission acquisition.

2. Activation-Only Hierarchy(>-): In this relation, a user who activated a senior
role can activate a junior role even if she is not explicitbsigned to it. This
hierarchy becomes restricted, if the enabling times of tiesrare taken into
account. Similar to the Inheritance-Only case, there acetyywes of restrictions
possible: Weak and Strong. When a hierarchy is weakly otsttj then the role
activation of the junior role is possible regardless of tlud¢ being enabled at
that time. However, in the case of strongly restricted hidrg the junior role
must be enabled in order to be activated through the sermr ro

3. Inheritance and Activation (General Inheritance) Hieray(>>>): This relation
is a combination of above two hierarchies. Senior roles ctisiae junior roles
or justinherit some of the permissions of them. Lastiydrid Hierarchyexists
when the pairwise relations among different roles are dédsht types. Hence,
there can be an inheritance only relation between two raled,an activation
only relation between two other roles in the same hierarchy.



3 Temporal RBAC Model and Security Questions

The security analysis in temporal domain requires detangihow the time is em-
bedded into the model and which components of the model &etedl by this. Fur-
thermore, an administrative model is necessary to allowarechanges in the role
assignments. Then, a security analysis is possible for RBRATC model.

3.1 Temporal Components in Temporal RBAC Model

In RBAC models with temporal components that are proposedtiénliterature, the
majority of them focus extensively on the temporal user e assignment relation
and role enabling and the benefits of having temporal canstran them. In this
paper, we not only cover these two relations, but also focusa@ other relations,
namely, permission to role assignment and role hierarchesell. Now, we discuss
potential benefits of having temporal permission to rolégassents and temporal role
hierarchies.

Temporal Permission to Role Assignments, captures thegesaim P A with re-
spect to time, hence, a role can have different permissigig@®ents in different time
intervals. This concept, although look similar to tempdral, can have different ap-
plications in a TRBAC model, including reducing the numbgrales necessary. Let
us explain this with an example:

Example 1. Consider a manufacturing company has two different proadagants in
different cities, one also has the headquarters of the coynfjde company has a CEO
and a General Manager (GM) who works at both the plants; améaing Manager
(AM), a Manufacturing Manager (MM), and a Human Resourcendder (HR) for
each plant. Although the CEO works at the headquarters, Gkksnio both of the
plants in different days of the week. When he is present ahatphe manages the
operations and audits the actions of the AM of that plant. elmv, when he is away
(at the other plant), MM has the responsibility to audit tipem@tions of AM without
completely assuming the GM role, which is considered to maaay additional per-
missions. In this case a TRBAC model without Tempdral must have two different
roles for each MM: Regular MM and Extended MM, and in Tempdral the nec-
essary assignments are done. However, presence of Tenipdrallows the model
to have only one MM role that has different permission assignts that captures the
auditing process whenever necessary.

In the Temporal RBAC model, role hierarchies can also be teaipn nature, in
other words, they may change with time. Although role highn#s in prior temporal
extensions of RBAC have been specified, they do not allow teaigonstraints to
be specified on RH that not onigstrict the timeduring which the hierarchy is valid,
but alsochange its structuréy shifting the position of the roles in the hierarchy. An
immediate effect of this is that permission inheritancesduat always hold. Essentially
this means that a senior level role cannot always inherpémmissions of a junior level
role. Furthermore, a role may change its level in the hiéngrior example, a junior
level role may be elevated to a higher level role during éettene periods.
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Figure 1: The Role Hierarchy of the Manufacturing Company

Although enterprises usually specify a static hierarchgtyaamic temporal role
hierarchy(DTRH) comes into play in some temporary or periodical exiceal situ-
ations that are required for operational purposes. In thewing, we provide such a
motivating example.

Example 2. Consider once again the manufacturing company given inréagqus ex-

ample. The auditing tasks of MM can be modeled with DTRH, & téisks required for
auditing can be acquired through the role hierarchy giveFfigure 1. A policy which

makes the Manufacturing Manager move to the second levéhmaf the Accounting
Manager only on the days when the General Manager is awapraiide permissions
needed for auditing the AM to MM.

Nevertheless, it is still possible to represent the scenathe example above using
a static role hierarchy. However, lack of temporal role &iehies will force the sys-
tem administrators to create a dummy role, like “Manager Anditor”, that is only
enabled when necessary. Also, this role should have théreggpermission and hi-
erarchy assignments that Manufacturing Manager needs.newly created role does
not essentially represent a regular job function since thabacturing Manager can-
not assume this role all the time. Moreover, the ManufantuManager should be
assigned to two separate roles which are enabled and disabikgular time intervals.
The situation might get even more complicated in the caserpbrary changes in
the system. Suppose that this auditing position is applidgwhen the General Man-
ager is on vacation. Then the newly created dummy role andegbessary permission
assignments are performed just for a single and temporamyrence. Even worse,
the administrators must undo the changes in the systemybking and deleting this
role when the General Manager returns. Skipping this stagdwreate serious safety
problems. Clearly, creation of these redundant dummy iialeases the administra-
tive burden [13].

Role delegation, which has been studied extensively initdyature [1, 5, 6, 9, 17,
33, 34, 35], is another way of handling scenarios like thiseld are delegated to the
necessary roles of the users that are away. Even though ampé& scenario can be
modeled using role delegation without imposing significargrhead, using temporal
role hierarchies has still an advantage in terms of perfiogreafety analysis. Whether
handling the temporal role hierarchies is done using theipation of DTRH, using
dummy roles or delegation, none of the prior work on safeglysis considers RBAC
models with temporal constraints on role hierarchies.



3.2 TRBAC and its Administrative Model

Although temporal role based access control models have freposed in the litera-
ture, none of them addresses the security analysis of psligine temporal dimension
of the model makes it even harder to perform security anglysiich is already proved
to be intractable for the non-temporal case. Therefordgweserving the core idea of
having the temporal notion embedded into the RBAC compasin [8, 20], we sim-
plify the model to allow for a manageable security analysihough, our simplified
model does not completely represent the previous tempasdkis, such as TRBAC
or GTRBAC as a whole, we call this model Temporal RBAC (or TRBAn short) for
notational simplicity. Therefore, the model referred asBR& for the remainder of
the paper represents our simplified model, unless othemased. Now, we explain
our TRBAC model in detail. We first define how ttimeis represented in the model:

Let Thax be a positive integer. Ame slotof Times is a pair(a,a + 1), wherea
is an integer, anf < a < a+ 1 < Thyax. Atime slot(a,a + 1) represents the set
of all times in the sefa,b), i.e.,{¢t | a < ¢t < b}. We use dime interval consisting
of a pair(a, b) wherea, b are two integers and < a < b < Tyax, to represent the
set of carresponding time slof$a,a + 1), (a + 1,a+2),... (b — 1,b)} succinctly. A
scheduleverT) 4 x is a set of time slots.

For instance, consider a hospital that works for 24 hours thitee shifts (between
9 am and 5 pm, between 5 pm and 1 am, and between 1 am and 9 ane)wiint to
have the precision of hours, we chodg, x = 24, and a schedulethat covers shifts
9am-5pmand 5 pm-1ami s represented-as{(9, 10), (10,11)...,(23,24), (24,1)}.
The schedule definition is a simplified version of the Calemt#dinition in Bertino et
al. [8], where we have simpler periodic constraints and ddvage duration constraints.

We assume that the system is periodic, thus the scheduleatréfemselves after
any Ty ax; in the hospital example above, time intervals are repesgett 24 hours.
Given a scheduleoverT; 4 x and an real numberwe say that belongs tas, denoted
t € s,ifthereisatimeintervala, b) € ssuchthat’ € [a,b), wheret’ = t mod Thax.

Definition 3. TRBAC Configuration. Let S be the set of all possible schedules over
Tumax- ATRBAC configuration ovel'y 4 x isatupleM = (U, R, PRMS, TUA, TPA,
RS,DTRH) whereU, R and PRMS are finite sets ofisers roles andpermissions
respectively, TUA C (U x R x S) is thetemporal user to role assignmerglation,
TPA C (PRMS x R x S) is thetemporal permission to role assignmestation,
RS C (R x S) is therole-statusrelation andDT RH is thedynamic temporal role
hierarchyrelation.

Atuple(u,r, s) € TUA represents that useris a member of the roleonly during
the time intervals of schedule During the life time of the system, a role can be either
enabled or disabled. A tuple, s) € RS imposes that role is enabledonly during
the time intervals ok (and therefore it can be assumed to be a memberafly at
these times), andisabledotherwise. A tupldp, r, s) € TPA means that permissign
is associated to roleonly in the time intervals denoted By Thus, a uset is granted
permissiory at timet € [0, T4 x] provided that there exists a rotec R such that
(u,r,s1) € TUA, (r,52) € RS, (p,r,s3) € PA, andt € (s1NsyNs3), for some time
intervalssy, s, andss.



We assume that relatioRS for each roler € R contains always exactly one pair
with first component. Similarly, the relationT’UA contains exactly one tuple for each
pair inU x R. Thus, if a roler is disabled in any time interval, we require tha¢
relatesr with the empty schedule. Similarly, if a userdoes not belong to a rolke
in any time interval, the paifu, r) is associated to the empty schedule by the relation
TUA.

Permission inheritance and role activation through rordrchies require addi-
tional definitions. In our modelDT RH is represented as a collection of dynamic
temporal role hierarchy policies, which are tuples coesigif a pair of roles associ-
ated with a schedule that denotes the time slots that theypslivalid. In our model,
we have dynamic temporal role hierarchy for inheritancey @alation DT RH;, for
activation only relationDT RH 4 and for general inheritance relatidil’ RH; 4, all
comprises a®TRH = DTRH; UDTRH A UDTRHA.

Definition 4. A dynamic temporal role hierarchy polidy'1 >s weqr 72) € DT RH;
between roles; andr; is aninheritance-only weak temporal hierarchy relatidhat
is valid in the time slots specified by a schedsleUnder this policy, a usex who
can activater; can inherit permissions of, at timet if (1) (u,r1,s51) € TUA (2)
(r1,s2) € RS and (3)t € (s1 Ns2 N s), provided that there exists schedulesandss
that determine the time slots thais assigned t@; andr, is enabled, respectively.

Definition 5. A dynamic temporal role hierarchy polidy'1 > wear 72) € DT RH 4
between roles; andr; is anactivation-only weak temporal hierarchy relaticihat is
valid in the time slots specified by a schedsléJnder this policy, a user can activate
ro at timet if (1) (u,r1,81) € TUA (2) (r2,s2) € RS and (3)t € (s1 Ns2 N s),
provided that there exists schedulgsand s, that determine the time slots thatis
assigned to, andrs is enabled, respectively.

Definition 6. A dynamic temporal role hierarchy policy; > weak 72) € DT RHa
between roles; andrs is ageneral weak temporal hierarchy relatipthat is valid in
the time slots specified by a scheduleUnder this policy, a uset can activate-, at
time ¢, or inherit permissions of; if (1) (u,r1,s1) € TUA (2) (r2,s2) € RS and (3)
t € (s1 N sy N s), provided that there exists schedulgs ands, that determine the
time slots that: is assigned te; andrs is enabled, respectively.

In the above three definitions, the relations become stri@egs1 > strong 72) €
DTRHy, (r = s,strong re) € DTRH 4 and(r >>s,strong r9) € DT RHj ), when
(2) is replaced wittfry, s2), (12, s3) € RS and (3) is replaced withe€ (s1Ns2Ns3Ns)
wheress is the schedule that determine the time slots thas enabled.

Presence of more than one type of relation mak&sR H ahybrid hierarchy.

Dynamic temporal role hierarchy polici¢s; > weqr 72) € DT RH satisfy the
following properties for a given schedue

1. Reflexivei(r1 > yeak 71) € DTRH

2. Transitive: If (11 >;.weak 72), (T2 Zs.weak 73) € DTRH, then(r1 > weak
r3) € DTRH.
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3. Asymmetric:If (r1 > weak 72) € DTRH then(re > weak 1) ¢ DTRH.
These properties apply for both strong and the other typedations ¢, >>) as
well.

Different policies among different roles create deriveldtiens. As discussed in
[19] derived relations determine the scope of activatiomberitance privileges upon
activating a role. We adopt these derived relations to tse chdynamic temporal role
hierarchies as follows:

Definition 7. A derived relation among roles y1, o, ..., y», 2 € R holds under any
of the following conditions:

1 x<-7:>807typey1)/\(yl<-7:>81,typey2)/\---/\(yn—1<—7:>sn71,typeyn)/\(yn<]:>sn,typez) -

- (
(X(F)sypez) f Fe{>,=,>} As=s0N...N sy,
- (

2. (2 Zs0.type YONYLF )51 typet2) Ao AYn—1(F ) s, 1 type¥n) NYn{F ) s, type ) —

(@ Zsype 2) T F € {>,>} As=50N...MN5p,

3. (z > s0,type y1)A (Y1 <-7:>51-,typ892)/\---/\(yn71<-7:>sn71-,typeyn)/\(yn<‘7:>smtypez) -
T(F)stypez) F F€{>,>}As=s0N...N sy,

4- x >>so,type yl) A (yl isl,type y2) AL A (ynfl isn,l,type yn) A (yn tsn,type
2) = (& = ype 2) If s =50 N ... N sp.

The other rules stated in [19] hold as in the above definitimviped thats =
(s1NsaN...Nsy) # 0.

According to Definition 7, if all of the linked hierarchy poies are of same type,
the derived policy is also of the same type. If the first poigyn inheritance only
relation, then regardless of the other linked policies deintivation only or general
inheritance hierarchy, the derived relation will be an rita@ce-only policy. Simi-
larly, if the first policy is a general inheritance relatiomdathe remaining policies are
activation-only, the derived relation is an activatiorlyopolicy. Finally, if the first
policy is a general inheritance relation and the other khgelicies being activation
only or general inheritance relations, the derived refatidl be of the type of linked
policies.

Now, we can present our administrative model that allowsiaidtnators to make
changes to the role-status relatii§,temporal user to role assignment relatiBiv A,
temporal permission to role assignment relatioR A and the dynamic temporal role
hierarchy relatiorDT RH by using enable / disable, assignment / revocation and mod-
ify rules, respectively. The goal of these rules is to updiagetime intervals of the
schedules associated to the corresponding relation.

In the analysis of the TRBAC model, we assume that the arsafgsil’ PA can
be made separately, since it is not directly related to tladyais of other components
in terms of the security questions in consideration. Morecgjally, the security
guestions ask whether it is possible for a user to get acoessdle, which requires
determining whether it is possible for the goal role to bagassd to the target user
directly, or indirectly via the role hierarchy in a time imgal and if the role is enabled
during any portion of this time interval. On the other hartg &nalysis fofl' PA is
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needed to discover if there is a possibility for a permissiogppear in a particular goal
role. Therefore, we define the TempoiRA and TemporalPRA systems separately to
observe the state transitions.

Definition 8. Temporal User to Role Administration A TURAsystem is a tuplé, =
(M, can_enable, can_disable, t_can_assign, t_can revoke, t_can modify)
whereM = (U, R, PRMS, TUA, TPA, RS, DTRH) is a TRBAC policy ovefl'y4x,
andcan_enable, can_disable, t_can_assign, t_can revoke C (R x S x 28 x
2F x S x R) andt_canmodify C (R x S x 2F x 28 x 2B x 2F x § x R x R x
{strong, weak} x {>,=,>1}).

Definition 9. Temporal Permission to Role Administration A TPRA system is a tu-
pleS, = (M, t_can_assignp, t_can revokep) whereM = (U, R, PRMS, TUA,
TPA,RS,DTRH)isa TRBAC policy ovefl'j;4 x, andt_can_assignp, t_can_revokep C
(Rx S x 2 x 28 x § x R).

A configurationof S, for TURA s a triple(RS, TU A, DT RH), which isinitial if
RS = RSy, TUA = TUAg and DTRH = DTRH,. Similarly, aconfigurationof
S, for TPRAis a singletonT P A), which isinitial if TPA = TPAy. Given twoS,
configurations: = (RS, TUA, DTRH) and¢’ = (RS",TUA’, DTRH’) for TURA
andc = (TPA) and¢ = (TPA’) for TPRA, we describe below the conditions under
which there is dransition(or move fromcto ¢’ attimet € Nwithrulem € Marr =
(can_enable U can. disable U t_can_assign U t_can_revoke U t_can modify U

’7717t
t_can assignpU t_can revokep), denoted: L), o,

Before defining the transition relation, we first describe tomponents of move
m = (admin, $yyie, Pos, Neg, sro1e,7). MOvem can be executed only by a user, say
ad, belonging to thedministrative roleadmin € R.

The timest in which ad can executen are all those in whichud is assumed to
be a member of roledmin, and furthermore, must also belong to the schedulg,;.
which denotes the time intervals whencan be fired (or we sayalid): ¢t € (sqq N
Sadmin N Srule) Where (ad, admin, s,q) € TUA and (admin, Saamin) € RS. In
the rest of the section we say thatcan beexecutedat timet whenevet fulfills the
above condition. The componest,;. is used to update the schedule of a role, or the
membership of a user to a role, depending on the kind of rute.oFhe pair of disjoint
role sety( Pos, Neg) is called thepreconditionof m whose fulfillment depends by the
kind of the rulem.

The fulfillment of the precondition of a can-enable and céable rule depends
on the current status of the other roles. ke€ s,,... A can-enable or can-disable
rulem = (admin, Syyie, Pos, Neg, sro1e, ) Satisfies its preconditiofiPos, Neg) w.r.t.
candidate schedulg if for every time slota € 3, if (1) for every rolepos € Pos,

a C spos Where(pos, sp0s) € RS, (2) for every roleneg € Neg, a N speq = 0, Where
(neg, sneg) € RS, and (3)a satisfies all preconditions. In other words, a candidate
schedules C s, satisfies a precondition only if each time stote s satisfies the
precondition individually. Letr, s) € RS.

Enabling Rules: A can-enable rule adds a new schedule to a specific role. A tupl
(admin, Syyie, Pos, Neg, s, T) € can_enable allows to update the tuple-, s) €

RS to (r,s U §) for some schedulg, provided thatn can be executed at timteand
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also satisfies its precondition. Formally, ruleis executable at timg m satisfies its
precondition( Pos, Neg) w.r.t. schedulg, RS’ = (RS \ {(r,s)}) U {(r,sU §)}, and
TUA =TUA.

Disabling Rules: A can-disable rule removes a schedule from a designed rdigpla
m = (admin, Syye, Pos, Neg, syo1e,7) € can_disable allows to update the tuple
(r,s) € RSto(r,s\ §), for some schedulg provided thatn can be executed at time
t, and satisfies its precondition. Formally, is executable at time, m satisfies its
precondition( Pos, Neg) w.r.t. schedul&, RS’ = (RS \ {(r,$)}) U {(r,s\ §)}, and
TUA =TUA.

The next two rules are similar to those given above with thfedince that we
now update the schedules associated to each element oféh¢éoumle assignment
relation. Another difference is that can-assign and cankerules have a different se-
mantics to fulfill their preconditions. A userc U satisfies a preconditiofPos, Neg)
w.r.t. a schedulg if for every time slota: € 3, (1) for every(u, pos, spos) € TUR
with pos € Pos, a C spes, (2) fOr every(u, neg, sSpeg) € TUA with neg € Neg,
aNsneg = 0, and (3)a satisfies all preconditions. Lét, r, s) € TU A.

Assignment Rules: A tuple (admin, syyie, Pos, Neg, Sroie, ) € t_can_assign al-
lows to update the user to role assignment relation for tire(par) as follows. Lets
be a schedule oveéfr,, 4 x with § C s,,.. Then, ifm can be executed at time and
usery satisfies the preconditiofiPos, Neg) w.r.t. schedules, then the tuplgu,r, s)
is updated tu,r,s U §), i.e. TUA" = (TUA\ {(u,r,s)}) U {(u,r,sU §)}, and
RS’ = RS.

Revocation Rules:A tuple (admin, S,yie, Pos, Neg, Syoie, T) € t_can_revoke allows
to update the user to role assignment relation for the (pair) as follows. Lets be
a schedule overl'y 4 x with 5 C s,... Then, if m can be executed at time and
useru satisfies the preconditiofPos, Neg) w.r.t. schedule, then the tuplduw,r, s)
is updated tq(u,r, s \ §), i.e. TUA" = (TUA\ {(u,r,s)}) U {(u,r, s\ 8)}, and
RS’ = RS.

The rules for updating the permission to role assignmergasnesimilar to the user
to role assignments rules, with the difference of assigpieignissions and precondi-
tions checked against the assigned permissions. Thesteust the move definition
is similar to the existing model, but the assignment seraifitir permissions are dif-
ferent. Hence, the existing move definition, = (admin, syyue, Pos, Neg, Syole,T)
remains the same, but it applies to permissions rather tharsu

Intuitively, a precondition in the permission level is aifieation procedure of the
existing role assignments of a given permission. For itgaa positive precondition
(negative, resp.) can state a permission can only be addediten role if it has al-
ready been (has not been, resp.) assigned to another rote.fbtmally, a permission
p € PRMS satisfies a preconditiofiPos, Neg) w.r.t. a schedulé if for every time
slota € 3, (1) for every(p, pos, spos) € TPA with pos € Pos, a C spos, (2) for
every (p, neg, sneg) € TPA with neg € Neg, o N spey = 0, and (3)a satisfies all
preconditions. Lefp,r, s) € TPA.

Assignment Rules: A tuple (admin, $yyje, Pos, Neg, Syoie, ) € t_can_assignp al-
lows to update the permission to role assignment relatiothi®pair(p, r) as follows.
Let 5 be a schedule ovér,, 4 x with s C s,... Then, ifm can be executed at time
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and permissiop satisfies the preconditiqiPos, Neg) w.r.t. schedul&, then the tuple
(p,r,s) is updated tqp, r, s U 3), i.e. TPA" = (TPA\ {(p,r,s)}) U{(p,7,sU3)},
TUR' = TUR andER' = ER.

Revocation Rules: A tuple (admin, s,yie, Pos, Neg, Syoie,T) € t_can_revokep al-
lows to update the permission to role assignment relatiothf®pair(p, r) as follows.
Let s be a schedule ovélry 4 x With 5 C s,... Then, ifm can be executed at tinte
and permissiop satisfies the preconditiqiPos, Neg) w.r.t. schedul&, then the tuple
(p,r,s) is updated tdp, r, s \ 8), i.e. TPA" = (TPA\ {(p,r,s)}) U{(p,7,s\ 3)},
TUR' = TUR andER' = ER.

The rule structure fot_can modify is different from the other rules. This rule
updates the valid time slots of the dynamic temporal rolednéhy policies. Also, in
contrast to precondition structures that have been prapiosthe literature for other
administrative rules (likean_assign), it has two sets of preconditions, one for senior
and one for junior role in order to protect the integrity oéthierarchy. The rule
is composed of eight parameters that should be satisfiedetouex the rule. Three
of these parameters are similar to the above mentioned moae®ly,admin, s,
andspierarchy Which is declared as,.;. in other rules defined above, but has similar
semantics. Let be the time slot that the rule is required to be executed.

e type € {strong, weak} denotes the type of the hierarchy relation.
e 1, is the senior role of the hierarchy policy.
e ;. is the junior role of the hierarchy policy.

e SR(Pos, Neg) denotes the positive and negative preconditions of theoseni
role .. The preconditions are satisfied in the following way: Eetenote the
time slots that are intended to be modified by the r8l€ (sperqrchy)- FOr €ach
r € Pos, there must be a role hierarchy poliey>; type 7sr) € DT RH and for
eachr € Neg, there must not be a hierarchy poliey>: 1ype 7s») € DTRH.

e JR(Pos, Neg) denotes the positive and negative preconditions of thejunle
rjr. The preconditions are satisfied in the following way. Eetenote the time
slots that are intended to be modified by the r#led spierarcny). FOr each
r € Pos, there must be arole hierarchy poli@y, >; +ype 7) € DT RH and for
eachr € Neg, there must not be a hierarchy poli@y;, >; 1ype 7) € DTRH.

Modification Rule: Under these parameters, a tupledmin, s,yi., SR(Pos, Neg),
JR(Pos, Neg), Shierarchy; 'sr, 'jr, type) € t_canmodify allows to update the role
hierarchy relation-,, > 1ype 75 as follows: Lets be a schedule ovéFy 4 x with

5 C Shierarchy- Then, if this rule can be executed at timyeand the preconditions are
satisfied w.r.t. schedulg then the tuple-s, >, ype 7 IS updated to g, >.us.type

Tjr OF Tsr >a\34ype Tjr» depending on the intended modification. This definition
is for inheritance only hierarchies, but it also applies ¢tivation only and general
inheritance hierarchies, by replacingwith > and>>.

Example 3. Let us now consider an example of a TRBAC system deployed wsa h
pital. Assume that there are 7 different roles, namely, Byget (FAMP), Day Doctor
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(DDR), Night Doctor (VDR), Practitioner PRC), Nurse (VRS), Secretary §EC)
and Chairman('HR). Hospital works for 24 hours and there are three differifts
(time slots) from 8 am to 4 pm (Time Slot 1), 4 pm to 12 am (Timet2) and 12 am
to 8 am (Time Slot 3). Only the Chairman rol€f R) has administrative privileges.

1. (CHR,{(0,2)}, {DDR},0,{(0,1)}, PRC)€ can_enable: At time slots 1 and
2, a chairman can enable the r&eactitionerfor the first time slot if the role
Day Doctoris also enabled during this time slot.

2. (CHR,{(0,3)},{EMP, NDR},{(2,3)}, NRS) € can_disable: Attime slots
1, 2 and 3, a chairman can disable the rilegrsefor the third time slot if the
rolesEmployeeandNight Doctorare enabled at this time slot.

3. (CHR, {(0,2)}, {EMP}, {NRS}, {(0,2)}, DDR) € t_can_assign: Attime
slots 1 and 2, a chairman can assign the g Doctorfor the first and the
second time slots to any user that lEsployeaole and does not havdurse
role during these time slots.

4. (CHR, {(0,3)}, 0,0, {(0,3)}, SEC) € t_can.revoke: At time slots 1, 2 and
3,a chairman can revoke the r@ecretaryfor all time slots of any user that has
Secretaryrole assigned in these slots.

5. (CHR, {(2,3)}, {EMP}, {NRS}, {(2,3)}, NDR) € t_can_assignp: Attime
slot 3, a chairman can assign a permission to theMajéat Doctorfor the third
time slot if that permission is also assignedBmployeenot assigned tdurse
role during this time slot.

6. (CHR, {(0,2)}, 0,0, {(0,3)}, NRS) € t_can_revokep: At time slots 1 and 2,
a chairman can revoke a permission from the Mlesefor all time slots.

7. (CHR, {(0,2)}, {DDR}, 0, {(0,1)}, PRC)€ t_can_assign: Attime slots 1
and 2, a chairman can assign the rBlactitionerfor the first time slot of any
user that haBay Doctorrole during this time slot.

8. (CHR, {(0,3)},{NDR},0,{(2,3)}, PRC)€ t_can_assign: Attime slots 1, 2
and 3, a chairman can assign the rBlactitionerfor the third time slot to any
user that haslight Doctorrole during this time slot.

Reachability problems: A run (or computatiof of S, is any finite sequence &,

.. (Tmyst1) (Tmag »t2) Tmp otn
transitionsr = ¢; ! o 2 .Cn ( ) cny1 for somen > 0, where

¢y is aninitial configuration ofS,., t1 = 0, andt; < t;4, for everyi € [n — 1]. An
S, configuratiorc is reachable within time, if there exists a rum in whiche¢,, 41 = ¢
andt,, < t. Furthermoreg is simplyreachabléf ¢ is reachable within time, for some
t > 0.

Let S, be aTURA system ovefl’y 4 x, v andr be a user and a role &, respec-
tively, ands be a schedule ovér), 4 x . Given a timef, thetimed reachability problem
for (S,,u,r, s,t) asks whether there is a reachable configuration within tiroeS,
in which useru is a member of role in the schedule either explicitly or implicitly
through the role hierarchy. Similarly, theachability problenfor (S, u,r, s) is de-
fined as above where there is no constraint on timkn all of the time slots of, »
must also be enabled.
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For aTPRA system ovefl'y 4 x Which is identified byS,., andp andr are a per-
mission and a role af,., respectively, and be a schedule ovéFy, 4 x. Given a time
t, thetimed reachability problenfor (S,.,p,r, s,t) asks whether there is a reachable
configuration within time of S, in which user is a member of role in the schedule
s. Similarly, thereachability problenfor (S, u, r, s) is defined as above where there
iS no constraint on time

In our analysis, we assume Separate Administration, infwthiere is an adminis-
trative user who is assigned to the required administratiles which are enabled all
the time. Hence, the times to fire a rule is only restricted Qy..

3.3 Security Analysis Questions

In Temporal RBAC, the security problem is slightly diffetéhan that of RBAC. The

model can have two different ranges of temporal coveragietpantil a given period

of time (or called short term safety), and the ultimate sefet called long term safety).
In short term safety, we are only interested in the safetyhefdystem until a given
fixed time. Practically, this type of an analysis is usefutrack users that will have
temporary presence in the system. Whereas, the long teetysafmore concerned
about the regular users which are likely to be active in thetesy for relatively longer

periods of time. This analysis will yield an ultimate safefiythe system in the long
run. Furthermore, changes allowed in the role hierarchyirecadditional security

questions related to implicit assignments that are passibthe future. There is no
problem of this sortin the case of static role hierarchiesiéver a simple manipulation
in the hierarchy could create a security breach, and shaildiebected in advance to
prevent any such occurrence. Considering these definjtsbmae example security
questions for the temporal domain can be stated as follows:

1. Safety:
(a) (Explicit Assignment - Short TeriWill there be no reachable state in which

a useru is assigned to a roleat timet?

(b) (Explicit Assignment - Long TermdYill a useru ever get assigned to a role
r?

(c) (Role Enabling - Long Term)Vill an enabled role eventually be disabled?

(d) (Implicit Assignment - Short TernWill a useru getimplicitly assigned to
roler at timet?

(e) (Implicit Assignment - Long Termill a useru ever gefmplicitly assigned
to roler in the future?

() (Permission Assignment - Long TerWi)ll a permissioryp ever get assigned
to roler in the future?

2. Liveness:

(a) (Role Enabling - Short Term\)Vill an enabled role remain enabled at time
t?
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(b) (Implicit Assignment - Short Termtill a useru lose privileges of any role
that he ismplicitly assigned until time?

(c) (Explicit Assignment - Long Terndyill a useru ever lose any role that he
is assigned in the future?

(d) (Permission Assignment - Short Terijil a permissiorp remain assigned
to roler at timet?

3. Mutual Exclusion:

(a) (Explicit Assignment - Long TerriYill a useru be assigned to roles and
ro at the same time (i.e., do the time intervals during whidk assigned
to rolesr; andr, overlap?

(b) (Implicit Assignment - Short Termill userswu; anduy getimplicitly as-
signed to role at the same time slot until timg

Regarding these security questions, our aim is to analyZ&ATRmodel to verify
that the configuration is safe in terms of the questionsdia@ve.

4 TRBAC Security Analysis

Given an initial configuratiorry, rules of an administrative modeM 4, and the
target usern:, who is being analyzed against the security questions efest, our
proposed security analysis methodology provides answetous security questions
outlined in Section 3.3.

Our security analysis depends on a customizable three dsgemposition strat-
egy. First we decompose the problem into four steps basdtkedrmporal relation that
is modified ("UA,RS,TPA,DT RH). Then, we further decompose each of these sub-
problems into smaller ones using the time dimension in whiethave two different
strategies to address different security questions — Rehedule and Role Schedule.
Finally, combining the results obtained from each of thessodhposed problems pro-
vide the complete analysis.

4.1 Stage 1: Relation Based Decomposition

The TURA and TPRA systems are composed of a set of different type of rules tieat a
used to generate new configurations for a security analyidig. interactions among
these rules, however, have certain properties. Consideuthes grouped according to
the relations that they modify, i.€,can_assign, t_can_revoke; can_enable, can_disable;
t_can_assignp,t_can_revokep; andt_can modify are the four groups of rules that
modify different relations in TRBAC. Assuming that the admstirator role and rule
schedule requirements are satisfied, the execution of wilesach group is deter-
mined by the relations that they modify. For instance, thecpnditions to satisfy

for t_can_assign andt_can_revoke are checked against the current statu§'6f4,
whereas, itisI'PA for t_can_assignp, t_can_revokep, RS for can_enable, can disable
andDTRH for t_can modify. Therefore, the execution rules of different groups are
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independent of each other. However, this property doesmplyithat therelations
that are modifiedvith these rules are also independent semantically. Ftarios, role
assignments and revocations can be performed for a usethdse assignments are
useful only if the roles are enabled. Similarly, an inherita through the role hierar-
chy is only possible if the senior role of the policy is enabl&herefore, we perform
independent analysis on four different components of thBA®R model and then we
combine the results obtained from each of these four sulysia@roblems in order to
interpret them correctly in Stage 3.

Hence, regarding this property, our security analysis@iace is composed of four
steps (Table 1). In each of these steps, the state configusaind the administrative
rule sets of the analysis problems are shaped with diffesdations.

Table 1: Subproblems, Initial Configurations and the RetetiUsed

Analysis State Configuratior Initial Configuration
Performed Represented By of the Analysis
1. User Assignment TUA TUA Relation of the target user
2. Role Enabling RS RS Relations of all roles
v Explicit Role Assignment Analysis is complete.
3. Role Hierarchy | DTRH | DTRH policies
v'Implicit Role Assignment Analysis is complete.
4. Permission Assignmerjt TPA | TPA Relation of the target role

v'Full Analysis is complete.

For each different analysis, the rule set is composed ofdl@ing rules:

1. User Assignmentt_can assign, t_can revoke
2. Role Enablingcan_enable, can_disable

3. Role Hierarchyt_can modify
4

. Permission Assignment._can_assignp, t_can_revokep

This four step procedure depicted in Table 1 might be custedwith respect to
the scope of the security analysis. At the end of first step atialysis generates all
possible configurations for the target user under the adtnative rules. The second
step declares the time slots that the roles can get enablechbi@ing the results of
the first and the second step produces the analysis that emweesecurity questions
related to explicit role assignments. If the implicit assitents are also considered, the
third step should be performed. In the third step, possitlle mierarchy relations are
generated. Combining these results with the ones from ttieresteps will determine
the possibility of an implicit assignment to a role. Finallye fourth step determines
the possible permission assignments to a role (or rolesghaould also be conducted
as an independent analysis determining whether there issiljildy for a set of per-
missions to appear in a role. In summary, one can chooseatitfeombinations of the
steps outlined in Table 1. For example one can choose to catrsteps 1 and 2, steps
1,2 and 3, steps 1, 2 and 4, or steps 1, 2, 3 and 4, based on thsisattey would like
to perform.
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4.2 Stage 2: Time Based Decomposition

Time Based Decomposition further simplifies the decompaselysis problems in
the first stage. Since the time dimension is discrete, werdpose each of the four
security analysis problems above into multiple subproklesu that each instance can
be treated similar to an RBAC model. We employ two differdteraative decompo-
sition strategies — thaule schedule strateggnd thethe role schedule strategyrhese
strategies, although can analyze the same problem, pravisiers to different se-
curity questions. Rule schedule strategy provides arsfgsishort term reachability,
whereas role schedule strategy provides analysis for knng teachability. Each of the
four steps of Stage 1 can be analyzed by these strategiesthedstate configuration
and administrative rule settings depicted in Table 1. Thetbased decomposition
strategies provide flexibility so that different RBAC arsilyprocedures can be em-
ployed as given in Table 2.

Table 2: Time Based Decomposition and Available Analyzers

Analysis Rule Role
Performed Schedule Schedule
User Assignment SA Any RBAC Analyzer
Role Enabling SA Any RBAC Analyzer
Role Hierarchy MSA! MSA

Permission Assignment SA Any RBAC Analyzer

Before we provide details of these two strategies, we gieesthps for each stage
to be performed for some of the example security questicatstl discuss in Section
3.3in Table 3.

Table 3: The steps of analysis to be performed for differeatigty questions given in
Section 3.3

Security Question Stage 1 Stage 2
1l-a 1,2 Rule Schedule
1-c 2 Role Schedule
1-d 1,2,3 | Rule Schedule
1-f 4 Role Schedule
2-c 1,2 Role Schedule
3-b 1,2,3 | Rule Schedule

4.2.1 Rule Schedule Strategy

Rule Schedule Strategy is a state space exploration agpragizing rule schedules
(sruie) to decompose the analysis into smaller problems and am#igm serially with
respect to time. In this strategy, we use the RBAC analygisageh by Stoller et al.
[30] extensively to explore potential states reachableffierégnt time instances.

1Details given in Section 4.2.3
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Letm € M. C M be a subset of the rules in the analysis problencofstant
regionC(a, b, M.) is a bounded time interval betweeér= a andt = b, a < b such
thatVm € M., (a,b) C s, and Am’ ¢ M. such thats™, C (a,b). Informally,
if a rule m is included in a constant regighthen it should be valid in all time slots
a € (a,b), and there should not be any other ruléthat is valid in some but not all of
the time slots ofa, b). In the rule schedule approach, we split the timeline frora O t
T ax iNto non overlapping constant regiofsw.r.t thes,.,;. of the roles.

In the analysis, we tracevrnstant regions Ci,Ca, ... serially with respect to time.
These regions can be seen as separate RBAC systems. Ho@&gvedepends on
C;, Vi, which implies the output of an RBAC reachability analydigais an input (or
initial configuration) taC; 1. Since an RBAC analysis could result in multiple configu-
rations, then, in eactonstant region, a separate RBAC analysis should be performed
for each configuration generated by the analysis done infhaéqusconstant region.

Rule 8
Rule 7
Rule 6
Rule 5 —
Rule 4
Rule 3
Rule 2 |
Rule 1

Figure 2: Rule Schedules

Example 4. Now, let us consider the hospital example given in Secti@n Bhere are
eight different administrative rules with different valiriods as depicted in Figure
2, where the bars indicate their respective rule schedudasscan be seen from the
figure, the set of valid rules does not change in interval)(0,2and (2,3) C2). More
specifically, the valid rules faf; are 1, 2, 3, 4, 6, 7, 8 and the valid rules brare 2, 4,
5, 8. Essentially, we decompose the analysis problem of TRB#0 two subproblems
which are similar to RBAC problems pertaining to thesastant regions

There are other issues related to role schedules that agaeddy the rules. Re-
call that all of the rules have a role schedule which dendtegime intervals that the
role can be assigned. But, according to the rule definitidresadministrators are free
to choose a sub schedule of the role schedule and assignkeresnable / disable
and modify the role (hierarchy) schedules only for some efdbsignated time inter-
vals. This further complicates the reachability analysisce in a serial fashion, one
should keep all of the possible schedule combinations fostiibsequent time intervals.
Therefore we make the following assumption to simplify thalgsis:

Sub-schedule Assumption:For each rule, the role (or hierarchy) schedule modifica-
tion operations are performed using the entire scheglyle (shicrarchy, resp.). This
means that an administrator may use a rule to assign theiassbiler to a usen all
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of the subsets of the schedulg,. (as long as the preconditions are satisfied). In our
analysis, we assume thét,;e (Shierarchy, r€Sp.) is assigned or revoked completely -
no sub schedule assignments are allowed. Hence, this assarapsures that a rule
can only generate at most one (new) configuration.

Here we provide a sketch of the algorithm. The TRBAC readhghinalysis starts
with an initial configurationzy and constant region C;. The state space is expanded
using Stoller et al.’s algorithm [30] (we refer this algbrit as SA) and the rules that
are valid at timet = 0 2. At the end of this step, a set of reachable configurations,
S1 = {a1,co,...,cn, } are obtained. Afterwards, the analysis moveg4o For each
distinct configuration obtained so far, SA is used to exp&ede configurations using
the valid rules in this constant region. At the end of thipstee obtain an updated set
of reachable configuration$, © S;. The algorithm then moves ©; and the trace
goes in this fashion for a specified number of cydiesf lengthT,4 x (The algorithm
returns toC; wheneverTy 4 x is reached). Sinc&@URA tuple St is finite and since
the iterations are bounded by the number of cycles, the ithgoris guaranteed to
terminate. However since this approach is a greedy hexjngé are not guaranteed to
get an optimal solution.

4.2.2 Role Schedule Strategy

In this approach, we split the TRBAC security analysis peablinto smaller RBAC
security analysis subproblems using the role scheduldeaties. The mainideais to
generate subproblems(«, M) for each time slot € (0, Ty 4x) with nontemporal
administrative rules, so that the system can be treate@hkeBAC.

Example 5. Consider Figure 3, which shows the role schedules of thesrinleéhe
hospital example given in Section 3.2. Here, we have thrstindt time slots (Time
Slot 1: (0,1), Time Slot 2: (1,2), Time Slot 3: (2,3)) with fdifent rules. The rules for
Time Slot 1 are Rule 1, 3, 4, 6, and 7; for Time Slot 2 are Rule &nd 6; for Time
Slot 3 are Rule 2, 4, 5, 6, and 8.

Rule 8 | —

Rule 7
Rule 6
Rule 5 —
Rule 4
Rule 3

Rule 2 ———

Rule 1

Figure 3: Role Schedules

2For the analysis of Dynamic Temporal Role Hierarchies,aiemnodifications are required as given in
Section 4.2.3
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In order to achieve nontemporal administrative rules, (aedce an RBAC sys-
tem for each time slot), we need to remove two componentse Bahedules and
Role Schedules (Hierarchy Schedules) and we need to shointéreime slot inde-
pendency. The removal of the role schedules follows the idiefinof subproblems
T (o, M). For the rule schedules, we observe the Long Run Behavigeptypof the
administrative model that we propose.

Long Run Behavior: In the long run, rule schedules of the rules can be negleited,
the system is periodic.

Here we give the intuition of this result. Rule scheduledrigtsthe times that a
particular rule can be fired. This means that if a nulés valid in at least one time slot
and if the assignment/revocation (or enabling/disabloygration that is going to be
performedmn is necessary for the other rules, one can wait untitn becomes valid,
and perform the necessary operation. The other nulfesan be fired next time when
the system periodically repeats itself. For example, sapjploat we have two roles,
andrp and twot_can_assignrules(..., (4,10),{},r,...) and(..., (1,3),{r1}, 72, ...).
The first rule states that we can use it only wittdn10); the second rule states that we
can only use it within(1, 3). Notice that if the rules are serially applied with respect
to time, then since the second rule has a preconditior, ofve cannot fire second
rule if we do not have; already assigned. It means that first we need to wait until
first rule becomes valid (until = 4) and assign;. Then we should wait until the
system restarts frorh = 0 (since it is periodic) to fire second rule. Then the Long
Run Behavior property ensures that for the reachabilityjyasismpurposes, if one waits
sufficient amount of time then the effects of these kind o minflicts can safely be
neglected. This property allows us to treat all of the ruld#von the entire time line.
Hence, thes, ;. restrictions can be relaxed from the rules.

In order to handle the independency issues among diffeiraptglots, we need to
consider preconditions. Recall that we define the precimmdibg Pos, Neg) relations
to be satisfied in order to execute a rule. Now consider arrute M which belongs
to 7 (o, M), ands = «. In order to executen, the precondition relations declared
by (Pos, Neg) of m must be satisfied fo§. For each rolepos € Pos (neg € Neg,
resp.)$ C spos (8N spos = 0, resp.) must be satisfied, which simply depends on the
corresponding (single) time slot #),,s (sneq, resp.). Then it is sufficient to check the
schedule only for time slat for each rule. This implies that the preconditions do not
depend on other time slots, hence the time slots are indepénd

So, using the Long Run Behavior property and the indeperydehtime slots,
one can perform an RBAC reachability analysis using thesrulee M for time
slot «. Then, the whole TRBAC system can be analyzed by a seriedependent
RBAC systems7; traced separately. This reduction provides usability gf RBAC
reachability analysis procedure proposed in the litegatur

The computational complexity of the algorithm depends anRBAC analyzer.
Suppose that the RBAC analyzer has the comple&ify) then our approach yields
a complexity ofO(Twax-) since we utilize the RBAC analyzer for each time slot
(Totally we haveT'y 4 x of them). Since the algorithm runs f@h, 4 x iterations and
given that the RBAC analyzer terminates, our algorithm iargateed to terminate.
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4.2.3 Modified SA for Hierarchy Analysis

The RBAC Analysis algorithm proposed by Stoller et al. [39pi state space explo-
ration algorithm which is proved to be fixed parameter trialetaln our decomposition
approach, the subproblems obtained by the decompositiobeanalyzed by SA for
Role Enabling, User to Role and Permission to Role assighnedations. However,
due to the precondition structure and SA not capable of lregpthecan modify rule,
SA is unable to analyze the Temporal Role Hierarchy subprobln this section, we
make certain modifications on SA to fit the requirements of tie hierarchy analysis
strategy that we propose folT&JRA analysis instance. We call this modified algorithm
as MSA, which is still a state space exploration algorithpecifically designed for
role hierarchies. The purpose of MSA is to generate diffepassible static role hi-
erarchies given a set af can modify rules. This algorithm can be used in both Rule
Schedule and Role Schedule strategies.

The state space is composed of the TRBAC configuratiorpresented bipT RH,
generated by moves, and authorized by the rule®st. In the configurations, the pre-
condition statements are crucial to determine the relakignamong different rules. A
role ishierarchy negativgif it appears negated in either junior or senior precondgi
of at_canmodify rule. The other roles are calldéderarchy non-negativeA role is
hierarchy positiveif it appears positive in either junior or senior precoratis of a
t_can modify rule. The other roles are calldderarchy non-positive Any movem
related to a DTRH policy with hierarchy non-negative or hrehy non-positive roles
is called an invisible transition, the others are calledléstransition. Any invisible
transition that creates a conflict with the anti-symmetrioperty of DTRH in Sec-
tion 3.2 generates a new state. Any visible transition theates a conflict with the
anti-symmetric property of DTRH in Section 3.2 is prohibite

In the analysis for role hierarchies, there is no goal statsetachieved, rather all
possible hierarchy configurations are constructed to bd tesénterpret the implicit
role assignments of the other steps of the analysis.

4.3 Stage 3: Interpretation of the Results

The final step of the security analysis is to interpret theltebtained to conclude
whether the access control configuration is vulnerabledasehe analysis of inter-
est. In our analysis methodology, each step of the four stafysis procedure outputs
results for a different relation in TRBAC. However, thessuiés are not sufficient indi-

vidually to answer the security questions. The results fiéidint steps of the analysis
should be utilized together to obtain the correct result.ifstance, Role Assignment
analysis could state that the goal role would be assignebedarget user, but that
role might not get enabled at that time instance, meanirtgtttsanot possible for that

particular user to exercise the goal role. This step is afuoiinterpret the security
properties correctly.

Suppose that all four steps of the analysis is done. Eactostippits a set of state
configurations denoted &% , Co, C's andC, respectively for the four steps. Each con-
figurationc € C is composed oflUA, ¢ € C5 is composed ofRS, ¢ € Cs is
composed oDT RH andc € C, is composed oDT RH policies. For notational sim-
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Algorithm 1 The Modified Stoller et al.'s Algorithm (MSA)

1: SetSt = {co} as temporarySp = 0 as permanent set
2: Determine the non-positive and non-negative roles
3: while S # () do

© ® NGO

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

Get a state € St
Create a temporary statg.,, = ¢
for all Rulesm € S that generate an invisible transitido
Check for hierarchy conflicts ity.cynp
if There exists any violatiothen
Create a new statg
Apply rulem on¢’
SetSr =Sy U/
else
Apply rulem on ctemyp
end if
end for
Setc = cremp
for all Rulesm € S that generate a visible transiticio
Create a new stai¢
Check for hierarchy conflicts id
if There exists any violatiothen
Discardc’
else
SetSr =Sy U/
end if
end for
SetSt = ST\C
SetSp = Sp Uc

28: end while
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plicity, we denote the relations as configurations. Undeséhsettings a given TRBAC
policies and rules create a security violation if they $atthe following criteria for
different security questions of interest:

e Explicit Role Assignment:3TUA € C1,RS € Cs : (u,r,s1) € TUAA
(r,s2) € RS A s1Nsg # 0.

e Implicit Role Assignment3TU A € C1, RS € Co, DTRH € C5 : (u,r1,s) €
TUANT1(F)s;,72)5 o5 (T (F)s;, 1) € DTRHN(1, 85, ), (T2, 855)5 5 (1585,) €
RSAsNs;, N..Nsi, NsjyNo.Nsj #03

e Role EnablinglRS € Cs : (r,8) € RSAs# ()
e Permission Assignmedl’ PA € Cy : (p,7,5) € TPAANs#£

e Liveness for Explicit Role Assignmentvsy, se, /ATUA € C1, RS € Cs :
(u,r,81) € TUAV (1,82) € RS.

e Mutual Exclusion for Explicit Role AssignmentfTUA € C1,RS € Cs :
(uy,m,81) € TUAN (uz,7,82) € TUAN (r,83) € RSAs1NsaNsg £ 0D

5 Computational Experiments

We have performed computational experiments for the arsabfSTRBAC using Rule
and Role Schedule Approaches. In our experiments we deratetthe performance
of the Role Assignment (Step 1) and Role Hierarchy (Stepi3eghe other steps are
analogous to Step 1. In the experiments we employ SA and MBRdte Assignment
and Role Hierarchy components.

We implement our algorithm with C programming language amdit on a com-
puter with 3 GB RAM and Intel Core2Duo 3.0 GHz processor ragribebian Linux
operating system. In the experiments, the initial stateti$ssbe an empty state (mean-
ing that there are no role assignments), and the rules argbtii@re created randomly
by the code with respect to the corresponding parameteesdtu the number of rules,
number of roles, number of time slots and the number of cydssve discussed be-
fore, we assume separate administration. Also, for rolehtbies, we assume a gen-
eral hierarchy relation. The parameter settings are showrable 4. 10 replications
are done for each parameter setting and their average istedporhe results are in
Figure 4(a),4(b) and 4(c).

5.1 User to Role Assignment Experiments

The complexity of theule schedule approachalgorithm depends not only on the
number of roles and rules but also depends on the number efslints, and the sched-
ules (rule-role) that are assigned to the roles. The stateesihat is generated by this

3Depending on the type of role hierarchy, role enabling deteust satisfy the DTRH properties given
in Definitions 4,5,6,7.
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Table 4: Parameter Settings
Number of RolesR)| 100, 500, 900
Number of Rule$M 41,1 | 100, 500, 900
Number of Time Slotg,;4x | 100, 500, 900
Number of Cycles? 30 for all cases

algorithm tends to be exponential in the worst case sineedthrute force state space
exploration algorithm.

According to the results obtained for the rule schedule @ggr, the run time per-
formances of the algorithms do not tend to be exponentipk@ally for the number
of roles. A possible explanation to this situation is that tfatasets are generated ran-
domly. Hence there does not exist any “pattern” among thesrllVe mean pattern in
the sense that, the components that determine the usaifititye rules, i.e., all of the
precondition relations, rule and role schedules of the rm@ve generated randomly —
so it might become probabilistically harder to satisfy difteese conditions. Neverthe-
less, the results give some insight about how the algorithiikély to behave under
different parameter settings.

The effect of number of rules while all other parameters arestant is more signif-
icant and tends to be an increasing relationship as numbelesfincreases (See Figure
4(b)). Moreover, the increasing tendency becomes moréfisigmt as the number of
roles and number of time slots increase. Furthermore, ibex@oticeable group for-
mation between the fixed parameters (number of roles and euafiime slots). The
groups are formed by different number of time slots valuekcating that the effect
of number of roles is comparably smaller. Finally, Figure)4lenotes the relationship
between different values of number of time slots paramebemithe other two param-
eters are kept constant. The results show that for the myamfrthe cases, there is a
linearly increasing relationship with the increasing nembf rules.

For therole schedule approach we use SA. According to the results obtained,
there is a linear and increasing relationship with 100, 580200 roles in the system
while all other parameters are constant (See Figure 5(hp effect of number of rules
while all other parameters are constant is very similar ¢odffiect of roles. There is an
increasing relationship in the running time as the numbeulek increases (See Figure
5(b)).

Finally, Figure 5(c) denotes the relationship betweenedifit values of humber
of time slots parameter when the other two parameters ateckagtant. The results
show that there is a linearly increasing behavior as the murobtime slots increase.
This result is expected since the complexity of the algaritmearly depends on this
parameter.

5.2 Role Hierarchy Experiments

In the role hierarchy experiments, we observe that the nghtimes of both of the
approaches increased significantly. Especially for higtasameter settings for Rule
Schedule Approach, running times of 10000 seconds, as edpgosa maximum of
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12 seconds for User to Role Assignment experiments are \axeiThe underlying
reasoning for this drastic increase is the fact that the stpace consists of a pair of
roles. Moreover, the process of determining whether amded update in any of the
role hierarchy pairs require examining the existing roleraichy pairs to make sure
that the newly imposed changes will not create a conflict.

When the run time performances of rule schedule and roledsthepproaches are
compared, a similar pattern as in the User to Role Assignmqrdriments is observed.
Role Schedule approach is significantly faster than the Boledule approach due
to the fact that the Rule Schedule approach is an exponetai@ space exploration
algorithm. The experimental results are given in Figures,6(b) and 6(c) for Rule
Schedule and Figures 7(a),7(b) and 7(c) for Role Schedpmaph.

6 Temporal Role Hierarchies Execution Model

The dynamic temporal role hierarchy definition theoreticallows the access control
system to have a different hierarchy at each different titag kence users can po-
tentially acquire a totally different set of roles and pessins in each of these slots.
Recall that, the role hierarchy set is composed of role hiégapolicies. In fact, these
policies create a tree structure with roles as nodes andiloégs as the directed edges.
So, the hierarchy can also be represented as a tree. In doadigpl perspective, it is
necessary to determine exactly how the temporal role lubies are represented in the
system. There are two different ways: (1sAparate complete hierarchsee for each
time slot. Then, the role / permission acquisition at eactetslot can be determined
by tracing the complete role hierarchy tree of that paréictime slot. (2) Retaining
theHierarchy Policieswith embedded schedules, and the role / permission adqguisit
decisions are made on demand. Both of these approachesediné wsder different
circumstances. Now, we provide an insight about when to usehwepresentation to
answer a query asking whether a role is senior to anotheirralgiven time slot. Hav-
ing a separate complete role hierarchy at each time sloigeevaster response to any
query that checks for an implicit assignment. A simple dedlike depth-first search)
done on this tree will provide an efficient answer(| R|log| R|) time. On the other
hand, a search in the partial hierarchies require an expiahé€)| DT RH |IPTRHI)
time. However, the partial hierarchies can be beneficidldfdystem faces many alter-
ations in the role hierarchies. In this case a policy changa &ingle time slot requires
O(|DTRH]|) time for the partial hierarchies, bat(| R|log|R|) for separate complete
hierarchy.

7 Related Work

The pioneering works for the security analysis of policies done for protection
schemes with Discretionary Access Control, which is usuadimposed of an access
control matrix and some operators to modify the scheme.istarret al. [14] propose
a formal model for protection systems, which shows thatetli@an algorithm which
decides whether or not a given mono-operational protestystem and initial config-
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uration is unsafe for a given generic right. However, it islecidable whether a given
configuration of a given protection system is safe for a gigeneric right. Jones et
al. [16] state that the safety analysis of whether a usergailh an access right can be
answered in linear time (for a specific class of simple pe$iti Sandhu [26] proposes
the Schematic Protection Model (SPM) that has a high exieepswer and provides
an analysis which is both decidable and tractable only iftleglel is acyclic and at-
tenuating. Ammann et al. [3] propose ESPM to address thddiions of SPM. In
fact, the main outcome of the paper is that, it proves thatNE&Requivalent to HRU.
The benefits of having strong typing in the access contr@ses as depicted in SPM
model can also be embedded into the basic HRU model. San@dhpi@oses Typed
Access Matrix (TAM) model to address this issue and showsHR& is a special case
of TAM. Soshi [29] provides an extension of TAM, called DyniarmmAM (DTAM), in
which changes in object types are allowed and allowing a nonatonic scheme and
removing the restriction of strong typing can also providéeaidable safety analysis
under certain conditions.

For RBAC, there are some studies exploring the securityaisalLi and Tripuni-
tara [21, 22] develop the first approach to security analiypsRBAC. Jha et al. [15]
state that the security analysis problem on URA with a simgplery of whether a user
is a member of a particular role is PSPACE-Complete. Stellat. [30] consider ana-
lyzing the security problem in a parameterized complexitjitonment. The algorithm
provided for analysis is said to be fixed parameter tractatiterespect to the number
of roles. Ferrara et al. [12] proposes a set and numericalaaibion based reduction
of ARBAC97 policies into programs, so that a program vertfaatool can be used
to check the security properties. According to the reshity bbtain, the model scales
well to analyze security properties of large ARBAC policies

The first model that embeds temporal data to access conpmjsed by Bertino
et al. [7] and called the Temporal Authorization Model (TANhe model is basi-
cally built on the Discretionary Access Control model usitigcrete time. Atluri and
Gal [4] propose another model that embeds the temporalmaiio access control.
The first temporal model developed on RBAC — Temporal RBAC prigposed by
Bertino et al. [8] that has periodic role enabling and rolggers. Joshi et al. [20]
propose Generalized Temporal RBAC model which considergpbeal constraints on
role assignments, role activations, enabling and disgldonstraints (like cardinality
constraints), and temporal role hierarchies and SOD cainstrin addition to Tempo-
ral RBAC. Mondal et al. [23] provide a security analysis foer@&ralized Temporal
RBAC using timed automata to verify the safety and livenessisty properties. This
real time verification process is PSPACE-Complete. The namd observation is that
the verification process has a state space explosion fa farmber of users.

The work in this paper builds upon our prior work in [31, 32B1] provides an
analysis for Temporal RBAC model that considers only timsdobdecomposition for
user to role assignment and role enabling relations. [32pduces the problem of
security analysis for Dynamic Temporal Role Hierarchiasthis paper, we present
a comprehensive approach that takes all the componentsBATRto account and
experimentally validate it with real data sets.
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8 Conclusions and Future Work

Security analysis is vital for access control systems tdurapany vulnerability that
the incorrectly configured policies might cause. In thisgrapre emphasize this anal-
ysis on the temporal extension of RBAC. Although there arel@®for the temporal
extension of RBAC proposed in the literature before, nonthef has an extensive
analysis that captures temporal user to role and permissiarte assignments, as well
as temporal role hierarchies and role enabling all togeiverpropose an administra-
tive model that is capable of handling authorized changés®temporal policies. The
security analysis methodology that we propose is strultyuiexible to adopt itself to
various different security analysis purposes as to ans¥fereht security questions
of interest. Our three stage analysis procedure decomplosesalysis into relation
based subproblems as well as time based sub-subprobletntmin BBAC-like analy-
sis problems that are easier to handle. In addition to theésalso propose an approach
to analyze changes in role hierarchy in the presenceanfmodify type administra-
tive rules. We demonstrate the run time performances oétapproaches on randomly
generated data sets to show the effects of different paeameb the running times.

Our future work is to further enhance our analysis with respeits performance,
by providing anincremental security analysidlt is clear that the complexity of the
problems affects the running times of the analysis algor#hAn incremental analysis
enables faster analysis to minor modifications (introdgemew rule or a new role)
done on already analyzed security problems by utilizingptleeiously generated state
space. The help of the recycled states will eventuallyifatd the analysis by generat-
ing fewer new states when compared to a security analysisamitempty initial state
space.
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