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Preface 

Information security has been gaining a great deal of importance as comput
ers are increasingly being used to process sensitive information. A multilevel 
secure database management system (MLS DBMS) is designed to store, re
trieve and process information in compliance with certain mandatory security 
requirements, essential for protecting sensitive information from unauthorized 
access, modification and abuse. Such systems are characterized by data objects 
labeled at different security levels and accessed by users cleared to appropri
ate security levels. Unless transaction processing modules for these systems 
are designed carefully, they can be exploited by clever malicious users to leak 
sensitive information to unauthorized users. 

Considerable research effort has been devoted since 1990 that has impacted 
the design and development of trusted MLS DBMS products. This book is a 
reflection of the progress and achievements made in this area. It covers the 
state-of-the-art of the research in developing secure transaction processing for 
popular MLS DBMS architectures: kemelized, replicated, and for distributed 
MLS DBMS as well as with advanced transaction models such as workflows, 
long duration and nested. Further, it explores the technical challenges that 
require future attention. 

This book comprises of three logical parts. The first part of the book provides 
introduction and identifies the challenges in secure transaction processing. In 
particular, it gives an introduction to MLS databases including the different 
MLS DBMS architectures and an overview of traditional transaction process
ing approaches. It then identifies the desirable properties and the additional 
requirements imposed by multilevel security on transaction processing. It ex
plains why conventional transaction processing techniques can conflict with the 
multilevel security constraints, discusses how they must be modified to comply 
with the security policy, and notes the challenges of doing so with acceptable 
responsiveness and with little or no trusted code. 
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The second part of the book provides secure transaction processing solutions 
for conventional databases. It examines the published solutions adopted by 
commercial vendors in their trusted DBMS products, that is, the extent to which 
they have succeeded in meeting the competing needs of multilevel transaction 
processing and efficiency. It presents secure concurrency control algorithms, 
based on locking and multiversion timestamp ordering, developed for replicated 
and kemelized trusted DBMS architectures, and provides an assessment of 
them. This book describes research in multilevel transaction correctness, where 
an individual transaction are able to write data at multiple security levels that 
leads to an additional trade-off between security and atomicity. It then discusses 
distributed multilevel secure DBMSs and describes the research on the impact 
of multilevel security on commit protocols for coordinating the execution of 
distributed transactions. Finally, this part discusses the impact of real-time 
constraints on secure transaction processing and reviews the research solutions 
in this area. 

The third part deals with secure transaction processing in advanced applica
tion environments and more recent issues addressed. In particular, it discusses 
issues of transaction processing considering advanced transaction models such 
as workflow models and the buffer management issues in a MLS DBMS en
vironment. It also presents the application of secure transaction processing 
solutions to hierarchical and replicated databases. Finally, the book concludes 
by identifying technical challenges in multilevel transaction processing that 
have yet to receive significant attention, including secure transaction process
ing using advanced transaction models such as nested and long duration models, 
and secure recovery. 

This book is targeted towards researchers and developers in the area of mul
tilevel secure database systems. It can also serve as a reference book for a 
graduate course on Database Security, Information Systems Security, Advanced 
Database Systems, and Transaction Processing. 

Acknowledgments: The authors would like to acknowledge many contributors 
of this book. We thank the series editors, Ahmed Elmagarmid and Scott Delman, 
for their encouragement of this project, and Melissa Fearon of Kluwer for 
handling the logistics of getting the book through the publication process. We 
are grateful to Tom Keefe for his contribution to the section on recovery in 
chapter 8, Wei-Kuang Huang for allowing to use material from his dissertation 
in chapter 5, and Jayant Haritsa for his input to chapters 4 and 6. We also 
gratefully acknowledge the research funding of the National Science Foundation 
(IRI-9624222). 


