
ApproximateNon-Interference

AlessandraDi Pierro
Dipartimentodi Informatica

Universit̀adi Pisa,Italy
dipierro@di.unipi.it

ChrisHankin,HerbertWiklicky
Departmentof Computing

ImperialCollegeLondon,UK�
clh,herbert� @doc.ic.ac.uk

Authors: AlessandraDi Pierro,HerbertWiklicky andChrisHankin
Date: November, 2002
Number: SECSAFE-ICSTM-007
Version: 1.0
Classification: Confidential
Status: Submittedfor publicationto theJournalof ComputerSecurity

Abstract

We addressthe problemof characterisingthe securityof a programagainst
unauthorisedinformation flows. Classicalapproachesare basedon non-inter-
ferencemodelswhich dependultimatelyon thenotionof processequivalence.In
thesemodelsconfidentialityis anabsolutepropertystatingtheabsenceof any ille-
gal informationflow. We presenta modelin which thenotionof non-interference
is approximatedin thesensethat it allows for someexactly quantifiedleakageof
information.This is characterisedvia anotionof processsimilarity whichreplaces
theindistinguishabilityof processesby aquantitative measureof theirbehavioural
difference.Sucha quantityis relatedto the numberof statisticaltestsneededto
distinguishtwo behaviours. We alsopresenttwo semantics-basedanalysesof ap-
proximatenon-interferenceandwe show that one is a correctabstractionof the
other.

1 Intr oduction

Non-interferencewasintroducedby GoguenandMeseguerin theirseminalpaper[14]
in orderto provide anappropriateformalismfor thespecificationof securitypolicies.
In its original formulationit statesthat:

“One groupof users,usinga certainsetof commands,is noninterfer-
ing with anothergroup of usersif what the first group doeswith those
commandshasno effectonwhatthesecondgroupof userscansee”.

Thisnotionhasbeenwidely usedto modelvarioussecurityproperties.Onesuchprop-
erty is confidentialitywhich is concernedwith how information is allowed to flow



throughacomputersystem.In recentyears,therehasbeenaproliferationof definitions
of confidentiality, all basedon thecentralideaof indistinguishabilityof behaviours: In
order to establishthat thereis no informationflow betweentwo objects � and � , it
is sufficient to establishthat for any pair of behavioursof the systemthatdiffer only
in � ’s behaviour, � ’s observationscannotdistinguishthesetwo behaviours [27]. A
classificationof securitypropertiesbasedon differentnotionsof behavioural equiva-
lenceis givenin [12, 13]. For systemswherenondeterminismis present,theproblem
of characterisingtheequalityof two behavioursis not a trivial one.In fact,thereis no
notionof systemequivalencewhich everybodyagreesupon;which notionis appropri-
ateamong, for example,traceor failureequivalence,(variousformsof) bisimulation
and(variousformsof) testingequivalence,dependson thecontext andapplicationin
question.

Another commonaspectof thesevarious formulationsof confidentiality is that
they all treat informationflows in a binary fashion: they are eitherallowed to flow
or not. Models for confidentialitytypically characterisethe absenceof information
flow betweenobjects(acrossinterfacesor alongchannels)by essentiallyreducingnon-
interferenceto confinement.Dependingon thenatureof theinformationflow onecan
characterisedifferentconfinementproperties,namelydeterministic, nondeterministic,
andprobabilisticconfinement[37].

It is importantto notice that nondeterministicconfinementis weaker thanprob-
abilistic confinement,as it is not able to capturethosesituationsin which the prob-
abilistic natureof an implementationmay allow for the detectionof the confidential
information,e.g. by running the programa sufficient numberof times [15]. In the
context of imperativeprogramminglanguages,confinementpropertieswith respectto
thevalueof high andlow level variables,have beenrecentlydiscussedin [33, 38, 34]
wherea type-systembasedsecurityanalysisis developed.Anotherrecentcontribution
to this problemis thework in [28, 29], wheretheuseof probabilisticpower-domains
is proposed,which allows for a compositionalspecificationof the non-interference
propertyunderlyinga type-basedsecurityanalysis.

Althoughnon-interferenceis thesimplestcharacterisationof confidentiality, it has
severalproblems[26]. Oneof theseis thatabsolutenon-interferencecanhardlyeverbe
achievedin realsystems.On theotherhand,oftencomputersystems“arenot intended
to be completelysecure”[39]. As a consequence,notionsof non-interferencesuch
as confinementturn out to be too strongas characterisationof the non-interference
criterioneffectively usedin practice(especiallyin their non-deterministicversion).

In thiswork weapproachtheproblemof confidentialityby lookingatmodelswhich
areableto give a quantitativeestimateof the informationflowing througha system.
Suchmodelsabandonthe purely qualitative binary view of the informationflow by
characterisinghow muchinformationis actually“leaking” from thesystemratherthan
thecompleteabsenceof any flow. Thisallowsusto defineanotionof non-interference
which is approximateandyet ableto capturethe securitypropertiesof a systemin a
more“realistic” way: in realsystemshigh-level input interfereswith low-level output
all thetime [26].

Thekey ideaof our approachis to replaceindistinguishabilityby similarity in the
basicformalisationof non-interference.As a result, two behaviours thoughdistin-
guishablemight still be consideredaseffectively non-interferingprovided that their
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� ����� tell �
	�� addinga constraint
 ������
ask��	 � ����� � ��� � probabilisticchoice
 � �������� � ��� � prioritisedparallelism
 � � � hiding, local variables
 �!�#"$� procedurecall, recursion

Table1: TheSyntaxof PCCPAgents

differenceis below a threshold% . A similarity relationcanbedefinedby meansof an
appropriatenotion of distanceandprovidesinformation(the % ) on “how much” two
behavioursdiffer from eachother. This informationis not relevantin equivalencerela-
tionssuchasobservationalequivalenceor bisimilarity, wherethecomparisonbetween
two behavioursis aimedto establishwhetherthey canbeidentifiedor not.

We will formaliseour approachin a particularprocessalgebraicframework in-
cludingprobabilisticconstructswhich allow us to dealwith probabilisticinformation
flows. Sucha framework is ProbabilisticConcurrentConstraintProgramming(PCCP)
and will be presentedin Section2. The notion of identity confinementexpressing
confidentialityin PCCPis thendefinedin Section3. In Section4 we introduceanap-
proximateversionof theidentityconfinementandgiveastatisticalinterpretationof the
quantity % measuringtheapproximation.Finally, we will proposetwo analysesof the
approximateconfinementpropertybasedrespectively ona concrete(Section5) andan
abstract(Section6) semantics,andshow thecorrectnessof the abstractanalysiswith
respectto the concretesemantics.We concludewith a summaryanda discussionof
relatedworksandsomefurtherresearchdirectionsin Section7.

2 Probabilistic CCP

We illustrateour approachby referringto a probabilisticdeclarative language,namely
ProbabilisticConcurrentConstraintProgramming(PCCP),which was introducedin
[9, 10] as a probabilisticversionof the ConcurrentConstraintProgramming(CCP)
paradigm[31, 30]. This languagecanbe seenasa kind of processalgebraenhanced
with a notionof computationalstate.

2.1 Syntaxof Agents

The syntaxand the basicexecutionmodel of PCCPare very similar to CCP. Both
languagesarebasedon thenotionof a genericconstraint system& , definedasa cylin-
dric algebraiccompletepartialorder(see[31, 6] for moredetails),which encodesthe
information ordering. This is referredto as the entailmentrelation ' and is some-
timesdenotedby ( . A cylindric constraintsystemincludesconstraintsof theform

� � 	
(cylindric elements)to modelhidingof localvariables,andconstraintsof theform ) �+*
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(diagonalelements)to modelparameterpassing. Theaxiomsof theconstraintsystem
includelawsfrom thetheoryof cylindric algebras[17] whichmodelthecylindrification
operators

� �
asa kind of first-orderexistentialquantifiers,andthediagonalelements) �,* astheequalitybetween" and - .

In PCCPprobability is introducedvia a probabilisticchoiceanda form of prob-
abilistic parallelism. The former replacesthe nondeterministicchoiceof CCP, while
the latter replacesthe purenondeterminismin the interleaving semanticsof CCPby
introducinga probabilisticscheduling.This allows us to implementmechanismsfor
differentiatingtherelativeadvancingspeedof asetof agentsrunningin parallel.

Theconcretesyntaxof aPCCPagent� is givenin Table1, where	 and 	 � arefinite
constraintsin & , and � � and

� �
arereal numbersrepresentingprobabilities.Note that

at thesyntacticlevel no restrictionsareneededon thevaluesof thenumbers� � and
� �

;
asexplainedin thenext section,they will beturnedinto probabilitydistributionsby a
normalisationprocessoccurringduringthecomputation.Themeaningof �!�#"$� is given
by aproceduredeclarationof theform ����-.�/�102� , where- is theformalparameter. We
will assumethat for eachprocedurenamethereis at mostonedefinitionin a fixedset
of declarations3 (theprogram).

2.2 Operational Semantics

Theoperationalmodelof PCCPcanbeintuitively describedasfollows: All processes
shareacommonstoreconsistingof theleastupperbound,denotedby 4 , (with respect
to theinverse 5 of theentailmentrelation)of all theconstraintsestablishedup to that
momentby meansof tell actions.Theseactionsallow for communication.Synchroni-
sationis achievedvia anask guardwhich testswhetherthestoreentailsa givencon-
straint. Theprobabilisticchoiceconstructallows for a randomselectionof oneof the
differentpossiblesynchronisationsmakingtheprogramsimilar to a randomwalk-like
stochasticprocess.Partsof thestorecanbemadelocal by meansof a hiding operator
correspondingto a logical existentialquantifier.

Theoperationalsemanticsof PCCPis formally definedin termsof a probabilistic
transitionsystem,�7698;: <�=,0$�?>�� , where 698;: < is thesetof configurations@
�A=B)�C repre-
sentingthestateof thesystemat a certainmomentandthetransitionrelation 0D�?> is
definedin Table2. Thestateof thesystemis describedby theagent� which hasstill
to beexecuted,andthecommonstore) . Theindex � in thetransitionrelationindicates
theprobabilityof thetransitionto takeplace.In orderto describeall possiblestagesof
theevolution of agents,in Table2 we useanextendedsyntaxby introducinganagent
stop which representssuccessfultermination,andanagent

�.E� � which representsthe
evolutionof anagentof theform

� � � where ) is thelocal informationon " produced
duringthis evolution. Theagent

� � � canthenbeseenastheparticularcasewherethe
local storeis empty, that is )F�HG7IKJML . In the following we will identify all agentsof
theform

� ����!�N� � � stopand
�.E�

stopwith theagentstopasthey all indicateasuccessful
termination.

Therulesof Table2 arecloselyrelatedto theonesfor nondeterministicCCP, and
we referto [6] for a detaileddescription.Therulesfor probabilisticchoiceandpriori-
tisedparallelisminvolve a normalisationprocessneededto re-distribute theprobabil-
ities amongthoseagents� � which canactuallybechosenfor execution.Suchagents
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mustbeenabled(i.e. thecorrespondingguardsask��	 � � succeed)or active (i.e. ableto
makea transition).Thismeansthatwehaveto re-definetheprobabilitydistributionso
thatonly enabled/activeagentshave non-zeroprobabilitiesandthesumof theseprob-
abilities is one. Theprobabilityafternormalisationis denotedby O�.P . For example,in
rule R2 thenormalisedtransitionprobabilitycanbedefinedfor all enabledagentsbyO� � � � �QSRUT7V �.P =
wherethesum

Q RUT V � P is over all enabledagents.Whenthereareno enabledagents
normalisationis not necessary. We treata zeroprobability in thesameway asa non-
entailedguard,i.e. agentswith zeroprobability arenot enabled;this guaranteesthat
normalisationnever involvesa division by a zerovalue.Analogousconsiderationsap-
ply to thenormalisationof activeagentsin R3. It mightbeinterestingto notethatthere
arealternative waysto dealwith thesituationwhere

QWRUT7V � PX�ZY (all enabledagents
have probabilityzero). In [11] normalisationis definedin this caseastheassignment
of auniformdistributionontheenabledagents;suchanormalisationprocedureallows,
for example,to introduceaquasi-sequentialcomposition.

Themeaningof rule R4 is intuitively explainedby sayingthat theagent
�.E� � be-

haves“almost” like � , with thedifferencethatthevariable" which is possiblypresent
in � mustbe consideredlocal, andthat the informationpresentin ) hasto be taken
into account.Thus,if thestorewhich is visible at theexternallevel is 	 , thenthestore
which is visible internally by � is )[4\� � � 	�� . Now, if � is ableto make a step,thus
reducingitself to �^] andtransformingthelocal storeinto );] , whatwe seefrom theex-
ternalpointof view is thattheagentis transformedinto

� E`_� � ] , andthattheinformation� � ) presentin theglobalstoreis transformedinto
� � )�] .

Thesemanticsof a procedurecall �!�#"$� , modelledby RuleR5, consistsin theex-
ecutionof the agent � defining �!�#"a� with a parameterpassingmechanismsimilar to
call-by-reference:theformal parameter" is linkedto theactualparameter- in sucha
way that - inheritstheconstraintsestablishedon " andvice-versa.This is realisedin
away to avoid clashesbetweentheformalparameterandoccurrencesof - in theagent
via theoperatorb �*

definedby:

b �* �S�dc � EKegf* � if "ih�W-� if "j�W-$k
2.3 Observables

The notion of observableswe considerin this paperrefers to the probabilistic in-
put/outputbehaviour of a PCCPagent.We will definetheobservables lm�
�A=g)/� of an
agent� in store ) asa probabilitydistribution on constraints.Formally, this is defined
asanelementin therealvectorspace:n �o&p���rqts " T 	vuuu " T�wyx =^	 w &{zA=
that is the free vectorspaceobtainedas the setof all formal linear combinationsof
elementsin & . Thecoefficients " T representtheprobabilityassociatedto constraints	 .
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R1 @ tell ��	��|=g)/C}0$� � @ stop=g	{4~)�C
R2 � ������

ask�
	 � ���H� � ��� � =B).��0$���> V @���P;=g)/C � wi��� =1�a� and )X'j	BP
R3

@�� P =g	�CN0$� > � � ]P =g	 ] �@ � ������ � � �;� � =g	,C}0D�?>����> V � � �P��������� � � ��� � � �.P��;� ]P =g	 ] � � w���� =g�a�
R4

@��[=g)�4 � � 	�CN0$� > @
� ] =g) ] C� � E� �[=g	���0$� >�� � E`_� � ] =g	�4 � � ) ]
�
R5 @����#-.�|=g	�CN0$� � � b �* �A=B	 � ����"$�}�M02� w 3

Table2: TheTransitionSystemfor PCCP

Operationally, adistribution lm�
�A=B)�� correspondsto thesetof all pairs @�	�=
�$C , where	 is the result of a computationof � startingin store ) and � is the probability of
computingthat result. For the purposeof this paperwe will restrict to agentswhich
only exhibit computationswhoselengthis bounded.Notethatsinceour programsare
finitely branchingthis impliesby theKönig lemmathatthevectorspaceof constraints
is finite-dimensional.We will alsoexcludethosesituationsin which thefinal configu-
rationdoesnotcorrespondto successfulterminationandyetnotransitionsarepossible,
i.e. thecaseof suspendedcomputations. Theseassumptionsallows for a simplerpre-
sentationof theideasandtechniquesat thebaseof theanalysisproposedlateron. The
resultspresentedcanneverthelessbe extendedto the generalcaseby consideringan
appropriatetopologyon the(possiblyinfinite-dimensional)vectorspaceof constraints
andappropriateadjustmentsto theanalysistechniquessoasto accountfor deadlock.

We formally definethesetof resultsfor anagent� asfollows.

Definition 1 Let � be a PCCP agent. A computationalpath � for � in store ) is
definedby �F�Z@
�2��=g	K��CN0$� >+� @
� � =g	 � CN0$� >�� k,k�k.0D� >�� @
� � =B	 � Ct=
where � � �W� , 	 � �W) , � � � stopand �?��� .

We denoteby 698����p�
�A=g)/� thesetof all computationalpathsfor � in store ) .

Definition 2 Let � w 698����p���[=g)/� bea computationalpathfor � in store ) ,�F�Z@7�A=B)�C�� @�� � =B	 � CN0a�?> � @�� � =B	 � CN0a�?> � k�k,k.0D�i> � @7� � =g	 � Cak
We definetheresultof � as ¡�¢�£��#�p�9�W	 � andits probabilityas �M¡�¤U¥��#�p�9�§¦ ����!� � � .

Becauseof the probabilisticchoice,theremight be differentcomputationalpaths
for a givenPCCPprogramwhich leadto the sameresult. The probability associated
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to a givenresult 	 is thenthe sumof all probabilities�M¡�¤U¥��#�p� associatedto all paths� suchthat ¡�¢�£��#�p�m�H	 . This suggeststhat we introducethe following equivalence
relationon 698����p����� .
Definition 3 Let �¨=1��] w 698����p�
�©� be two computationalpathsfor � in store ) . We
define�«ªW��] iff ¡�¢�£��#�p�9�¬¡�¢�£��#��]o� . Theequivalenceclassof � is denotedby

� �a� .
Thedefinitionsof ¡�¢�£����p� and�D¡�¤U¥��#�p� areextendedto 698������
�©�1­K® in theobvious

wayby ¡�¢�£�� � �a�o�9�¬¡�¢�£��#�p� and�M¡�¤U¥�� � �a�#�9� QW¯ _#° ± ¯�² �D¡�¤U¥U�#��]o� .
We cannow definetheprobabilisticinput/outputobservablesof a givenagent� in

store) asthesetlm�
�A=g)/�{�r³M@�¡�¢�£�� � �a�#�K=
�M¡�¤U¥�� � �a�#�1Ct´ � �a� w 698����p�
�©�g­ ®Nµ k
In the following we will adoptthe convention that whenever the initial store is

omittedthenit is intendedto be G7IKJML .
3 Identity Confinement

Theoriginal ideaof non-interferenceasstatedin [14] canbeexpressedin thePCCPfor-
malismvia thenotionof identityconfinement. Roughly, thisnotionestablisheswhether
it is possibleto identify whichprocessis runningin a givenprogram.Therefore,given
asetof agentsandasetof potentialintruders,thelattercannotseewhattheformerset
is doing,or moreprecisely, no spy is ableto find out which of the agentsin the first
groupis actuallybeingexecuted.

We illustrate the notion of identity confinementvia an exampleborrowed from
[29] wherethe settingis that of imperative languages.This examplealsoshows the
differencebetweennon-deterministicandprobabilistic(identity) confinement.

Example1 In an imperative language, confinement— as formulatedfor examplein
[28, 29] —usuallyrefers to a standard two-levelsecuritymodelconsistingof highand
low level variables.Onethenconsiders the(valueof the)high variable ¶ asconfined
if the value of the low level variable · is not “influenced” by the value of the high
variable, i.e. if theobservedvaluesof · are independentof ¶ .

The following statementillustratesthe differencebetweennon-deterministicand
probabilisticconfinement:¶¸�¹�S¶ mod º »¼��·½�¹�S¶ �� �� �
·��¹�SY �� �� ·!�¹� � �1�
Thevalueof · clearly depends“somehow” on ¶ . However, if we resolvethe choice
non-deterministicallyit is impossibleto sayanythingaboutthevalueof ¶ byobserving
thepossiblevaluesof · . Concretely, weget thefollowing dependenciesbetween¶ and
possiblevaluesof · : ¾

For ¶ mod º¿�WY : À,·p�SY.=B·a� �UÁ¾
For ¶ mod º¿� �

: À,·p� � =B·a�SY Á ,
7



i.e. thepossiblevaluesof · are thesameindependentlyfromthefact that ¶ is evenor
odd. In otherwords, ¶ is non-deterministicallyconfined.

In a probabilisticsettingtheobservedvaluesfor · andtheir probabilitiesallow us
to distinguishcaseswhere ¶ is evenfromthosewhere ¶ is odd. We havethefollowing
situation: ¾

For ¶ mod º¿�SY : ³M�`·p�SY.=�ÂÃ �½=,�`·p� � = �Ã � µ¾
For ¶ mod º¿� �

: ³M�`·p�SY.= �Ã �½=,�`·p� � = ÂÃ � µ
Therefore, theprobabilitiesto get ·�� Y and ·{� �

reveal if ¶ is evenor odd, i.e. ¶ is
probabilisticallynot confined.

Example2 We canre-formulatethesituationabovein our declarativesettingbycon-
sideringthefollowingagents:

hOn � ask�1G
IKJML��{� �º � tell � on � ask�1G
IKJML���� �º � Rand
hOff � ask�1G
IKJML��{� �º � tell � off � ask�ÄG7IKJML��{� �º � Rand
Rand � ask�1G
IKJML��{� �º � tell � on � ask�1G
IKJML���� �º � tell � off �

Theconstraint systemconsistsof four elements:&«��À�G
IKJML�= on = off =7Å|Æ�Ç�È�L¿� on 4 off Á =
where G7IKJML¿5 on 5iÅ|Æ�Ç�È�L and G7IKJML¿5 off 5iÅ|Æ�Ç�È�L .

The constraints on and off representthe situationsin which the low variable·{� �
or ·N�ÉY respectively. TheagenthOn correspondsthento thebehaviourof the

imperativeprogramfragmentin casethat ¶ mod ºÊ� �
, whilehOff correspondsto

thecasewhere ¶ mod ºy�ËY . Theauxiliary agentRand correspondsto thesecond
choicein the above imperative fragment. Theimperative notion of confinementnow
translatein our framework into a problemof identity confinement:Gettinginforma-
tion about ¶ in the previoussettingis equivalentto discriminatingbetweenhOn and
hOff, i.e. revealingtheir identity. Thetwo agentswill beidentityconfinedif they are
observationallyequivalentin anycontext.

As explainedin Section2.3,theobservablesof aPCCPagentcorrespondto adistri-
butionon theconstraintsystem,thatis avectorin thespace

n �o&p� . Thus,thedifference
betweentwo observablescorrespondsto the vectordifferencebetweenthe given ob-
servablesandcanbemeasuredby meansof anorm. Weadoptherethesupremumnorm�NÌ;�,Í

formally definedas � ��" � � � °�Î ��Í �¬ÏgÐ.�� °�Î ´ " � ´�=
where ��" � � � °�Î representsa probabilitydistribution. However, aslong aswe areinter-
estedin definingtheidentity of two vectors,any p-norm:

� ��" � � � °�Î � >A�ÒÑÓ Q � °�Î ´ " � ´ >
wouldbeappropriate.

Probabilisticidentityconfinementis thendefinedasfollows [7]:
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Definition 4 Two agents � and � are probabilistically identity confinediff their ob-
servablesare identical in anycontext, that is for all agent Ô ,l~�¹�Õ��� �}� �;Ô����Öl~�¹�«��� �N� �;Ô��
or equivalently, ××× l~�¹�F��� �}� ��Ô��½0Ølm���«��� �}� ��Ô�� ××× �SY.=
for all schedulingprobabilities� and

� � � 0¸� .

Example3 It is easyto check thatanycontext candistinguishbetweentheagentshOn
andhOff of Example2. In fact, evenif executedon their own their observablesare
different(cf Figure1): ××× lm� hOn =�G7IKJML,�½0Øl~� hOff k�G
IKJML�� ××× �×××× c^Ù on =�ÚÛNÜ«= Ù off = �Û9ÜAÝF0 c2Ù on = �Û{ÜÕ= Ù off =;ÚÛ{Ü[Ý ×××× � �º k

ThereforehOn andhOff arenot probabilisticallyidentityconfined.

@ hOn =�G7IKJML+C
@ Rand =,G
IKJML+C

@ stop= on C @ stop= off CÞ
�ß à

�ß

Þ
�ßá

�ß

@ hOff =�G7IKJML�C
@ Rand =�G7IKJML,C

@ stop= off C @ stop= on CÞ
�ß à

�ß

Þ
�ßá

�ß

Figure1: Transitionsfor hOn andhOff

Example4 Considerthefollowing two PCCPagents[7]:�S� �º � tell ��	,� � �º � tell ��)/�� � tell �
	�4~)/�Kk
It is easyto seethatin their non-deterministicversions� and � executedin anycontext
givethesameobservables.� and � are thusnon-deterministicallyidentityconfined.
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� �ß � tell �
	�� � �ß � tell �
)��|=�G7IKJML �
@ tell ��)/�K=B	�C @ tell ��	,�K=g)/C

@ stop=B	{4j)�C

á
�ß

à
�ß

à
� á �

@ tell ��	{4~)��|=�G7IKJML�C
@ stop=B	¨4j)/CÞ �

Figure2: IndependentExecutionsof � and �
Treatingthechoiceprobabilisticallystill givesusthesameobservablesfor � and� if they are executedon their own (cf. Figure 2), but they are not probabilistically

confined.A context which revealstheidentityof � and � is for exampletheagent:â � ask�
	��{� ºÚ � tell �
¢�� ask��)/�{� �
Ú � tell �7ãt�K=

as the executionsof � and � in this context give different observables(cf. Figure 3
andFigure4):

låä �º ��� � �º � â�æ � c�Ù 	�4j)�4~¢;=Aç� º ÜÕ= Ù 	{4~)�4¸ã$=�è� º ÜAÝ
l ä �º �;� � �º � â æ � c2Ù 	{4~)�4j¢�= ºÚ Ü = Ù 	�4j)�4¸ã$= �Ú Ü¿Ý k

We observethat if werestrict to a particular classof contexts,namelythoseof the
form: é � ask�#ê ��� � � tell �
¶$�K=
then � and � are probabilistically identityconfinedwith respectto theseagents: for
anychoiceof theschedulingprobabilities� and

� � � 0[� , weobtainthesameobserv-
ablesfor theparallel compositionsof

é
with � and � respectively.

If neither 	 nor ) entails ê then
é

will never be executed,and the executionsof�\�a� �¿� � é and �\�a� �A� � é are essentiallythesameas for � and � alone(cf.
Figure2).

If only ) entails ê we obtain the derivationsin Figure 5. The casewhere ê is
entailedby 	 aloneis analogous.In all casesweendup with a singleresult 	{4¸)�4y¶
with probabilityone.

Thederivationsof ����� �X� � é and ����� �v� � é in the casethat both 	 and) entail ê are depictedin Figure 6: Again we obtain the sameresult 	�4F)v4F¶ with
probabilityone.
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� �ß ��� � �ß � â =�G7IKJML �
� �ß � tell ��)/� � �ß � â =g	 � � �ß � tell ��	,� � �ß � â =B) �

@ tell �
)��|=g	{4~¢�C @ tell �
	��K=B)�4¸ãtC@ â =B	{4j)�C
@ stop=g	�4j)©4j¢�C @ stop=g	�4j)�4¸ãtC

á
�ß

à
�ß

à
�ßá

�ß á
�ß

à
�ß

à
� á �á ß Â à

�Â
Figure3: Executionsof � in Context

â
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In general,identicalbehaviour in all contexts is hardlyeverachievable.It therefore
makessenseto askfor identicalobservablesif � and � areexecutedin parallelwith
agentswith only limitedcapabilities.Moreover, thepowerof acontext canbeevaluated
in termsof its ability to distinguishthebehavioursof two agents.It is alsoreasonable
to think that its effectivenesswill dependon theprobabilitiesof theschedulingin the
interleaving with the given agents.This leadsto the definition of a weaker (andyet
morepractical)notionof probabilisticidentity confinementwhich is parametricin the
typeof context Ô andthe schedulingprobability � . We will introducesucha notion,
whichwe call approximateidentityconfinement, in Section4.2.

4 Approximate Confinement

Theconfinementnotiondiscussedaboveis exact in thesensethatit refersto theequiv-
alenceof theagents’behaviour.

However, sometimesit is practically more useful to baseconfinementon some
similarity notion. Theintuitive ideabehindsucha notionis thatwe look at howmuch
thebehavioursof two agentsdiffer, insteadof qualitatively assertingwhetherthey are
identicalor not. In particular, in the probabilisticcasewe canmeasurethe distanceë betweenthe distributionsrepresentingthe agents’observablesinsteadof checking
whetherthis differenceis Y . We canthensaythat theagentsare ë -confinedfor someëXì Y .
Example5 [4] Consideran í¨î�ï (AutomaticTeller Machine)acceptingonlya singleð�ñÄò

number� out of ó possible
ð�ñÄò

s,e.g. ó�� � Y�Y;Y�Y :í¨î�ï«� � ô�����`õ � �� � ask� ð�ñÄò^ö ��� � � tell ��÷/·
÷;¡�ó«�
ask� ð{ñÄò �p��� � � tell ��	|÷ £�¶D�

This agent simulatesan í¨î�ï which recognises
ð�ñÄò � : if

ð{ñÄò � has beentold the
machinedispensescash,otherwise— for any incorrect

ð{ñÄò�ö
— it soundsan alarm.

The(active)spy Ô tries a random
ð{ñÄò

number
ö
:Ôi� ô����� ask�ÄG7IKJML��{� � � tell � ð�ñÄò2ö �

If weconsidertwo such machines í¨î�ï«� � and í¨î�ï«� ß for � � h�É� ß andexecute
themin context Ô weobtaintwo slightly differentobservableslm���F�/í¨î�ï«� � �2� �/Ô��
and l~�¹�Õ��í¨î�ïÕ� ß �}� �;Ô{� :

lW�¹�«��í¨î�ïÕ� � �N� �;Ô{�ø� c2Ù ð{ñÄò � � 4j	|÷ £�¶�= �ó Ü¿Ýù ôú�����Kõ � �� � � c�Ù ð�ñÄò2ö 4j÷/·�÷�¡�óû= �ó ÜAÝ
lW�¹�«��í¨î�ïÕ� ß �N� �;Ô{�ø� c2Ù ð{ñÄò � ß 4j	|÷ £�¶�= �ó Ü¿Ý
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ù ôú�����Kõ � �� � � c�Ù ð�ñÄò2ö 4j÷/·�÷�¡�óû= �ó ÜAÝ~k
Clearly, l~�¹�«��í¨î�ïF� � �}� ��Ô�� and l~�¹�«�;í¨î�ïÕ� ß �}� �;Ô�� are different.

For most
ð{ñÄò

s both machineswill soundan alarm in mostcases,but if we are
lucky, the spywill usethe correct

ð{ñÄò
s in which casewe are able to distinguishthe

two machines(besidesearningsomecash). Thechancesfor this happeningare small
but arecapturedessentiallyif welook at thedifferencebetweentheobservables:××× lm���«�;í¨î�ï«� � �}� �;Ô��!0Ølm���Õ��í¨î�ï«� ß �9� �;Ô�� ××× � �ó k

The set À,í¨î�ïÕ� Á � is ë -confinedwith respectto Ô with ë � �
ô but not strictly

confined.In thepractical applications,ó is usuallyverylarge, that is ë is verysmall,
which makesit reasonableto assumethe �^ü©ý ’sagentsassecurealthoughnotexactly
confined.

Thenotionof approximateconfinementwewill definein thefollowing is basedon
theideaof measuringhow muchthebehaviour of two agentsdiffersif we put themin
a certaincontext. In thenext sectionwe will discussdifferentkindsof suchcontexts,
whichwe will referto asspiesor attackers.

4.1 AdmissibleSpies

Securitydependson the quality of the possibleattacker. Clearly, no systemis secure
againstanomnipotentattacker. Therefore,it makessenseto restrictour consideration
to particularclassesof spies[22].

As anexample,will discussherea classof attackersexpressedin PCCPby:þ � � ³ ������
ask��	 � �{��� � � tell �
ã � � µ =

where ã � w & arefreshconstraints,thatis constraintswhichneverappearin theexecu-
tion of thehostagents,and 	 � w & . Theseagentsarepassiveandmemorylessattackers:
They do not changethe behaviour of the hosts,andareonly allowed to interactwith
the storein onestep. Nevertheless,they aresufficient for formalisingquitepowerful
attackssuchasthetiming attacksin [20].

A generalisationof thisclassis to consideractivespies(e.g.Example6 andExam-
ple5) and/orspieswith memorysuchasask��	,�{���«� ask�
)��{� � � tell �
ãt� .
Example6 Considerthetwoagents:� � ask�
	��{� � � tell �
)��� � stopk
If executedin store G7IKJML , � and � are obviouslyconfinedwith respectto anypassive
spy: They both do nothing, and it is therefore impossibleto distinguishthemby just
observing. However, for an active spylike ÔÖ� tell ��	,� it is easyto determineif it is
beingexecutedin parallel with � or � . Notethat if executedin anystore ) such that)«'i	 , the two agents � and � are alwaysdistinguishablebecausetheir observables
aredifferent.
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4.2 Approximate Identity Confinement

We introducea notion of approximateconfinementwhich is a generalisationof the
identityconfinementintroducedin [7] anddefinedin Section3. Thedefinitionwegive
is parametricwith respectto a setof admissiblespies

þ
andschedulingprobabilities� and

� � � 0û� . We saythat two agents� and � areapproximatelyconfinedwith
respectto a setof spies

þ
if f thereexistsan ë�ì Y suchthat for all Ô w þ

thedistance
betweenthe observablesof �W��� �m� �½Ô and �S��� �Ê� �½Ô is smallerthan ë . We
considerasa measurefor this distancethesupremumnorm

��Ì.� Í
asin Definition 4.

In this case,the choiceof this norm is particularlyappropriatebecauseit allows us
to identify a singleconstraint	 for which the associatedprobabilitiesaremaximally
different.In thefollowing wewill usuallyomit theindex � .

Definition 5 Givena setof admissiblespies
þ

, wecall twoagents� and � ë -confined
for someëXì Y iff: Ï1Ð.�ÿ °�� ××× l~�¹�F��� �}� ��Ô��½0Ølm���«��� �N� ��Ô�� ××× � ë k

This definitioncanbegeneralisedto a setof morethantwo agents.
The numberë associatedto a givenclassof spies

þ
canbe seenasa measureof

the “power” of
þ

. In fact, it is stronglyrelatedto the numberof testsa spy needsto
performin orderto revealtheidentity of thehostagents.We will make this argument
more precisein the next section. Note that this numberdependson the scheduling
probability. This is becausetheeffectivenessof a spy canonly beevaluateddepending
on theinternaldesignof thehostsystemwhich is in generalnotknown to thespy.

Obviously, if two agents� and � are ë -confinedwith ë �¹�a����Y for all scheduling
probability � thenthey areprobabilisticallyidentity confined.

4.3 Statistical Inter pretation of �
The notion of approximateconfinementis strongly relatedto statisticalconcepts,in
particularto so-calledhypothesistesting(seee.g.[32]).

4.3.1 Identification by Testing

Let us considerthe following situation: We have two agents� and � which areat-
tackedby a spy Ô . Furthermore,we assumethat � and � are ë -confinedwith respect
to Ô . This meansthat theobservableslm���Ø�D� ��� �$Ô{� and l~�¹�\�D� ��� �$Ô�� are ë -
similar. In particular, astheobservablesdo not includeinfinite results,we canidentify
someconstraint	 w & suchthat ´ ���}��	��{0«���©��	��,´D� ë , where���}�
	�� is theprobability
of theresult 	 in anexecutionof �i�M� ��� �MÔ and ���^�
	�� is theprobability that 	 is a
resultof �«��� �}� �;Ô .

Following the standardinterpretationof probabilitiesas “long-run” relative fre-
quencies,wecanthusexpectthatthenumberof timesweget 	 asresultof anexecution
of ����� �[� �pÔ and ����� �[� �pÔ will differ “on the long run” by exactly a factorë . Thatmeansif we execute���D� ��� �aÔ or ���D� ��� �DÔ “infinitely” oftenwe can
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determine���}��	�� and ���^�
	�� asthe limit of the frequencieswith which we obtain 	 as
result.

In fact,for any unknown agent� we canattemptdo determine���v��	�� experimen-
tally by executing�S�	� �Ê� �½Ô over andover again. Assumingthat � is actually
thesameaseither � or � we know that the ���v��	�� we obtainmustbeeither � � �
	�� or� � ��	�� . We thuscaneasilydeterminethis way if � � � or � � � , i.e. reveal the
identityof � (if ë h�SY ), simply by testing.

Unfortunately— asJ.M. Keynespointedout — we areall deadon the long run.
The above describedexperimentalsetupis thereforeonly of theoreticalvalue. For
practically purposeswe needa way to distinguish � and � by finite executionsof���M� ��� �$Ô and ���D� ��� �DÔ . If we execute���M� ��� �DÔ and �?�D� ��� �DÔ only
afinite numberof — say � — times,wecanobservea certainexperimentalfrequency� �� �
	�� and � �� ��	�� for getting 	 asa result. Eachtime we repeatthis finite sequence
of � executionswe may get different valuesfor � �� �
	�� and � �� ��	�� (only the infinite
experimentswill eventuallyconvergeto thesameconstantvalues���}��	,� and���^�
	�� ).

Analogously, we candeterminethe frequency � �� ��	,� for an unknown agent� by
testing,i.e. by looking at � executionsof ���
� ��� �DÔ . We canthentry to compare� �� ��	,� with � �� ��	,� and� �� �
	�� or with � � �
	�� and� � ��	�� in orderto find out if � �W� or� �W� . Unfortunately, thereis neitherasinglevaluefor either� �� �
	�� , � �� ��	,� or � �� ��	��
(eachexperimentmay give us differentvalues)nor canwe test if � �� ��	,�[�Z� �� ��	�� or� �� ��	,����� �� ��	,� nor if � �� ��	����Ø� � �
	�� or � �� �
	����Ø� � �
	�� .

For example,it is possiblethat 	 is (coincidental)not theresultof thefirst execution
of ����� �¸� �{Ô , althoughthe (long-run)probabilitiesof obtaining 	 by executing�W�!� �Ê� �½Ô or �W�!� ��� �!Ô are, let’s say, ���Z� Y.k � and ���Ë� Y.k è . If we stop
our experimentafter �¼� �

executionswe get � �� ��	,���åY . We know that � �Ë� or� �W� but theobserved � �� ��	,� is differentfrom both ��� and��� .
Nevertheless,we could arguethat it is more likely that �ø� � as the observed� �� ��	,�N�ÖY is closerto ���Ø��YMk � thanto ���¼��YMk è . Theproblemis now to determine,

on the basisof suchexperiments,how muchthe identificationof � with � is “more
correct”thanidentifying � with � on thebasisof suchexperiments.

For finite experimentswe can only make a guessabout the true identity of � ,
but never definitely reveal its identity. The confidencewe canhave in our guessor
hypothesisaboutthe identity of an unknown agent � — i.e. the probability that we
makea correctguess— dependsobviouslyon two factors:Thenumberof tests� and
thedifferenceë betweentheobservablesof �«�;� �}� �;Ô and�«��� �}� �;Ô .

4.3.2 HypothesisTesting

The problemis to determineexperimentallyif the unknown agent � is one of two
known agents� and � . The only way we canobtaininformationabout � is by ex-
ecutingit in parallelwith a spy Ô . In this way we canget an experimentalestimate
for the observablesof ����� �¸� �{Ô . We thencancomparethis estimatewith the
observablesof �«��� �N� �;Ô and�«�;� �N� �;Ô .

That means:basedon the outcomeof somefinite experiments(involving an un-
known agent� ) we formulatea hypothesis
 aboutthe identity of � , namelyeither
that “ � is � ” or that “ � is � ”. Our hypothesisaboutthe identity of � will be for-
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mulatedaccordingto a simple rule: dependingif the experimentalestimatefor the
observablesof �û��� �2� �/Ô arecloserto lm���F�/� ��� � Ô�� or to l~�¹�û��� �2� ��Ô{� we
will identify � with � or � respectively.

Moreprecisely, themethodto formulatethehypothesis
 abouttheidentityof the
unknown process� consistsof thetwo following steps:

1. We execute�§�	� �m� �¨Ô exactly � timesin orderto obtainan experimental
approximation,i.e. average,for its observablesl � ���«��� �9� ��Ô{��� c�Ù 	�= # of times 	 is theresult� Ü¿Ý T °�� =

2. Dependingif l � ���û��� �^� �.Ô�� is closerto theobservablesl � ���û� � �^� �.Ô��
or l � �¹�Õ��� �}� �;Ô�� we formulatethehypothesis


 � ���� ��� � �¬� if

××× l � �¹�«��� �N� ��Ô��!0Ølm���«�;� �}� �;Ô�� ×××��� ××× l � ���«��� �9� �;Ô��¨0�l~�¹�«��� �9� �;Ô�� ×××� �¬� otherwise.

Thequestionisnow whethertheguessexpressedby thehypothesis
 aboutthetrue
identity of theblackbox � , which we formulateaccordingto theabove procedure,is
correct;or moreprecisely:Whatis theprobabilitythatthehypothesis
 holds?To do
thiswe have to distinguishtwo casesor scenarios:� is actually � : What is the probability (in this case)that we formulatethe correct

hypothesis
 �
� is � andwhat is theprobability thatwe formulatethe incor-
recthypothesis
 ��� is � ?� is actually � : What is the probability (in this case)that we formulatethe correct
hypothesis
 �
� is � andwhat is theprobability thatwe formulatethe incor-
recthypothesis
 ��� is � ?

Clearly, in eachcasetheprobabilityto formulateacorrecthypothesisandtheprob-
ability to formulatean incorrecthypothesisaddup to one. Furthermore,it is obvious
thatbothscenarios“ � is actually � ” and“ � is actually � ” aresymmetric.We will
thereforeinvestigateonly oneparticularproblem:Supposethat � is actuallyagent� ,
what is the probability that— accordingto the above procedure— we formulatethe
— in this case— correcthypothesis
 ��� is � .

In the following we usethe notation � � ��	�� and � �� ��	�� to denotethe probability
assignedto 	 w & in the distribution representingthe observables l~�¹�¬��� �v� �pÔ��
andin the experimentalaveragel � �¹����� �~� �{Ô�� respectively. Furthermore,we
look atasimplifiedsituationwhereweareconsideringonly asingleconstraint	 where
the differencebetween� � ��	�� and � � ��	�� is maximal. Let us assumewithout lossof
generalitythat � � ��	��N�?� � ��	�� asin thediagrambelow:�������! ��"#���! �
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If theexperimentalvalue� �� �
	��{�i� �� ��	�� weobtainedin our testis anywhereto the
left of ���}��	���$ ë�% º thenthehypothesis
 we formulate(basedon � �� ��	,� ) will be the
correctone:“ � is � ”; if theexperimentalvalueis to theright of � � �
	��	$ ë�% º we will
formulatetheincorrecthypothesis:“ � is � ”.

Under the assumptionthat “ � is actually � ” the probability &Ê�'
F� that we will
formulatethecorrecthypothesis“ � is � ” is therefore:&)(g� �� �
	��N�?���}��	��*$ ë º�+ � � 0,&)(g���}��	,�	$ ë º �?� �� ��	,� + k
To estimate&Ê�-
F� we have just to estimatetheprobability &Ê�¹� �� ��	��©� ���}��	���$ ë�% º�� ,
i.e. thattheexperimentalvalue� �� �
	�� will beleft of ���}��	��*$ ë�% º .
4.3.3 ConfidenceEstimation

Theconfidencewecanhavein thehypothesis
 weformulateis truecanbedetermined
by variousstatisticalmethods.Thesemethodsallow usto estimatetheprobabilitythat
anexperimentalaverage� � — in our case� �� ��	�� — is within a certaindistancefrom
thecorrespondingexpectationvalue .X�-�û� — here���}��	,� — i.e. theprobability&¼�`´ � � 0,.X�-�û��´ � ë �
for someëÊì Y . Thesestatisticalmethodsareessentiallyall basedon thecentral limit
theorem, e.g.[3, 16, 32].

Thetypeof testsweconsiderhereto formulateahypothesisabouttheidentityof the
unknown agent� aredescribedin statisticaltermsby socalledBernoulli Trials which
areparametricwith respectto two probabilities� and

� � � 0¿� (whichhavenothingto
do with theschedulingprobabilitiesabove). Thecentrallimit theoremfor this typeof
tests[16, Thm 9.2] givesusanestimatefor theprobabilitythattheexperimentalvalueÔ � �¬� Ì � � after � repetitionsof thetestwill bein a certaininterval

� ÷D=`¥B� :/10 ���2 Í &Ê�
÷ � Ô � � ¥|��� �3 º��547698: 8
;=< �Õä 0�" ßº æ

where ÷?>2� ÷A0?� �3 � � � and ¥@>2� ¥90û� �3 � � � k
Unfortunately, the integral of the so calledstandard normal densityon the right

handside of the above expressionis not easyto obtain. In practicalsituationsone
hasto resortto numericalmethodsor statisticaltables,but it allows us — at leastin
principle— to saysomethingabout &Ê�-
F� .

Identifying Ô � with � Ì � �� we can utilise the above expressionto estimatethe
probability &Ê�������
	��A$ ë�% º � � �� � which determines&Ê�-
F� . In order to do this we
haveto take: ÷ � ���}��	��*$ ë º¥ � �� � � � ��	��� � � 0j� � �
	��Kk
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Thisallowsus— in principle— to computetheprobability:/B0 ���2 Í & ( ���9�
	��	$ ë º � � �� �
	�� � � + k
Approximating— as it is commonin statistics— &Ê�¹���}��	��C$ ë�% º � � �� � by/B0 �D&Ê�¹���N�
	��	$ ë�% º � � �� � weget:&Ê�-
F� � � 0,& ( ���}��	��	$ ë º � � �� ��	�� +ª � 0 /10 ���2 Í & ( ���N��	,�	$ ëº � � �� ��	,� +� � 0 4

Í:FE ;@< � ä 0�" ßº æ
with ÷��©� � ëº �3 � � � � ë 3 �º 3 � � � ë 3 �º Ó � � �
	��|� � 0j� � �
	��1� k

We seethattheonly way to increasetheprobability &Ê�'
F� , i.e. theconfidencethat
weformulatetheright hypothesisabouttheidentityof � , is by minimisingtheintegral.
In orderto do this we have to increasethelower bound ÷ � of theintegral. This canbe
achieved— asonewouldexpect— by increasingthenumber� of experiments.

We canalsoseethat for a smaller ë we have to performmoretests� to reachthe
samelevel of confidence,&Ê�-
û� : The smaller � the harderit is to distinguish � and� experimentally. Note that for ë �ZY , theprobabilityof correctlyguessingwhich of
theagents� and � is in theblackbox is

�ß , which is thebestblind guesswecanmake
anyway. In otherwords:for ë �WY we cannotdistinguishbetween� and � .

Example7 Considertheagentsin Example4. Theproblemis to determinefrom the
experimentallyobtainedapproximationsof the observablesl �HG �ß ��� � �ß � âJI for� �W� or � �§� thetrue identityof � . If, for example, � is actuallyagent � andif
weconcentrateon theconstraint 	{4j)©4j¢ wehaveë � �� º and �~�Ø���}��	{4~)�4j¢���� ç� º

Theprobability &Ê�-
û� to formulatethecorrecthypothesis
 dependson thelower
bound÷;� of theaboveintegral, i.e. thenormaldistribution KØ�
÷���=`� � :&Ê�-
F�9� � 0 4

Í:FE=L ��M ;=< �Õä 0�" ßº æ � � 0,KØ�
÷;�;=`� �Kk
Thebound ÷�� in turn dependson thenumber� of experimentsweperform: Thevalue
of ÷�� for N testsis:

÷;���-N���� 3 Nº Û �O P� ß 0¼� P� ß � ß � �Q � º3 Ú�è � Ú3 � Û Y ªSY.k�º è�Ú;è�è
19



while for
� Û�Û

testsweget:

÷ � � � Û;Û �¨� 3 � Û�Ûº Û �O P� ß 0¼� P� ß � ß � �º � º3 Ú;è � R3 Ú;è ª � k Y � Û º
In other words, if we repeatthe executionof

�ß �C� � �ß � â exactly N times,
theprobability of formulatinga correcthypothesis
 abouttheidentityof � is about
(usinga normaldistribution table, e.g. [16, p499]):&Ê�'
F�{� � 0 4

Í
�@S ßUT ;=< � ä 0�" ßº æ ªSY.k è N Q ç =

but if weperform
� Û�Û

testour confidencelevel will rise to&Ê�-
û�{� � 0 4
Í� S � ;@< �Õä 0�" ßº æ ªSY.k Q Û � Ú k

For N teststhehypothesisformulatedwill beright with anabout R Y�V chance, whilefor� Û;Û
testsit will becorrectwith about

Q è V .

5 Analysis: ConcreteSemantics

The ë -confinementpropertyof aPCCPprogramcanbecheckedby meansof aseman-
tics-basedstaticanalysisof the program. In this sectionwe will considera concrete
collectingsemanticswhichturnsoutto bemoreappropriatefor theanalysiswepresent.
This semanticsdescribesin a slightly moreabstractway thesameobservablesdefined
in Section2.3. The analysiswill allow us to calculatean exact ë for measuringthe
confinementof asetof agents.In Section6 wewill presenta compositionalsemantics
for PCCPwhich will allow us to calculatea correctapproximationof the ë in a more
abstractandsimplifiedway.

5.1 A Collecting Semantics

We will baseour analysison a collectingsemanticsconsistingof thesequenceof the
“fronts” in thecomputationaltreeof agivenagent� . Eachfront representsall thepos-
sibleconfigurationswhich arereachablein onestepfrom a nodein thepreviousfront
of thetree,andcanbedescribedasa family of pairsof configurationsandassociated
probabilities.

Thesequenceof frontscanbeconstructedvia thetransitionrelation 0D� definedby
therulesin Table3. TheserulesdefineanoperatorW onmulti-setsof pairs @g@��~=g	�Ca=
�$C ,
where @7�m=B	�C w 698;: < is aconfigurationand� is theprobabilityof reachingthatconfig-
uration.Thesemanticsof anagent� is obtainedby iteratively applyingthetransition
rulesstartingfrom aninitial configuration@
�A=g)/C . This yieldsthesequence� � �A=B)U� � T9XZY[Y �ZÀ]\ � ���[=g)/� Á � ��À�W � �^\ � ���[=g)/�1� Á � =
with \ � ���[=g)/�{� @1@7�A=g)/Ca= � C and \ �`_�� �
�A=g)/�}0D�a\ � ���[=g)/� for all

ö ì �
.
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R0 À;k�k�k,=,@g@ stop=g)/Ca=��aCa=�k,k�k Á 0D� À;k,k�k�=+@1@ stop=B)�Ca=
�$Ca=,k�k,k Á
R1 À;k�k�k,=,@g@ tell �
	��K=B)�C�=��$Ct=�k�k,k Á 0$� À�k�k,k�=,@g@ stop=g	�4j)�C�=��aC$=�k�k,k Á
R2 ³Mk�k,k�=+�+� ������

ask��	 � �{��� � �;� � =g)M�½= � ��=,k�k�k µ 0D�0$� À;k�k�k,=,@g@
��P�=g)/Ca= �©Ì O�.P+Ca=�k,k�k Á
for � wi��� =1�a� and )�'m	BP

R3 À;k�k�k,=,@g@ � ������ � � �;� � =g)/Ct= � Ct=�k�k,k Á 0$�0$� q�k,k�k,=+��� � �� �� P � � ��� � � �.P����©]P =g)�] � = �©Ì O� P � =,k�k�k#z
for � wi��� =1�a� and @7� P =B)�CN0$� > �K�©]P =g)�]#�

R4 À;k�k�k,=,@g@ � � �A=g)/Ct= � Ca=�k,k�k Á 0$� À;k,k�k|=+@g@ � � �©]�=B)�4 � � );]�Ca= ��Ì �aCa=�k,k�k Á
for @��[= � � )�C�0$�?>�@
�©]�=B);]�C

R5 À;k�k�k,=,@g@��!�#-.�K=B)�Ca= � Ca=�k,k�k Á 0$� À;k,k�k|=+@1@7�A=B)�Ca= � Ca=�k,k�k Á
for ����"$�}�M02� w 3

Table3: A CollectingSemanticsfor PCCP

21



� � �2� � T9X�YbY\9���ÖÀ�@g@��[=�G7IKJML+Ct= � C Á\ � �É³$��� �ß � stop
� �ß � tell �
)��|=g	��¨= �ß �¨��� �ß � tell ��)/� � �ß � stop=B).�½= �ß � µ\ ß �ÖÀ�@g@ stop=g	�4j)�Ct= � C Á � � �¿� � T9X�YbY\9�©��À;@g@
�~=�G7IKJML,Ct= � C Á\ � ��À;@g@ stop=g	{4~)�C�= � C Á

Table4: TheCollectingSemanticsfor � and �
Whenthe store ) is omittedit will be intendedto be G7IKJML . We will alsoomit the

specificationof � whenit is clearfrom thecontext.

Example8 The collecting semanticsfor the two agents � and � in Example4 is
depictedin Table4.

The reasonwhy W operateson multi-setsis thatdueto the probabilisticchoicea
configurationcanoccurmorethanoncein afront with anassociatedpossiblydifferent
probability. Thissemanticsis correctwith respectto thenotionof observableslm�
�A=B)��
definedin Section2.3 in thesensestatedby thefollowing Propositions.

Proposition1 Let � bean agentwith collectingsemantics
� � �[=g)�� � T9X�YbY �ËÀ]\ � �
�A=B)�� Á � ,

andlet � w 698;�v���
�A=B)�� bethecomputationalpathfor � in store )�Õ�É@
�A=B)�C{� @�� � =B	 � C}0D�i> � @
� � =B	 � C}0D�i> � k�k,k.0$�i> � @�� � =g	 � C��É@ stop=B	 � Cak
Thenwehavethat @B@��^��=B	K��Ct= � C w \9�;�
�A=g)/� , and for all

� � ö � � , @1@
� � =g	 � Ca=�� � C w\ � �
�A=B)�� . Moreover, @g@ stop=g	 � Ct=�� � C w \ P ���[=g)/� for all � ì � .

Proof
By inductionon thelength � of � .�#�Õ� � � : In thiscasewehave that �§� tell �
	�� and�«� @ tell �
	��K=B)�C{� @��^�;=B	K�+CN0a� � @ stop=B)�4j	�Cak

Ontheotherhand,by applying W to \ � �Z@1@ tell ��	,�K=g)/Ct= � C weget\ � �É@g@ stop=g)©4j	�Ct= � C��c\ P =
for all � ì �

.�#�ed � � : Theproof is by cases.Weshow theassertionfor thechoiceandparallelcon-
structs.Theproof is similar in theremainingtwo casesof hidingandprocedure
call. We will usethenotation� Ì � ] to indicatetheconcatenationof two paths�
and ��] .
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�Ö� ô f ��� ask��	 f ����� f ��� f : A path � w 698;���p���[=g)/� of length � is of the
form �Õ�É@
�A=B)�C{� @�� � =B	 � CN0a� �>hgX@
��i/=g)/C Ì � ] =
where j w���� =`£|� , )X'j	@i and ��] w 698����p�
�ki/=B)�� is of theform� ] � @�� i =g)/CN0$�ml � �`� �i =B) �i ��0D�ml � k�k,k 0$�7l � g @
� � gi =g) � gi Ca=
with �	i��W�¸0 �

.
By applying W to \ � � @1@7�A=g)/Ca= � C wehave that @1@7�ki =g)/Ca= � Ì O�niUC w \ � .
By theInductionHypothesis,�t� � P i =g) P i � = � P � w \ Ppo � , for all

� � � � � i
and @g@ stop=g) � gi Ca= � i C w \rq , for all std � i .�Ö� � ô f ��� � f ��� f : We have that � is of theform�Õ�É@
�A=g)/C{�É@
� � =g	 � C}0D�i>����>@g � � ô i;�� f ��� � f �;� f � ��iX��� ] i =g) ] � Ì � ] =
for somej wi��� =B£�� , if @�� i =g)/CN0$� > @
�^] i =B);]�C and ��] w 698;����� � ô i;�� f ��� � f �� f � � i ��� ] i =g) ] � is acomputationalpathof length � ] �W�¸0 �

.
By applying W to \9�û� @B@��[=g)/Ca= � C we have that @1@
�m=g)�]oC�� Ì O� i C w \ � ,
where � � � ô i��� f ��� � f �;� f � � i ���^] i .
Supposethat ��] is of theform� ] �Z@7�m=B) ] C}0D� l � @
� � =B) ] � C}0D� l � k,k�k.0a� l � _ @
� � _ =g) ]� _ Cak
Thenby theInductionHypothesis,wehavethat ��� � P =g)�]P � = � PU� w \ Ppo � for
all

� � � � ��] , and @g@ stop=g)�]� _ Ca= � � _ C w \rq , for all srd¼��] . u
Sinceweconsideronly computationsof boundedlength,wecanfix for eachagent� themaximalnumberof iterationsof W :· � ��óy÷�"�À,� ´^�F�É@
� � =g	 � C}0D�i> � @�� � =g	 � Cak,k�k.0$�i> � @
� � =B	 � C w 698��������[=g)/� Á k
Moreover, we can“compactify” the last front by consideringoneonly occurrence

of eachconfigurationwith a probabilitygivenby thesumof all theprobabilitiesasso-
ciatedto its differentoccurrences.Thisoperationcanbedefinedin generalasfollows.

Definition 6 Let \S� À�@1@7� P =B	 P Ca=
� P C Á P bea front andlet q½��@�� P =B	 P C i =
� iP � z i beall

theoccurrencesof configuration @7� P =g	 P C in \ . We definethecompactificationof \ asv �^\}�{��À�@g@
� P =g	 P Ca=B3 P C Á P , where 3 P � Q i � iP .

Definition 7 Let \ �ZÀ�@1@
��P�=g	BP+Ca=
� P,C Á P bea front. Wedefinethedistributiononstores
associatedto \ asw �x\}�{��À/@�	 P =
� P C2´ @g@
� P =g	 P Ct=�� P C w v �^\}� and � P � stop

Á k
Proposition2 Let � bea PCCPagentwith collectingsemantics� � �A=g)�� � T9X�YbY �ZÀ]\ � �
�A=B)�� Á �
andlet · � bethemaximallengthof a computationalpathfor � in store ) . Thenlm�
�A=B)��zy w � v �^\ Y1{ ���[=g)/�1�g�Kk
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Proof
Let @�	�=
�$C w l~���A=B)�� . Thenthereexists � w 698��������[=g)/� suchthat 	A�Z¡�¢�£�� � �a�o� and�j�i�D¡�¤U¥�� � �a�o� .

By Proposition1 andthedefinitionof · � , for all ��] w�� �a� , @g@ stop=g	�Ca=
� ¯ _ C w \ Y { ,
where� ¯ _ is theprobabilityof 	 in path � ] .

Thus, @g@ stop=g	�Ct=��$C w v �^\ Y { � andso @�	�=
�$C w w � v �x\ Y { ���A=B)��g�1� . u
5.2 Security Analysis

Giventwo agents� and � , schedulingprobabilities� and
� � � 0y� anda spy Ô , our

aim is to calculate ë � ××× l~�¹�Õ�;� �}� �;Ô{�!0�l~�¹�Õ�;� �}� �;Ô{� ××× k
We will show how we canconstructtheobservablesl~�¹� �$� �¿� �$Ô{� and lm���\�� ��� �$Ô{� from thecollectingsemanticsof � and � respectively, andfor spiesÔ inþ �
and

þ ß . Thiswill yield theinformationneededto calculateë .
For thesimplerspiesin

þ �
, i.e. spiesof theform:Ôi� ask�
	���� � � tell �7ãt�K=

we canactually ignorethe intermediatestatesandconcentrateonly on the final one,
i.e. theobservables.Thereasonis themonotonicityof PCCP:if theguardof Ô , i.e. 	
is ever entailedby thestorein anexecutionof � thenit will beentaileduntil thefinal
storeis reached.Thespy Ô thereforewill bescheduledeitherwith probability

�
each

time after the stepwhen 	 is first entailed,or eventuallyafter � hasreachedthestop
configuration.Thefreshconstraintã will thusbeaddedto thestoredependingonly on
whether	 is entailedby thefinal storeor not.

Lemma 1 Let � bea PCCPagentandlet Ô w þ �
beof theformÔi� ask�
	���� � � tell �7ãt�Kk

Supposetheobservablesof � are l~���©�9��À;@
) � =�� � C Á � . Thentheobservablesof �«��� �� �;Ô are givenby:l~�¹�«��� �9� �;Ô��ø� À;@7) � =�� � Cy´ if ) � h'~	 Áù À;@7) � 4jã$=
� � C¸´ if ) � 'j	 Á k
Proof
Giventhecollectingsemanticsof � ,

� � ��� � T9XZYbY ��À]\�P Á P with:\�P^�rq¨�t� � P � =g	 P � � =
� P � � z � =
we constructthe collectingsemanticsof �W�½� �m� �½Ô , asa sequence

� � �S�½� �Ê� �Ô!� � T9XZYbY �ZÀ \ P Á P .
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As long asno intermediatestore	 P � entails	 we have\ P � q½��� �y��� P � �N� ��Ô½=B	 P � � =�� P � � z k
Supposenow thatthereis a front \|i where 	 is entailedthefirst time for some	 i� ,

i.e. \|i�� ³ k,k�k|= ��� � i� =B	 i� � =
� i� � =�k,k�k µ
with 	 i� 'F	 for some

ö
. Thenthenext front in theexecutionof �i�M� �©� �MÔ is given

by: \ iFo � � À;k,k�k�=���7�«��� iFo �� �}� ��Ô½=g	 i=o �� �½=�� iFo �� Ì ���½=��� �«��� i� �N� � stop=B	 i� 4jã � =�� i� Ì�� � =k�k,k Á
aswe have now the choiceof schedulingagain � (with probability � ) or the spy Ô
(with probability

�
). Thenext front is thengivenby:\ i=o ß � À�k�k,k|=��� �y��� iFo ß� �N� ��Ô½=B	 iFo ß� �!=
� iFo ß� Ì � ß �½=��� �y��� iFo �� �N� � stop=g	 iFo �� 4¸ã � =
� iFo �� Ì � � � =��� �y��� iFo �� �N� � stop=g	 iFo �� 4¸ã��!=
� iFo �� Ì�� �!=k,k�k Á� À�k�k,k|=��� �y��� iFo ß� �N� ��Ô½=B	 iFo ß� �!=
� iFo ß� Ì � ß �½=��� �y��� iFo �� �N� � stop=g	 iFo �� 4¸ã � =
� iFo �� Ì � � $Õ� � � � =k,k�k Á

Themonotonicityof PCCPguaranteesthatonce 	 is entailedit will continueto beso,
i.e. 	 i� 'j	 implies 	 q � 'j	 , for all s ì j .

In generalwe getin ó stepsafter 	 wasfirst entailed:\ i=o ô � À;k�k,k|=�+� �«��� iFo ô� �}� �;Ô¨=g	 iFo ô� � =�� iFo ô� Ì � ô � =�
�«�;� iFo ô _��� �}� � stop=B	 iFo ô _t�� 4~ã��/� iFo ô _��� Ì�� ô _t�s Y � � � Y =k�k�k Á
� À;k,k�k,=
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���7�«��� i=o ô� �N� ��Ô½=B	 iFo ô� �!=
� iFo ô� Ì � ô �¨=��� �«��� i=o ô _t�� �N� � stop=B	 iFo ô _��� 4¸ã �+� � i=o ô _t�� Ì � � 0¸� ô �k�k,k Á
asfor �j� � 0 �

thefollowing identity holds:� 0¸� ô � � ô _t�s Y � � � Y k (1)u
Proposition3 Let � bea PCCPagent,andlet Ô w þ ß bea spyof theformÔ�� ask�
	 � ��� � � � tell �7ã � � ask�
	 ß ��� � ß � tell �
ã ß �K=
with

� � $ � ß � �
. Supposetheobservablesof � are l~�����2�ËÀ�@
) � =�� � C Á � andthere is

onlyonecomputationalpath � � w 698����p�
�©� leadingto ) � for all
ö
.

Thentheobservablesof �«��� �}� �;Ô are givenby:lm���«��� �N� ��Ô����� À�@
) � =�� � C«´ if ) � h'j	 � and ) � h'j	 ß Áù À�@
) � 4¸ã � =�� � C«´ if ) � 'j	 � and ) � h'j	 ß Áù À�@
) � 4¸ã ß =�� � C«´ if ) � h'j	 � and ) � 'j	 ß Áù ³$� ) � 4¸ã � =1¡ �� � ´ if ) � 'j	 � and ) � 'm	 ß µù ³$� ) � 4¸ã ß =1¡ ß� � ´ if ) � 'j	 � and ) � 'm	 ß µ =
where

¡ �� � � � Ì �g�1� ��} _t�s Y � � � ô } o Y � � $«� ô } o ��} � � � $S� � 0¸� ô } �1�
¡ ß� � � � Ì �g� � } _t�s Y � � � ô } o Y � � $Õ� ô } o � } � � ß =

with ó �
thenumberof stepsin � � neededto go fromthestorewhere 	 � is first entailed

to the store where also 	 ß is entailed,and � � thenumberof the remainingstepsuntil
termination.

Proof
Thefirst threetermsof theexpressionarequitestraightforward:¾

If a constraint) � in the final observablesdoesneitherentail 	 � nor 	 ß , thenall
alongthecomputationalpathleadingto ) � thiswasthecase,theexecutionthere-
forecanneverschedulethespy andneither ã � nor ã ß areaddedto thestore.The
final configurationin thiscaseis thus @��«� stop

�}� �;Ô½=B) � C whichweobtainwith
exactly thesameprobabilityasfor � .

26



¾
If only oneof the two guardsareever entailed,thenthe agent Ô actsjust like
a spy of class

þ �
. Thus by Lemma 1 we get @��«� stop

�
stop=g) � 4¸ã � C and@��y� stop

�
stop=g) � 4jã ß C asfinal configurationstogetherwith theinheritedprob-

ability � P .
The generalcasein which both constraints	 � and 	 ß areentailedneedsa more

carefulanalysis.Let us assumewithout lossof generalitythat 	 � is told first, after j
stepsandthatit needsó ì Y stepsuntil also 	 ß is entailedby thestore,andthatfinally
it takes� furtherstepsuntil �«��� �}� �;Ô terminates.Basedonthecollectingsemantics
of � , \�P^�rq¨�t� � P � =g	 P � � =
� P � � z � =
thecollectingsemanticsof �«��� �N� ��Ô is thenof thefollowing form:�Ê�Dj : Thefrontsfor � and�«��� �}� �;Ô areessentiallyidentical:\ P � q½��� �«��� P � �N� ��Ô½=B	 P � � =�� P � � z � k
�X�~j : Theconstraint	 � is first entailed,i.e. thereexistsanintermediateconfiguration�7�«��� i�m�N� �;Ô¨=g	 i� � with non-zeroprobability � i� in \ i suchthat 	 i� ' 	 � (and

not yet 	 i� 'j	 ß ): \|i¿� ³ k,k�k,= ��� �«��� i� �N� �;Ô½=g	 i� � =
� i� � =�k,k�k µ kjj�?�m�DjJ$Øó : Thenthefront \ iFo � is givenby:\|iFo � � À�k�k,k|=��� �«��� iFo �� �}� �;Ô½=B	 iFo �� � =
� iFo �� Ì � � =��� �«��� i���}� � stop=g	 i� 4¸ã � � =
� i��Ì�� � =k,k�k Á k
Only ã � canbeaddedto thestore.�X�~j�$�ó : We geta similar iterationof \ P asin thecaseof

þ �
spies,up to themo-

mentwhenalso 	 ß getsentailed.In this casewe have:\ iFo ô � À�k�k,k|=��� �«��� iFo ô� �}� �;Ô½=B	 iFo ô� � =�� i=o ô� Ì � ô � =��� �«��� iFo ô _t�� �}� � stop=g	 iFo ô _��� 4¸ã � ��� � iFo ô _��� Ì � � 0j� ô �|=k,k�k Á k�X�~j�$�ó�$ �
: We have threepossiblecontinuationsfor thefirst agent�Ø�a� i=o ô� �� �¨Ô : (1) we canignorethe spy andschedule� i=o ô�

, or we canschedulethe
spy, in which casewe have a choicebetween(2a) executingthe first branch
tell �
ã � � or (2b) executingthe secondone,tell �
ã � � , asbothguardsareentailed.
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Theprobabilitiesthatthis is happeningare� for thecase(1), and
��� �

and
��� ß for

cases(2a)and(2b), respectively. Thesecondagent���M� iFo ô _t�� ��� � stop has
to continuequasi-deterministicallywith � iFo ô _���

.\ iFo ô o � � À�k�k�k�=��� �y�;� iFo ô o �� �N� �;Ô½=g	 iFo ô o �� �!=� iFo ô o �� Ì � ô o � � =��� �y�;� iFo ô� �N� � stop=g	 iFo ô� 4¸ã � � =� iFo ô� Ì � ô ��� � �½=��� �y�;� iFo ô� �N� � stop=g	 iFo ô� 4¸ã ß � =� iFo ô� Ì � ô ��� ß � =��� �y�;� iFo ô� �N� � stop=g	 iFo ô� 4¸ã � �½=� iFo ô� Ì � � 0j� ô � � =k,k�k Á� À�k�k�k�=��� �y�;� iFo ô o �� �N� �;Ô½=g	 iFo ô o �� � =� iFo ô o �� Ì � ô o � �½=��� �y�;� iFo ô� �N� � stop=g	 iFo ô� 4¸ã � � =� iFo ô� Ì ��� ô ��� � $S� � 0¸� ô �1�K�!=��� �y�;� iFo ô� �N� � stop=g	 iFo ô� 4¸ã ß � =� iFo ô� Ì � ô ��� ß � =k,k�k Á k�X�~j�$�ó�$�� : After further � stepstheagent� terminates.\ i=o ô o � �� À;k�k,k|=�+�7�«� stop
�}� �;Ô¨=g	 iFo ô o �� �!=� iFo ô o �� Ì � ô o � � =�+�7�«��� iFo ô o � _��� �}� � stop=B	 iFo ô o � _t�� 4¸ã � �½=� iFo ô o � _��� Ì �1� � _t�s Y � � � ô o Y � ��� � $S� � 0¸� ô �1�h�i=�+�7�«��� iFo ô o � _��� �}� � stop=B	 iFo ô o ô _��� 4~ã ß �½=� iFo ô o � _��� Ì � � _t�s Y � � � ô o Y � ��� ß �i=k�k�k Á k
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�X�~j�$�ó�$���$ �
: Theperhapsstill not scheduledspy Ô mustnow finally be exe-

cutedandwegetfinally:\|iFo ô o � o � �� À;k,k�k|=��� �«� stop
�N� � stop=B	 iFo ô o �� 4¸ã � � =� iFo ô o �� Ì � ô o � � � �!=���7�«� stop
�N� � stop=B	 iFo ô o �� 4¸ã ß �½=� iFo ô o �� Ì � ô o � � ß � =���7�«� stop
�N� � stop=B	 iFo ô o �� 4¸ã � �½=� iFo ô o �� Ì �g� � _��s Y � � � ô o Y � ��� � $W� � 0j� ô �g�@�i=��� �«� stop
�N� � stop=B	 iFo ô o ô� 4jã ß � =� iFo ô o �� Ì � � _t�s Y � � � ô o Y � ��� ß � =k�k,k Á� À;k,k�k|=��� �«� stop
�N� � stop=B	 iFo ô o �� 4¸ã � � =� iFo ô o �� Ì �g�1� � _t�s Y � � � ô o Y � � $Õ� ô o � � � � $S� � 0¸� ô �1� � =��� �«� stop
�N� � stop=B	 iFo ô o ô� 4jã ß � =� iFo ô o �� Ì �g� � _��s Y � � � ô o Y � � $Õ� ô o � � � ß �i=k�k,k Á k u

Corollary 1 With thehypothesisof Proposition3 thefollowing holdsfor all
ö
:� � �W¡ �� $�¡ ß� k

Proof
The original probability of ) � in the observablesfor � is � i=o ô o �� �r� � . Moreover,
since

� ß � � 0 � �
andby Equation1 we have that:

¡ �� $Ø¡ ß� � � � Ì � � � � � � _��s Y � � � ô o Y $Õ� ô o � ��$$ � 0¸� ô $ � ß � � � _t�s Y � � � ô o Y $Õ� ô o � � �
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� � � ��� 0¸� ô $ � � _t�s Y � � � ô o Y $«� ô o � �� � � ��� 0¸� ô $Õ� ô 0¸� ô o � $Õ� ô o � �� � � k u
For the generalcase,wherethereis morethanonepathleadingto the samecon-

straint ) � in theobservableslm�
�©� theprobabilities¡ �� and ¡ ß� aregivenby¡ �� � s i ¡ �� i and ¡ ß� � s i ¡ ß� i
wherethesumis over all computationalpaths� � i w 698;���p����� leadingto 	 � , and ¡ �� i
and ¡ ß� i aretheprobabilitiesof ) � 4�ã � and ) � 4�ã ß via path � � i . Obviously � � ��¡ �� $j¡ ß�
holdsin thegeneralcasetoo.

5.3 Limit Analysis

Startingfrom theformulas

¡ �� ��� � Ì � � � � � � } _t�s Y � � � ô } o Y $Õ� ô } o ��} �	$W� � 0j� ô } �1�K=
and ¡ ß� �i� � Ì,� ß � � � ��} _��s Y � � � ô } o Y $Õ� ô } o ��} �
considerthedifference

´ ¡ �� 0û¡ ß� ´���� � Ì � ��Ì � }s Y � � � ô } o Y Ì ´ � � 0 � ß ´@$S� � 0y� ô } � �7k
Thisdifferenceis maximalwhen ´ � � 0 � ß ´ is maximal,namelywhen ´ � � 0 � ß ´ tends

to
�
. Thereforethe “best” spy is obtainedby letting

� �
tendto Y and

� ß tendto
�
, or

vice-versa.
In thecase

� �
goesto Y and

� ß approaches
�

weobtainthefollowing limit formulas
for ¡ �� and ¡ ß� : ¡ �� �i� � Ì � � 0¸� ô } �|=
and ¡ ß� ��� � Ì � �©Ì ��}s Y � � � ô } o Y $Õ� ô } o ��} �Kk
By theequation� � � (since

� � � 0j� ) wegetfor ¡ ß� thefollowing formula:¡ ß� �Ø� � Ì � ô } k
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For thecasewhere
� �

tendsto
�

and
� ß goesto Y we get¡ �� � �
and ¡ ß� �SY.k

As a result a spy Ô with a limit choicedistribution effectively countsonly the
numberof stepsó �

between	 � and 	 ß alongeachpath � � . The ¡ � sarethenindependent
of the � � stepstill theendof thecomputation.

5.4 Propertiesof a Spy �
An agentÔ is a spy for two agents� and � if andonly if theobservablesl~�¹�Ø�M� �� �MÔ�� aredifferentfrom l~�¹�i� � �^� � Ô{� . Thediscussionin Section5.2 providesus
with a usefulcriterionto decidewhetheranagentin

þ ß is aspy for � and � .

Proposition4 Givenanagent Ô w þ ß of theformÔ�� ask�
	 � ��� � � � tell �7ã � � ask�
	 ß ��� � ß � tell �
ã ß �K=
andtwoagents� and � with identicalprobabilisticinput/outputobservablesl~�����{�l~���X� , then Ô is a spyfor � and � if thereexistsa constraint 	 P such that

1. @�	BP�=
� P+C w lm�
�©�N�Sl~���X� ,
2. 	BP©'~	 � and 	BP©'j	 ß ,
3. ¡ �P �
�©��h�¬¡ �P ���v� .

Note that the last condition is equivalent to ¡ ßP �
�©�Øh� ¡ ßP ���v� aswe alwayshave¡ �P �
�©��$�¡ ßP ���©�}� � P �§¡ �P ���X�*$Ø¡ ßP ���v� . For thesamereasonwe alsohave: ´ ¡ �P ���©��0¡ �P �
�X�,´;�É´ ¡ ßP �
�©��0û¡ ßP ���X�,´ .
The valuesof ¡ �P and ¡ ßP dependon what schedulingbetween� or � and Ô we

havechosen,i.e. on theconcretevaluesof � and
�
. But aswe canseefrom theclosed

expressionsfor ¡ �P and ¡ ßP , if ¡ �P �
�©�mh� ¡ �P ���v� for oneschedulingthenthis is truealso
for any other(non-trivial) scheduling.Thefollowing holdstherefore:

Corollary 2 An agent Ô is a spyfor � and � independentlyof theschedulingproba-
bilities, aslongas Yv�û�«� �

.

5.5 Effectivenessof a Spy �
Thenumberë in Definition5 measureshowconfined� and � are,or equivalentlyhow
effectivethe class

þ
of spiesis. Theeffectivenessof a singlespy Ô , i.e. its ability to

distinguishbetweenthe two agents� and � , is ë suchthat � and � are ë -confined
with respectto À�Ô Á . Theanalysisof � and � givesusa meansto calculatehow largeë is.

Proposition5 Let Ô bea spyin
þ ß of theformÔ�� ask�
	 � ��� � � � tell �7ã � � ask�
	 ß ��� � ß � tell �
ã ß �K=
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and let � and � be two agentswith identical probabilistic input/outputobservablesl~���©�9�§l~���v�{�ÖÀ/@�	 P =
� P C Á P . Theeffectivenessof Ô isë �¬��� <T7V À ´ ¡ �P ���©�¨0û¡ �P ���X�,´ Á ����� <T7V À/´ ¡ ßP �
�©�¨0?¡ ßP �
�X�,´ Á k
Clearly, the effectivenessof a spy is a function of the schedulingdistribution. In

otherwords,it is determinednot only by theintrinsic powerof thespy but alsoby the
internaldesignof thehostsystem.

Example9 We computetheeffectivenessof thespy
â

for thetwo agents � and � in
Example4. To this purpose, wefirst compute¡ TTZ� E and ¡ ETZ� E usingProposition3. The
notation ¡ TTZ� E ( ¡ ETZ� E ) is thesameas ¡ �P ( ¡ ßP ), where weusetheconstraint in placeof its
index, theguard firstentailedinsteadof

�
, andtheguard last entailedinsteadof º .� : For the agent � we havetwo computationalpathsfrom store G7IKJML to 	�4û) each

with probability � TZ� E õ � � �ß .

1. In the path G
IKJMLm� 	�� 	�4«) , 	 is told first, i.e. 	 � �å	 , 	 ß �d) . Sinceó � � �
and � � �WY , weget:¡ TTZ� E õ � � �º �g��YC$Õ� � o � � � � $S� � 0¸� � �1�� �º � � 0j��$Õ� � � �¡ ETZ� E õ � � �º �
YC$«� � o � � � ß � �º � � ß k

We knowthat for the spy
â

,
� � � ßÂ and

� ß � �Â . Assumingthe uniform
scheduling�j� � � �ß wefinally get:¡ TTZ� E õ � � �º � � 0 �º $ �º ºÚ �9� è� º
and ¡ ETZ� E õ � � �º �º �Ú � �� º k

2. In path G
IKJMLv� )j� 	N4¸) , as ) is told before 	 wehavethat 	 � �É) and	 ß �S	 . Sinceó � � �
and � � �SY , weget:¡ ETZ� E õ ß � �º �g��YC$Õ� � o � � � ß $S� � 0¸� � �1�� �º � � 0j��$Õ� � ß �¡ TTZ� E õ ß � �º �
YC$«� � o � � � � � �º � � � =

andfinally: ¡ ETZ� E õ ß � �º � � 0 �º $ �º �Ú �9�
Û� º

and ¡ TTZ� E õ ß � �º �º ºÚ � º� º k
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Summingupoverthetwopaths,wegettheprobabilitiesfor 	;4N)t4N¢ and 	�4N)a4}ã :¡ TTZ� E � è� º $ º� º � ç� º and ¡ ETZ� E � �� º $ Û� º � è� º� : Here wehaveonly onepath: G
IKJMLA� 	N4¸) where 	 and ) appearsimultaneously
in thefinal store, i.e. ó����Õ�WY and � TZ� E � �

. Therefore,

¡ TTZ� E õ � � �g��YC$Õ� � o � � � � $S� � 0¸� � �1�� �g��YC$ � � � � $S� � 0 � �1��� � �¡ ETZ� E õ � � �
YC$«� � o � � � ß �Z�
Yk$ � � � ß � � ß
For

� �
and

� ß as the choicedistribution in
â

and the uniform schedulingwe
obtaintheprobabilities ¡ TTZ� E � ºÚ and ¡ ETZ� E � �

Ú k
We can now computethe effectivenessë of the spy

â
with respectto the scheduling�j� � � �ß , as: ë � ´ ¡ TTZ� E ���©�¨0û¡ TTZ� E �
�X��´�� ´ ¡ ETZ� E �
�©�½0?¡ ETZ� E ���v��´� ´ Q� º 0 ç� º ´��r´ Û� º 0 è� º ´;� �� º k

Thisalsoshowsthat � and � are

�� ß -confinedwith respectto
þ ��À â Á

and�j� �ß .

5.6 The Most Effective Spy

The limit analysisin Section5.3 shows that the most effective spy for a fixed pair
of guards �
	 � =B	 ß � is obtainedby consideringa choicedistribution where

� �
is very

closeto Y and
� ß is very closeto

�
or vice versa.In otherwordsthe“best” spy is the

onewherethe probabilitiesareat the extremeopposite. Note that the number ë we
calculatefor thebestspy mayvarydependingon theschedulingprobabilities.In other
words,althoughtheactualmeasureof theeffectivenesscanbedifferent,it will always
bemaximalcomparedto theotherspiesin thesameclass.

Example10 Using the limit analysiswe now showthat
â

is not the mosteffective
spyfor the agents � and � in Example4. Clearly, the mosteffectivespymusthave
the sameguards 	 and ) as

â
, sinceno other intermediateconstraints exist for �

(and � ). In order to determinethe bestspy, we therefore only needto fix
� � � Y

and
� ß � �

. Assumingagain the uniform scheduling� � � � �ß , we now calculate
the correspondingë . To this purpose, we considerthe expressionsfor ¡ �� and ¡ ß� in
Section5.3.� : For agent � andits two computationalpathsweget
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1. For thefirstpathwith 	 � �S	 , 	 ß �¬) and ó � � �
weget:¡ TTZ� E õ � � �º � � 0¸�$��� �º � � 0 �º ��� �Û¡ ETZ� E õ � � �º �j� �Û

2. For thesecondpathwith 	 � �W) , 	 ß �S	 and ó � � �
weget:¡ ETZ� E õ ß � �º � � �º¡ TTZ� E õ ß � �º Y[�SY.k

Summingup weget theextremeprobabilitiesfor 	{4~)�4j¢ and 	�4~)�4jã :¡ TTZ� E � �Û�$ØY[� �Û and ¡ ETZ� E � �Û�$ �º � ÚÛ
� : We haveonlyonepathwith 	 � �S	 , 	 ß �W) and ó � �WY . Thus:¡ TTZ� E õ � � � � � 0 � ���SY¡ ETZ� E õ � � � Ì � � �
Thedifference ´ ¡ TTZ� E ���©��0û¡ TTZ� E ���X�,´ or equivalentlý ¡ ETZ� E �����½0i¡ ETZ� E ���v��´ givesusthe
largest ë for � and � andanyspyin

þ ß :ë � ´ ¡ TTZ� E �
�©�½0?¡ TTZ� E ���v��´� ´ �Û«0iYD´� �Û�k
We can therefore concludethat � and � are

�Ã -confinedwith respectto all agentsinþ ß (thus
â

wasnot themosteffectivespy).

6 Analysis: Abstract Semantics

Theuseof anexact(collecting)semanticsmakestheanalysispresentedin theprevious
sectionsprecise:no approximationis introducedin thecalculationof % .

We introducehereasemanticswhich is moreabstractthanthecollectingsemantics
but still allows for a usefulthoughapproximatedanalysis.We associateto eachagent
a setof tuples.Eachtuple @
	�=B)M=psK=��aC consistsof two constraints	 and ) , a time stamps anda probability � . It representsa transitionfrom a store 	|] to store ) , which takes
placeat step s (at theearliestin a particularpath)with probability � , providedthat the
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� �
stop� � = �� �
tell ��	�� � � = À;@gG
IKJML�=g	�= � = � C Á� � ������

ask��	 � ����� � ��� � � � = � � �¹� � =B	 � = � � � � � �o�� � � ������ � � ��� � � � = � � � � � � � � � �� � � � �2� � =
� � �2� �� � ���#"a� � � = ��� õ � � � � �2� �#� for ���#"a�}�.02� w 3

Table5: TheAnalysisfor PCCPAgents

currentstore 	 ] entails 	 . Thetime stamps is interpretedasa stepcounterandwill be
usedto extractinformationaboutthenumberó of theprevioussection.

The choiceagentis modelledby the union of all tuplesin the semanticsof sub-
agents� � wherethefirst constraintentailstheguardandthetime is increasedby

�
.� � �¹� � =B	 � = � � � � � �#�{�

� ú � À/@�	 � 4j	�=B	 � 4j)D=�s�$ � =�� � Ì �$C¼´v@
	�=B)M=psK=��aC w?� � � � � � Á k
Theparallelagent

� ������ � � is interpretedby thesetof all possibleinterleavingsof
theconstituentagents.Giventwo setsof tuples� and � , theoperation� is definedas
follows:����� � ��� °!�A�b� L � M À;Àh� Á ù 3Ë´U3 w �1�-�e����� ���-�û�1��¡��M�����[]� Á ù��� °!�A�b� L£¢ M À;Àh� Á ù 3r´�3 w �F]� �W�g�-���¤��� �½�-�v�1��¡J� Á

where�F]¥ õ ¦Bõ õ § � À�@
	�4~¢�=B)©4j¢;=ps�$ � =
�$C�´ @
	�=g)D=�sK=
�$C w � Á�[]¥ õ ¦Bõ õ § � À�@
	�4~¢�=B)©4j¢;=ps�$ � =
�$C�´ @
	�=g)D=�sK=
�$C w � Á�¨¡Ê@
	�=B)M=psK=��aC � À�@
	|]
=g)�]
=psÄ]�=
�D]�C�´ @�	�]
=B);]
=�sÄ]
=��$]�C w �ª©j)v'j	|]�©�sÄ]�d«s Á
Themin function returnsa setof tuplesthathave thesmallesttime stamp(this might
not be a singletonbecauseof the choiceoperator).The generalisationof � to more
thantwo agentsis straightforward.

We usethe operator ��� õ � to approximatethe semanticsof a procedurecall by
“unwinding” it until the probability of a further continuationgetssmallerthan ¬ or
until we reacha maximalrecursiondepth� . Theunwindingis definedin Table6: We
startby a trivial approximation� � õ �� andcontinueby replacingtheprocedurecall � in
theterm � by thepreviousapproximation— denotedby

� � ��� � � ��­�®� � õ �� � � � ��� �#� � — until
thedifferencebetweenthecurrentandpreviousapproximationbecomessmallenough
(lessor equalto ¬ ) or we reachthe maximalrecursiondepth � . In this casewe take
an approximation��� õ �Í in placeof further unwindings. The differencebetweentwo
approximationsis the differenceof the two setsof tuplesseenasvectordistributions
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� � õ �� � � � �2� �#� � À;@1G
IKJML;=,G
IKJML�= � = � C Á
� � õ �� o � � � � ��� �#� �

��������� ��������
� � ��� � � �¯­�°� � õ �� � � � ��� �o� �

if
� � � ��� � � ��­�±� � õ �� � � � ��� �#� �a0,� � õ �� � � � ��� �#� � dD¬ and

ö � �¨=� � õ �� � � � ��� �o�
if
� � � ��� � � ��­�±� � õ �� � � � ��� �#� �a0,� � õ �� � � � ��� �#� � � ¬ and

ö � �¨=��� õ �Í � � � ��� �o�g�
otherwise��� õ �Í � � � �2� �#� � ��� õ �� � � � �2� �o� ù � T °���²´³�µ'¶ �� L ± ± � ² ² M À�@�	U=g	�=K�¬=BY;C Á

Table6: Unwindinga ProcedureCall

À;@B@�	�=B)M=ps1Ca=��aC Á . Thefinal approximationof a procedurecall is thengivenas:� � õ � � � � ��� �#�9� /10 �� 2 Í � � õ �� � � � ��� �#�
which is effectively always reachedafter a finite numberof unwindings. This can
leadto a substantialover-approximationof s for recursive agents.Theoperator��� õ �
is the quantitative analogueof a wideningoperatorin the standardapproachesto ab-
stract interpretation[5]; whilst the standarddefinition of a widening involvesover-
approximation(of an upperbound), in the quantitative settingwe settlefor “close-
ness”.We use&*����� õ �� � � � ��� �o� to denotethesetof constraintstoresthatdo not appearin��� õ �� � � � �2� �o� .
6.1 Abstract Security Analysis

Giventhesetof quadruplesassociatedwith anagent,we canextractthesetof abstract
pathsof executionstartingfrom somegivenconstraintstore¢ :· Æ�G`¸�È ¦ � � � �2� �#�9��À � ��k�k,k � � ´¹ � � ö � �¨k � � w À�@
	�4~¢�=B)©4j¢;=psK=��aCN´.@
	�=B)M=psK=��aC w?� � ��� � Á ©� �©� @�¢�=g¢�=gYM= � C�©¸)�l } '~	hl }1º � ©�`s�l }1º � d«s�l }�» s�l }Bº � �¼s�l } �S� ��©¹ � � ö k � P h�É�B	hl }1º � =g)�l }1º � =ps�l }1º � =
��l }1º � � Á
where

� � � @�	@l } =g)�l } =�s�l } =
��l } Cak
Sincethe analysisof choicedoesnot normalisethe associatedprobabilities,the

probabilitiesin
· ÆUG ¸/È ¦ � � � ��� �#� maybesmallerthanin theconcretesemantics.

Givenapath ½ w · Æ�G`¸�È ¦ � � � �2� �#� with c first entailedin
�h¾ �

and 	|] first entailedin
�h¾ P ,

thedifferences l9¿ V 0Às l9¿ } definesthe(abstract)numberof stepsó ¾ betweenthestore
entailing 	 andthestore	|] in path ½ , while � ¾ , whichis theproductof theprobabilities,
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is theabstractprobabilityassociatedto ½ . If eitherof the time stampsis � , thenthe
differencebetweentimes(i.e. theabstractnumberof steps)is takento be � . For each
pair of constraints	 � and 	 ß , theabstractanalysisof agent� givesustheset:Á ¦� �
	 � =B	 ß ��� ú¾ ° Â�ÃUÄ[ÅFÆ�Ç L ± ± � ² ² M À/@ � ¾ = ó ¾ C Á k
6.2 Corr ectnessof the Analysis

In orderto statethecorrectnessof the analysis,we needto defineconcretecomputa-
tion paths. We usethe following definition (note that we areonly consideringfinite
computations):· Æ�G`¸�È ¦ �
�©� � À�@g@��[=g¢�Ca= � C¤Èm´È w � ¥'¥ � _ õ ¦ _ § õ > § °�É L ¥`¥ � õ ¦�§ õ �p§ M �pk · Æ�G`¸�È ¦ _ �
�^]o��©�Ëh� stop

Áù À�@g@ stop=g¢�C$= � C�´��§� stop
Á

By analogywith the previous section,for eachpair of constraints	 � and 	 ß , we
define: Á ¦� �
	 � =B	 ß �9� ú¯ °¤Â�ÃUÄ[ÅFÆpÇ L � M À/@¹� ¯ =gó ¯ C Á k

Giventhesedefinitionswe canstatethecorrectnessof theanalysis.

Proposition6 ¹ 	 � =B	 ß =g¢�k�� ¹ @���=1ó«C w Á ¦� �
	 � =B	 ß �|k� � @ �p= óyC w Á ¦� �
	 � =B	 ß �|k � � �Ê© ó ì óy�g�
Proof
Proof is by inductionover the lengthof the longestpathsin

· Æ�G`¸�È ¦ �
�©� . We illustrate
just threecases:�S� tell ��	�� : Theonly concretepathis@g@ tell ��	��|=g¢�Ca= � Ca@B@ stop=B	{4j¢�C$= � C

andthereis acorrespondingabstractpath:@�¢�=g¢�=BY.= � C$@
¢�=g	�4~¢�= � = � C
from which theresultfollows.�S� � � ��� � �N� ß ��� ß : First wenotethat· Æ�G`¸�È ¦ ���©� � À/@1@��[=g¢�Ca= � C¤Èd´È w � � O� � · ÆUG ¸/È ¦ � � � � �;�^]� �}� ß ��� ß � ù� ß O� ß · Æ�G`¸�È ¦ � � � � ��� � �}� ß �;�^]ß � Á
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where @�� � =B¢�C�� >+� @
� ] � =B¢ � C and @�� ß =B¢�C�� >�� @�� ]ß =B¢ ß C
It follows thatÁ ¦� ��	 � =g	 ß �{����� ��� � � O� � Á ¦ �� _ �@Ë � � ��	 � =g	 ß � ù � ß O� ß Á ¦ �� � Ë � _� �
	 � =B	 ß �

if ¢Êh'j	 �À/@¹��=1óÌ$ � C}´.@��p=góyC w � � O� � Á ¦ �� _ � Ë � � �
	 � =B	 ß � ù � ß O� ß Á ¦ �� � Ë � _� ��	 � =g	 ß � Á
otherwise

Now if ¢Éh'Ë	 � the result follows from the Induction Hypothesis(twice) and
thefactthattheabstractsemanticsdoesnot normalisetheprobabilities– unnor-
malisedprobabilitiesarealwayssmallerthanthenormalisedversions.

Now supposethat ¢�'m	 � . Notethat� � � � � � � �?� � ß � � � ß � ������ °!���b� L ± ± � � ² ² M À�À � � � Á ù 3d´�3 w �g� � � � � � �-����� �¨� � � � � � �#�1��¡��M��� � � � ß � �o]� Á ù� � °!���b� L ± ± � � ² ² M À�À � ß � Á ù 3d´�3 w?� � � � � ��]� �S�1� � � � ß � �`�¤��� �¨� � � � ß � �o�g��¡#� Á
andthus· ÆUG ¸/È ¦ � � � ��� �#�{�À�@
¢�=g¢�=gYM= � C$@
¢;=B¢ � = � =�� � � � C 3 � ´�3 � w · ÆUG ¸/È ¦ � � � � � � ��� ] � �}� ß ��� ß � �#� ] Á ùÀ�@
¢�=g¢�=gYM= � C$@
¢;=B¢ ß = � =�� ß � ß C 3 ß ´�3 ß w · ÆUG ¸/È ¦ � � � � � � ��� � �}� ß ���©]ß � �#�Ä] Á
andtheresultfollows.�S�Ø���#"a� : Thisresultfollowsfromasimilaranalysisto thepreviouscase.Thewiden-
ing operator, � introducessomeadditionalsubtlety. If both 	 � and 	 ß areentailed
within the first n un-foldingsof the recursion,the estimateof ó will be finite
andanover-approximationof m (which followsfrom theInductionHypothesis).
Otherwise,ó will be � and � will be zero. Thesevaluestrivially satisfy the
proposition. u

7 Conclusionsand RelatedWork

We introduceda quantitativemeasure describingthe vulnerability of a setof agents
againstsomekind of attacksaimedatrevealingtheir identity. Basedonthismeasurewe
thendefinedthe notionof ë -confinement.This notiondiffers from strict confinement
— which aimsin determiningif agentsareabsolutelyinvulnerable— by allowing for
someexactly quantifiedweaknesses.The confinementmeasurecanbe interpretedin
statisticaltermsasthe probability of guessingthe right hypothesisaboutthe identity
of the hostagentafter a given numberof tests. For a smaller ë a larger numberof
experimentsmustbeperformedto reachthesamelevel of confidence.
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In a secondstepwe identifiedfor eachagentandanadmissiblespy two numbers,ó and � , which forecasttheobservablesof theagentin thepresenceof thespy. The
collection of all ó ’s and � ’s characterisesan agentwith respectto attacksby any
admissiblespy. We showedthat for themosteffective attackersthecollectionof ó ’s
aloneis sufficient to determinethe correspondingobservables. The information on
the ó ’s is thereforeall we needto know of a setof agentsin orderto computetheirë -confinement.

Finally, we observed that if we areableto determinesomerangefor the ó ’s —
insteadof their exactvalues— we canstill computetherangeof possibleobservables
andcomparethemto getacorrectapproximationof the ë . Following thisargumentwe
formulatedan abstractsemanticswhich producesestimates— i.e. bounds— of theó ’s.

It is importantto notethat this abstractanalysisonly makessensefor theapprox-
imateconfinementnotion. If we hadto considerstrict confinement— i.e. ë � Y —
any non-exactestimationof the ó ’s would fail to give a meaningfulresult:only if we
know the ó ’s exactlycanwe tell if ë �SY or ë h�¬Y .

In our recentwork we have extendedtheapproachpresentedin this paperto gen-
eral probabilisticprocessalgebras. In particular, we have concentratedon a simple
probabilisticprocesscalculus,namelyPCCS[19], basedon Milner’sSCCS[25]. Like
PCCP, this calculusis basedon a generativemodel[36]. Sucha model,wherenonde-
terminismis completelyreplacedby probabilisticchoices,is the appropriatebasefor
investigatingour notionof approximationwhich requiresapurelystatisticalmodel.

Thenotionof ë -confinementwe introducedrequiresthatthebehaviour of anagent
is describedby someobject— i.e. observables— andthatwe have a way to measure
thesimilarity of suchobjects.A similarity relationprovidesinformationaboutsucha
quantity, whereasequivalencerelationssuchasobservationalequivalenceor bisimilar-
ity canonly establishwhethertwo objectscanbeidentifiedor not. For example,in [22]
thesecurityof cryptographicprotocolsis specifiedvia anobservationalequivalencere-
lation which identifiesprotocolswhich differ asymptoticallyfor a polynomial factor.
Sucha quantityis neverthelessneitherusedto quantify thesimilarity of theprotocols
nor to calculateacorrespondingapproximationlevel of theprotocolssecurityproperty.
Analogously, thebisimulationthroughprobabilistictestingof LarsenandSkou[21] al-
lowsto statetheindistinguishabilityof two processeswith respectto so-calledtestable
properties.Thesearepropertiesthatcanbetestedup to a givenlevel ¬ of significance
which givesanupperboundof makingthe wrongdecision.Again sucha quantityis
not intendedto provide a quantitative measureof the behavioural differencebetween
two processes.

The quantitymeasuringthe similarity of two objectscould be formalisedmathe-
maticallyby anorm,ametric,or someotherappropriatenotionof distance,depending
on thedomainof objectsusedto describethebehaviour of programs.In this paperwe
concentratedon the probabilisticinput/outputobservablesof PCCPprogramswhich
canbe describedby probability distributionson the underlyingspaceof constraints,
andwe useda vectornormto measuretheir similarity. In [35] vanBreugelandWor-
rell considerinsteadderivationtreestogetherwith apseudo-metricto achieveasimilar
weakeningof the conceptof behavioural equivalenceof concurrentprocesses.There
is alsoa considerablebodyof work thatconcernsquantificationof processbehaviour.

39



The mostclosely relatedis the work of Desharnaiset al [18]. They studyLabelled
Markov Processes(LMP) from a domain-theoreticpoint of view. They establishthat
quantitativeobservationsof a continuous-stateLMP canbeapproximatedby observa-
tionsonfinite-stateMarkov chains.They specifytheapproximationby two parameters:
n – thenumberof successive transitionspossiblefrom thestartstate– and % – a ratio-
nal numberthat measuresthe accuracy with which the transitionprobabilitiesin the
approximationreflectthetransitionprobabilitiesof theoriginalprocess.This measure
is closelyrelatedto our % but is usedin a ratherdifferentway; thereis no discussion
aboutapplicationsto securityin thecitedpaper. We shouldalsomentionthework of
Gavin Lowe [23] andAlessandroAldini [1]. The former takesa ratherdifferentap-
proachto quantifyinginformationflow; Lowegivesa formaldefinitionof thecapacity
of covert channelsby measuringthenumberof differentHigh behaviours thatcanbe
observedby aLow observer. Thework is basedonCSPandtestingequivalence.Aldini
extendsFocardi’sandGorrieri’s seminalwork on theclassificationof securityproper-
ties [12] with probabilities.He proposesprobabilisticversionsof bisimulation-based
non-interferencepropertiesidentifiedby FocardiandGorrieri. Thework doesnot in-
corporateany notionof approximationbut this might beaninterestingfuturedevelop-
ment.Finally wementionthework of LeoMarcus[24], which takesamodel-theoretic
view of dependenceandindependencerelationsin computersecurity. Thiswork is ex-
pressedin abstracttermsfor somegivencomputationaltheory. Our approachis rather
moreconcrete,thestaticanalysistakesparticularnoteof the algorithmicstructureof
thecomputation,andit remainsachallengefor usto understandthepreciserelationship
with Marcus’work.

The typeof attackswe consideredin this paperare internal attackswheretheat-
tackeris in somesensepartof theobservedsystem:in particularit is scheduledlikeany
otheragent.In anothercontext onemight be interestedin externalattacks, wherethe
attacker is only allowedto observethesystemfrom theoutsideandis thusscheduledin
a differentway, or onemight imposeotherrestrictionson theway a spy mayobserve
theagentsin question.It is obviousthatfor differenttypesof attacksweneeddifferent
typesof quantitative informationfor our analysis.For externalattacks,for example,a
usefulinformationis theaveragestoreof anagentin somespecifiednumberof steps
(theobservationtime) [8].
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