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Abstract

We addresgshe problemof characterisinghe security of a programagainst
unauthorisednformation flows. Classicalapproachesre basedon non-inter-
ferencemodelswhich dependultimately on the notion of processequivalence.ln
thesemodelsconfidentialityis anabsolutgpropertystatingtheabsencef ary ille-
galinformationflow. We presenta modelin which the notion of non-interference
is approximatedn the sensehatit allows for someexactly quantifiedleakageof
information. Thisis characterisegtia anotionof processimilarity whichreplaces
theindistinguishabilityof processeby a quantitatve measuref theirbehaioural
difference. Sucha quantityis relatedto the numberof statisticaltestsneededo
distinguishtwo behaiours. We alsopresentwo semantics-baseahalyseof ap-
proximatenon-interferenceand we shav that oneis a correctabstractiornof the
other

1 Intr oduction

Non-interferencavasintroducedby GoguerandMeseguerin their seminalpaper{14]
in orderto provide anappropriatdformalismfor the specificatiorof securitypolicies.
In its original formulationit stateghat:

“One groupof users,usinga certainsetof commandsis noninterfer
ing with anothergroup of usersif what the first group doeswith those
commandsasno effect on whatthe secondyroupof userscansee”.

This notionhasbeenwidely usedto modelvarioussecurityproperties Onesuchprop-
erty is confidentialitywhich is concernedwith how information is allowed to flow



throughacomputeisystem.n recentyearstherehasbeenaproliferationof definitions
of confidentiality all basedon the centralideaof indistinguishabilityof behaiours: In
orderto establishthatthereis no informationflow betweentwo objectsA and B, it
is sufficient to establishthatfor any pair of behaiours of the systemthat differ only
in A’s behaiour, B's obsenationscannotdistinguishthesetwo behaiiours[27]. A
classificationof securitypropertiesbasedon differentnotionsof behaioural equia-
lenceis givenin [12, 13]. For systemawvherenondeterminisnis presentthe problem
of characterisinghe equalityof two behavioursis notatrivial one.In fact,thereis no
notion of systemequialencewhich everybodyagreesipon;which notionis appropri-
ateamong, for example,traceor failure equivalence (variousforms of) bisimulation
and (variousforms of) testingequivalence dependsn the context andapplicationin
question.

Another commonaspectof thesevariousformulationsof confidentialityis that
they all treatinformation flows in a binary fashion: they are eitherallowed to flow
or not. Modelsfor confidentialitytypically characterisgéhe absenceof information
flow betweerobjects(acrosdnterfacesor alongchannelshy essentiallyeducingnon-
interferenceo confinementDependingon the natureof theinformationflow onecan
characterisdifferentconfinemenpropertiesnamelydeterministic nondeterministic
andprobabilisticconfinemen{37].

It is importantto notice that nondeterministicconfinements wealer than prob-
abilistic confinementasit is not ableto capturethosesituationsin which the prob-
abilistic natureof animplementationmay allow for the detectionof the confidential
information, e.g. by runningthe programa sufficient numberof times[15]. In the
contet of imperative programminganguagesgonfinemenpropertieswith respecto
thevalueof high andlow level variables have beenrecentlydiscussedn [33, 38, 34]
whereatype-systenbasedsecurityanalysisis developed.Anotherrecentcontribution
to this problemis thework in [28, 29], wherethe useof probabilisticpowver-domains
is proposedwhich allows for a compositionalspecificationof the non-interference
propertyunderlyingatype-basedecurityanalysis.

Although non-interferencés the simplestcharacterisationf confidentiality it has
severalproblemg26]. Oneof thesds thatabsolutenon-interferenceanhardlyeverbe
achievedin realsystemsOn theotherhand,oftencomputersystemsare notintended
to be completelysecure”[39]. As a consequencejotionsof non-interferencesuch
as confinementurn out to be too strongas characterisatiorf the non-interference
criterioneffectively usedin practice(especiallyin their non-deterministiversion).

In thiswork we approactiheproblemof confidentialityby lookingatmodelswhich
areableto give a quantitativeestimateof the information flowing througha system.
Suchmodelsabandorthe purely qualitative binary view of the informationflow by
characterisingnow muchinformationis actually“leaking” from the systenratherthan
thecompleteabsencef ary flow. Thisallows usto definea notionof non-interference
which is approximateandyet ableto capturethe securitypropertiesof a systemin a
more“realistic” way: in realsystemshigh-level inputinterfereswith low-level output
all thetime [26].

The key ideaof our approachs to replaceindistinguishabilityby similarity in the
basicformalisationof non-interference.As a result, two behaiours thoughdistin-
guishablemight still be consideredas effectively non-interferingprovided that their



A x= tell(e) addinga constraint

0, ask(c;) = pi: A; probabilisticchoice
1y qi: A; prioritisedparallelism
3. A hiding, local variables
p(x) procedurecall, recursion

Tablel: The Syntaxof PCCPAgents

differenceis below athresholde. A similarity relationcanbe definedby meansof an

appropriatenotion of distanceand providesinformation (the €) on “how much” two

behaioursdiffer from eachother Thisinformationis notrelevantin equivalencerela-
tionssuchasobsenationalequivalenceor bisimilarity, wherethe comparisorbetween
two behaioursis aimedto establishwhetherthey canbeidentifiedor not.

We will formaliseour approachin a particularprocessalgebraicframework in-
cluding probabilisticconstructawvhich allow usto dealwith probabilisticinformation
flows. Suchaframeawork is ProbabilisticConcurrenConstraintProgrammingPCCP)
andwill be presentedn Section2. The notion of identity confinementexpressing
confidentialityin PCCPis thendefinedin Section3. In Section4 we introducean ap-
proximateversionof theidentity confinemenandgive a statisticalinterpretatiorof the
guantitye measuringhe approximation.Finally, we will proposewo analysef the
approximateconfinemenpropertybasedespectiely on a concretgSection5) andan
abstractSection6) semanticsandshav the correctnessf the abstractanalysiswith
respecto the concretesemantics.We concludewith a summaryanda discussiorof
relatedworksandsomefurtherresearchdirectionsin Section?.

2 Probabilistic CCP

We illustrateour approachby referringto a probabilisticdeclaratve languagenamely
ProbabilisticConcurrentConstraintProgramming(PCCP),which was introducedin
[9, 10] asa probabilisticversionof the ConcurrentConstraintProgramming(CCP)
paradigm[31, 30]. Thislanguagecanbe seenasa kind of processalgebraenhanced
with anotionof computationastate.

2.1 Syntaxof Agents

The syntaxand the basic executionmodel of PCCPare very similar to CCP Both
languagesrebasedn the notion of a genericconstaint systent, definedasa cylin-
dric algebraiccompletepartial order(seg[31, 6] for moredetails),which encodeghe
information ordering. This is referredto asthe entailmentrelationt andis some-
timesdenotedby . A cylindric constrainsystenmincludesconstraintof theform 3,.¢
(cylindric elementsjo modelhiding of local variables andconstraintsf theform d,,



(diagonalelementsjo modelparameterpassing The axiomsof the constrainsystem
includelawsfrom thetheoryof cylindric algebrag17] whichmodelthecylindrification
operatorsd, asa kind of first-orderexistentialquantifiers,andthe diagonalelements
d., astheequalitybetween: andy.

In PCCPprobability is introducedvia a probabilisticchoiceand a form of prob-
abilistic parallelism. The former replaceghe nondeterministichoiceof CCR while
the latter replaceghe pure nondeterminismn the interleaving semanticoof CCP by
introducinga probabilisticscheduling. This allows us to implementmechanismgor
differentiatingthe relative advancingspeedf a setof agentsunningin parallel.

Theconcretesyntaxof aPCCPagentA is givenin Tablel, wherec andc; arefinite
constraintsn C, andp; andg; arereal numbersrepresentingrobabilities. Note that
atthe syntacticlevel norestrictionsareneededn thevaluesof the numberg; andg;;
asexplainedin the next section,they will beturnedinto probability distributionsby a
normalisatiorproces®ccurringduringthe computation The meaningof p(z) is given
by a proceduredeclaratiorof theform p(y): — A, wherey is theformal parametene
will assumehatfor eachprocedurenamethereis at mostonedefinitionin afixed set
of declarationsP (the program).

2.2 Operational Semantics

Theoperationamodelof PCCPcanbeintuitively describedasfollows: All processes
sharea commonstoreconsistingof theleastupperbound,denotecby LI, (with respect
to theinverseC of the entailmentrelation)of all the constraintsstablishedip to that
momentby meanf tell actions.Theseactionsallow for communication Synchroni-
sationis achieved via an ask guardwhich testswhetherthe storeentailsa givencon-
straint. The probabilisticchoiceconstructallows for a randomselectionof oneof the
differentpossiblesynchronisationmakingthe programsimilar to arandomwalk-like
stochastigrocessPartsof the storecanbe madelocal by meansof a hiding operator
correspondingo alogical existentialquantifier

The operationakemanticof PCCPis formally definedin termsof a probabilistic
transitionsystem,(Conf, — ), whereConf is the setof configurationg A4, d) repre-
sentingthe stateof the systemat a certainmomentandthe transitionrelation —, is
definedin Table2. The stateof the systemis describedby the agentA which hasstill
to beexecutedandthecommonstored. Theindex p in thetransitionrelationindicates
theprobability of thetransitionto take place.In orderto describeall possiblestageof
the evolution of agentsjn Table 2 we useanextendedsyntaxby introducinganagent
stop which representsuccessfutermination,andan agent3? A which representshe
evolution of anagentof theform 3, B whered is thelocal informationon z produced
duringthis evolution. Theagentd, B canthenbe seenasthe particularcasewherethe
local storeis empty thatis d = true. In thefollowing we will identify all agentsof
theform ||, ¢; : stopand3¢stopwith theagentstop asthey all indicatea successful
termination.

Therulesof Table2 arecloselyrelatedto the onesfor nondeterministicCCR and
we referto [6] for adetaileddescription.Therulesfor probabilisticchoiceandpriori-
tisedparallelisminvolve a normalisationprocesseededo re-distribute the probabil-
ities amongthoseagentsA; which canactuallybe choserfor execution. Suchagents



mustbe enabled(i.e. the correspondingyuardsask(c;) succeedpr active (i.e. ableto
make a transition). This meanghatwe have to re-definethe probability distribution so
thatonly enabled/actie agentshave non-zeroprobabilitiesandthe sumof theseprob-
abilitiesis one. The probability after normalisatioris denotedby ;. For example,in
rule R2 the normalisedransitionprobability canbe definedfor all enabledagentshy

PR U
=
X Pi’

wherethesum}_, = p; is overall enabledagents.Whenthereareno enabledagents
normalisationis not necessaryWe treata zeroprobabilityin the sameway asa non-
entailedguard,i.e. agentswith zeroprobability are not enabled;this guaranteeshat
normalisatiomeverinvolvesadivision by a zerovalue. Analogousconsiderationgp-
ply to thenormalisatiorof active agentsn R3. It mightbeinterestingo notethatthere
arealternatve waysto dealwith the situationwherezkcj p; = 0 (all enabledagents
have probability zero). In [11] normalisationis definedin this caseasthe assignment
of auniformdistribution onthe enabledagentssuchanormalisatiorprocedureallows,
for example,to introducea quasi-sequentiaomposition.

The meaningof rule R4 is intuitively explainedby sayingthatthe agent3¢ A be-
haves“almost” like A, with thedifferencethatthe variablez whichis possiblypresent
in A mustbe consideredocal, andthat the informationpresentn d hasto be taken
into account.Thus,if the storewhich s visible at the externallevel is ¢, thenthe store
which is visible internally by A is d LI (3,¢). Now, if A is ableto make a step,thus
reducingitselfto A" andtransformingthelocal storeinto d’, whatwe seefrom the ex-
ternalpointof view is thattheagentis transformednto 3;" A’, andthattheinformation
3,.d presenin theglobalstoreis transformednto 3,d'.

The semanticof a procedurecall p(z), modelledby Rule R5, consistsn the ex-
ecutionof the agentA4 definingp(x) with a parametepassingmechanisnsimilar to
call-by-referencethe formal parameter: is linkedto the actualparametey in sucha
way thaty inheritsthe constraintsestablishean x andvice-versa.This is realisedn
away to avoid clashedbetweertheformal parameteandoccurrencesf y in theagent
viatheoperatorAy definedby:

eq_ [ AvA ifzty
AyA_{A if z =y.

2.3 Obsewvables

The notion of obsenableswe considerin this paperrefersto the probabilisticin-
put/outputbehaviour of a PCCPagent.We will definethe obsenablesO(A4, d) of an
agentA in stored asa probability distribution on constraints Formally, this is defined
asanelemenin therealvectorspace:

V(C):{Zxcc‘xceR, cEC},

thatis the free vector spaceobtainedasthe setof all formal linear combinationsof
elementsn C. Thecoeficientsz. representheprobabilityassociatedo constraints:.



R1 (tell(c),d) —1 (stop,c LI d)
R2 ([liL, ask(c;) = p; : Ai,d) —j; (Aj,d) j €[l,n] andd - ¢;

(Aj,c) —p <A3a0'>

M i A0 —pp, (i pi: Ay A0y ) €107
(A,dU3,c) —, (A, d)
R4 :
(F¢4,c) —, <3§ A'eU sz’>
R5  (p(y),c) —1 (Aj4,c) p(z): —A€P

Table2: TheTransitionSystemfor PCCP

Operationallyadistribution O( A, d) correspondso thesetof all pairs{c, p}, where
c is the resultof a computationof A startingin stored andp is the probability of
computingthat result. For the purposeof this paperwe will restrictto agentswhich
only exhibit computationsvhoselengthis bounded.Note thatsinceour programsare
finitely branchingthis impliesby the Kdnig lemmathatthe vectorspaceof constraints
is finite-dimensionalWe will alsoexcludethosesituationsin which the final configu-
rationdoesnotcorrespondo successfulerminationandyetnotransitionsarepossible,
i.e. the caseof suspendedomputations Theseassumptionsllows for a simplerpre-
sentatiorof theideasandtechniquest the baseof the analysisproposedateron. The
resultspresentectan neverthelesde extendedto the generalcaseby consideringan
appropriategopologyon the (possiblyinfinite-dimensionalyectorspaceof constraints
andappropriateadjustmentso theanalysisechniquesoasto accountor deadlock.

We formally definethe setof resultsfor anagentA asfollows.

Definition 1 Let A be a PCCP agent. A computationalpath = for A in store d is
definedby

m = (Ao, c0) —p, (A1,¢1) —py --- —p, (An,Cn),
whelre 4y = A, ¢ = d, A, = stopandn < .
We denoteby Comp(A, d) thesetof all computationapathsfor A in stored.
Definition 2 Letm € Comp(A, d) bea computationapathfor A in store d,
m = (A,d) = (Ao, o) —p, (A1,¢1) —py - —p, (Anscn) .
We definetheresultof  asres(r) = ¢, andits probability asprob(n) = [}, ps-

Becauseof the probabilisticchoice,theremight be differentcomputationapaths
for a given PCCPprogramwhich leadto the sameresult. The probability associated



to agivenresultc is thenthe sumof all probabilitiesprob(n) associatedo all paths
m suchthatres(mw) = c. This suggestghatwe introducethe following equivalence
relationon Comp(A).

Definition 3 Letw, 7' € Comp(A) betwo computationapathsfor A in store d. We
definer ~ 7' iff res(w) = res(n'). Theequivalencelassof r is denoteddy [r].

Thedefinitionsof res () andprob(r) areextendedo Comp(A4),,, in theohvious
way by res([r]) = res(r) andprob([r]) = 3./ c(x prob(r).

We cannow definethe probabilisticinput/outputobsenablesof a givenagentA in
stored astheset

O(4,d) = {{res([n]), prob([x])} |[7] € Comp(A),_ }.

In the following we will adoptthe corventionthat whenever the initial storeis
omittedthenit is intendedto be true.

3 Identity Confinement

Theoriginalideaof non-interferencasstatedn [14] canbeexpressedn thePCCPfor-
malismvia thenotionof identityconfinementRoughly, this notionestablishes/hether
it is possibleto identify which processs runningin a givenprogram.Therefore given
asetof agentsanda setof potentialintruders the lattercannotseewhatthe formerset
is doing, or more precisely no spy is ableto find out which of the agentsin the first
groupis actuallybeingexecuted.

We illustrate the notion of identity confinementvia an example borronved from
[29] wherethe settingis that of imperatve languages.This examplealso shows the
differencebetweemon-deterministi@andprobabilistic(identity) confinement.

Example 1 In animpermtive language, confinement— as formulatedfor examplein
[28, 29] —usuallyrefersto a standad two-level securitymodelconsistingof highand
low level variables. Onethenconsides the (valueof the) high variable h as confined
if the value of the low level variable [ is not “influenced” by the value of the high
variable i.e. if theobservedraluesof ! are independenof h.

The following statementllustratesthe differencebetweenmon-deterministiand
probabilisticconfinement:

h := hmod 2; (l::h%D% (ZZZO%D%Z:: 1))

Thevalueof [ clearly depends'somehow” on h. However, if we resolvethe choice
non-deterministicallyt is impossibleio sayanythingaboutthevalueof h by observing
the possiblevaluesof [. Concietely we getthefollowing dependenciebetweerh and
possiblevaluesofi:

e Forhmod2=0: {{=0,l=1}
e Forhmod2=1: {{=1,1 =0},



i.e. the possiblevaluesof [ are the sameindependentlyromthe fact that 4 is evenor
odd. In otherwords, A is non-deterministicallyonfined.

In a probabilistic settingthe observedraluesfor [ andtheir probabilitiesallow us
to distinguishcasesvhere h is evenfromthosewhere h is odd. We havethe following
situation:

» Forhmod2=0: {(1=0,3).(1=1,1)}
e Forhmod2=1: {{I=0,1),(l=1,3)}

Theefore, the probabilitiesto get! = 0 and! = 1 revealif h is evenor odd,i.e. h is
probabilistically not confined.

Example 2 We canre-formulatethe situationabovein our declamative settingby con-
sideringthefollowing agents:

1 1
hOn = ask(true) — ok tell(on) [] ask(true) — 3¢ Rand
1 1
hO f = ask(true) - ok tell(of ) [] ask(true) — 3 Rand
1 1
Rand = ask(true) — 3" tell(on) [] ask(true) — 3" tell(of f)

Theconstaint systenctonsistof four elements:
C = {true,on,of f, false =on U of f },

whee true C on C false andtrue C of f C false.

The constmints on and of f representthe situationsin which the low variable
I = 1orl = 0 respectivelyTheagenthOn correspondghento the behaviourof the
impemative programfragmentin casethath mod 2 = 1, while hOf f corresponddo
thecasewhere h mod 2 = 0. Theauxiliary agentRand correspondgo the second
choicein the above impermtive fragment. Theimpemative notion of confinementow
translatein our frameavork into a problemof identity confinement:Gettinginforma-
tion abouth in the previoussettingis equivalentto discriminatingbetweerhOn and
hOf f, i.e. revealingtheir identity Thetwo agentswill beidentity confinedf they are
observationallyequivalentin any context.

As explainedin Section2.3,theobsenablesof aPCCPagentcorrespondo adistri-
bution onthe constrainsystemthatis avectorin thespace)(C). Thus,thedifference
betweentwo obsenablescorrespondso the vectordifferencebetweenthe given ob-
senablesandcanbemeasuredy meanf anorm We adoptherethesupremunnorm
|| - ||oo formally definedas

l|(zi)ierlloo = sup |zil,
icl
where(x;);c1 represents probability distribution. However, aslong aswe areinter
estedn definingthe identity of two vectors,ary p-norm:|(|(z;)icrll, = ¥/ ;cr [2il?
would beappropriate.
Probabilisticidentity confinements thendefinedasfollows [7]:



Definition 4 Two agents A and B are probabilistically identity confinediff their ob-
servablesre identicalin any contet, thatis for all agentS,

Op:Allg:5)=0@p:Blq¢:5)

or equivalently
|ow:allq:9)-0w:Bllq: )| =0,

for all schedulingprobabilitiesp andg = 1 — p.

Example 3 It is easyto chedk thatanycontet candistinguishbetweertheagentshOn
andhOF f of Example2. In fact, evenif executedon their owntheir observablegre
different(cf Figure 1):

HO(hOL true) — O(hOF f .true)” =

o) ot 0} o ) (o DY - 3

ThereforehOn andhOF f are not probabilisticallyidentity confined.

(hOn, true) (hOF f | true)
1 1
2 2
: (Rand, true) : (Rand, true)
L l L l
2 1 2 1
2 2
(stop,on) (stop,of f) (stop,of f) (stop,on)

Figurel: Transitionsfor hOn andhCF f

Example4 Considerthefollowingtwo PCCPagents[7]:

A= % s tell(e) || % : tell(d)
B =tell(cU d).

It is easyto seethatin their non-deterministiwersionsA and B executedn anycontext
givethesameobservablesA and B are thusnon-deterministicallydentity confined.



(4 tell() || § - tell(d), true)
/ \ (tell(c L d), true)
(tell(d), c) (tell(c) 1
\ / (sopcu )
(stop, ¢ LI d)

Figure2: IndependenExecutionsof A andB

Treatingthe choice probabilistically still givesusthe sameobservablegor A and
B if they are executedon their own (cf. Figure 2), but they are not probabilistically
confined.A context which revealstheidentityof A and B is for exampletheagent:

C = ask(c) = ; : tell(e) [] ask(d) — % :tell(f),

asthe executionsof A and B in this contet give different observablegcf. Figure 3
andFigure 4):

O(%:AH%:C) ={<cl_ldl_le,1—72>,<cl_ldl_|f,%>}
0( :B||%:C> :{<cudue,§>,<cuduf,%>}.

We observethatif werestrictto a particular classof contets,namelythoseof the
form:

DN | =

D = ask(g) — 1 : tell(h),

then A and B are probabilistically identity confinedwith respecto theseagents: for
anychoiceof thescthedulingprobabilitiesp andg = 1 — p, weobtainthesameobserv-
ablesfor the parallel composition®f D with A and B respectively

If neitherc nor d entailsg then D will never be executedand the executionsof
p: Al g:Dandp: B | q: D are essentiallythe sameasfor A and B alone(cf.
Figure 2).

If only d entails g we obtain the derivationsin Figure 5. The casewhere g is
entailedby ¢ aloneis analogous.In all casesveendup with a singleresultcLld U h
with probability one

Thederivationsofp : A || ¢ : D andp : B || ¢ : D in the casethat both¢ and
d entail g are depictedin Figure 6: Againwe obtain the sameresultc U d U h with
probability one
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<% c Al % 'C,true>

M,_.
~
&
S)
o
~
—~

Lteli(c) || L : C,d)

N
A

/

(stop,cLid LI f)

/

(tell(d),c U e)

N

(stop,c L d L e)

¢),dU f)

Figure3: Executionsof A in Context C'

(3 :B|| 5 :C,true)

\1

(C,clu d)

N

(stop,cLid L e) (stop,cLld LI f)

Figure4: Executionsof B in Contet C
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(p: Al q:D,true)

/ \ (p: Bl q: D, true)

(p:tell(d) || ¢: D,c) (p:tell(c) || ¢: D,d) 1
\ / \ (D.cu)
(D,cUd) (tell(c),d U h) 1
\ / (stop,c LI d LI h)
(stop,cld L h)

Figure5: Executionsin Context D whend entailsg

(p: A|lq:D,true)

/ \ {p: B||l q: D, true)

(p:tell(d) || ¢: D,c) (p:tell(c) || ¢: D,d) 1
l \ / { (D,cld)
(tell(d),cU h) (D,cUd) (tell(c),dl h) 1

\ ll/ (stop,c U d L h)

(stop,cLid U h)

Figure6: Executionsn Contet D whenbothc andd entailg
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In generaljdenticalbehaiour in all contextsis hardlyeverachievable.lt therefore
makessenseao askfor identicalobserablesif A and B areexecutedin parallelwith
agentith only limited capabilities Moreover, thepowerof acontext canbeevaluated
in termsof its ability to distinguishthe behaioursof two agents.lt is alsoreasonable
to think thatits effectivenesswill dependon the probabilitiesof the schedulingn the
interleaving with the given agents. This leadsto the definition of a wealer (and yet
morepractical)notion of probabilisticidentity confinementvhich is parametridn the
type of context S andthe schedulingprobability p. We will introducesucha notion,
whichwe call approximateidentity confinementin Section4.2.

4 Approximate Confinement

Theconfinemenhotiondiscusse@boveis exactin thesensehatit refersto the equiv-
alenceof theagents’behaiour.

However, sometimest is practically more usefulto baseconfinementon some
similarity notion. Theintuitive ideabehindsucha notionis thatwe look at howmud
the behaiours of two agentdiffer, insteadof qualitatvely assertingvhetherthey are
identicalor not. In particular in the probabilisticcasewe can measurehe distance
¢ betweenthe distributions representinghe agents’obsenablesinsteadof checking
whetherthis differenceis 0. We canthensaythatthe agentsaree-confinedfor some
e >0.

Example5 [4] Consideran ATM (AutomaticTeller Machine)acceptingonly a single
PIN numbern outof m possiblePINs, e.g. m = 10000:

m

ATMn = Uizl’i#nask(PINi) — 1:tell(alarm)
[] ask(PINn) — 1 : tell(cash)

This agent simulatesan ATM which recaynisesPINn: if PINn has beentold the
madine dispensesash,otherwise— for anyincorrect PIN¢ — it soundsan alarm.
The(active)spyS tries a randomPIN numberi:

s =[], ask(true) = 1: tell(PIN?)

If we considertwo sudy macinesATMn; and ATMn, for ny # na and execute
themin contet S we obtaintwo slightly differentobservable€)(p : ATMn, || ¢ : S)

andO(p : ATMns, || ¢ : S):
1
{<PINn1 U cash, —>}
m

" 1

U {<P1Ni U alarm, —>}
L~ m
i=1,i#n1

{ <PINn2 U cash, l> }
m

13

O(p:ATMn, || ¢:S)

(-

O(p:ATMnas || q: S)



m ' 1
U U {<P1Nz U alarm, E>} .

i=1,i75n2

Clearly, O(p : ATMn, || ¢: S) andO(p : ATMn,, || ¢ : S) are different.

For mostPINs both madineswill soundan alarm in mostcases,but if we are
lucky, the spywill usethe correct PINs in which casewe are ableto distinguishthe
two madines(besidesarningsomecash). Thechancedor this happeningare small
but are capturedessentiallyif welook at the differencebetweerthe observables:

HC’)(p  ATMn, || ¢: S) — O(p : ATMn, || ¢ : S)H - %

Theset {ATMn}, is e-confinedwith respectto S with e = L but not strictly
confined.In the practical applications,m is usuallyverylarge, thatis ¢ is verysmall,
which malesit reasonabldo assuméehe AT M’ sagentsassecue althoughnotexactly
confined.

Thenotionof approximateconfinementve will definein thefollowing is basedn
theideaof measurindhow muchthebehaiour of two agentdiffersif we putthemin
acertaincontet. In the next sectionwe will discusdifferentkinds of suchcontexts,
whichwe will referto asspiesor attaders.

4.1 Admissible Spies

Securitydependsn the quality of the possibleattacler. Clearly, no systemis secure
againstanomnipotentattacler. Therefore jt makessensedo restrictour consideration
to particularclasse®f spies[22].

As anexample,will discussherea classof attaclersexpressedn PCCPby:

Sn = {D?ZlaSk(Ci) —>Di: teII(fz)} ,

wheref; € C arefreshconstraintsthatis constraintavhich never appeain the execu-
tion of thehostagentsandc; € C. Theseagentsarepassie andmemorylessittaclers:
They do not changethe behaiour of the hosts,andareonly allowed to interactwith
the storein onestep. Neverthelessthey aresufiicient for formalising quite powerful
attackssuchasthetiming attacksin [20].

A generalisatiomf this classis to consideractive spies(e.g. Example6 andExam-
ple 5) and/orspieswith memorysuchasask(c) — p : ask(d) — ¢ : tell(f).

Example 6 Considerthetwo agents:

A = askc) = 1:tell(d)

B = stop.
If executedn store true, A and B are obviouslyconfinedwith respecto any passive
spy: They both do nothing andit is therefore impossibleto distinguishthemby just
observing However, for an active spylike S = tell(c) it is easyto determineif it is
beingexecutedn parallel with A or B. Notethatif executedn anystore d sud that

d + ¢, thetwo agentsA and B are alwaysdistinguishablebecauseheir observables
are different.
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4.2 Approximate Identity Confinement

We introducea notion of approximateconfinementwhich is a generalisatiorof the
identity confinementntroducedn [7] anddefinedin Section3. Thedefinitionwe give
is parametricwith respecto a setof admissiblespiesS andschedulingprobabilities
pandg = 1 — p. We saythattwo agentsA and B areapproximatelyconfinedwith

respecto asetof spiess iff thereexistsane > 0 suchthatfor all S € S thedistance
betweenthe obserablesof p : A || ¢: Sandp : B || ¢ : S is smallerthane. We

considerasa measurdor this distancethe supremummorm || - || asin Definition 4.

In this case,the choiceof this normis particularly appropriatebecauset allows us
to identify a single constraintc for which the associategrobabilitiesare maximally
different.In thefollowing we will usuallyomit theindex co.

Definition 5 Givena setof admissiblespiesS, wecall two agentsA and B e-confined
for somes > 0 iff:

Zlég)(O(p:A||q;5)—0(p:B||q:5)H:e.

This definitioncanbe generalisedo a setof morethantwo agents.

The numbere associatedo a given classof spiesS canbe seenasa measureof
the“power” of S. In fact, it is stronglyrelatedto the numberof testsa spy needsto
performin orderto revealtheidentity of the hostagents.We will malke this argument
more precisein the next section. Note that this numberdependson the scheduling
probability. Thisis becausehe effectivenesof a spy canonly be evaluateddepending
ontheinternaldesignof the hostsystemwhichis in generahotknown to the spy.

Obviously, if two agentsA and B aree-confinedwith e(p) = 0 for all scheduling
probability p thenthey areprobabilisticallyidentity confined.

4.3 Statistical Inter pretation of ¢

The notion of approximateconfinementis strongly relatedto statisticalconceptsjn
particularto so-callechypothesigesting(seee.qg.[32]).

4.3.1 Identification by Testing

Let us considerthe following situation: We have two agentsA and B which are at-
tackedby aspy S. Furthermorewe assumehat A and B aree-confinedwith respect
to S. This meanshattheobserablesO(p : A || ¢: S) andO(p : B || g : S) aree-
similar. In particular astheobsenablesdo notincludeinfinite resultswe canidentify
someconstraintc € C suchthat|pa(c) — pp(c)| = €, wherep(c) is the probability
of theresultc in anexecutionof p : A || ¢ : S andpg(c) is the probabilitythatc is a
resultofp: B || g: S.

Following the standardinterpretationof probabilitiesas “long-run” relative fre-
guenciesye canthusexpectthatthenumberof timeswe getc asresultof anexecution
ofp: Al g: Sandp: B | ¢ : S wil differ “on thelong run” by exactly a factor
€. Thatmeansf weexecutep: A || g: Sorp: B || ¢ : S “infinitely” oftenwe can
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determinep4 (c) andpg(c) asthelimit of the frequencieswith which we obtainc as
result.

In fact,for any unknavn agentX we canattemptdo determinepx (¢) experimen-
tally by executingp : X || ¢ : S overandover again. Assumingthat X is actually
the sameaseither A or B we know thatthe px (¢) we obtainmustbe eitherp4(c) or
pe(c). We thuscaneasilydeterminethisway if X = A or X = B, i.e. revealthe
identity of X (if € # 0), simply by testing.

Unfortunately— asJ.M. Keynespointedout — we areall deadon the long run.
The above describedexperimentalsetupis thereforeonly of theoreticalvalue. For
practically purposeswve needa way to distinguishA and B by finite executionsof
p:Allg:Sandp:B||¢q:S.If weexecutep: A ¢g:Sandp: B | ¢q:Sonly
afinite numberof — sayn — times,we canobsere a certainexperimentafrequeny
p%(c) andp(c) for gettingc asa result. Eachtime we repeatthis finite sequence
of n executionswe may get differentvaluesfor p(¢) andp%(c) (only the infinite
experimentswill eventuallycorvergeto thesameconstanwaluesp 4(c) andpg(c)).

Analogously we candeterminethe frequeny p’% (c) for anunknavn agentX by
testing,i.e. by looking atn executionsof p : X || ¢ : S. We canthentry to compare
% (¢) with p (¢) andp% (¢) or with p4(¢) andpg(c) in orderto find outif X = A or
X = B. Unfortunatelythereis neithera singlevaluefor eitherp (c), p" (c) or p%(c)
(eachexperimentmay give us differentvalues)nor canwe testif p% (c) = p%(c) or
P (¢) = piy(c) norif p () = palc) or p () = pp(o).

For example,it is possiblethatc is (coincidentalnottheresultof thefirst execution
ofp: X || ¢ : S, althoughthe (long-run) probabilitiesof obtainingc by executing
p:A|g:Sorp: B q:Sareletssayps = 0.1 andpg = 0.5. If we stop
our experimentaftern = 1 executionswe getp’ (c) = 0. We know that X = A or
X = B buttheobseredpl (c) is differentfrom bothp 4 andpsg.

Neverthelesswe could arguethatit is morelikely that X = A asthe obsened
p (c) = Oisclosertops = 0.1 thanto pg = 0.5. The problemis now to determine,
on the basisof suchexperimentshow muchtheidentificationof X with A is “more
correct’thanidentifying X with B onthebasisof suchexperiments.

For finite experimentswe can only make a guessaboutthe true identity of X,
but never definitely reveal its identity. The confidencewe canhave in our guessor
hypothesisaaboutthe identity of an unknowvn agentX — i.e. the probability that we
make a correctguess— depend®bviously on two factors:The numberof testsn and
thedifferences betweertheobsenablesofp: A || ¢: Sandp: B ¢: S.

4.3.2 HypothesisTesting

The problemis to determineexperimentallyif the unknovn agentX is one of two
known agentsA and B. The only way we canobtaininformationabout X is by ex-
ecutingit in parallelwith aspy S. In this way we cangetan experimentalestimate
for the obsenablesof p : X || ¢ : S. We thencancomparethis estimatewith the
obserablesofp: A||g: Sandp: Bl q:S.

That means:basedon the outcomeof somefinite experiments(involving an un-
known agentX) we formulatea hypothesisH abouttheidentity of X, namelyeither
that“ X is A” or that" X is B”. Our hypothesisaboutthe identity of X will be for-
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mulatedaccordingto a simplerule: dependingf the experimentalestimatefor the
obsenablesof p: X || ¢ : S arecloserto O(p: Al ¢q:S)ortoO(p: B ¢:S)we
will identify X with A or B respectiely.

More precisely the methodto formulatethe hypothesisH abouttheidentity of the
unknown processX consistsof thetwo following steps:

1. We executep : X || ¢ : S exactlyn timesin orderto obtainan experimental
approximationj.e. averagefor its obserables

— # of timesc is theresult
on(p:X||q:S)={<c, >} ,
n ceC

2. Dependingf O, (p: X || ¢ : S) is closerto the obserablesO,,(p: A || ¢ : S)
or On(p : B || g : S) weformulatethe hypothesis

X=A4 ff Hon(p:X||q:5)—(9(p;A||q;5)Hg

H: <|on: x1la:85)-0@: Blla:9)|
X =B otherwise.

Thequestioris now whethettheguessxpressedby thehypothesidf aboutthetrue
identity of the black box X, which we formulateaccordingto the above procedurejs
correct;or moreprecisely:Whatis the probabilitythatthe hypothesisd holds?To do
thiswe have to distinguishtwo caseor scenarios:

X isactually A: Whatis the probability (in this case)that we formulatethe correct
hypothesisH : X is A andwhatis the probability thatwe formulatethe incor-
recthypothesisHd : X is B?

X isactually B: Whatis the probability (in this case)that we formulatethe correct
hypothesisH : X is B andwhatis the probability thatwe formulatethe incor-
recthypothesisH : X is A?

Clearly, in eachcasethe probabilityto formulatea correcthypothesisaindtheprob-
ability to formulatean incorrecthypothesisaddup to one. Furthermoreijt is obvious
thatboth scenarios X is actually A” and“ X is actually B” aresymmetric. We will
thereforeinvestigateonly oneparticularproblem:Supposehat X is actuallyagentA,
whatis the probability that— accordingto the above procedure— we formulatethe
— in thiscase— correcthypothesisd : X is A.

In the following we usethe notationpx (¢) andp’ (¢) to denotethe probability
assignedo ¢ € C in thedistribution representinghe obserablesO(p : X || ¢ : S)
andin the experimentalaverageO,(p : X || ¢ : S) respectiely. Furthermorewe
look ata simplifiedsituationwherewe areconsideringonly asingleconstraint: where
the differencebetweenp 4 (¢) andpg(c) is maximal. Let us assumewithout loss of
generalitythatp 4 (¢) < pg(c) asin thediagrambelow:
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If theexperimentahaluep® (c) = p% (c) we obtainedn our testis arywhereto the
left of pa(c) + £/2 thenthe hypothesisi we formulate(basedon p’; (¢)) will bethe
correctone:“ X is A”; if theexperimentalalueis to theright of p4(c) + /2 we will
formulatetheincorrecthypothesis! X is B”.

Underthe assumptiorthat “ X is actually A” the probability P(H) thatwe will
formulatethe correcthypothesis X is A” is therefore:

P (ph(0) <pa(©)+35) =1=P (pale) + 5 <Pi(c)).

To estimateP (H) we have just to estimatethe probability P(p’; (¢) < pa(c) +¢/2),
i.e. thattheexperimentalvaluep”; (c¢) will beleft of p4(c) + /2.

4.3.3 ConfidenceEstimation

Theconfidencave canhavein thehypothesis? we formulateis truecanbedetermined
by variousstatisticalmethods Thesemethodsallow usto estimatethe probability that
anexperimentalaverageX,, — in our casep’; (¢) — is within a certaindistancefrom
the correspondingxpectationvalueE(X) — herepa (c¢) — i.e. the probability

P (| X, - E(X)| <¢)

for somee > 0. Thesestatisticaimethodsareessentiallyall basedon the cental limit
theoem e.g.[3, 16, 32].

Thetypeof testswe considethereto formulatea hypothesigaboutheidentity of the
unknowvn agentX aredescribedn statisticaltermsby socalledBernoulli Trials which
areparametriavith respecto two probabilitiesp andg = 1 — p (which have nothingto
do with the schedulingorobabilitiesabove). The centrallimit theoremfor this type of
tests[16, Thm 9.2] givesusan estimatefor the probabilitythatthe experimentalalue
Sp = n - X, aftern repetitionsof thetestwill bein acertaininterval [a, b]:

1 b* g
lim P(a< S, <b) = — -
Jim Pl <o <= [ e ()

where
«__ a—mnp . b—mnp
V/pq N7

Unfortunately the integral of the so called standad normal densityon the right
handside of the above expressionis not easyto obtain. In practicalsituationsone
hasto resortto numericalmethodsor statisticaltables,but it allows us— at leastin
principle— to saysomethingaboutP (H).

Identifying S,, with n - p’ we can utilise the above expressionto estimatethe
probability P(pa(c) + /2 < p%) which determines?(H). In orderto do this we
haveto take:
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This allows us— in principle— to computethe probability:

lim P (pa(e) + 5 < pli(c) < ).

n—oo

Approximating— asit is commonin statistics— P(pa(c) + /2 < p7%) by
limP(pa(c) + /2 < p%) weget:

P(H) = 1-P (pa(0)+5 <pi(c)
~ 1-— nlLIr;oP (pA(C) % SPZ(C))

Il
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|
T
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with e L e i
T2 ympg 2yP1 2v/pa(0(—palo)

We seethatthe only way to increasehe probability P (H), i.e. the confidencehat
weformulatetheright hypothesisabouttheidentity of X, is by minimisingtheintegral.
In orderto do this we have to increasahelower boundag of theintegral. This canbe
achieved— asonewould expect— by increasinghe numbern of experiments.

We canalsoseethatfor a smallere we have to performmoretestsn to reachthe
samelevel of confidenceP(H): The smallern the harderit is to distinguishA and
B experimentally Notethatfor ¢ = 0, the probability of correctlyguessingwvhich of
theagents4 andB is in theblackboxis % whichis thebestblind guessve canmake
arnyway. In otherwords:for e = 0 we cannotdistinguishbetweenAd andB.

Example 7 Considerthe agentsin Example4. Theproblemis to determinefrom the
experimentallyobtainedapproximationsof the observablesD,, (% X | % : C) for
X = Aor X = Bthetrueidentityof X. If, for example X is actuallyagent A andif
we concentateon theconstaint c L d LI e wehave

1 7

£€=15 andp = pa(cUdUe) = 13

Theprobability P(H) to formulatethe correcthypothesidH depend®nthelower
bounda, of theaboveintegral, i.e. the normaldistribution N (ag, c0):

[e’9) 2
P(H):l—/ exp (_x) =1— N(ag,00).
ao(n) 2

Thebounday in turn depend®n the numbern of experimentsve perform: Thevalue
of ag for 9 testsis:

Vo 1 112 3
24 11y 8435 140

12 2

ap(9) = ~ 0.25355

[
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while for 144 testswe get:

V144 1 112 6
24 l_(%)g_Z\/?g_\/ﬁ

12

ao(144) = ~ 1.0142

In other words, if we repeatthe executionof 2 : X || 1 : C exactly 9 times,
the probability of formulatinga correcthypothesis? abouttheidentity of X is about
(usinga normaldistributiontable e.g. [16, p499]):

o] —.CL'2

.25

but if we perform144 testour confidencédevel will riseto

[es) _$2

.0

For 9 teststhehypothesigormulatedwill beright with anabout60% chance while for
144 testsit will becorrectwith about85%.

5 Analysis: Concrete Semantics

Thee-confinemenpropertyof a PCCPprogramcanbe checledby meansof a seman-
tics-basedstaticanalysisof the program. In this sectionwe will considera concrete
collectingsemanticsvhichturnsoutto bemoreappropriatdor theanalysisve present.
This semanticglescribesn a slightly moreabstracivay the sameobsenablesdefined
in Section2.3. The analysiswill allow usto calculatean exacte for measuringthe

confinemenbf asetof agentsln Section6 we will presenta compositionakemantics
for PCCPwhich will allow usto calculatea correctapproximationof thee in amore

abstraceandsimplified way.

5.1 A Collecting Semantics

We will baseour analysison a collectingsemanticsonsistingof the sequencef the
“fronts” in thecomputationatreeof agivenagentA. Eachfront representsll thepos-
sible configurationswvhich arereachablén onestepfrom a nodein the previousfront
of thetree,andcanbe describedasa family of pairsof configurationsandassociated
probabilities.

Thesequencef frontscanbe constructedia thetransitionrelation— definedby
therulesin Table3. TheserulesdefineanoperatoiG on multi-setsof pairs{{B, c) , p),
where(B, ¢) € Conf is aconfiguratiorandp is the probabilityof reachinghatconfig-
uration. The semantic®of anagentA is obtainedby iteratively applyingthe transition
rulesstartingfrom aninitial configuration(4, d). Thisyieldsthesequence

[4, dlcon = {®:(A, d)}i = {G'(®o(4, )},
with ®¢(A4,d) = ((A,d),1) and®; ;(A,d) — P;(4,d) foralli > 1.
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RO

R1

R2

R3

R4

R5

.-y ((stop,d) ,p) ...} — {..., ({stop,d) ,p) ,...}
L teli(e),dy,p), ..} — {o.., ((stopcUd) ,p), ...}

o {(limy ask(c;) = p;i = Aiyd) ,q),...} —

_>{"'a<<Aj7d>7Q'ﬁj>7"'}
for j € [1,n] andd |- ¢;

(e piz Aiyd),q) ..} —

— {o (g pis A llps s A5, d) a3y -}
for j € [1,n] and(4;,d) —, (4}, d')

@A), ), ) — (3L AU Td) g ), )

for (A,3,d) —, (A", d')

(@), d),q) s} = { L ((Ad),g) 5 )

forp(z) : —AeP

Table3: A CollectingSemanticgor PCCP
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[A]] coll

(PO = {<<A7 tme)al)}
@, = {((3 :stop|| 5 : tell(d),c), ) ((5 : tell(d) || 1 : stop,d), $)}
@, = {((stop,cU d),1)}

[B]]coll

P = {((B, true) , 1)}
9, = {((stop,cUd) , 1)}

Table4: TheCollectingSemanticgor A andB

Whenthe stored is omittedit will be intendedto be true. We will alsoomit the
specificatiorof A whenit is clearfrom the context.

Example 8 The collecting semanticsor the two agents A and B in Example4 is
depictedn Table4.

Thereasonwhy G operateson multi-setsis thatdueto the probabilisticchoicea
configurationcanoccurmorethanoncein afront with anassociategossiblydifferent
probability. This semanticss correctwith respecto thenotionof obserablesO( A, d)
definedin Section2.3in the sensestatedby the following Propositions.

Proposition1 Let A bean agentwith collectingsemantic§ A4, d]cou = {®:(A4,d)}:,
andletm € Comp(A4, d) bethecomputationapathfor A in stored

m=(A,d) = (Ao, co) —p, (A1,¢1) —py -.. —p, (A, ) = (StOpP, ¢y) .
Thenwe havethat ({Ag, co) ,1) € ®9(A4,d), andforall 1 < i < n, ({(4;,¢;),p;) €
®;(A,d). Moreover, ((stop, c,) ,pn) € ®;(A,d) forall j > n.

Proof
By inductiononthelengthn of «.
(n =1) : Inthiscasewe havethat A = tell(c¢) and
m = (tell(c),d) = (Ao, co) —1 {stop,dLic).
Ontheotherhand,by applyingG to ®, = ({tell(c),d) ,1) weget
®; = ((stop,dUc),1) = ®;,
forall j > 1.

(n > 1) : Theproofis by casesWe shav theassertiorfor thechoiceandparallelcon-
structs.The proofis similarin the remainingtwo casef hidingandprocedure
call. We will usethenotationr - 7’ to indicatethe concatenatioof two pathsr
andn’'.
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A=[", ask(cs) = ps : As : A pathr € Comp(A4,d) of lengthn is of the
form
™= <A,d) = (A(),Co) — b (Ak,d) '7TI,
wherek € [1,s], d - ¢, andw’ € Comp(Ag, d) is of theform
7' = (Ap,d) —g, (Afsdi) —g - —g., (AR5 ),
withng =n — 1.
By applyingG to ®, = ({4, d),1) wehavethat{{Ag,d),1- pi) € ¥;.
By theInductionHypothesis<<A§;,di> ,qj> €®;,foralll <j<my
and((stop, d;*) ,qx) € ®¢, for all t > ny.
A=|"™, ps: As : Wehavethatr is of theform
™= (Aad) = <A0700> D P <||km;£s:1 Dbs: AS ” Dk : ;mdl> . 7TI:
for somek € [1, 5], if (A, d) —p (A}, d') andn’ € Comp(||j2z—; Ps
Ag || pr - A, d") isacomputationapathof lengthn' = n — 1.
By applying G to &, = ((4,d),1) we have that ((B,d')p - px) € ¥4,
whereB =(|3%,_; ps: As || pr: A
Supposéhatz’ is of theform
' = (B,d') —q, (B1,dy) —gy ... —q,, (Bu,dy).

Thenby theInductionHypothesiswe havethat((B;, d;) , q;) € ®;41 for

all1 <j<n',and((stop,d},),gn) € ®;, forallt > n'.

m|
Sincewe consideronly computation®f boundedength,we canfix for eachagent
A themaximalnumberof iterationsof G:

la =max{n | m ={Ao,c0) —p, (A1,¢1)... —>p, (An,cn) € Comp(A4,d)}.
Moreover, we can“compactify” thelastfront by consideringoneonly occurrence
of eachconfigurationwith a probability givenby the sumof all the probabilitiesasso-
ciatedto its differentoccurrencesThis operationcanbe definedin generalasfollows.
Definition 6 Let® = {{(A;,¢;),p;)}; bea frontandlet {<<Aj,cj)’“ ,p§>}k beall

the occurrencesof configuation (4;, ¢;) in ®. We definethe compactificatiorof & as
K(®@) = {{(4j,¢;), P;)}j, whee P; = 3=, pk.

Definition 7 Let® = {((4;,¢;),p;)}; beafront. We definethedistribution on stores
associatedo ® as

a(®) = {{c¢;,p;) | ((4j,¢;) ,p;) € K(®) and A; = stop}.
Proposition2 Let A bea PCCPagentwith collectingsemantics
[A; d]]coll = {(I)z(Aa d)}l
andletl4 bethemaximallengthof a computationapathfor A in stored. Then

O(Aa d) - O4(IC((I)lA (Aa d)))
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Proof
Let{c,p) € O(A,d). Thenthereexistst € Comp(A4,d) suchthatc = res([x]) and

p = prob([n]).

By Propositionl andthe definitionof L4, for all 7' € [x], ((stop, ¢) ,p~) € ¥1,,
wherep, is the probability of ¢ in path'.

Thus, ((stop, ¢) , p) € K(®1,) andso(c, p) € a(K(®1, (A, d))). 0

5.2 Security Analysis

Giventwo agents4 and B, schedulingprobabilitiesp andg = 1 — p andaspy S, our
aimis to calculate

e=|ow:4lla:9)-0w:Bllqa:9)|.

We will shav how we canconstructthe obserablesO(p : A || ¢ : S) andO(p :
B || ¢ : S) from the collectingsemanticof A and B respectiely, andfor spiesS in
S1 andSs. Thiswill yield theinformationneededo calculates.

For thesimplerspiesin S, i.e. spiesof theform:

S = ask(c) — 1: tell(f),

we canactuallyignore the intermediatestatesand concentratenly on the final one,
i.e. the obsenables.Thereasons the monotonicityof PCCP:if theguardof S, i.e. ¢
is ever entailedby the storein anexecutionof A thenit will be entaileduntil the final
storeis reached.Thespy S thereforewill be scheduleckitherwith probability ¢ each
time afterthe stepwhenc is first entailed,or eventuallyafter A hasreachedhe stop
configuration.Thefreshconstraintf will thusbeaddedo the storedependingnly on
whetherc is entailedby thefinal storeor not.

Lemmal Let A bea PCCPagentandlet S € S; beoftheform
S = ask(c) — 1 : tell(f).

Supposeheobservablesf A are O(A) = {(d;, p;) },;. Thentheobservablesfp : A ||
g : S aregivenby:

Olp:Allg:5) = {(di,pi) | fdi¥/c}

Proof
Giventhecollectingsemanticof A, [A] ..y = {®;}; with:

= {{(ar).m)),

we constructthe collectingsemanticof p : A || ¢ : S, asasequencdp : A || g :
Sleour = {®5};.
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As long asnointermediatestorec! entailsc we have

5= {((p: st s )}

Supposerow thatthereis afront &, wherec is entailedthefirst time for somec{.“,

i.e.
B = {o((ab b)), )
with ¥ I ¢ for somei. Thenthenext frontin theexecutionof p : A || ¢ : S is given
by:
6]9_;,_1 = { ey

((p: AT Nl g: Sty pit p);

((p: Af |l q:stop,cf U f),pf-q),

..}

aswe have now the choiceof schedulingagain A (with probability p) or the spy S
(with probabilityg). Thenext front is thengivenby:

Q2 = {...,
((p: A2 (1 q: S, ), pf ™2 - p?),
((p: AFt' |l = stop, T U f), pi ™ - pg),
((p: AT |l q:stop, i U ), i -q),
)
i(p :’Af” lg:S,ef*?), it - p%),
((p: AF™ |l g = stop,cf ™ U ), pi*™ - (g + pa))

-}

Themonotonicityof PCCPguaranteethatoncec is entailedit will continueto be so,
i.e.ck F cimpliesct + ¢, forall ¢t > k.
In generalwe getin m stepsafterc wasfirst entailed:

$k+m = {,
({p: AFt™ || q: S, cft™y  pit™ - pm),
m—1
(p: AFF™=1 || g s stop,cEtm U fypitmt g Y pl,
=0
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((p: A | S,ck4m) it ),
((p: AT g stop,eft ™=t U f)) pi ™t (L= p™)
-}

asfor p = 1 — ¢ thefollowing identity holds:

m—1

=q) p. (1)
=0

Proposition3 Let A bea PCCPagent,andlet S € S, bea spyoftheform
S =ask(c1) — ¢ : tell(f1) [] ask(ca) — g2 : tell(f2),

with ¢; + g2 = 1. Supposehe observable®f A are O(A) = {(d;, p;) }; andthereis
only onecomputationapathw; € Comp(A) leadingto d; for all s.
Thentheobservablesfp: A || ¢ : S aregivenby:

Op:Alg:9)=
= {(di,ps) | if d; I/ c1 andd; If 2}
(

U { d I_Ifl,p,) | Ifd,|—61 anddilfcz}
U {<d [N f2,p,> | if dz |7161 anddi F 02}
U {<d |_|f1, > Ifdi|—01 anddil—@}
U {<d U fa,r > Ifdil—cl anddil—@},
where
n;—1
rio= e (O P e+ p™ ) + (1 —p™)
=0
n;—1
r; = pi- () p™ g+ p™ g,
=0

with m; thenumberof stepsin w; neededo go fromthestore whete ¢; is firstentailed
to the store whee also ¢, is entailed,and n; the numberof the remainingstepsuntil
termination.

Proof
Thefirst threetermsof the expressiorarequite straightforward:

e If aconstraintd; in the final obsenablesdoesneitherentail ¢; nor ¢s, thenall
alongthecomputationapathleadingto d; thiswasthecasetheexecutionthere-
fore canneverscheduléghespy andneitherf; nor f, areaddedo thestore.The
final configurationin this cases thus(p : stop|| ¢ : S, d;) whichwe obtainwith
exactly the sameprobabilityasfor A.
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¢ If only oneof the two guardsare ever entailed,thenthe agentS actsjust like
a spy of classS;. Thusby Lemmal we get (p : stop || stop,d; U f1) and
(p : stop|| stop, d; U f>) asfinal configurationsogethemwith theinheritedprob-

The generalcasein which both constraintsc; and ¢, are entailedneedsa more
carefulanalysis.Let us assumeawithout lossof generalitythat ¢; is told first, after k
stepsandthatit needsn > 0 stepsuntil alsoc; is entailedby the store,andthatfinally
it takesn furtherstepsuntilp : A || ¢ : S terminatesBasedonthecollectingsemantics

of 4 5 = {((aL.d).1)]} .

thecollectingsemanticefp: A || ¢ : S is thenof thefollowing form:

j < k: Thefrontsfor Aandp: A || ¢ : S areessentialljidentical:

&= {((p: 41 la:5.6).0d)} .

j = k: Theconstraini; isfirst entailed].e. thereexistsanintermediateconfiguration
(p: AF || ¢ : S, cF) with non-zeroprobability p in @ suchthatc? I ¢; (and
notyetcl  cp):

P, = {...,((p:Aég ||q:S,cf>,pf>,...}.
k < j < k+m: Thenthefront &, is givenby:

6k+1 = {,
<<p : A:'H_l || q: S,C§+1> 7pi_c+1 p>7
<<p : Af: ” q: StOp,Cf U f1> apzk q> 3
.
Only f, canbeaddedo thestore.

j =k +m: We getasimilariterationof ®; asin the caseof S; spies,up to the mo-
mentwhenalsoc, getsentailed.In this casewe have:

6lc—i—m = { ce
(P AFF™ [l g S, cftm) o™ - ™),
((p: ATl g stop, it ™10 fu)) pi - (1= p™),
.}
j =k +m+1: We have threepossiblecontinuationgor thefirst agentp : A¥*™ ||
g : S: (1) we canignorethe spy andscheduleAf*m, or we canschedulethe

spy, in which casewe have a choice between(2a) executingthe first branch
tell(f1) or (2b) executingthe secondone,tell( f;), asboth guardsareentailed.
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Theprobabilitiesthatthisis happeningrep for thecase(1), andqq; andgg, for
caseg2a)and(2b), respectiely. Thesecondagentp : A¥*™! || ¢ : stop has
to continuequasi-deterministicallyvith AZ+™~1,

$k+m+1 == { ey
((p: AFF™ [ g2 S, et ),

k+m+1 +1
i p™ )

((p: AFF™ |l ¢ stop,ci ™™ L f1)

pit™ - paq),

({p: AFt™ || q : stop,cft™ U f5),
Pt pags),
{{p: AFt™ || ¢ : stop,fT™ U f1),

pit™ . (1—p™),

7

)
- (.,
((p: AFT™ 1 1 g S, ),
pitmA pmty,

((p: AFF™ |l q = stop,ci ™™ U f1),

it (pMqq + (1 —p™))),
{({p: AF*™ || ¢ : stop,cft™ U f),

pit™ - p™age)
..}
Jj =k +m+n: After furthern stepstheagentA terminates.
6k:+m+n =
= {..,

((p:stopll q:8,cftmtmy,
p;i:—i-m—i-n . pm+n>

{(p: AT | g stopcf ™ U fu)

pymint. ((2 P gq + (1 - pm))> :

=0
((p: ABFEN= | g stop,ckFm ML 1),

n—1
pitt (Y pm+’)(1f12> :
=0
).

?
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j=k+m+n+1: Theperhapsstill not scheduledspy S mustnow finally be exe-
cutedandwe getfinally:

q)k+m+n+l =

- {..,
{{p:stop|| q : stop,cft™ L f1),
pitmEn L p g )
((p:stop|l q : stop, ™+ Ly 1)
pitTt L pm g,y

({p:stop|| q:stop, St L f1),

prtmn. ((Z P g + (1 - pm))> :

=0
({p:stop|lq: stop T L ),

k+m+n i Z pm+l qq2>
-}

i(p stop|| ¢ : stop, ™ L ),
n—1
i (O P e+ p™ e + (1 —p’“))> ,
<<p :stop|| g : ;tgp, cf""m"'m L f2> ,
n—1
pitm (Yo ™ +pm+”)qz> :
=0

By

Corollary 1 With thehypothesi®f Proposition3 thefollowing holdsfor all i:
P = r; + r%.

Proof

The original probability of d; in the obsenablesfor A is pf+m+" = p;. Moreover,
sinceqg, = 1 — ¢; andby Equationl we have that:

n—1
ri+ri = piclalg Y P +p™) +
=0
n—1
+1—p™ +qa(g Yy p™t +p™)]
=0
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n—1

— pi[l _pm +gq me-i-l +pm+n]
=0

— pi[l _ pm + pm _ pm+n +pm+n]
= Pi-
O

For the generalcase wherethereis morethanone pathleadingto the samecon-
straintd; in theobsenablesO(A4) the probabilitiesr; andr? aregivenby

1 _ 1 2 _ 2
r; = E r;, andr; = E T
k k

wherethe sumis over all computationapathsr;, € Comp(A) leadingto ¢;, andr},
andr?, aretheprobabilitiesof d; LI f; andd; LI f» via pathm;y,. Obviouslyp; = r} +r7
holdsin thegenerakasetoo.

5.3 Limit Analysis

Startingfrom theformulas

n;—1
=0
and
n;—1

ri = pi-ga(q( Y pE 4 pm)
=0

considerthedifference

g
Iri =ril=pilg- D™ o — gl + (L p™)].
=0

Thisdifferenceis maximalwhen|g; — g2 is maximal,namelywhen|q; — g=2| tends
to 1. Thereforethe “best” spy is obtainedby letting ¢; tendto 0 andg-» tendto 1, or
vice-versa.

In thecasey; goesto 0 andg, approache$ we obtainthefollowing limit formulas
for r} andr?:

Tzl =pi- (1 _pmi)a
and
n;g
v} =pi(g- Y pm T Hp™).
1=0

By theequation( 1) (sinceq = 1 — p) we getfor r? thefollowing formula:

2 N ;

Ty =DPi"D
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For the casewhereg; tendsto 1 andgs goesto 0 we get
r% =1 andrf = 0.

As aresulta spy S with a limit choicedistribution effectively countsonly the
numberof stepsn; betweerr; andc, alongeachpathr;. Ther;sarethenindependent
of then; stepdill theendof thecomputation.

5.4 Propertiesof aSpy S

An agentS is a spy for two agentsA and B if andonly if theobsenablesO(p : A ||
q : S) aredifferentfrom O(p : B || ¢ : S). Thediscussiorin Section5.2 providesus
with a usefulcriterionto decidewhetheranagentin S» is aspy for A andB.

Proposition4 GivenanagentS € S» of theform
S =ask(c1) — ¢ : tell(f1) [] ask(ca) — g2 : tell(f2),

andtwo agentsA and B with identical probabilisticinput/outputobservable€)(A4) =
O(B), thenS is a spyfor A and B if there existsa constaint ¢; suc that

1. {¢j,p;) € O(A) = O(B),
2. Cj Fep andcj F e,
3. 7j(A) #ri(B).

Note that the last conditionis equivalentto r;‘-’ (A) # r? (B) aswe always have
(A) +r3(A) = p; = r;(B) + r3(B). For thesamereasorwe alsohave: |r} (A) —
(B)| = Ir}(4) —r3(B)|.

The valuesof r} and sz dependon what schedulingbetweenA or B and S we
have chosenj.e. onthe concretevaluesof p andq. But aswe canseefrom the closed
expressiondor r} andr?, if ri(A) # rj(B) for oneschedulinghenthisis true also
for ary other(non-trivial) scheduling Thefollowing holdstherefore:

1
"
Tj

Corollary 2 AnagentS is a spyfor A and B independentlypf the schedulingproba-
bilities, aslongas0 < p < 1.

5.5 EffectivenessfaSpy S

Thenumbere in Definition 5 measurefiowconfined4 and B are,or equivalentlyhow
effectivethe classS of spiesis. The effectivenes®sf asinglespy S, i.e. its ability to
distinguishbetweenthe two agentsA and B, is € suchthat A and B aree-confined
with respecto {S}. Theanalysisof A andB givesusa meansgo calculatehow large
eis.

Proposition5 LetS beaspyin Sz of theform

S =ask(cr) = q1 : tell(f1) [] ask(ca) — ¢z : tell(f2),
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andlet A and B be two agentswith identical probabilistic input/outputobservables
O(A) = O(B) = {{cj,p;)};- Theefectivenessf S is
e = max{|r}(4) -} (B)|} = max{[r}(4) —3(B)]}.
Clearly, the effectivenessof a spy is a function of the schedulingdistribution. In

otherwords,it is determinechot only by theintrinsic power of the spy but alsoby the
internaldesignof the hostsystem.

Example 9 We computethe effectivenes®sf the spyC for thetwo agentsA and B in
Example4. To this purpose we first computer¢ ,; andr¢ |, usingProposition3. The
notationr¢,,, (rd,,) is thesameasrjl. (r?), whele we usethe constiaint in placeof its
index, the guad first entailedinsteadof 1, andtheguard last entailedinsteadof 2.

A: For theagent A we havetwo computationalpathsfrom store ¢rue to ¢ U d eath
with probability peiia,; = 3.

1. In the path true — ¢ — cU d, cistoldfirst,i.e. ¢; = ¢, ¢ = d. Since
my = 1 andn; = 0, weget:

1
Teudy = 5((0 +p'q + (1-p")
1
= 5(1 —p+pq1)
1 1
rtuay = 50490 = Spe.

We knowthat for thespyC', g1 = 2 andgo = 3. Assuminghe uniform
schedulingp = g = % wefinally get:

Fuan =50 =5 +33) =
and
¢ 111 1
feud1 3337 12
2. In pathtrue — d — c U d, asd is told befole ¢ wehavethatc; = d and
¢ = ¢. Sincem; = 1 andn; = 0, weget:

1
Tgud,z = 5((0 +p' g + (1 —ph))
1
= 5(1 —p+Dpg2)
1 1
ruge = 0+ )a = =pa,
2 2
andfinally:
3 1(1 1 N 1 1) 4
Tewd2 = 5075 T53) = 15
and



Summingip overthetwo paths,wegettheprobabilitiesfor cLidLie andcLdL! f:

. 5 2 71 g 1 4 5
TR T TR S TR TR v

B: Here wehaveonly onepath: true — ¢ LU d where ¢ andd appearsimultaneously
in thefinal store, i.e. m = n = 0 andp.q4 = 1. Theefore,

rian = ((04+p")a + (1 -p%)
O+ +(1-1)=q
O+ =0+ 1)g =2

d

Teud,1
For ¢; and ¢, as the choice distribution in C' and the uniform schedulingwe
obtainthe probabilities

2 d
Teud = 3 andre g = 3
We can now computethe effectiveness of the spy C' with respectio the scheduling
1 .
p=q= 2 as:

e = [ripa(A) —riua(B)| = |ri.(A) — i . (B)|
I R VT N T
12 12" '12 12' " 127

Thisalsoshavsthat A andB are ;5 -confinedwith respecto S = {C} andp = 1.

5.6 The Most Effective Spy

The limit analysisin Section5.3 shows that the most effective spy for a fixed pair
of guards(ci, ¢2) is obtainedby consideringa choicedistribution wheregq; is very
closeto 0 andgs is very closeto 1 or vice versa.In otherwordsthe “best” spy is the
onewherethe probabilitiesare at the extremeopposite. Note that the numbere we
calculatefor thebestspy mayvary dependingn the schedulingprobabilities.In other
words,althoughthe actualmeasuref the effectivenescanbe different,it will always
be maximalcomparedo the otherspiesin the sameclass.

Example 10 Using the limit analysiswe now showthat C' is not the mosteffective
spyfor theagents A and B in Example4. Clearly, the mosteffectivespy musthave
the sameguards ¢ and d as C, sinceno other intermediateconstaints exist for A
(and B). In order to determinethe bestspy we therefore only needto fix ¢ = 0
and ¢, = 1. Assumingagain the uniform schedulingp = ¢ = % we now calculate
the correspondinge. To this purpose we considerthe expressionsfor r} andr? in
Sectionb.3.

A: For agent A andits two computationapathswe get
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1. For thefirstpathwith ¢; = ¢, ¢; = d andm; = 1 weget:

1 1 1 1
raar = Fl-p=50-9)=7
d 1 1
TCLId,l = ip: Z

2. For thesecondpathwith ¢y = d, ¢ = candm; = 1 weget:

1

=

d
Tcl_ld,Z -

0

N =N =

Tgud,z
Summingup we getthe extremeprobabilitiesfor ¢ Lid Ll e ande LI d U f:

+

DN | =
i

1 1
Tena= 7 +0= 1 and Tgudz 1
B: We haveonlyonepathwith ¢; = ¢, ¢ = d andmy = 0. Thus:

Tgud,1 = 11-1)=0

Tgud,1 = 1-1=1

Thedifference|re ,(4) — ré ,(B)| or equivalentlyjrd ,(A) — rd ,(B)| givesusthe
largeste for A and B andanyspyin Ss:

e = |roua(4) —reua(B)]
1
= lZ - 0]
_ 1
= 7

We cantherefore concludethat A and B are %-confinedwith respecto all agentsin
S» (thusC wasnotthe mosteffectivespy).

6 Analysis: Abstract Semantics

Theuseof anexact(collecting)semanticsnakesthe analysispresentedh theprevious
sectiongrecise:no approximationis introducedn the calculationof e.

We introduceherea semanticsvhichis moreabstracthanthe collectingsemantics
but still allows for a usefulthoughapproximatedanalysis.We associate¢o eachagent
asetof tuples.Eachtuple (¢, d, t, p) consistf two constraints: andd, atime stamp
t anda probability p. It represents transitionfrom a storec’ to stored, which takes
placeatstept (atthe earliestin a particularpath)with probability p, providedthatthe
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[stop] = 0

[tell(c)] = {(true,c,1,1)}

i, ask(ei) = pi: Al = @y(pirci, [Ai])

M7 @i = Ail = ©,alAd

[3-4] = [4]

[p(z)] = VO([A]) for p(x): —A€eP

Table5: TheAnalysisfor PCCPAgents

currentstorec’ entailsc. Thetime stampt is interpretedasa stepcounterandwill be
usedto extractinformationaboutthe numberm of theprevioussection.

The choiceagentis modelledby the union of all tuplesin the semanticof sub-
agentsA; wherethefirst constraintentailstheguardandthetimeis increasedy 1.

D [4]) =
= U{<Ci|—|caci|—|dat+1api'p) | <C,d,t,p) e[[Az]]}

Theparallelagent||™; A; is interpretedoy the setof all possibleinterleasings of
theconstituenagents Giventwo setsof tuplesX andY’, theoperation® is definedas
follows:

XoY = Uremm T} UP | P € (X\min(X)) 1 7) © YJU
Urcminry{T}UP | P € X2 @ (¥ \min(Y)) 1 7}

where

Xl ey {{cUe,dUe,t+1,p) | {c,d,t,p) € X}

Y. o = {(cUe,dUe,t+1,p)|{c,d,t,p) €Y}

X 1 {c,d,t,p) = {{,d,t,p)|{,d,tp)eXAdF At >t}

The min function returnsa setof tuplesthat have the smallesttime stamp(this might
not be a singletonbecausef the choiceoperator). The generalisatiorof ® to more
thantwo agentds straightforvard.

We usethe operatorV®" to approximatethe semanticsof a procedurecall by
“unwinding” it until the probability of a further continuationgetssmallerthané or
until we reacha maximalrecursiondepthn. The unwindingis definedin Table6: We
startby atrivial approximationvg’” andcontinueby replacingthe procedurecall p in
theterm A by the previousapproximation— denotedy [A][p — Vf’"([[A]])] — until
thedifferencebetweerthe currentandpreviousapproximatiorbecomesmallenough
(lessor equalto ) or we reachthe maximalrecursiondepthn. In this casewe take
an approximationv%™ in placeof further unwindings. The differencebetweentwo
approximationss the differenceof the two setsof tuplesseenasvectordistributions
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Vor(AD) = {(true, true,1,1)}

([ [Allp — V™ ([A])]
if |[[Al[p —~ V3™ ([AD] — Vi™([AD] > & andi < n,
VI ([AD
if [[Allp — V3" ([AD] — V2™ ([ADI < & andi < n,
V& ([AD)
otherwise

Vi’n(llA]]) U UcEC\Vi’" ([[A]]){(ca ¢, 00, 0>}

AT ()

v ([AD

Table6: Unwindinga ProcedureCall

{{{c,d, t),p)}. Thefinal approximatiorof a procedurecall is thengivenas:
Vor([A]) = lim V" ([A])

which is effectively always reachedafter a finite numberof unwindings. This can
leadto a substantiabver-approximationof ¢ for recursie agents.The operatorvo»
is the quantitatie analogueof a wideningoperatorin the standardapproacheso ab-
stractinterpretation[5]; whilst the standarddefinition of a wideninginvolves over
approximation(of an upperbound),in the quantitatve settingwe settlefor “close-
ness”.We useC\V%™([A]) to denotethe setof constraintstoresthatdo not appeaiin
v ([AD.

6.1 Abstract Security Analysis

Giventhe setof quadruplesgssociatedvith anagentwe canextractthe setof abstract
pathsof executionstartingfrom somegivenconstraintstoree:

Paths.([A]) = {qo - - - ¢n|
V1<i<mn.g € {{cUedUe,t,p)|{cd,t,p)e[A]} A
g = (e,e,0,1) Ady, Fcgyy A
(tqi+1 >tg, Votgy, =ty = o) A
Vi< 0.q; # <clh'+1 ) dqz'+1 3 lgiv1>Paiga >}
whereg; = <Clh' s dg;s tg; 7p4i> :
Sincethe analysisof choicedoesnot normalisethe associategrobabilities,the
probabilitiesin Paths.([A]) maybesmallerthanin the concretesemantics.
Givenapatho € Paths.([A]) with cfirstentailedn g,; and¢’ firstentailedin g,

thedifferencet,,, —t,,, definesthe (abstracthumberof stepsm, betweerthe store
entailingc andthestorec’ in patho, while B, whichis theproductof theprobabilities,
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is the abstractprobability associatedo o. If eitherof thetime stampss oo, thenthe
differencebetweertimes(i.e. theabstrachumberof steps)s takento be co. For each
pair of constraints:;; andcs, theabstractinalysisof agentA4 givesusthe set:

Ajler,0) = U {®.m)}
o€ Paths. ([A])
6.2 Correctnessf the Analysis

In orderto statethe correctnes®f the analysis,we needto defineconcretecomputa-
tion paths. We usethe following definition (note that we are only consideringfinite
computations):

Paths.(A) = {((4A,e),1)Q|
Q€ U((A',e’),p)eG(((A’e>,1>)p-PathSel (AHA
A # stop}
U
{{(stop,e), 1) | A = stop}

By analogywith the previous section,for eachpair of constraintse; andc,y, we

define:
Aseve) = | {emn}.

w€ Paths.(A)

Giventhesedefinitionswe canstatethe correctnessf theanalysis.

Proposition 6
Vei, ez,e.(¥ (p,m) € A (cr, c2).
(3(p,m) € Aylc1,¢2).p<p A W >m))

Proof
Proofis by inductionover the lengthof thelongestpathsin Paths.(A). We illustrate
justthreecases:

A =tell(c¢) : Theonly concretepathis
{(tell(c),e), 1) {{stop,c Ll e), 1)
andthereis acorrespondingbstracpath:
(e,e,0,1) {e,clie, 1,1)
from which theresultfollows.
A=q: A | g2 : Az : Firstwe notethat

Paths.(A) = {({(4,e),1)Q |
Q € p1Gi Pathse, (q1 : A} || g2 : A2) U
quQPathSeQ (l]1 H Al || qz AI2)}
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where
<A17 6) _>;D1 (Alla 61) and <A27 6) _>P2 <A127 62)

It followsthat

A% (er,e2) =
pldlAi;l/l||A2 (c1,c2) UpzquffIHAé_(Cl, c2)
if et/ ¢
{tp,m+1) | (p,m) € PIQIAifllnAz (c1,¢2) Up2§2Af;121||A12 (c1,¢2)}
otherwise

Now if e I/ ¢; the resultfollows from the Induction Hypothesis(twice) and
thefactthatthe abstracsemanticgloesnot normalisethe probabilities— unnor
malisedprobabilitiesarealwayssmallerthanthe normalisedversions.

Now supposéhate - ¢;. Notethat

@1[A1] © g2[A2] =
UreminaH{amt U P | P € ([Ai]\min([A1])) 1 7) © [A2]7}U
Uremin(as) @t U P | P € [Ai]} © (([A2]\min([A2])) 1 7}

andthus

Paths.([A]) =
{(6,6,0, 1) <€,€1, 1;171(11) Pl | Pl € Pathsfh(l[ql : All || q2 : AQ]])I

U
{(6,6,0, 1) <€,€2, 1;172112) P2 | P2 € Pa'thsez(l[ql : Al || q2 AI2]])I}

andtheresultfollows.

A = p(z) : Thisresultfollowsfromasimilaranalysigo thepreviouscase Thewiden-
ing operatorV introducesomeadditionalsubtlety If bothc; andc. areentailed
within the first n un-foldingsof the recursion the estimateof 7 will be finite
andanover-approximatiorof m (which follows from theInductionHypothesis).
Otherwise,m will be co andp will be zero. Thesevaluestrivially satisfythe
proposition.

O

7 Conclusionsand RelatedWork

We introduceda quantitativemeasue describingthe vulnerability of a setof agents
againssomekind of attacksaimedatrevealingtheiridentity. Basednthismeasureve
thendefinedthe notion of -confinement.This notion differsfrom strict confinement
— which aimsin determiningif agentsareabsolutelyinvulnerable— by allowing for
someexactly quantifiedweaknessesThe confinemenineasurecanbe interpretedn
statisticaltermsasthe probability of guessinghe right hypothesisaboutthe identity
of the hostagentafter a given numberof tests. For a smallere a larger numberof
experimentamustbe performedio reachthe sameevel of confidence.
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In a secondstepwe identifiedfor eachagentandan admissiblespy two numbers,
m andn, which forecastthe obsenablesof the agentin the presencef thespy. The
collection of all m’'s andn’s characterisesn agentwith respectto attacksby arny
admissiblespy. We shawved thatfor the mosteffective attaclersthe collectionof m’s
aloneis sufiicient to determinethe correspondingobsenables. The information on
them’s is thereforeall we needto know of a setof agentsin orderto computetheir
e-confinement.

Finally, we obseredthatif we areableto determinesomerangefor the m’'s —
insteadof their exactvalues— we canstill computethe rangeof possibleobsenables
andcomparehemto getacorrectapproximatiorof thee. Following this agumentwe
formulatedan abstractsemanticavhich producesestimates— i.e. bounds— of the
m's.

It is importantto notethatthis abstractanalysisonly makessenseor the approx-
imate confinemennotion. If we hadto considerstrict confinement—i.e. ¢ = 0 —
ary non-eactestimationof them’s would fail to give a meaningfulresult: only if we
know them’s exactly canwetell if e = 0 ore # 0.

In our recentwork we have extendedthe approaclpresentedn this paperto gen-
eral probabilisticprocessalgebras. In particular we have concentratedn a simple
probabilisticprocessalculus,namelyPCCS[19], basedn Milner's SCCS[25]. Like
PCCRthis calculusis basedon a generatie model[36]. Sucha model,wherenonde-
terminismis completelyreplacedby probabilisticchoices,is the appropriatebasefor
investigatingour notion of approximationwhich requiresa purely statisticalmodel.

Thenotionof e-confinementve introducedrequiresthatthe behaiour of anagent
is describedby someobject— i.e. obsenables— andthatwe have away to measure
the similarity of suchobjects.A similarity relationprovidesinformationaboutsucha
quantity whereagquivalencerelationssuchasobsenationalequivalenceor bisimilar
ity canonly establistwhethertwo objectscanbeidentifiedor not. For example,in [22]
thesecurityof cryptographigrotocolsis specifiedvia anobsenationalequivalencere-
lation which identifiesprotocolswhich differ asymptoticallyfor a polynomialfactor
Sucha quantityis neverthelesseitherusedto quantify the similarity of the protocols
norto calculatea correspondingpproximatiorievel of theprotocolssecurityproperty
Analogouslythebisimulationthroughprobabilistictestingof LarsenandSkou [21] al-
lows to statetheindistinguishabilityof two processewith respecto so-calledestable
properties.Thesearepropertieghatcanbetestedup to a givenlevel § of significance
which givesan upperboundof makingthe wrong decision. Again sucha quantityis
not intendedto provide a quantitatve measureof the behaioural differencebetween
two processes.

The quantity measuringhe similarity of two objectscould be formalisedmathe-
maticallyby anorm,ametric,or someotherappropriatenotionof distancedepending
onthe domainof objectsusedto describethe behaiour of programs.n this paperwe
concentratean the probabilisticinput/outputobsenablesof PCCPprogramswhich
canbe describedby probability distributions on the underlyingspaceof constraints,
andwe useda vectornormto measureheir similarity. In [35] van BreugelandWor-
rell considerinsteadderivationtreestogethemwith a pseudo-metrito achiesze a similar
wealeningof the conceptof behaioural equivalenceof concurrentprocessesThere
is alsoa considerabldody of work thatconcerngjuantificationof processehaiour.
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The mostcloselyrelatedis the work of Desharnaist al [18]. They study Labelled
Markov Processefl MP) from a domain-theoretipoint of view. They establishthat
guantitatve obsenationsof a continuous-stateMP canbe approximatedy obsena-
tionsonfinite-stateMarkov chains.They specifytheapproximatiorby two parameters:
n — the numberof successie transitionspossiblefrom the startstate— ande — aratio-
nal numberthat measureshe accurag with which the transitionprobabilitiesin the
approximatiorreflectthe transitionprobabilitiesof the original processThis measure
is closelyrelatedto our € but is usedin aratherdifferentway; thereis no discussion
aboutapplicationsto securityin the cited paper We shouldalsomentionthe work of
Gavin Lowe [23] and AlessandroAldini [1]. The former takesa ratherdifferentap-
proachto quantifyinginformationflow; Lowe givesa formal definitionof the capacity
of covert channeldy measuringhe numberof differentHigh behaioursthatcanbe
obsenedby alLow obsenrer. Thework is basedn CSPandtestingequivalence Aldini
extendsFocardi's andGorrieri's seminalwork on the classificatiorof securityproper
ties [12] with probabilities. He proposegprobabilisticversionsof bisimulation-based
non-interferenc@ropertiesdentifiedby Focardiand Gorrieri. The work doesnot in-
corporateary notionof approximatiorbut this might be aninterestingfuture develop-
ment. Finally we mentionthework of Leo Marcus[24], which takesa model-theoretic
view of dependencandindependenceelationsin computersecurity Thiswork is ex-
pressedn abstractermsfor somegivencomputationatheory Our approachs rather
more concrete the staticanalysistakesparticularnote of the algorithmic structureof
thecomputationandit remainsachallengdor usto understandhepreciserelationship
with Marcus’work.

Thetype of attackswe consideredn this paperareinternal attadks wherethe at-
tackerisin somesensepartof theobsenedsystem:in particularit is scheduledik eany
otheragent.In anothercontext one might be interestedn external attadks wherethe
attacleris only allowedto obserethesystenfrom theoutsideandis thusscheduledn
adifferentway, or onemight imposeotherrestrictionson the way a spy may obsene
theagentdn question.lt is obviousthatfor differenttypesof attackswe needdifferent
typesof quantitatve informationfor our analysis.For externalattacks for example,a
usefulinformationis the averagestoreof anagentin somespecifiednumberof steps
(theobsenationtime) [8].
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