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Abstract

Information flow security in a multilevel system aims at qareieeing that no high
level information is revealed to low level users, even inghesence of any possible
malicious process. This requirement could be stronger tiearssary when some
knowledge about the environment (context) in which the pssds going to run is
available. To relax this requirement we introduce the motibsecure contexts for
a class of processed his notion is parametric with respect to both the obséraat
equivalence and the operation used to characterize thesi@inliew of a process.
As observation equivalence we consider the cases of weakétion and trace
equivalence. We describe how to build secure contexts sethases and we show
that two well-known security properties, namBNDC andNDC, are just special
instances of our general notion.
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astratta e model checking per la verifica di sistemi embédded
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1 Introduction

The problem of protecting data in a multilevel system is ohthe relevant issues in
computer securitynformation flow security propertiggave been proposed as a means
to ensure confidentiality of classified information. Thesgperties impose constraints
on information flow among different groups of entities witifferent security levels.
Often only two groups are considered and are labelled wétséturity leveligh (H)
andlow (L). The condition is that no information should flow frdto L.

An early attempt to formalize the absence of information fleas the concept of
noninterferencgroposed in the seminal paper by Goguen and Meseguer [1tli- In
itively, to establish that information does not flow from hitp low it is sufficient to
establish that high behavior has no effect on what low lesetsican observe, i.e., the
low level view of the system is independent of high behawmminterference has been
further developed in different settings such as programgrgnguages [38, 36, 35, 3],
trace models [20, 21], process calculi [30, 28, 33, 8, 6, irjbabilistic models [2, 7],
timed models [13], cryptographic protocols [1, 9, 4].

Noninterference aims at characterizing the complete aesehany information
flow or, indeed stronger, the absence of any causal flow. Asadjrnoticed by many
authors [29, 26, 27, 33, 16] this is too strong for practigalecations. For instance,
when two high level users communicate through an encrygtadrel, a low level user
may only know that a communication occurred. In this caseetliee a causal flow
but not a (significant) information flow. More generally, teare situations referred
to asdowngrading in which trusted entities are permitted to move informatitom
high to low. Thus the policy requirements may admit restdétontrolled information
flows. Sometimes it is more a question of functionality. Alog® noninterference can
hardly ever be achieved in real systems. In realistic stnathigh level input interferes
with low level output all the time [32]. Typically strict namerference simply is not
feasible due to clashes of resource which it demands. Cenaidimple device that
allows information flow from low to high but not from high too Such a device is
feasible from a theoretical point of view only, in practiaare causal flow from high
to low is necessary to regulate the flow from low to high anddbaoffer overflow.

To deal with restricted/controlled information flows thetioa of intransitive non-
interferencehas been introduced (see [29, 26]). Flows from the high levaltrusted
part and flows from the trusted part to the low level are adibiissince the trusted part
takes care of controlling them, while a direct flow from highHdw is not allowed.

Total noninterference could be stronger than necessasydisn some knowledge
about the environment (context) in which the process isgtrrun is available. The
following example illustrates one such situation. Consiglgorocess representing a
client of a bank using his card in an Automatic Teller Mach(A€M) to take money
from his account. When the card is inserted in the ATM the aafdbe card is read,
then the client can write his PIN code, and if the PIN is carheccan ask for the money.
All the actions involved concern the exchange of confidé(igh level) information
between the client and the bank. carrect ATM should read the codes, and if they
are correct, it should give the money to the client. Sincéhalldata are protected, no
(high) information is revealed to an external observer;deeme can assume that the
ATM context is secure for the client. Imagine now that a metiaince engineer puts



a laptop inside the ATM. The laptop records all the card numbead the PINs of the
ATM's users. We can also imagine that once the confidenti@ dave been captured
the laptop send them to the bank so that the client receieemtimey and does not
suspect the fraud. Clearly, this context is not secure ferctient. However, this does
not mean that we give up using cards and ATMs. We just want ®ubeto use them
in secure contexts.

In this paper we introduce the notion sécure contexts for a class of processes
to generalize noninterference to manage the cases iledtabove. The notion of
secure contexts for a class of processes is parametric @gdffect to both an observa-
tion equivalence relation and an operation used to chaizetihe low level view of a
process. We consider instances with weak bisimulation@ne equivalence as obser-
vation equivalence. We show how to build secure contextgaode that the security
properties known aBNDCandNDC (see [8]) are just special instances of our general
security notion.

The paper is organized as follows. In Section 2 we recall & I8nguage and its
semantics, and we introduce contexts as particular SPAesgjams. Secure contexts
for a class of processes are introduced in Section 3. Theyllas&rated by means
of examples. In Sections 4 and 5 we study two instances of enemgl definition
through weak bisimulation and trace equivalence, resgedgtiln Section 6 we discuss
some related works and show how downgrading can be modelletelans of secure
contexts. Finally, in Section 7 we draw some conclusions.

2 Basic Notions

The Security Process Algeb(&PA) [8] is a variation of Milner's CCS [23], where the
set of visible actions is partitioned into high level acg@nd low level ones in order to
specify multilevel systems. SPA syntax is based on the sdeneemts as CCS, i.e.: a
setz of visibleactions such that =1UO wherel = {a,b,...} is a set oinputactions
andO = {a,b, ...} is a set ofoutputactions; a special actionwhich models internal
computations, not visible outside the system; a complefusction-: 2 — £, such
thata= a, forallac 2. Act= £ U {1} is the set of alactions Function-is extended
to Act by definingt = 1. The set of visible actions is partitioned into two séfsand
L, of high and low actions such thet = H andL = L. The syntax of SPAermsis
defined as follows:

Tu=0|Z|aT|T+T|T|T|T\Vv|T[f]|recZT

whereZ is a variablea € Act, v C £, f : Act— Actis a renaming function such that
f(a) =f(a), f(1)= 1, f(H) CHU{1}, andf(L) C LU{T}.

We apply the standard notions fsée and bound (occurrences of) variables in a
SPA term. More precisely, all the occurrences of the vagidhh recZT arebound
while Z is freein a termT if there is an occurrence @ in T which is not bound.

Definition 2.1. A SPA procesds a SPA term without free variables. We denotezby
the set of all SPA processes, ranged oveEb, ..., and byzy the set of all high level
processes, i.e., those constructed only using actionsgielg toH U {1}.



The operational semantics of SPA processes is given in tgrhabelled Transition
SysteméL TS, for short). In particular, the LT8, Act, —), whose states are processes,
is defined by structural induction as the least relation ggted by the axioms and infe-
rence rules reported in Table 1, wheris an action ofAct, while | belongs tac.

Intuitively, O is the empty process that does nothirgE is a process that can
perform an actiora and then behaves &5 E; + E, represents the nondeterministic
choice between the two proces$gsandEp; E;|E; is the parallel composition d&;
and Ep, where executions are interleaved, possibly synchronimedomplementary
input/output actions, producing the silent actiore \ vis a proces& prevented from
performing actions irv 1; E[f] is the proces& whose actions are renamei the
relabelling functiorf; recZT|[Z] is the recursive term which can perform all the actions
of the term obtained by substitutingcZ T [Z] to the place-holde£ in the contexT [Z].

To define security properties it is also useful to introduehiding operator,/, of
CSP which can be defined as a relabelling as follows: for angdegv C 2, E/v =
E[fy] wheref,(a) = aif a¢ vandf,(a) =T if a€ v. In practice E /v turns all actions
in vinto internalt’s.

A SPA term with free variables can be seen as an environmémtaeies (the free
occurrences of its variables) in which other SPA terms cainberted. The result
of this substitution is still a SPA term, which could be a @s& For instance, in
the termh.0|(¢.X 4 1.0) we can replace the variablewith the proces$.0 obtaining
the proces#.0|(¢.h.0+1.0); or we can replacX by the terma.Y obtaining the term
h.0|(¢.a.Y +1.0). When we consider a SPA term as an environment we cediritext

Definition 2.2. A SPA context ranged over b, D, ..., is a SPA term in which free
variables may occur.

We can also consider a context as a derived $BAstructor In fact it can be
used to build SPA terms from sets of SPA terms. Its arity isiheined by the number
of its free variables. For instanc€X can be seen as a constructor of arity 1 which
transforms any proces&sinto the parallel composition with itselE |E.

Given a contexC, we use the notatio€[Ys,...,Ys] to stress the fact that we
are interested only in the free occurrences of the variaflgs.,Y, in C. The term
C[T1,...,Tn] is obtained fromC[Y1,...,Ys] by replacing all the free occurrences of
Y1,...,Yn with the termsTy, ..., Ty, respectively. For instance, we can wigX] =
h.0|(¢.X +1.0) or D[X] = (¢.X +1.0)]Y or C'[X] = Y|h.0. Hence, the notatio@[h.0]
stands foh.0|(¢.h.0+ 1.0), while D[h.0] = (¢.h.0+1.0)|Y andC'[h.0] = Y|h.0. Note
that the notatioi€[Ys, ..., Ys] implies neither that all the variablé&s, ..., Y, occur free
in the context nor that they include all the variables odagrfree in the context. Note
also that ifW is a variable not occurring inecZC[Z] and we replace all the occur-
rences o in recZC[Z] by W we obtain the processecW.C[W] (a-conversion) which
is semantically equivalent trecZC[Z]. Nevertheless, the two termmecZC[Z] and
recW.C[W] represents two different contexts (e.g.Ci= a.Z + b.W thenrecZC[Z]
andrecW.C|W] denote different terms).

The concept obbservation equivalends used to establish equalities among pro-
cesses and it is based on the idea that two systems have thesesamantics if and only

INote that in CCS the operatgmrequires that the actions &f\ v do not belong tavU V.



if they cannot be distinguished by an external observers &hobtained by defining
an equivalence relation ovar equating two processes when they are indistinguish-
able. In this paper we consider the relations namedk bisimulation~g, andtrace
equivalencexr.

Let us first introduce the following auxiliary notations.tl& a; - - -a, € Act* and
EA ... 3E then we writeE -5 E’ and we say that’ is reachablefrom E. We also
write E == E' if E(5)* 3 (5)"---(5)* 3 (5)"E’ where()* denotes a (possibly
empty) sequence af labelled transitions. If € Act’, thenf € * is the sequence
gained by deleting all occurrencesofromt. As a ConsequencE,:a> E’ stands for
E=% E'if ac £, and forE(-)*E’ if a= T (note that== requires at least one
labelled transition while== means zero or morelabelled transitions).

Theweak bisimulatiomelation [23] equates two processes if they are able to mu-

tually simulate their behavior step by step. Weak bisimiatatioes not care about
internalt actions.

Definition 2.3 (Weak Bisimulation). A binary relation® C £ x £ over processes is
aweak bisimulationf (E,F) € ® implies, for alla € Act,

o if E-3 E/, then there exists' such thaF =2 F’ and(E',F') e % ;

o if F 3 F/, then there exist&’ such thaE =% E’ and(E',F') € %..

Two processeg,F € £ areweakly bisimilar denoted byE ~g F, if there exists a
weak bisimulatiorg. containing the paifE,F).

The relationsp is the largest weak bisimulation and it is an equivalencaticat.
Thetrace equivalenceelation equates two processes if they have the same sets of
traces, again, without considering thactions.

Definition 2.4 (Trace Equivalence).For any procesg € £ the set of trace3r(E)
associated witlt is defined as follows

Tr(E) = {te £*|IE'E = E'}.
Two processeg, F € £ aretrace equivalentdenoted bye ~t F, if Tr(E) = Tr(F).

Trace equivalence is less demanding than weak bisimulatience if two pro-
cesses are weakly bisimilar, then they are also trace dquiva
Following [23] we extend binary relations on processes ttexts as follows.

Definition 2.5 (Relations on Contexts).Let £ be a binary relation over processes,
i.e., a subset o x £. LetC andD be two contexts andYi,...,Ys} be a set of
variables which include all the free variables®andD. We say thaC % D if for all
set of processefE, . .., Eq} it holds

C[Ela"'aEn] R D[Ela"'aEn]'



In the case of weak bisimulation, applying the above definitve have that two
contexts are weakly bisimilar if all the processes obtaibgdhstantiating their vari-
ables are pair-wise bisimilar. For instance, using our timmathe context€[X] =
aX+1Y andD[X] =at1.X +1.Y are weakly bisimilar since for alf,F € £ it holds
a.E+1.F ~ga.1.E+1.F. Notice that not all the free variables@fandD were explicit
in the notatiorC[X] andD[X]. However, Definition 2.5 requires the instantiation of all
their free variables.

3 Secure Contexts

In this section we extend the concept of noninterferencenbrpducing a general no-
tion of secure contexts for a class of processéke idea is that a context represents
the environment interacting with processes during thedcakion. For instance, in Fig-
ure 1 on the left we represent a database DB, containing lostfidential and public
information and running in a context which comprises a filevajan horses and in-
terfaces allowing the users to interact with the databake.s€curity notion we intend
to capture aims at ensuring that the interaction betweeodhtext and the database is
transparent with respect to the high level information @ level users. This means
that low level users cannot distinguish between the whadtesy (on the left of Figure
1) and the system where the database contains only low leéeehiation (on the right
in Figure 1). As an immediate consequence we have that nodemtifal information
of the database is revealed to the low level observers. Meresince the low level
database cannot interact with high level users throughtteefaces in the context, as
a side effect we get that also the high level information aim&d in the context is not
revealed.

The notion ofsecure contexts for a class of procegsessented below is parametric
with respect to an operation used to characterize the low level behavigr, of a
proces<E, and an observation equivalensaised to equate two processes. We denote
by ~ the relation~ on the low level views of processes, i.E.;v F stands folg, ~ F.

Definition 3.1 (Secure Contexts for a Class of Processed)et ~ and-| be an ob-
servation equivalence relation and an operation on presessspectively. Lat be a
class of contextsp be a class of processes, adbe a variable. The clagsis secure
for the classp with respect to the variable X

for all C[X] € ¢ and for allE € 2, C[E] ~| C[E].

In this definition the variabl&X is used to determine the “holes” @ which are
intended to be filled in b¥E. Recall thatX might not occur free il€. In this caseC is
trivially secure (by reflexivity oi~). Moreover, inC there can be other free variables
different fromX. In this case we have to apply Definition 2.5 and instantiag¢edther
free variables in all the possible ways.

ExXAMPLE 3.2. Let~ and-| be an observation equivalence relation and an operation
on processes, respectively. let= {E} andc = {¢.X+£.Y +h.Y}, with £ € L and

h e H. To prove that is secure fore with respect to the variabl we have to prove
that for allF € £ itholds¢.E+¢.F +h.F ~ £.E; +¢.F +h.F. Similarly, to prove that



is secure forr with respect to the variabM¥we have to prove that for ail € £ it holds
L.F+/{E+hE ~| (.F+(.E +h.E. The clasy is trivially secure forr with respect
to the variablez, since for allF,G € £ it holds that/.F + .G+ h.G ~| /.F + £.G+h.G.

In the rest of this paper when we say thatis secure forr we are implicitly
referring to the variabl&.

The intended meaning of our security definition is that a level observer cannot
distinguish the interactions between a prodeéss® and a context € ¢ from the in-
teractions between the low level viday of E andC. If, accordingly with our intuition,
E, represents the low level behavior Bfthen our definition is clearly in the spirit of
the noninterferenceschema proposed in [11]. In the literature the low level vidw
a process is usually modelled using eithestriction or hiding of high level actions.
The first case corresponds to disallowing any external symiration on high level
actions; the second case simulates the situation in whigioasible synchronizations
are performed.

Let us analyze the definition in the case in which only one @se@nd one context
are involved. The definition can be read from two points ofwiesecurity for the
process and security for the context. On the one hand, if &gb@ is secure for a
procesE, thenE can safely interact witle (security for the process), sin€eis not
able to reveal to the low level users any high level infororationtained irE. In fact,
itis revealed only the information that would be revealedhsyinteraction withg,. On
the other hand, if a contetis secure for a proce&s thenC can safely interact with
E (security for the context). In fack is able to reveal the same information which
could be revealed bf; that cannot interact with the high level actions@f In the
introduction we gave a first example fitting with the first aifon. Here we add two
more examples to explain the two points of view.

EXAMPLE 3.3 (SECURITY FOR THEPROCESSE$. Suppose thatWholesaledtd is a
wholesale company which does not sell its products dirgotthe final users but only
to the shopkeepers. Thus the price of its products can beaseenonfidential data that
only theWholesalels customers (shopkeepers) are allowed to know. On the btrat
the company advertises its products both to shopkeepayis lgnel) and to potential
(low level) users. Consider a Java aptedownloadable from the site &i/holesaler
Itd which should allow the shopkeepers to get confidentitd dke prices and the rest
of the world to get a product list with generic informationoaib the products. The
applet opens a window with two buttons: the first button aiéaread the product list,
while the second one allows to read the price list, providpdssword is inserted. Let
PWD_SHOPKEEPERbe the high level action representing the fact taas waiting for

a password from a shopkeeper before showing the price listad8ume that this is the
only protection for the confidential data in E. The apftetan be represented by the
following SPA process,

PWD_SHOPKEEPERPRICES+ PRODUCTS

Wholesalerdoes not want the applet to be executed on a machine (contexth
reveals some high level information (e.g., the price listhon authorized users. Let us
consider two possible contexts. L@t be the machine of the high level user in which



the password has been stored. TBegmran be represented by a term of the form

X|PWD_SHOPKEEPERO.

In this case high level information can be revealed: whemval&vel user interacts
with C4[E], he (she) can read the price list. HenCecannot be considered secure for
E. Another more involved context is, for instance, a maclipshared between high
and low level users such that only high level users (shopesgpan read the price list,
while low level ones can read the product list:

PWD_HIGH.(X|PWD_SHOPKEEPERO) + PWD_LOW.X.

In this case the flexibility of the context is obtained by ®plg C, into two non-
deterministic components: the first one manages the intterawith high level users
and has in memory the shopkeeper’s password; the secondtenacits with low level
users and does not provide any password. Note that if a hgh dser interacts with
C,[E] by inserting the passwomrlwD_HIGH, the FRICEScomponent becomes accessi-
ble to low level observers. This can be seen as the posgifilitthe high level user
to downgradgsee Section 6) the level of the information stored in theepfist. Intu-
itively, the proces& described here does not satisfy information flow securibppr-
ties such as noninterference [25]. However, whenever doadigg is a high level user
decision, it is reasonable to assume that the coligid secure foE.

EXAMPLE 3.4 (SECURITY FOR THECONTEXTS). Mr Earnerhas on his own machine
C some files containing the information about his investmeaté&would like to check
whether they are profitable and, if they are not, to have sarggestions about how
to change them. He installed on his machine a program whighlesto check on the
stock market through an Internet connection, reads histnvents files and performs
some computations to determine whether the investmentsrafigable or not. If the
investments are going bad, the program checks again ondbk starket, for better
opportunities. The second check on the stock market is rew@nded since it allows to
use the last quotations for computing suggestions (it ilepable not to use the cached
stock market’s quotations for this operation). ObviouglyEarnerdoes not want that
someone knows if his investments are good or not. The madfifr Earnercan be
in one of the following states:

X|GooD.0 or X|BAD.SUGGESTIONSO

which we assume to correctly represent the reality of hisstwments. In the first case
Mr Earnerinvestments are good and this fact can be revealed throwghigfh level
outputGOOD. In the second casér Earnerinvestments are bad, hence after the high
level output his machine is ready to have in input some suggesthrough the high
level input actionSUGGESTIONS Mr Earnerwants both contexts be secure with re-
spect to his investment program. Let us assumeMratarnerinvestments are good,
i.e., we consider the first contéxi_et E; be the following program

CHECK.(GOOD.0+ BAD.CHECK.SUGGESTIONS0),

2All the considerations which follow hold also for the secammhtext.



where the only low level action is the inpoHECK. By observing thaE; has checked a
second time on the stock marked, a low level observer coutbleeto deduce thailr
Earnels investments are bad. Hence, in this case the contextsepiagMr Earners
machine is not secure with respecBq

It is clear that in order to get a process such tatEarners machine is secure
with respect to it, @HECK action after thesoob one should be added. However, with
the process

CHECK.(GOOD.CHECK.0+ BAD.CHECK.SUGGESTIONSD)

the context is still not secure even if the only informationieh is revealed to the low
level user is that a high level action has been performeddiuwhich one. This is due
to the fact that our security property is based on classizainterference [11] and thus
it disallows any direct or indirect flow of confidential infoation. To allow restrict

information flow we need to opportunely redesign the proegsEor instance, in this
case it is sufficient to add the masking comporemtck.0. The resulting prograri,

CHECK.(GOOD.CHECK.0 + BAD.CHECK.SUGGESTIONSO+ CHECK.0)

is now secure according to our definition. Its behavior e¢hk case of military radio
transmissions. In order to avoid that someone knows wher soiormation has been
transmitted, every instants a message is sent. Only one of the messages cah&ains
real information.

Another possibility to allow restricted flows is that of dgsing E» by using down-
grading actions as described in Section 6.1.

Finally, if the market is “stable” and the elaboration of timformation in Mr
Earnelis file is “fast”, the following progranks can be used

CHECK.(GOOD.O+ BAD.SUGGESTIONSO).

It performs the low level input only once before analyzing #ituation of the invest-
ments and gives its suggestions using the cached data. mthisicaseMr Earners
machine is secure with respect to this investment prodgtam

When the clasg has only one elemef@ we say thaC is secure fore. Similarly,
in the case in whiclp has only one elemefi we say that the class is secure for the
procesE. If a context is secure for a clagsof processes, then it is secure also for all
the subclasses af. Analogously, if a class of contextsis secure for a proce&s then
all the subclasses af are secure foE. In the general case we obtain the following
result.

Proposition 3.5. Let ¢1 C ¢2 be two classes of contextg; C P> be two classes of
processes, and X be a variable. df is secure forp, with respect to X, thewr; is
secure forpq with respect to X.

Proof. Let ¢, be secure for, with respect toX. Sincer; C P,, thenc, is also secure
for 21 with respect toX. Moreover, since”; C ¢2, we get that'; is secure forr with
respect tox. O



Definition 3.1 introduces a general security notion. To goalt more concretely it
is necessary to instantiate the observation equivalenarad the operation defining
the low level view of processes. A reasonable requiremegetaiseful instances is
that of using a decidable equivalence and a computable tiprera

In the next two sections we consider two instances of ouréraonk. We study the
properties of these instances and their connections wittes®curity notions coming
from the literature. In particular, we consider two obséinraequivalences, named
weak bisimulation and trace equivalence. The choice of tieevation equivalence
clearly depends on the application of interest. In [9] théhats study security prop-
erties of cryptographic protocols based on noninterfexeard they discriminate be-
tween those properties for which trace equivalence is $effice.g., authentication, se-
crecy, and integrity, and those properties for which degdkensitive equivalences like
bisimulation and testing equivalence are necessaryfeigess and non-repudiation.

4 First Instance: Weak Bisimulation and Restriction

We analyze the properties of our security definition by inS#ing the observation
equivalence- and the operation as follows: ~ is ~g (weak bisimulation) and| is
-\ H (restriction on high level actions). Using such an instaaagass of contexts is
secure for a class of procesgesvith respect to a variabl¥ if

for all C[X] € ¢ and for allE € 2, C[E]\H =g C[E\ H]\H.

In the rest of this section we refer to this instance of ouusgcproperty.

ExamPLE 4.1. Consider again Example 3.3 where confidential datarategied only
by the passworéwbD_SHOPKEEPER Assume that RobucTsand RRICES show the
list of products and of prices to any (low or high) user askimgthem. In SPA this
behavior is obtained by creating two output actions for kbthproduct and the price
list, one for the low level users and the other for the higkel®nes.

PrRoODUCTS= PRODLIST_-H.O+PROD.LIST-L.0
PRICES= PRICELIST_H.0+ PRICELIST_L.O.

Ci[E]\H = 1.PRICELIST_L.0+ PROD.LIST_L.0 is not weakly bisimilar taC1[E \ H] \
H = PROD_LIST-L.0. Indeed, a low level user interacting with[E] can read the price
list, thus leaking confidential data. On the other hand, Bgf&] \ H andCy[E \ H]\ H
are bisimilar torwb_Low.PRODLIST-L.0, according to the intuition that, is secure
for E.

EXAMPLE 4.2. In Example 3.4 we said that both the contexts reprasghti Earnefs
machine are secure with respect to the second progsaitmdeed E, never reveals to
low level users the situation dflr Earnefs investments, since a second check on the
market is performed in any case. For instance, using thecfirsiext of Example 3.4
we obtain thatC[E;] \ H = CHECK.(T.CHECK.0 + CHECK.0) is weakly bisimilar to
C[E2\ H]\ H = cHECK.CHECK.0, hence the security property holds.

The third progranks of Example 3.4 satisfies th@{Es] \ H ~g C[E3\ H]\ H for
both the contexts, as can be easily checked.

10



Using this first instance we find an interesting connectidwben our security def-
inition and the security property known BsIDCand proposed by Focardi and Gorrieri
[8]. The security propertNDC is based on the idea of checking the system against
all high level potential interactions, representing eveogsible high level malicious
program. In particular, a procegsis BNDC if for every high level procesBl a low
level user cannot distinguighfrom (E|M), i.e., if 1 cannot interfere with the low level
execution oft.

Definition 4.3 (BNDC). LetE € £. E € BNDCif forall N € £y,
E\H =g (E|M)\H.

The following lemma states that the set of contexts of thenfil1 with N € £y
characterizes the classBNDC processes.

Lemma 4.4. Let Ec £. E € BNDC if and only if §E] \ H =g C[E \ H] \ H for all
contexts ¢X] = X|M, with M € £4.

Proof. (=) If E € BNDC, then(E|M)\ H =g E\ H. Moreover,E \ H is always in
BNDCandE\H\H =g E\ H, hence(E\H|N) ~g E\H\H ~g E\H. So by
transitivity of =g, we obtain thatE|M) \H ~g (E\ H|M) \ H.

(«) SinceE \ H is always inBNDCandE \H \H ~g E\ H, we have(E|[1) \ H =g
(E\H|M)\H =g E\H. O

EXAMPLE 4.5. The procesg& in Example 3.3 is not 8NDC process. In fact, the
contextX|PWD_SHOPKEEPER) is a context of the fornxX | with M € £y and itis not
secure folE, hence by Lemma 4.4 we obtain thais notBNDC. However, as shown
in Example 4.1, there are complex contexts in whicban be safely executed.

Both processeg; andE; of Example 3.4 can be proved to B&IDC process.

In Subsection 4.1 we identify two classes of contexts whighs&cure for all the
processes. Then, in Subsection 4.2 we concentrate on £laspeocesses character-
ized by some security notions (basically we will considéodasses oBNDC) and
analyze whether there exist larger classes of secure detfitgxhem.

4.1 =g Instance: Secure Contexts for a generic class

Ouir first result can be easily proved by applying the defingio

Theorem 4.6. Let? be a class of processes. Lebe the class of contexts containing
e allF € £;
¢ all variables;

e all contexts of the forny . I;.Ci + SheH h;.Dj, with the G's secure forr with
respect to X;

e all contexts G, v and G f] with C secure fore with respect to X.

Thenc is secure forp with respect to X.

11



Proof.
e EachF € £ is secure for, sinceF \H ~g F \ H.
e Avariable is secure foE € 27, sinceE\ H ~g E\ H \ H.

o LetC[X] = 3,,cL1i.Ci + 3n;en hj.Dj, with G secure fore for all i. We prove
that C[X] is secure folE € #. If C[E]\H > C/, then there exists such that
a=li e L, andC’ =G[E]\H. So we have that[E \ H]\H 3 G[E \ H]\ H, with
G[E]\ H ~g G[E \ H]\ H, by hypothesis of;[X]. The cas€[E \ H]\H 3 C'
is similar.

e LetE € 2. If C[E]\ H ~g C[E \ H]\ H, thenC[E] \ H\ v ~g C[E\ H]\ H \ v,
henceC[E] \ v\ H ~g C[E \ H] \ v\ H.

e LetC[X] be secure foE € # and conside€[X][f], wheref maps high actions
in HU {1} and low actions iU {1}. If C[E][f]\H 3 C', thenC' = C"[f], there
existsb € LU {1} such thaa = f(b) andC[E]\ H > C". HenceC[E \ H]\H 2

C" ~gC", andC[E \ H][f]\ H = C"'[f] ~g C"[f]. SOoC[X][f] is secure foE.
O

Notice that it does not hold that@ andD are secure foe, thenC|D is secure for
. This is a consequence of the fact that we do not know anytitdogt the clas®.

ExAMPLE 4.7. Consider the class = {E} whereE = h.£.0+ h.0. The contexiX is
secure fore (see Theorem 4.6), but the conté§X is not secure fop.

Observe that Theorem 4.6 does not provide a decidabiliitteBor instance, if
we know thatC is secure forr, then we can deduce that\ v is secure forp, but, in
general, we cannot use Theorem 4.6 to proveGhatc and thus it is secure far.

Hereafter we characterize a decidable class of contexishvene secure for all the
processes (i.e., for a generic class Obviously we want the class to be as large as
possible. In order to obtain the decidability of the classraeuire a compositionality
structure, i.e., contexts are built only using sub-corgt@xtich belong to the class. In
order to ensure security we do not use the parallel compasithen the context is not
a closed term (see Example 4.7).

Definition 4.8 (The Classcs). Let ¢s be the class of contexts which contains all the
SPA processes, all the variables, and is closed with respeice following construc-
tors: Yic  a.Y; (with & € Act), Y\ v, Y[f], recZY.

Notice that ifC[Y],D € ¢, then we hav€[D] € cs.
The classcs is decidable, in fact it is easy to define a proof system whosefp
correspond exactly to the constructions of the contexts.in

ExaMPLE 4.9. The context¥X, Y andZ belong tocs. Hence, by using the constructor
a.Y1 + b.Y> + c.Y3, the contexta. X 4+ b.Y + c.Z belongs tocs, and then, by using the
recY.W constructor, the contexécY.(a. X +b.Y +c.Z) isin Cs.
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All the contexts incs are secure for all the processes, as it is stated by the next

theorem. The following lemmas are used in its proof.

Lemma 4.10. The relation~g is a congruence in the clagg with respect to its con-
structors.

Proof. The only non trivial case is “Recursion”. L&,D € ¢s be weak bisimilar,
we prove thatrecY.C ~g recY.D. Without loss of generality we assun@Y] and
D[Y] with at most the single free variab¥e The generalization follows from Defi-
nition 2.5. In fact, suppose th&{Y,Y;...Yy] =g D[Y,Y:1...Yy], then for any choice of
E;...En€ £ we haveC[Y,E; ... En) g D[Y,E; ... Ey], and thusecY.C[Y,E;...Ey] =B
recY.D[Y,E;...Ey]; thereforerecY.C[Y,Y1...Yn] g recY.D[Y,Y1...Yy].

Let us define the relation on ¢s as:

s = { (G[recY.C[Y]],GrecY.D[Y]]) |
C,D,G € ¢s,C ~pg D, andG contains at most one varialjle

We proves is a weak bisimulation up tesg. From this it followsrecY.C[Y] ~g
recY.D[Y], by takingG = X.

We prove that ilG[recY.C[Y]] -2, Pthen there exiD, Q' € cswith (PQ)es and
GlrecY.D[Y]] 2, Q=g Q. The converse follows by the symmetry.of

We prove the claim by induction on the depth of the inferenseduto obtain
GlrecYC[Y]] - P.

Base If G[recY.C[Y]] -2 P with an inference of depth 0, then the rule “Prefix”
has been applied, an@[X] = a.G'[X], so P = G'[recY.C[Y]], with G’ € ¢s. Also
GlrecY.D[Y]] = a.G/[recY.D[Y]] = G/[recY.D[Y]] and(G'[recY.C[Y]], G'[recY.D[Y]]) €
S.

Induction We proceed by cases on the structur&of

e Ge . Trivially G[recY.C[Y]] = G[recY.D[Y]] =G.

e G = X. ThenrecY.C[Y] -2, P by applying “Recursion” at last step. Therefore
ClrecY.C[Y]] -2+ P with a shorter inference. By induction

ClrecY.D[Y]] =% Q ~g Q' with (P.Q) € 5.
But C[Y] =g D[Y] impliesD[recY.D[Y]] =2, Q" ~p Q. And we conclude
recY.D)Y] =2 Q" ~5 Q" ~8 Qs @
sinceD[recY.D[Y]] =g recY.D[Y].

e G=5%;5.Gj. Theny;a.Gi[recY.C[Y]] 2 P by applying “Sum” at last step.
So04a;.Gi[recY.C[Y]] 5 P. HenceP = Gi[recY.C[Y]], with G; € ¢s. By “Sum”,
G[recY.D[Y]] & Q= Gj[recY.D[Y]], and(P,Q) € s.
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e G=G;\V. ThenG[recY.C[Y]]\ > P by applying “Restriction” at last step. So,
P=P'\v,a¢ vandGy[recY.C]Y]] 3 P’ by a shorter inference. By induction

Gy[recY.D]Y]] =2 Q ~g Q with (P, Q) € 5.

We concludeGy[recY.D[Y]] \ v == Q\vag Q' \ v, with (P,Q'\ V) € 5 by con-
struction ofs. In fact, (P',Q) € s implies that there exists a contei{X],
with only a free variabl&, such thaP’ = H[recY.C[Y]] andQ’' = H[recY.D[Y]].
Hence P =P'\v=HJrecYC[Y]]\vandQ \ v = H[recY.DY]]\ v.

e G = Gy[f]. ThenGy[recY.C[Y]][f] > P by applying “Relabelling” at last step.

So P = P'[f], a= f(&), andG]recY.C[Y]] 4 p by a shorter inference. By
induction

Gy[recY.D[Y]] =2 Q ~g Q with (P,Q) 5.
By construction ofs, we conclude

GalrecyDY]][f] "2 Q[f] ~g Q[ ] with (P.QT]) € .

e G =recZGy[X,Z]. ThenrecZGy[recY.C[Y],Z] 2 P by applying “Recursion”
at last step. It derives by a shorter inference from

Gi[recY.C[Y],recZGi[recY.C[Y],Z]] 3 P.

By induction we know that

Gy [recY.D[Y], recZ Gy[recY.D[Y], Z]] =% Q ~g Q' with (P.Q) € 5.

Since Gi[recY.D[Y],recZGq[recY.D[Y],Z]] ~g recZGs[recY.D[Y],Z], we can
finally conclude that

Gi[recY.D[Y],recZGy[recY.D[Y],Z]] == Q" ~g Q~p Q.

Lemma 4.11. LetCe ¢s. ThenrecY(C\H)\ H ~g (recY.C) \ H.

Proof. Without loss of generality we assur@awith at most the single free variabte
The general case follows by Definition 2.5. Lebe defined as

{(G[(recY.(C\ H))]\ H,G[recY.C]\ H) | G[X],C € Cs}.

If we proves to be a strong bisimulation, then the Lemma follows by cossidy
GX]=X.

Note that, sinc& has at most the single free variabMethe variables that occur
bound inG do not occur free irC.

In order to prove thaf is a strong bisimulation, we are verifying that for any pair
(GrecY.(C\ H)]\H,G[recY.C]\H)in s
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(1) if G[recY.(C\ H)]\H 3 P, thenG[recY.C]\H > Qwith (P,Q) € s
(2) if GrecY.C]\H 3 Q, thenG[recY.(C\ H)]\H 3 P with (P,Q) € 5.

We proceed by induction on the depth of the inference pro&{acY.(C\H)]\H > P
or GlrecY.C]\H 3 Q.

Base (1) If GlrecY.(C\ H)]\H 3 P with an inference of depth 1, then “Re-
striction” and “Prefix” have been applied. S8[X] = a.G'[X] andP = G'[recY.(C\
H)]\ H. By applying the same rules @frecY.C] \ H we obtainG[recY.C|\H 3 Q =
G'[recY.C]\ H with G’ € ¢s. Hence(P,Q) € 5. Case (2) is similar.

Induction step We proceed by cases on the structur&pf]. In (1) we consider
(recY.(C\ H))\H 3 P, and in (2) we considgrecY.C)\H > Q.

e G[X] € £. Trivial.

e G[X] =X. (1)ThenP = P'\ H andC[recY.(C\ H)]\ H 3 P’ by a shorter in-
ference. Hencé is free from high level action, ieP =P \H =P'. By
induction,C[(recY.C)]\H > Q, and so(recY.C) \ H 3 Q, with (P,Q) € 5. (2)
ThenQ = Q \ H andC[recY.C]\H 3 Q by a shorter inference. By induction
ClrecY.(C\H)]\H 3 P, and so(recY.(C\ H)) \H 3 P, with (P,Q) € 5.

e G[X] = Ji¢ &-.Gi[X]. (1) Then there exists € | such thata =g andP =
GifrecY.(C\ H)]\H. HenceG[recY.C]\ H % Qwith Q = Gj[recY.C]\ H. From
this we get(P,Q) € 5. (2) Thena= & andQ = Gj[recY.C|\ H. Therefore,
G[recY.(C\H)]\H 3 Pwith P = Gj[recY.(C\ H)]\ H, this means thaiP,Q) €
S.

e G[X] = Gy[X]\V. Trivial.

e G[X] = Gy[X][f]. Trivial.

e G[X] = recZGy[X,Z]. (1) ThenrecZGy[recY.(C\ H),Z]\H 3 P and also
Gi[recY.(C\ H),recZGy[recY.(C\ H),Z]]\ H > P by a shorter inference. By
induction Gy[recY.C,recZGi[recY.C,Z]] \H 3 Q and (P,Q) € s. Therefore,
recZGi[recY.C,Z]]\H 3 Q, i.e., G[recY.C]\H 3 Q. (2) Then it holds that
Gi[recY.C,recZGs[recY.C,Z]] \ H 5 Q, by a shorter inference. By induction

Gi[recY.(C\ H),recZG[recY.(C\ H),Z]]\H 3 P with (P,Q) € 5. Therefore,
recZGy[recY.(C\H),Z]\H 5 P.

O

Lemma 4.12. Let® be a class of processes anfXl € ¢s be secure for with respect
to X. The context recg[X] is secure forr with respect to X.

Proof. Our hypothesis is thaf[E] \ H =g C[E \ H] \ H and we have to prove that
(recY.C[E]) \ H ~g (recY.C[E \ H]) \ H.
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From the hypothesis and Lemma 4.10 we have that
recY.(C[E]\ H) ~g recY.(C[E\ H]\ H).
By applying “\H" to both members we obtain
recY.(C[E]\ H) \ H ~g recY.(C[E\ H]\ H) \ H.

Notice that ifC[X] € cs, then alscC[E] andC[E \ H] are in¢s. By applying Lemma
4.11 to both members, we gescY.(C[E]) \ H ~g recY.(C[E \ H]) \ H, which is the
thesis. O

Theorem 4.13. Let? be a class of processes and X be a variable. & C;, then C is
secure forp with respect to X.

Proof. The proof follows by induction on the structure of the comtéx
e C € £. We have already proved in Theorem 4.6, fBas secure forp.
e C =Y. Again, this has been proved in Theorem 4.6.
e C =3¢ &.G. Byinduction on the&Ci’s and by Lemma 4.10 we have the thesis.
e C=Cy\v. By induction onC; and applying Lemma 4.10 we obtain the thesis.

C =C4[f]. Again, by induction orc; and Lemma 4.10 we get the thesis.

C =recY.C;. By induction onC; and Lemma 4.12 we have the thesis.
O

EXAMPLE 4.14. LetC be a machine shared between one low level user and one high
level user. When one of the two users is logged, the machineatde used by the
other one. The logged user can execute his program or a neyvamowhich has
been downloaded from the web. The programs of both the ubeagsterminate and

at the end of their executions the other user can take theatortet PWD_HIGH be

high level action representing the input of the high levedrysassword. Moreover,

let cALL_PROGH be the high level call to the program aBE_PROGH its execution.
Finally, let caLL_WEB_H be the high level call to the program downloaded from the
web. All the low level actions are similarly defined. HenCehas the form

recY. (PWD.HIGH.(CALL_PROGH.EX_.PROGH.Y + CALL_WEB_H.X)
+ PWD_LOW.(CALL _PROGL.EX_PROGL.Y + CALL_WEB_L.X))

SinceC belongs tacs, C is secure for the program coming from the web with respect
to X.

As shown in Example 4.7, without assumptions on the cfagke contexts built
using the parallel operator cannot be considered secureevs, as seen in the pre-
vious examples most contexts involve the parallel operatace it is at the core of
the exchange of information between processes and contEatsthis reason in the
next subsection we concentrate on classes of processesift we prove that some
contexts involving the parallel operator are secure.
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4.2 =~gInstance: Secure Contexts for sub-classes 8NDC

As stated in Lemma 4.4 some particular contexts built usiegparallel operator are
secure for the clasBNDC. Unfortunately, the decidability dBNDC is still an open
problem, and for this reason many sufficient condition®fdDChave been introduced
and studied in the literature (see [8, 10, 5]). In particutaf5] three of these sufficient
conditions have been considered and it has been shown #yatdin be parametrically
characterized with respect to a suitable bisimulatiortiata In virtue of Proposition
3.5, all the contexts which are secure for the largest ofethieee classes, that is the
one named_BNDC, are secure also for the other two classBsBNDC is nothing
but the persistent version BNDC. The persistence ¢*_.BNDC has been proved to be
fundamental to deal with dynamic contexts (see [10]).

Definition 4.15 (P.BNDC). LetE € £. E € P.BNDCif E' € BNDCfor all E’ reach-
able fromE.

We will also use the following characterization@®fBNDC[5].

Theorem 4.16. Let Ecz be a process. E P_.BNDC iff for all E' reachable from E,
if E' 3 E”, then E == E” and & \H =g E"\H.

In order to obtain that the parallel compositiGfD of secure contexts is still a
secure context we need to be able to exchange the parall@topwith the restriction
one, i.e., knowing thaC[E] \ H ~g C[E\ H]\ H andD[E]\ H ~g D[E\ H]\ H we
want to obtain tha{C[E]|D[E]) \ H ~g (C[E \ H]|D[E \ H]) \ H. Such property holds
for P.BNDC processes as shown by the following lemma.

Lemma 4.17. Let E,F,G,K € P.-BNDC. If E\H ~g F \ H and G\ H ~ K \ H, then
(E|G) \ H ~g (F|K) \ H.

Proof. Consider the following binary relation:

= {((E|G)\H,(FIK)\H) |E,F,G,K € P.BNDC
andE\H ~g F\H,G\H ~g K\H}.
It is easy to prove that is a weak bisimulation. The only non-trivial case is the
synchronlzanon on high actions. Assume tt@&{G) \ H (E’|G’) \ H with E e
andc 3 . SinceE, G € P_.BNDC, by Theorem 4.16 we ha\Eaz> E' with E’\H ~B
E"\H, andG = G” with G'\H NBG”\H So,E\H ay E”"\HandG\H :>G”\H
By hypothesis, we obtaif \H = F'\ H with F'\H ~g E”"\H andK \H = K’ \ H
with K\ H ~ G” \ H. Hence(F|K)\ H = (F/|K’)\ H with E’,G/,F",K’ € P_BNDG,
E’'\H =~g F’\H, andG'\H ~g K'\ H, i.e. (E'|G') \H,(F'|K')\H) € 5. O

The previous lemma suggests that if we restrict to contezgpimgP_BNDC pro-
cesses int®>_BNDC processes we obtain that the parallel composition of sexare
texts is secure.

The following definitions will be used also in the next sentio
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Definition 4.18 (2-contexts). Let # be a class of processes a@{X,Ys,...,Yy] be

a context whose free variables are{id,Y1,...,Ya}. C[X,Y1,...,Yq] is said to be a
P -context with respect to X for all E € # and for allFy,...,F, € £ it holds that
CIE,F,...,R] €.

Definition 4.19 (2-secure contexts).A contextC[X] is said to ber-secure with re-
spect to Xif it is a #-context with respect t&X and it is secure fop with respect to
X.

Theorem 4.20. Let C and D be two contexts which areBNDC-secure with respect
to X. The context (D is P.BNDC-secure with respect to X.

Proof. The fact thatC|D is aP_BNDC-context follows from the fact that if two pro-
cesses arB_.BNDC, then their parallel composition R BNDC (see [10]).

We prove thaC|D is secure foP_BNDC. If E € P.BNDC, then by hypothesis we
haveC[E]\ H ~g C[E\H]\H andD[E]\ H ~g D[E \ H] \ H. Moreover, sinc& \ H
is alwaysP_BNDC we have thaC[E],C[E \ H],D[E],D[E \ H] areP_.BNDC. We get
the thesis, by applying Lemma 4.17 to the four processes. O

Notice that we can apply the theorem more than once, thusniiacontexts
which involve more parallel operators mixed with other a@ers.

From Proposition 3.5 we have that the contexts which can beegrto be secure
using Theorem 4.20 are secure also for the subclasse8dfDC namedSBNDC(see
[8]), PP.BNDC, andCP_BNDC (see [5]), respectively.

ExamPLE 4.21. Consider the progrars andEsz of Example 3.4. They are_BNDC,
hence by applying Theorem 4.20 we immediately get that tleedontexts of Exam-
ple 3.4 are secure for these processes.

EXAMPLE 4.22. LeteND € £ be an action an# be aP_BNDC process in which nei-
therEND nor END occur. Lete,,, be a class oP_BNDC processes whose termination
is announced by the execution of 8D action. Consider the contetdefined as

(X|END.E) \ {END}.

When inC we replace the variabl¢ with a proces$ taken frome,,, we obtain that

F is executed and thel is executed, i.e., we obtain a context which behaves like a
sequential operator. From Theorem 4.20 and Propositigm& have thak |END.E is
secure forr,,,. Hence, from Theorem 4.6, we obtain tais secure for,,,.

Theorem 4.20 does not provide a decidability result. In, famctheck that a context
is aP_BNDC-context, in general, it is necessary to check that an iefinitmber of
processes are iR_LBNDC. The following definition characterizes a decidable class o
contexts which ar®_BNDGC-contexts.

Definition 4.23 (The Classcp). Let cp be the class of contexts which contains all the
P_BNDC processes, the variab¥e Y \ H andY /H for every variableY, and is closed
with respect to the following constructor¥iZ, Y \ v, Y[f], Yic li.Zi + ¥ jea(hj.Yj +
1.Yj), wherel; € L andhj € H.
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EXAMPLE 4.24. The contextX andW \ H belong tocp. Hence, by using the con-
structorl.Z; + h.Y1 + 1.1, the context.(W\ H) + h.X + 1.X belongs tacy.

Theorem 4.25.1f C[X] € ¢p then GX] is P.BNDC-secure with respect to X.

Proof. First we prove that all the contexts irp areP_BNDC-contexts. This is imme-
diate by induction on the structure of the context. In paitc the case of the non
deterministic choice can be proved using the unwindingattarization oP_-BNDC
presented in [5], while the case of the parallel operatocisresequence of the fact that
the parallel composition @_BNDC processes iB_BNDC (see [10]).

Now we prove that all the contexts i are secure foP_BNDC. This is immediate
by induction on the structure of the contexts. The basicsstep trivial. All inductive
steps follow by Theorem 4.6 except the parallel case, whilttvis from Lemma 4.17.

O

5 Second Instance: Trace Equivalence and Restriction

Sometimes weak bisimulation is too demanding since in saasesprocesses which
are not weakly bisimilar can be considered equivalent.

ExampPLE 5.1. Consider again the process of Example 3WBholesalerltd could
imagine that people usually set cookies. Hence, it couldddeio change the applet
in the following way: if the password is inserted, then thieg@tist is given, but as an
encrypted file. The high level user has to use another progwatecrypt the file and
this program does not allow to store the decryption key. la tlase the price list is
given in output only through a high level action and the psséebecomes

PWD_SHOPKEEPERPRICELIST_H.0+ (PROD.LIST_H.0+ PROD.LIST_L.0).

If we consider the contex@y, that is X|PWD_SHOPKEEPEROD, we haveC[E] \H =
1.0+ PRODLIST-L.0is not weakly bisimilar t&C,[E \ H]\H = PROD.LIST_L.0. How-
ever, the low level user cannot read the price list usingdbigext. He can only infer
whether a high level user has used the applet to read thelmtic&Since everybody
knows that there exists a price list (and thus its existeae®t a secret), in this case
the use of bisimulation seems too restrictive. This examgalls the work presented
in [37] where the authors claim the need to define propenti¢srims of sequences of
interactions (traces) between the system and the users.

In this section we consider the following instance of ourusigg definition: ~ is
~7 (trace equivalence) anglis - \ H (restriction on high level actions). In this case a
class of contextg is secure for a class of procesgesvith respect toX if

for all C[X] € ¢ and for allE € 2,C[E]\ H ~7 C[E\H]\H.

In the rest of this section we refer to this instance of ouusgcproperty.

EXAMPLE 5.2. Consider the conte and the process of Example 5.1. Using the
above instance of our security notid, is secure foE with respect toX.
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Let us consider the security property knownNBC (see [8]) which is defined
similarly to BNDC, but using trace equivalence instead of weak bisimulation.

Definition 5.3 (NDC). LetE € £. E € NDCif forall N € 4,
E\H =1 (E|M)\H.

TheNDC security property is decidable as it immediately followafrthe follow-
ing characterization, whose proof can be found in [8].

Lemmab5.4. LetEe £. E€ NDCIiff E/H =1 E\ H.

As in the case oBNDC, it is possible to prove that all the contexts of the fofil
with M € £y are secure foNDC processes.

Lemmab.5. LetE€ £. E € NDC iff CIE] \ H ~7 C[E \ H] \ H for all contexts ¢X] =
XM withN € £4.

Proof. (=) If E € NDC, then we havéE|)\ H ~1 E\ H. MoreoverE \ H is always
in NDCandE\H\H ~1 E\ H, and then(E\ H|M) ~t E\ H. Hence(E|Pi) \H ~1
(E\H|M)\ H, by transitivity of~.

(<) SinceE \ H is always inNDCandE \ H\H ~1 E\ H, we obtain(E|M) \H ~7
(E\H|M)\H ~1 E\H. O

In the next subsection we study contexts which are secuieg tisis second in-
stance, for all the processes. Then in Subsection 5.2 wesotnate on the contexts
secure for the class ™fDC processes.

5.1 =7 Instance: Secure Contexts for a generic class

Since trace equivalence is less demanding than weak b#fionlwe immediately
obtain that the contexts which were secure in the previoososeare secure also in
this section.

Theorem 5.6. Let ¢ be a class of contexts amdbe a class of processes.
If C[E]\H =g C[E\ H]\H for all C[X] € ¢ and for all E€ #, then GE]\H ~t
C[E\H]\H forallC[X] € c andforallE€ 2.

Proof. Immediate consequence of the fact thaE ikg F thenE ~1 F, forall E,F €
E. O

This means that the class of contexts of Theorem 4.6 anddkelare secure for
a generic clas® of processes also with the second instance of our definitiba.next
theorem shows that we can enlarge the class of secure cofaexny?.

Theorem 5.7. Let? be a class of processes and X be a variable. A context of the for
Yiel G+ Y hjeH h;.Dj is secure forr with respect to X if Cis secure forr with respect
to X foralliel.
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Proof. LetE be a process im. From the fact that all th€; are secure fop we obtain
that for alli € I it holdsG[E]\ H ~t G[E \ H]\ H. We proceed by exploiting the fact
that~T is a congruence with respect to the non deterministic chmpegator, and the
restriction operator commutes with the non determinidtizice. Hence we obtain

Z(Ci[E]\H) ~T Z(Q[E\H]\H),

€ S

and so(y ¢ G[E]) \H ~7 (Zict G[E\H]) \ H.
Ittrivially holds that(§ n, cp hj-Dj[E]) \H &1 01 (3h,er hj-Dj[E\H])\H. Hence

(Zie1 GE]+ 3hyen hj-DI[ED\H ~1 (Jict G[E\H]+ 3hen hj-Dj[E\H])\H, i.e. our
thesis. O

Notice that, also in this case it does not hold th& &ndD are secure fop, then
C|D is secure forr. The contexts and the process presented in Example 4.7ssitne
this fact.

5.2 =7 Instance: Secure Contexts foNDC processes

Here we rediscover the analogues of the results proved in€stibn 4.2 folP_BNDC
processes, in the case NDC processes. In particular, the following lemma corre-
sponds to Lemma 4.17.

Lemma 5.8. Let E,F,G,K € NDC. If E\H ~t F\H and G\ H ~t K\ H, then
(E[G)\H =t (F[K)\H.

Proof. The following points are proved by Focardi and Gorrieri:
(1) if E,G € NDC, thenE|G € NDC;
(2) (EG)/H ~t E/H|G/H;
(3) if E' ~r F' andG' ~1 K/, thenE'|G’ ~1 F'|K".

Hence we obtain

(E|G)\H AT by (1) and Lemma 5.4
(E[G)/H =1 by (2)

(E/HIG/H) =71 by Lemma 5.4 and (3)
(F/HIK/H)  ~1 by (2)

(FIK)/H T by (1) and Lemma 5.4
(FIK)\H

O

This allows us to obtain the following result which stateattbontexts obtained
using the parallel operator are secureN»C processes when the two contexts which
are put in parallel are secure and nidipC processes intdlDC processes. We recall
that, by Definition 4.19, a conteX] is said to beNDC-secure with respect 8 if it
is aNDC-context with respect t& and it is secure foDC with respect toX.
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Theorem 5.9. Let C and D be two contexts which are NDC-secure with resjpeXt. t
The context (O is NDC-secure with respect to X.

Proof. The fact thatC|D is aNDC-context follows from the fact that if two processes
areNDC, then their parallel composition EDC.

We prove thaC|D is secure foNDC. If E € NDC, then by hypothesis we have
C[E]\H ~7 C[E\H]\H andD[E] \ H ~7 D[E \ H]\ H. Moreover, sincee \ H is
alwaysNDC we have thaC[E],C[E \ H],D[E]|,D[E \ H] areNDC. We get the thesis
by applying Lemma 5.8 to these four processes. O

Theorem 5.9 does not provide a decidability result. In tHiefong definition we
characterize a decidable classNIDC-contexts, which is the analogue of the clags
of Definition 4.23.

Definition 5.10 (The Classcy). Let ¢n be the class of contexts which contains all the
NDC processes, the variab¥e Y \ H andY /H for every variableY, and is closed with
respect to the following constructosY with £ € L, Y|Z, Y\V, Y[f], Y+ Z, hY +1.Y
withhe H.

Theorem 5.11.1f C[X] € ¢n then GX] is NDC-secure with respect to X.

Proof. First we prove that all the contexts iy, areNDC-contexts. This is immediate
by induction on the structure of the context. In particulae, use the fact that trace
equivalence is a congruence with respect to non deterrgimisbice, the fact that if
E,F € NDCthenE|F,E\H € NDC.

Now we prove that all the contexts im are secure foNDC. This is immediate by
induction on the structure of the context. The basic stepsratial. As weak bisimu-
lation implies trace equivalence, all the inductive stegko® by Theorem 4.6 except
cases of parallel and nondeterministic choice. The pdsi#ie follows by Lemma 5.8.
Finally, letC[X] andD[X] be secure foNDC, i.e. Tr(C[E]\H) = Tr(C[E\H]\H)
andTr(D[E]\H) =Tr(D[E\H]\H) for all E € NDC, then for allE € NDC:

Tr((C[E] +D[E])\H) =Tr((C[E]\H)+ (D[E]\H))

(
= Tr(C[E]\H)UTr(D[E]\ H)
=Tr(C[E\H]\H)UTr(D[E\H]\H)
= Tr(C[E\H]+D[E\H])

so we conclude th&[X] + D[X] is secure foNDC. O

6 Related Works

Since the seminal work by Goguen and Meseguer [11], notiérerce has played a
central role in the formalization of the notion of confidetity. Nevertheless, many
authors notice that it is too demanding when dealing witlefical applications indeed
no real policy ever calls for total absence of informatiomflover any channel. In
many practical applications confidential data can flow fraghho low provided that
the flow is not direct and it is controlled by the system, iegrusted part of the system
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can control the downgrading of high level information. Gdes for instance the case
in which the high level user edits a file and sends it throughiafe channel to an

encrypting protocol, the encrypting protocol encryptsfiteeand sends it using a public
channel. Even if the high level data are sent using a publotl the fact that the file
is encrypted ensures that the low level users cannot reaththe In fact, the low level

users can only observe that an encrypted file is passing gouthlec channel. In this

case the encrypting protocol represents the trusted pdineagystem which controls
the flow from high to low.

The problem of detecting only uncontrolled information flotas first been con-
sidered by Goguen and Meseguer in [12]. They introduce thi@maof conditional
noninterferencevhich admits flow from high to low level through a controlleldamn-
nel. Rushby in [29] develops a theory of downgrading in thiedwinistic case based
on the notion ofintransitive noninterferencePinsky in [26] unifies the concepts of
standard and intransitive noninterference and descrileigion procedure for non-
interference. In [27] a formalization of intransitive natérference in the context of
deterministic CSP is presented. In [33] the relationshigisvben various definitions
of noninterference and notions of process equivalencerayzed and some general-
izations to handl@artial and conditional information flows are outlined. The authors
provide a general definition of noninterference and distwss such a generalization
could be appropriate to deal with realistic practical dituss, e.g., with policies that al-
low for automatic downgrading of certain statistical infation from a database. Our
definition follows the spirit of [31, 33] and generalizes foemalization presented in
those papers by allowing the use of more structured condéextsiot considering only
trace-based equivalences.

Another approach to the problem of achieving noninterfeeen real systems is
presented in [7] where a probabilistic framework is usedit@ @ quantitative esti-
mate of the information flowing through the systems. The atgthise a parameterized
behavioral equivalence to consider as effectively nonfatisg two distinguishable
behaviors provided that their difference is below a thrélso We can handle this
idea just instantiating our notion of secure context withitiparameterized behavioral
equivalence. The presence of contexts in our definitiomallthe treatment of cases
in which the similarity between two processes strongly dejgsen the environmentin
which they evolve.

In [17, 18], Martinelli observes that security propertiemde naturally described
as properties of open systems, i.e., systems which may hespeaified components.
These may be used to represent a hostile intruder whoseibebaunot be predicted
or a malicious system component. The verification mechapigposed by Martinelli
consists of checking that, for any instance of the unknownpmanent, the resulting
system satisfies a property expressed as a formula of a leuterhporal logic. In
order to make decidable the verification problem, he doesoasider constructs for
modelling recursion. He also studies a method for findinig gkists, a suitable system
to be inserted into an unspecified component so that the velgestem respects a given
specification. In [17], it is also proposed a generalizatbirocardi and Gorrieri’s
Non Deducibility on CompositiofNDC andBNDC) by parameterizing the equivalence
relation over processes. In our work we endorse this ideaiéglizingNDC and we
extend it by parameterizing also the power of an externadies (by introducing the
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concept of low level view) and the power of a generic attadkgrintroducing the
context).

Secure contexts are also studied by Sabelfeld and Mant8Uinwhere they pro-
pose a timing-sensitive security definition for programa simple multi-threaded lan-
guage. Sabelfeld and Mantel give a syntactic charactesizaf a class of contexts in
their language which preserve security, i.e., they arerseghenever one substitutes
holes with secure programs. This, in a sense, corresponaoisrtgeneral definition
of #-secure contexts. In particular, their definition of seccwatexts is based on a
“hook-up” (compositionality) property [19] of their notioof security. That is contexts
just reflect the compositionality property of their securibtion. Actually the compo-
sitionality of security properties is a fundamental issuée incremental definition of
secure systems (see [22, 39, 36]). As we point out in the pus\sections there is a
strong relation between the compositionality propertiea class? of processes and
the compositionality properties @f-secure contexts (see Theorem 4.20).

In [24] admissible interferenc@l) is introduced as a trace based generalization of
SNNI[8] to deal with downgrading. In [15] a bisimulation basedsren of Al, named
BNA\, is presented and applied to the analysis of cryptograpbiopols. Like in our
approach, their basic model is a variant of CCS. This fatés the comparison with
our work as shown below.

6.1 Persistent Secure Contexts and Downgrading

In order to model the notion of downgrading in our languageneed to introduce the
set of actions performed by the trusted downgrader, i.egssame that is partitioned
into the setd (downgrading actions}{, andL. In the following we denote b ™ the
setHUD. Itis reasonable to assume that an attacker cannot sintb&ateusted part of
the system, i.e., it cannot perform the actionBirFor instance, in the case of protocol
analysis the attacker cannot distribute the encryptiors k&joreover, we can assume
that the low level users cannot observe the actions perfbbymé¢he trusted part. These
considerations can be translated in our framework as fatlow

e the class” of contexts in which we are interested has to be a subset sttiag
of all contexts built using only actions ;

o the operation, has to remove all the behaviors relative to actiond in

In particular, if we consider our first instance, i.e., usivepk bisimulation and restric-
tion, and we focus on the class of contexisipc = {X|[1|MN € £} (i.e, the contexts
used to defin@NDC) we get that a process has to satisfy

(EIM\H" ~g (E\H" M) \H"

forall M € £4.

ExAaMPLE 6.1. Let us consider the case in which an encrypting protoam@ives a
confidential file on a private channel, encrypts it and senesésulting file on a public
channel. Letfile,, be the high level input representing the reception of theofilehe
private channekng be the downgrading action representing the encryptiongbs
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be a confidential acknowledge to the high level user, fitggl be the low level output
of the encrypted data. The encrypting protocol can be famedlas

Enc= filep.eng.oky.file,.0

Since it is reasonable to assume that an attacker canndeséntine trusted part of the
system, i.e., it cannot perform the actionsDnif we consider any possible attacker
M € £4 we get that

(EndM)\H* ~g0~g (E\HT|M)\HT

which means thdEncis secure.
Unfortunately imposing the satisfies

(EIM\HT ~g (E\HT|M)\HT

is not enough to guarantee no information flow. In fact, a#l (bncontrolled) flows
which occur after the first downgrading are not revealeds Phoblem was observed
also in [24]. As done in [24, 15] we can check the flows occigréiter the first
downgrading by imposingersistency

Definition 6.2 (Persistent-secure Contexts for a Processp class of contextg® is
persistent-securtor a procesg iff for all E' reachable fronfe, ¢ is secure foE’.

Applying this definition to weak bisimulation and restrarti with respect td4™,
and considering the class of contexgtspc we get that a proce$s has to be such that
for all E’ reachable front it holds

(E'M)\H™ ~p (E"\HT|M) \H™

EXAMPLE 6.3. Let us consider again the encrypting protdeotabove, it reaches the
proces€’ = ok,. file;.0 which does not satisfy

(ETM\HT ~g (E"\HT[M)\HT

In fact if M = ok,.0 then(E’|M) \ H* ~3 file,.0, while (E'\ H*|M)\ H* ~g 0. This
means that the low level user which observes the encryptegdising on the public
channel can infer that the high level user has received tieoadledge. We can avoid
this kind of flow by adding a timeout to the protocol

Enc= filen.eng.(ok,. file;.0+1.file,.0).

Now the process is secure.

The BNAI property introduced in [15] corresponds to consigerqual to\H*, ~
equal torg, and the class of contextsnal of the form (X \ D)/H. A processE is
BNALIif and only if cgnay is persistent-secure f&. We can prove that this is equivalent
to consider the class of contextgnpc.
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7 Conclusions

We presented a generalization of the notions of nonintenfes which is more flexible
than the ones introduced by Focardi and Gorrieri [8]. Thabiéity is a consequence
of the fact that our notion is parametric with respect to alaf contexts and thus not
limited to contexts of the fornX|M, with N € £4.

On the one hand our notion can be used to restrict the set siljpp@attackers: e.g.,
when it is not reasonable to assume that an attacker hasitiye talperform any high
level action. This occurs in many practical applications. te other hand our notion
allows us to enlarge the set of possible attackers, sincextscan also perform low
level actions and SPA operators can be freely combined indhtext construction.

As noted by other authors (see, e.g., [8, 33, 17]) the notfonominterference
strongly depends on the notion of process equivalence Hauirtoblem of characteriz-
ing the behavioral equality between two processes is noakin a non-deterministic
system. In fact, there is no notion of system equivalencelwéverybody agrees upon,
the choice of the appropriate notion of equivalence dependse environment and ap-
plication which are considered. The equivalence can beethamong, for example,
trace or failure equivalence, various forms of bisimula@md testing equivalence. Our
notion is parametric with respect to the relational eq@imak among processes, hence
it can be specified in order to fit the right idea of process kiyua various contexts
of study.

In modelling real systems we cannot ignore the abilitieheflow level observer.
This is captured in our approach by parameterizing alsoaWwddvel view in order to
fit the situation in the real systems.
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Prefix

Sum

Parallel

Restriction

Relabelling

Recursion

a

aE—E

E1 3 E] E 3 E)

EE+E3E E+E3E

E1 S E, E3E) E1 5 E, B2 5 E)

EIE2 2EE;  ElE DEIE,  EilE SEYE
ESFE ,
— ifagv
E\VvSE'\v
EAFE
Erf] 9 e
TlreczT[Z]] S E/

a

recZT[Z] = E'

Table 1: The operational rules for SPA
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C[DB] <% c[DB,;

j\_ Low Level Viewer

Figure 1: The Database example.
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