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unique security features. Zero-knowledge proofs arguably constitute the most amazing such extension.
In this paper, we first identify which additional properties a cryptographic (non-interactive) zero-
knowledge proof needs to fulfill in order to serve as a computationally sound implementation of symbolic
(Dolev-Yao style) zero-knowledge proofs; this leads to the novel definition of a symbolically-sound zero-
knowledge proof system. We prove that even in the presence of arbitrary active adversaries, such proof
systems constitute computationally sound implementations of symbolic zero-knowledge proofs. This
yields the first computational soundness result for symbolic zero-knowledge proofs and the first such result
against fully active adversaries of Dolev-Yao models that go beyond the core cryptographic operations.

Keywords: Computational soundness, zero-knowledge, symbolic cryptography.

Contents

l__TIntroduction 2 K1 Postponed definitiond . . . . . . 20
2 Zero-Knowledge Proofd 4 I5_Computational Soundness 24

2.1 _Symbolic Zero-Knowledge -
Proofs . . . . . . ... 4 6 Proof of the Main Theorend 27

2.2 Computational Zero- F G lnsiond 40
Knowledge Proofs . . ... .. 5

B.1 _Postponed definitiond . . . . . . 15 [References 56

ITo appear in the Journal of Computer Security. A preliminary version appeared at CSF 2008 [BU0S].



M. Backes, D. Unruh / Computational Soundness of Symbolic Zero-Knowledge Proofs 2

1 Introduction

Proofs of security protocols are known to be error-prone and, owing to the distributed-system
aspects of multiple interleaved protocol runs, awkward for humans to make. In fact, vulner-
abilities have accompanied the design of such protocols such as early authentication proto-
cols like Needham-Schroeder [DSST], [NST8], carefully designed de-facto standards like SSL and
PKCS [WS96, [Bled§|, and current widely deployed products like Microsoft Passport [Fis03]
and Kerberos [BCJT06]. Hence work towards the automation of such proofs started soon af-
ter the first protocols were developed. From the start, the actual cryptographic operations in
such proofs were idealized into so-called Dolev-Yao models, following [DYS3] [EGS83l [Mer&3],
e.g., see [KMM94], [Scho6l mAGI7, [Lowd6, [Pan9d8 [BMV04]. This idealization simplifies proof
construction by freeing proofs from cryptographic details such as computational restrictions,
probabilistic behavior, and error probabilities. It was not at all clear from the outset
whether Dolev-Yao models are a sound abstraction from real cryptography with its compu-
tational security definitions. Recent work has largely bridged this gap for Dolev-Yao mod-
els offering the core cryptographic operations such as encryption and digital signatures, e.g.,
see [AR(2, Can01l BPW03al [BP04, Can04, MW04, [CW05, [CHO6, SBBT06).

While Dolev-Yao models traditionally comprised only basic cryptographic operations such as
encryption and digital signatures, recent work has started to extend them to more sophisticated
primitives with unique security features that go far beyond the traditional goal of cryptography
to solely offer secrecy and authenticity of communication.

Zero-knowledge proofs constitute arguably the most prominent and most amazing such prim-
itive (though not the only ontﬂ). A zero-knowledge proof consists of a message or a sequence of
messages that combines two seemingly contradictory properties: First, it constitutes a proof of a
statement x (e.g, x = "the message within this ciphertext begins with 0”) that cannot be forged,
i.e., it is impossible, or at least computationally infeasible, to produce a zero-knowledge proof
of a wrong statement. Second, a zero-knowledge proof does not reveal any information besides
the bare fact that = constitutes a valid statement. Zero-knowledge proofs were introduced in
[GMRR9], they were proven to exist for virtually all statements [GMW9T], and they in particular
serve as the central ingredient of modern e-voting and attestation protocols such as the Direct
Anonymous Attestation (DAA) protocol [BCCO4.

A Dolev-Yao style (symbolic) abstraction of (non-interactive) zero-knowledge proofs has re-
cently been put forward in [BMUQS|. The proposed abstraction is suitable for mechanized proofs
and was already successfully used to produce the first fully mechanized proof of central properties
of the DAA protocol. However, no computational soundness guarantee for this abstraction has
been established yet, i.e., it is not clear if security guarantees established using the symbolic ab-
straction of zero-knowledge will carry over to protocol implementations relying on cryptographic
zero-knowledge proofs, or which of the various standard or nonstandard additional properties of
zero-knowledge proofs would be required to achieve this computational soundness result.

In this paper, we first identify which standard and which more sophisticated properties a cryp-
tographic (non-interactive) zero-knowledge proof needs to fulfill in order to serve as a computa-
tionally sound implementation of symbolic zero-knowledge proofs. This process culminates in the
novel definition of a symbolically-sound zero-knowledge proof system; we remark that protocols
already exist that satisfy this definition. Our main result will then show that symbolically-sound
zero-knowledge proof systems constitute computationally sound implementations of symbolic
zero-knowledge proofs. This in particular yields the first computational soundness result against
fully active attackers of Dolev-Yao models that go beyond the core cryptographic operations,
and it constitutes the first soundness result for symbolic zero-knowledge proofs. Our soundness
result applies to trace-properties like authentication and weak secrecy.

Related work. Cryptographic underpinnings of a Dolev-Yao model were first addressed by
Abadi and Rogaway in [AR02] for passive adversaries and symmetric encryption. The protocol

2Examples for other primitives studied in the Dolev-Yao model are blind-signatures (e.g., in [KR05]), Diffie-
Hellman-style exponentiation (e.g., in [AF01]), or private contract signatures (e.g., in [KRW04]).
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language and security properties handled were extended in [AJ0T], [Can0Tl [HEMO3, ABWO6], but

still apply only for passive adversaries. This excludes most of the typical ways of attacking
protocols, e.g., man-in-the-middle attacks and attacks by reusing a message part in a concurrent
protocol run.

A cryptographic justification of a Dolev-Yao model for arbitrary active attacks and within
arbitrary surrounding interactive protocols (within the Reactive Simulatability (RSIM) Frame-
Work [BPW07|) was first given by Backes, Pfitzmann, and Waidner in [BPW03al] with extensions

in [BPW03b, [BP04]. Tool support for this Dolev-Yao model was subsequently added in [SBBT06].
Laud [Can04] has subsequently presented a cryptographic underpinning for a Dolev-Yao model
of symmetric encryption under active attacks. His work enjoys a direct connection with a formal
proof tool, but it is specific to certain confidentiality properties and restricts the surrounding pro-
tocols to straight-line programs. Micciancio and Warinschi [MW04] and Janvier, Lakhnech, and
Mazaré [ILM05] have presented cryptographic underpinnings for a Dolev-Yao model of public-
key encryption. Their results are narrower than those in [BPW03a] since they are specific for
public-key encryption and restricted classes of protocols, but they consider simpler real implemen-
tations. Baudet, Cortier, and Kremer [BCK05] have established the soundness of specific classes
of equational theories in a Dolev-Yao model under passive attacks. Canetti and Herzog [CHOG)
have shown that a Dolev-Yao-style symbolic analysis can be conducted using the framework of
universal composability [Can(1] for a restricted class of protocols.

Subsequent work concentrated on linking symbolic and cryptographic secrecy properties.
Cortier and Warinschi [CW05] have shown that symbolically secret nonces are also computa-
tionally secret, i.e., indistinguishable from a fresh random value given the view of the adversary.
Backes and Pfitzmann [BP05| and Canetti and Herzog [CHO6] have established new symbolic cri-
teria for showing that a key is cryptographically secret. Laud [Lau05| has designed a type system
for proving payload secrecy of security protocols based on the BPW model [BPW03a]. His work
is extended to key secrecy in [BLO6G]. Kremer and Mazaré [KM{O7] have established computational
soundness results for static equivalence. Adao and Fournet [AF(06] have shown computational
soundness in the sense of observational equivalence of cryptographic implementations of pro-
cesses. Cortier and Comon-Lundh [CLCO8| have established computational soundness results as
the preservation of observational equivalence within a fragment of the applied m-calculus (this
fragment is restricted to protocols that do not branch).

Further work aimed at establishing computational soundness results for additional crypto-
graphic primitives. Cortier, Kremer, Kiisters, and Warinschi [CKKW06a| and Backes, Pfitzmann,
and Waidner [BPW06] have shown computational soundness of hash functions in the random
oracle model. Janvier, Lakhnech, and Mazaré [ILM07] have shown computational soundness
of hash functions under a non-standard cryptographic assumption in the standard model, i.e.,
without random oracles. Garcia and van Rossum [GvRO8] have showed computational sound-
ness of hash functions under passive adversaries when implemented using perfect one-way hash
functions [CMRIS8|. Bresson, Lakhnech, Mazaré, and Warinschi [BLMW07] have provided a com-
putationally sound theory for reasoning about protocols based on the decisional Diffie-Hellman
assumption (DDH) for passive adversaries. Limitations of computational soundness in the sense
of Reactive Simultability were shown by Backes and Pfitzmann for hash functions [BPW06] and
the XOR, operation [BPW05].

Recently, efforts have also been started to formulate syntactic calculi with a probabilistic,
polynomial-time semantics to directly reason about cryptographic primitives/protocol, including
approaches based on process algebra [MMSI8, [LMMS98], security logics [IK03, DDMT05] and
cryptographic games [Bla06, [BPO6, [CA06, Now(7, [BBUOR]. In general, this line of

work is orthogonal to the work of justifying Dolev-Yao models, which offer a higher level of
abstractions and thus much simpler proofs where applicable, so that proofs of larger systems can
be automated.

Outline of the Paper. InBeciiond we briefly review the modeling of symbolic zero-knowledge
proofs, and we identify the properties a cryptographic zero-knowledge proof should fulfill to serve
as a computationally sound implementation of the abstraction. Sections Bl and B contain the
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symbolic and computational execution model. contains our computational soundness
result for symbolic zero-knowledge. concludes and outlines future work.

Notation. By [n] we denote {1,...,n}. We abbreviate x1, ..., 2, by z where n is implicit. We
will sometimes use sets and non-terminals interchangeably, e.g., given a grammar A = BJ|(C, A)
we write 2 € (C,A), or we say “z has the form (C,A)”. We also write “z has the form (¢, A)” for
a given ¢ € C. Given a term t and a substitution 6, we write tf for the result of applying the
substitution 6 to ¢. We call two partial functions 6 and ¢’ compatible if 8(x) = 6'(z) whenever
both are defined. Given two compatible partial functions 6 and ¢, we write §U#’ for the function
satisfying 0 U 0'(z) = 0(x) if 0(z) and O U 0'(z) = 0'(x) otherwise. We write O]z := y] for the
function 6" defined by 6'(z) = 0(2) for z # x and 0'(z) = y.

We call a function f negligible if for all positive polynomials p and sufficiently large n, f(n) >
1/p(n). We call a function non-negligible if it is not negligible. We call a function f overwhelming
if f > 1 — p for some negligible function p.

2 Zero-Knowledge Proofs

In this section, we first introduce our modeling of symbolic zero-knowledge proofs in an intuitive
manner to familiarize the reader with our notation and to prepare the ground for the examples
discussed below. A formal semantics will be given to these expressions in We after-
wards review computational (non-interactive) zero-knowledge proofs, i.e., zero-knowledge proofs
in the cryptographic setting. Our particular focus is on identifying which standard and more
sophisticated properties such a proof needs to fulfill in order to serve as a cryptographically sound
implementation of symbolic zero-knowledge proofs.

2.1 Symbolic Zero-Knowledge Proofs

We start with an example that involves a zero-knowledge proof of medium complexity. Assume
that an agent B expects a message m and is supposed to answer with an encryption ¢ :=
{{{{m,n), m/>}§kl(,4)}i2(s) for a random nonce n, a value m’ € {ms, ma, ms} and for some agents
A and S. Here ek(X) denotes the public key of X, and Ry, Re denote the symbolic randomness
used to build the encryptions. The protocol under consideration now aims at convincing the
recipient C of ¢ that c is of the right form, i.e., the inner plaintext should contain m and some
value m’ € {my, ma, ms}. In addition, the protocol aims at hiding from C the nonce n and the
precise selection of the message m’'. Zero-knowledge proofs constitute salient tools to achieve
these seemingly contradictory properties in that they allow B to prove that it knows some terms
that satisfy the desired properties without revealing those terms.

In the example we consider, B intends to prove that it knows some symbolic randomness
p1, p2 and some values aq, ag such that with 8y := my, B2 := me, B3 :=m3, B4 := 95, B5 := D,
B¢ := ¢, and (7 := m the following formula F' evaluates to true:

Be = {{<<57701>,042>}Zk1(55) :kz(m) N (az =pB1Vay= B2 Vay = fs).

Immediately including the values of (; in the formula F would arguably have increased the
readability of the formula; our language defined in however, will require a strict
separation of the actual formula F' and the public parameters that are determined at runtime,
resulting in this slightly more complicated notation.

Granting B the ability to produce such a proof is modeled by introducing a symbolic con-
structor ZK?(E; a;b), called a zero-knowledge proof. (Recall that we abbreviate tuples r1,...,7,
by r, similarly for @ and b). Its arguments are a symbolic randomness R, a formula F', as well as
values r;, a;, b; that will serve as substitutes for the variables p;, a;, 3; in F. In our example, the
agent B will send the proof z := ZKE(Ry, Ry; n, m;my, ma, ms, S, D, ¢,m). The semantics of this
constructor (formally defined in Becfion 3)) will guarantee two properties: First, a zero-knowledge
proof can only be constructed by providing suitable instantiations r,a,b for p,a, 3 so that the
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formula F yields true. Second, while the formula F' and the values b can be retrieved from a
zero-knowledge proof, the values a and the randomness r are kept secret. These properties imply
that the proof z indeed guarantees that ¢ has the right form without revealing any additional
information about n,m. In a symbolic zero-knowledge proof, we call r;a the witness and b the
public part.

For more elaborate examples on how zero-knowledge proofs can be used in a symbolic setting,
comprising a larger set of base constructors such as blind signatures, we refer the interested
reader to [BMUOS].

2.2 Computational Zero-Knowledge Proofs

We now move to computational zero-knowledge proofs, i.e., zero-knowledge proofs in the cryp-
tographic setting. A central contribution of this paper is to identify which standard and more
sophisticated additional properties of zero-knowledge proofs are required to establish the desired
computational soundness result. Hence we now explain in some detail why each such property
is needed. In the end, this task will culminate in the novel definition of a symbolically-sound
zero-knowledge proof system. We first state the properties in an informal way and give the exact

definitions in [Definifion 11

Completeness, Soundness, and Zero-knowledge. We start with the basic definition of
a non-interactive zero-knowledge proof. We need to focus on non-interactive proofs since the
symbolic model considers a proof as a single message that can be processed further locally, e.g.,
it can be encrypted. This would not be meaningful if the zero-knowledge proof was allowed to
be interactive.

A zero-knowledge proof consists of four algorithms K, P,V S, called the CRS-generator, the
prover, the verifier, and the simulator, respectively. The CRS-generator outputs a random bit-
string called the common reference string (CRS) (such a CRS is comparable to the public key
of an encryption scheme). The prover P expects as inputs the CRS; a circuit C, and a witness
w such that C'(w) = 1 and outputs a corresponding proof z (intuitively denoting that C' is a
satisfiable circuit). The verifier expects the CRS, a circuit C, and a proof z and checks whether
z is indeed a proof for the satisfiability of C. (It is sufficient to consider satisfiability of circuits
since every NP-language can be reduced to this problem.)

Three properties are expected from a zero-knowledge proof: It should be possible to prove
correct statements (completeness), it should not be possible to prove incorrect statements (sound-
ness), and the verifier should not learn anything about the witness, beyond what can be deduced
from the fact that C' is satisfiable (zero-knowledge):

e Completeness: For any C and w with C(w) = 1, if z is the proof produced by P, then V
accepts z.

e Soundness: For any C' and w with C'(w) = 0, and for any polynomial-time adversary A
that outputs a proof z, the verifier does not accept z.

e Zero-knowledge: When computing the CRS, the algorithm K additionally outputs a simu-
lation trapdoor simtd (that can be seen as a secret key for the CRS) such that the following
holds: Fix C' and w with C(w) = 1. Let z be the proof produced by prover P. Let z’ be the
proof produced by S on input simitd and C' (but not w). Then z and 2’ are computationally
indistinguishable.

In this section, we omit certain details such as the fact that the conditions are allowed to be
broken with negligible probability. Similarly, we implicitly assume that P and V use the circuit
C and the witness w. The final [Definifion 1l below will contain all these details.

A scheme satisfying these three properties is referred to as a non-interactive zero-knowledge
proof system. Readers that are familiar with interactive zero-knowledge proof may notice that
the definition of interactive zero-knowledge proofs does not include a CRS. In the non-interactive
case, however, zero-knowledge proofs without a CRS are impossible unless NP C BPP [Gol(Tl,
Thm. 4.4.12].
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Extractability. While the three properties of completeness, soundness, and zero-knowledge
are sufficient for many applications, they do not suffice to offer a cryptographically sound im-
plementation of symbolic zero-knowledge proofs. This can be seen by inspecting the following
example: Assume that we are using an encryption scheme that permits to efficiently check that
a given ciphertext ¢ constitutes a valid encryption of some message (without having to know this
message or the secret key). Then let ¢ := {m}i(a) and consider the proof z := ZK& (R;m;c,a)
with F:= (1 = {al}sﬁ(ﬁz)), i.e., a proof that one knows the message and the randomness con-
tained in c. In the cryptographic setting, this proof would be performed by first constructing a
circuit C such that C(R,m) = 1 iff m encrypted with randomness R and the public key of a
yields the ciphertext c. Since one can efficiently check if ¢ is the encryption of some message, one
can hence efficiently check as well if C' has a satisfying input. Thus, one can prove the satisfia-
bility of C without having to use R, m. Such a proof trivially conforms to the zero-knowledge
property, since the proof does not exploit the witness, and it satisfies soundness since it only
proves valid statements (if C' was not satisfiable, the proof would not succeed). In the symbolic
model, however, it is obvious that one needs to know m in order to produce z. What went wrong?
The soundness condition only guarantees the existence of a witness, but it does not require the
prover to actually know this witness. We introduce an additional algorithm E (besides K, P,V, S,
called the extraction algorithm) to capture this requirement and define the stronger condition of
extractability. A proof system with extractability is called a proof of knowledge.

o FExtractability: When computing the CRS, the algorithm K additionally outputs an ex-
traction trapdoor extd such that: Fix C' (where C' may or may not be satisfiable). For a
polynomial-time adversary A that outputs a proof proof, we have that if V' accepts proof,
then E(C, proof, extd) outputs a witness w with C(w) = 1.

With this definition, our example no longer causes any problems: An extractable proof system
that allows to prove the satisfiability of C' without using w would lead to a contradiction since
the machines A and E together could then compute w. (Technically, this is only a contradiction
if w is not easy to compute from C in the first place.) We stress that extractability already
implies soundness: If C' is not satisfiable, then F(C, proof , extd) cannot output a witness w with
C(w) = 1, thus by contraposition we have that V' does not accept proof.

Extraction zero-knowledge. Even complementing the properties completeness, soundness,
and zero-knowledge with the extractability property is still not sufficient for the desired com-
putational soundness result. Consider a proof system with the following property: If proof;
constitutes a proof for the circuit C; and proof, constitutes a proof for the circuit Cjy,
then (proof, proof,) constitutes a proof for the circuit C; A Cy (with (Cy A Co)(wy,ws) =
Cy(w1) A Ca(we)). This property is not unrealistic, and for circuits that are of this conjunctive
form, concatenating proofs for the individual circuits indeed often constitutes the most efficient
way to produce a proof for the combined circuit. Furthermore, allowing to prove these sub-
circuit individually does not contradict the properties we have discussed so far. In the symbolic
model, however, given ZKg(r;a;b) and ZKE, (r';a’;b'), it is not possible to construct a proof
ZKzppr (-3 b, b)) without knowing 7,7, a,a’ (where _ matches everything, and where in the for-
mula F’ the p1,aq, 01 are renamed to pa, ag, 32). We hence have to exclude the possibility of
concatenating proofs to generate new proofs. More precisely, we have to ensure that given a proof
for some statement x1, it is not possible to construct a proof for another statement xo, even if xo
is logically related to x1. This property is called non-malleability and closely resembles the notion
of non-malleability of encryption schemes. In the context of zero-knowledge, several properties
are known to imply non-malleability. We will exploit the extraction zero-knowledge property from
[GOO7). Although this is a rather strong property and weaker definitions of non-malleability exist,
our proof relies on this particular property; we leave it as an open problem if our computational
soundness result can be proven using a weaker formalization of non-malleability.

e FEaxtraction zero-knowledge: Let simtd, extd be the simulation and the extraction trapdoor as
output by K, respectively. Consider a polynomial-time adversary A that has access to the
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simulation trapdoor simtd and to an extraction oracle E(C, -, extd), i.e., when invoking the
oracle E(C, -, extd) with input proof, it returns E(C, proof, extd) where E is the extraction
algorithm. The adversary may output C,w with C(w) = 1. Then the adversary gets either
(a) a real proof proof produced by P, or (b) a simulated proof proof produced by the
simulator S (which has no access to w). We then require that A cannot distinguish the
cases (a) and (b) as long as it does not query proof from the extraction oracle.

We stress that extraction zero-knowledge implies the zero-knowledge property since it implies
that for any C,w with C(w) = 1 the proofs produced by the prover and the simulator are
indistinguishable.

Why does extraction zero-knowledge indeed imply non-malleability? (We only give an intu-
itive argument here as formally we will directly use the property of extraction zero-knowledge in
our proofs.) Assume that from a proof proof, for the satisfiability of Cy, some algorithm M can
produce a proof proof 5 for the satisfiability of C'y where the satisfiability of Cy follows from that
of C1 (in the sense that a witness wy for C; can be converted into a witness wy for Cs). Then
an adversary 4 could break the extraction zero-knowledge property roughly as follows: First,
it outputs C1,w; and gets a proof proof, (this might be a fake proof). It applies M to proof,
and gets a proof proof, for Ca. Since proof, # proof,, the adversary may give proof, to the
extraction oracle. In case (a), the extraction oracle will output a witness wy. In case (b), however,
the proof proof; has been produced without exploiting the witness wi, and so has proof,. If
the extraction oracle could produce a witness given proof 5, this would mean that the extraction
oracle (together with the M and the simulator) has produced a witness for the satisfiability of
Cy (which we can assume to be hard). Since the extraction oracle, M, and the simulator are
all polynomial-time, this happens with negligible probability. Hence in case (b) the extraction
oracle fails to produce a witness for proof,. Thus the adversary can distinguish the two cases,
contradicting the extraction zero-knowledge property.

Unpredictability. We need an additional property for soundly implementing symbolic zero-
knowledge proofs. If a proof using the same witness and the same public part is produced by
two different agents in the symbolic model, it will always lead to two different terms because the
two terms will have different randomness. A proof system with the properties described in this
section, however, does not necessarily ensure that two proofs produced with the same witness
and circuit will always be different (with overwhelming probability). Indeed, it is possible to
construct proofs that are deterministic for at least some inputs. We hence additionally require
that any two independently produced proofs are different, or equivalently:

e Unpredictability. Let a polynomial-time adversary A output C,w, proof’ with C(w) = 1.
Let proof be produced by P. Then with overwhelming probability, proof # proof’.

Unpredictability is an easily achievable property, e.g., by letting the prover include some ran-
domness in the proof.

Length-regularity. To get computational soundness, we additionally need that the length of a
zero-knowledge proof is independent of its public part (although it may depend on the length of its
public part). Consider a protocol which chooses a nonce N and then sends {ZKﬁue(; i N) i(a).
That is, the protocol produces a trivial proof and includes the nonce N in the public part.
Then it encrypts that proof. Abstractly, this should preserve the secrecy of N. If, however, in
the computational model the length of ZK (;; N) could depend on the first bit of N, then

true

{ZK{o (3 N) Y ) might leak the length of ZKjl, (;; N) and thus the first bit of NH This
example can easily be extended to leak all bits of V and thus break the secrecy of N. Note that
the requirement of length-regularity is not particular to zero-knowledge; even the encoding of

pairs needs to be length-regular.

3Remember that encryption schemes cannot hide the length of their plaintexts.



M. Backes, D. Unruh / Computational Soundness of Symbolic Zero-Knowledge Proofs 8

Symbolically-sound zero-knowledge. Finally, we further require that the verifier V' and
the extraction algorithm E are deterministic. This is not strictly necessary but it will simplify
the proof of soundness, and we are not aware of a non-interactive zero-knowledge proof system
where this condition is not fulfilled. The full name of a zero-knowledge scheme satisfying all
the above properties would be unpredictable non-interactive multi-theorem adaptive extraction
zero-knowledge argument of knowledge with deterministic verification and extraction. Since this
is somewhat unwieldy, we coin the term symbolically-sound zero-knowledge proof system. The
following definition formally defined the properties we informally discussed above.

Definition 1 (Symbolically-sound zero-knowledge proof system). A symbolically-sound zero-
knowledge proof system is a tuple of polynomial-time algorithms (K, P,V, S, E) with the following
properties (all probabilities are taken over the coin tosses of all algorithms and adversaries):

e Completeness:  Let a nonuniform polynomial-time adversary A be given. Let
(ers, simtd, extd) «— K(1"). Let (C,w) «— A(1", crs). Let proof «— P(C,w,crs). Then
with overwhelming probability in n, C(w) =0 or V(C, proof , crs) = 1.

e Extractability: Let a nonuniform polynomial-time adversary A be given. Let
(ers, simtd, extd) «— K(1"). Let (C,proof) «— A(1" crs). Let w «— E(C,proof, extd).
Then with overwhelming probability, if V(C, proof , crs) = 1 then C(w) = 1.

e Unpredictability: Let a mnonuniform polynomial-time adversary A be given. Let
(crs, simtd, extd) < K(1"). Let (C,w, proof') «— A(1", crs, simtd, extd). Then with over-
whelming probability, we have proof’ # P(C,w, crs).

e Extraction Zero-Knowledge: Let a nonuniform polynomial-time adversary A be given. Con-
sider the following experiment parametrized by a bit b: Let (crs, simtd, extd) «— K(1"). Let
(C,w, state) «— APCextd)(11 crs, simtd). Then let proof «— P(C,w,crs) if b = 0 and
proof — S(C, crs, simtd) if b= 1. Let guess = AP (17 crs, simtd, state, proof ). Let
Py(n) denote the following probability:

Py(n) :=Pr[guess =1 and C(w) =1 and
(C, proof) has not been queried from E(-,-, extd)].

Then |Po(n) — P1(n)| is negligible.

e Length-regularity. Let two circuits C,C’ and witnesses w,w’ with C(w) = C'(w') = 1
be given such that |C| = |C’| and |w| = |w'|. Let (ers, simtd, extd) «— K(17). Then let
proof «— P(C,w,crs) and proof « P(C',w',crs). Then |proof| = |proof’| holds with
probability 1A

e Deterministic verification and extraction. The algorithms V' and E are deterministic.

We stress that protocols already exist that satisfy this notion, e.g., the one proposed in
[GOQ7, Sect. 4] under the assumption that enhanced trapdoor permutations [Gol04, Def. C.1.1]
exist The latter exist, e.g., under the assumption that factoring is hard. (The length-regularity
property can be ensured by a suitable padding.)

We have formulated symbolically-sound zero-knowledge proof systems against nonuniform
adversaries. We believe that our results easily carry over to the uniform case.

4We could relax this property to require that this equality holds only with overwhelming probability, or even to
only require the distributions of |proof| and |proof’| to be indistinguishable. We opt for this simpler formulation
because we are not aware of examples that need the more lenient formulations.

5[GO07) has a slightly different definition of extraction zero-knowledge where the extraction algorithm E is not
given the circuit C (only the proof proof). However, their scheme can be easily modified such that valid proofs
proof have to contain the circuit C, and then our and their definition coincide.
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3 The Symbolic Model

In the following we define the symbolic model in which the execution of a symbolic protocol
involving zero-knowledge proofs takes place. The basic ideas follow the framework presented in
[CKKW06h|. However, to incorporate zero-knowledge proofs, we have to make various nontrivial
modifications to the symbolic model. In the following sections, we try to highlight and explain
the design choices made in our modeling.

ZK-proofs and messages. First, we fix several countably infinite sets. By A we denote the
set of agent identifiers, by Nonce the set of nonces. We use elements from Garbage to represent ill-
formed messages (corresponding to unparseable bitstrings in the computational model). Finally,
elements of Rand denote symbolic randomness used in the construction of ciphertexts and zero-
knowledge proofs. We assume that Nonce is partitioned into infinite sets Nonceyy and Noncegyqy,
representing the nonces of honest agents and the nonces of the adversary. Similarly, Rand is
partitioned into infinite sets Rand,, and Rand,gy .

We proceed by defining the syntax of messages that can be sent in a protocol execution. Since
such messages can contain zero-knowledge proofs, and these are parametrized over a statement
that is to be proven, we first have to define the syntax of these formulas. Let the set ZKTerm of
ZK-terms be defined by the following grammar:

ZKTerm = ek(8;) | vk(8:) | «; | Bi | (ZKTerm, ZKTerm) | {ZKTerm}gi(Bj)

where 4,5 = 1,2,.... On the intuitive level, ek(a) denotes a public encryption key of agent a,
(-,-) a pair, and {t}i(a) an encryption of ¢ with the public key of a using randomness R. The
symbol (; is a reference to the i-th component of the public part, and the symbols «; and p; are
references to the witness of the zero-knowledge proof.

Note that we do not include signatures in the syntax of ZK-terms. This is because we explicitly
deal with signatures using the Verify-ZK-atoms below.

A ZK-atom is a term of the form ZKTerm = ZKTerm or Decrypt(ZKTerm, a;, ek(5;)) =
ZKTerm or Verify (ZKTerm, ZKTerm, vk(3;)). On an intuitive level, Decrypt(c, k, ek(a)) = p means
that k is the decryption key dk(a) corresponding to ek(a) and that ¢ decrypts to p using k.
We include the encryption key ek(a) in such a ZK-atom to allow the verifier to check that
the decryption is indeed performed using the right decryption key. A ZK-atom of the form
Verify(s, m,vk(a)) means that s is a valid signature of m using the verification key vk(a).

A ZK-formula F' is a Boolean formula over ZK-atoms satisfying the following conditions: If
p; occurs in F') then pq,...,p; occur all in FA Each pi appears at most oncefl We denote the
set of ZK-formulas with Formula. The a-arity of a ZK-formula F' is the largest index of an a;
occurring in F'. The p-arity and the §-arity are defined analogously.

The intuitive interpretation of a ZK-formula is that it is a term with free variables p, «;, and
B. The p will be substituted with randomness, the o and 3 with messages. A zero-knowledge

proof ZK?([; a;b) then represents a proof that when substituting r, a, b for p, a, 3, the resulting

expression F'{ 55%} is a true statement. (By F{%} we denote the result of substituting 7;

for p;, a; for «;, and b; for §;.) The randomness r and the messages a will be considered secret,
while the messages b will be contained in the proof in clear (one can think of the formula as being
parametrized in the values b).

Note the following interesting asymmetry: We allow ek(3;) and vk(3;) to appear in a formula,
but not ek(«;) or vk(cy;). This is due to the fact that a proof with a formula containing ek(«;) or
vk(a;) would not be easily realizable computationally: In order to perform the zero-knowledge
proof, we need to build a circuit accepting only satisfying values a for the o. To build such a
circuit for a formula with ek(c;) or vk(a;), one would have to encode a list of all public keys in

6This is a purely technical condition that simplifies the proof at one place. We include it because it does not
seem to be a strong restriction.

"This excludes proofs that two different ciphertexts are produced using the same randomness. However, honest
agents never produce two different ciphertexts with the same randomness anyway.
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this circuit. On the other hand, in the case of ek(83;), the value b; substituted for g; is known
while constructing the circuit, thus we can directly hard-code ek(b;) into the circuit.

Note further that we have introduced two different ways to formulate proofs about the
content of an encryption: To show that ¢ is an encryption of m, we can either show that
there is some randomness R such that {m}i(a) = ¢ (so the corresponding zero-knowledge

proof would be ZKR (R;;m,c,a) with F = ({$1}7

ing ¢ yields m (the corresponding zero-knowledge proof would be ZK?I(; dk(a); m, ¢, ek(a)) with
F = (Decrypt(f2,a1,03) = (1)). However, the first type of proof can only be constructed by
the agent that produced ¢, and the second can only be constructed by the agent that knows the
decryption key for c¢. Hence, to cover all relevant cases, we need to enable both constructions.

o (Bs) = B2)) or we can show that decrypt-

Given the syntax for ZK-formulas, we can define the set M of messages as

M = A | Nonce | ek(A) | ek(Garbage) | dk(A) | (M, M)
| vk(A) | vk(Garbage) | sk(A)
| {M}ele('f) | {Garbage}eRf("Gdarbage) | Garbage

an an Rand * * *
| [ ]Ek(ﬁti) | [ ]Ek(Gdarbage) | ZKFgrmuIa(Rand ;M ;M )

with the following additional condition: For each subterm ZK%"(r; a; b), we have that |r|, |al, |b]
are the p-arity, a-arity, and (-arity of F', respectively. In a message ek(a), dk(a), vk(a), and
sk(a) represent encryption, decryption, verification, and signing keys for the agent a, (-, -) means
pairing, {t}i(a) is the encryption of message t under the key ek(a) with randomness R, and

ZK?(E a; b) denotes a zero-knowledge proof for the formula F' produced using the randomness R
where the (secret) witness consists of the randomness r and the messages a, and the public part
consists of the messages b.

Since both the honest agents and the adversary should only send ZK-proofs that actually cor-
respond to true statements, we will need the following definition that characterizes the messages
that do not contain wrong proofs.

Definition 2 (True ZK-Proofs). Let a message of the form Z = ZKE(r; a; b) be given.
We say Z is valid if for every subterm ek(8;) or vk(8;) of Z, we have that b; € A.
Then F = B(t) where all t; are ZK-atoms and B is a Boolean formula. Let g; :=t; { L.,

£,
(By t{ 55%} we denote the result of substituting r; for p;, a; for a;, and b; for 3;.)

We say g; is true if it is of the form my = my or Decrypt({m1},, ek(a ),dk(al),ek(al)) =m
or Verlfy([ml]sk( ) ,mi,vk(a1)) with my € M, a; € A, and r1 € Rand. Let h; := True if g; is
true, and h; := False otherwise.

We say Z is a true proof if it is valid and B(h) = True.

We say a message M contains true proofs if every subterm of M of the form ZK
is a true proof.

Rand
Fjrnmula(‘ . )

Note that if Z is valid, every g; has the foom M = M or Decrypt(M,M,M) = M or
Verify(M, M, M) (we produce no terms that are not messages).

Deduction rules. In order to restrict the actions the adversary may perform during a protocol
execution, we have to introduce a deduction relation - which is given by the rules in
The rules for the deduction are standard, only the rules concerning zero-knowledge proofs merit
additional comment. The rule ¢ - ZK'n(r;a;b) = ¢+ b (ZKPUB) corresponds to the zero-
knowledge property; from a zero-knowledge proof ZK'%:(r; a;b), all that can be extracted is the
public part b, but not the witness r,a

8Formally, of course, the zero-knowledge property does not correspond to any given rule, but to the absence
of rules allowing to deduce more than b from ZK’% (r; a; b).
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me e g,g € Garbage  r € Rand,g, okFm
Assm T p GARBAGE
pFm pbg  phek(g)  wF{dtuy e My
beA e Fm © = ma
PUBKEY PAIR
o - ek(b) © F vk(b) pkb o F (my,ma)
© F (my,ma) beA pkEm r € Rand g,
UNPAIR p= NC
pEmi pkms ¢ E{m}taw
pH{mtge 't dk(d) ¢ F [mlg
DEc —— = SIGPuUB
pkFm pkFEm
F sk + € Rand 4, FZK%(r;a;b
L (a) L mr " Ndad S1G —(P F(Z 4 ) ZKPUB
4 F [m]sk(a) 2 F b
pFa okb F € Formula r € Rand g4,
F{ 55%} is a true proof ok r
== ZKTRUE
o ZK%(r;a;b)
re Randadv ¥ F {t}gk(a) 2 F dk(a)
—— RANDADV RANDDEC
o ohbr

Figure 1: Deduction rules for the adversary.
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More interesting and involved is the rule ZKTRUE. This rule states under which conditions
the adversary may construct a zero-knowledge proof ZK'%(r;a;b). First, of course, the resulting
a,

proof must be a proof of a true statement. This is represented by the condition that F {1;%}

p<,

is a true proof (as in [Definifion 7). Furthermore, we have to require that the adversary actually
knows the witness r,a and the public part b, corresponding to the fact that we model proofs
of knowledge. For a and b this condition is modeled by requiring ¢ - a and ¢ F b. For the
randomness r, however, the condition is more involved. The adversary may know some symbolic
randomness 7; in two cases. First, if it is its own randomness ; € Rand,4,. Second, it may be
able to extract that randomness from an encryption produced by some honest party. Namely,
the condition that a cryptosystem is IND-CCA secure does not imply that one cannot retrieve
the randomness used in an encryption provided one can decrypt that message. For example, in
the popular RSA-OAEP cryptosystem [BRIS, [FOPS04], the randomness used for encrypting a
message is actually computed during an honest decryption. Thus we have to allow the adversary
to use randomness r; from messages it was able to decrypt. We capture these two possibilities of
extracting randomness in the definition of the relation ¥ ([FigureI). As an example why allowing
the adversary to extract randomness from ciphertexts (rule RANDDEC) is actually needed for
computational soundness, consider the following simple protocol. Agent a sends ¢ := {m}i(b)
and if it receives a proof matching ZK%(_;; b, m, ¢) with F := (83 = {52}":&(51)), the protocol fails
(here the symbol _ matches everything). If we would only allow the adversary to use r; € Rand,q,
in the witness, the protocol would be secure abstractly, even if the adversary knows the secret
decryption key dk(b). Yet a computational adversary could possibly (depending on the encryption
scheme) extract the randomness from ¢ and produce such a proof

Patterns. In order to conveniently define the notion of a protocol, we need a way to succinctly
describe how messages are parsed and constructed by honest agents. To this aim, we define the
concept of a pattern

Let X.a, X.n, X.p, X.c, X.s, X.z be countably infinite sets (variables of sort agent, nonce,
pair, ciphertext, signature, and ZK-proof, respectively). Let X := X.a|X.n|X.p|X.c|X.s|X.z. In
the following, when considering substitutions mapping variables X to messages M, we will always
assume that a variable is mapped to a message of corresponding type. We then define the set
Pat of patterns as

Pat = X | ek(X.a) | vk(X.a) | (Pat, Pat) | {Pat}fj&’f;) | {Pat}ax.o) |

ZKR (Rand?_: (Pat|dk(X.a))*; Pat®) | ZKggmus (=5 —*; Pat®) |

Formula ag’
Rand,,
[Patlgx.a) | [Patlgx o)
with the following additional conditions: For each subterm ZKIR;and“g (r;a;b) or ZKy(r;a;b), we
have that |r|,|a|, |b| are the p-arity, a-arity, and S-arity of F, respectively. This condition is
needed to ensure that a pattern (containing no _) becomes a valid message when the variables
are instantiated.

9 After these explanations, the reader might wonder why similar adjustments are not necessary for, e.g., the
rule for deducing ciphertexts {m}:k(b) since a computational adversary could use extracted randomness also in
this case. The rough reason why this is not necessary is that if the computational randomness r is used to encrypt
another message or under another key, we can consider it to be another symbolic randomness. Only if the same
m is encrypted under the same ek(b), we will have to consider the computational randomness to be the same.
However, in this case the resulting ciphertext will be also be the same, thus the adversary has just produced a
message it already knew.

Furthermore, the reader may wonder why the adversary can only extract randomness from ciphertexts, but not
from signatures or zero-knowledge proofs. The intuitive reason is that even if the adversary could extract the
randomness used in the construction of a signature or a zero-knowledge proof, this randomness would be useless in
the witness of a zero-knowledge proof, as that randomness is only used for proving statements about encryptions.

10Note that one could be tempted to define a pattern just as a message with variables in it. However, this
definition would leave several points open, e.g., variables of what type might occur in which position, etc. Thus
we give an explicit grammar and use this opportunity to reduce the set of patterns to such that make sense in
protocols (e.g., a protocol may not explicitly send Garbage).
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The symbol _ is supposed to match anything. More exactly, we say a message m € M matches
a pattern p € Pat if there is a substitution 6 : X — M such that pf equals m up to occurrences of
_in p# (where distinct occurrences of _ may correspond to different subterms in m). We call 6 the
matcher of m and p. Thus intuitively _ in a pattern corresponds to a value we do not care about
and that we do not intend to (and cannot) extract, e.g., the randomness used in a ciphertex
or the witness of a zero-knowledge proof.

Note that patterns do not contain explicit nonces, agent identifiers, or garbage. We omit
garbage because we do not want the protocol to explicitly construct ill-formed messages. Nonces
and agents are not needed since the protocol execution (see below) will provide pre-initialized
variables for the nonces used by an agent and for the ids of the communication partners in a
given protocol session. We disallow patterns containing dk(-) (except in the witnesses of zero-
knowledge proofs) or sk(-) since we do not allow protocols to explicitly use their private keys
(except for decrypting or signing). This is to ensure that no key cycles occur; it is known that
the IND-CCA property does not guarantee security in the presence of key cycles.

Roles and protocols. We are now ready to define what a protocol is. At this point, we give
an informal description and postpone the exact definitions to A k-party protocol
IT is a mapping that assigns each i € [k] a role II(i). In our setting, a role is modeled as an
ordered edge-labeled finite tree. The nodes of the role tree correspond to states of an agent
executing that role, and the edges correspond to transitions caused by incoming messages. We
assume only insecure channels between agents, therefore all messages are sent to the adversary
and received from the adversary. What messages a role sends, and the state the role enters
upon receipt of a given message is specified by the labels on the edges of the role tree. More
precisely, an edge is labeled with a pair (I,r) of patterns. Here [ represents the pattern for
matching incoming messages (parse-pattern), and r the pattern for constructing the answers to
these messages (construct-pattern). The complete state of a role consists of a node in its tree,
and a partial mapping o : X — M representing (fragments of) messages parsed so far. Given an
incoming message m, a state o, and an edge (I, r), the following steps take place

e First, in the pattern [, the variables that have already been assigned are instantiated.
Formally, the pattern lo is computed.

e Then m is matched against lo. If this succeeds, let § be the matcher. Otherwise, the
transition corresponding to the edge (I, ) will not be taken.

e Now all variables in the outgoing pattern r are instantiated, either with variables previously
assigned in o, or assigned in the previous step (6). More formally, the message m' := rof
is computed. If m’ does not contain true proofs (Definition 7)), the transition will not be
taken. Otherwise follow the edge, send message m’ and let the new state be o U 6.

A node may have several outgoing (ordered) edges, in this case the first one will be chosen that
matches and results in a message m’ containing true proofs. If no such edge is found, the role will
ignore the message m (i.e., the state is unmodified). A role may access the agent id of the i-th
communication partners in its session via the pre-initialized variable A; € X.a, and accesses its
own nonces via the pre-initialized variables X3, € X.n (accessing the nonces via variables enables
us to model that each session has different nonces).

This model of a role is very similar to that presented in [CKKWOGD| with the exception of the
additional check whether the outgoing message m’ contains true proofs. This check is necessary,
since we have no syntactic condition that guarantees that a role can only generate true proofs.
In particular, if a role produces proofs that depend on incoming messages, and if these messages

110n the preceding page we said that it is possible to extract randomness from ciphertexts. However, at that
point we were talking about the adversary and had to assume the worst case. When defining protocols, we
may only include capabilities that may be implemented with any encryption scheme. E.g., in the Cramer-Shoup
cryptosystem [CS98], extracting the randomness implies breaking the discrete logarithm problem, even when given
the private key.

12 Actually, this is not part of the definition of a role, but of the protocol execution. However, we describe it
here so that the intended behavior of a role becomes clear.
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happen to be modified by the adversary, it may happen that the proofs are instantiated with
the wrong values. Thus we have to make a design choice. We can restrict the patterns such
that no matter how the variables are instantiated, no incorrect proofs can be produced. Or
we can impose a static condition on the roles that guarantees that for no sequence of incoming
messages, an incorrect proof can be produced. Or we can perform a runtime check to avoid
incorrect proofs. The first method seems very restrictive, the second might make the definition
of a role unnecessarily complicated, thus we have opted for the third variant. Note that not all
current tools for protocol verification are able to handle such runtime checks and might need to
be extended.

Of course, not all trees with edges labeled by patterns represent valid protocol roles. Instead,
we have to impose a variety of sanity conditions, e.g., we have to require that the pattern r (for
constructing messages) does not contain free variables, or that the matching an incoming message
with the pattern | does not imply decrypting with someone else’s secret key. Most conditions
are of this kind and just guarantee that the symbolic protocol can indeed be implemented as a
computational protocol. Complete details are given in [Definition 4l in Becfion 3.7 below. At this
point, we only mention two conditions that are of particular importance.

First, as already discussed on the previous page, a pattern cannot explicitly contain secret
keys (except for decryption keys in the witness of a zero-knowledge proof). Thus a role cannot
sent these keys over the network. (Note that the adversary can, however, get access to secret
keys by corrupting parties and then can send them.) This condition does not newly arise for
zero-knowledge proofs; it is also present, e.g., in [CW05, [CKKWO6h|.

Since both encryption and zero-knowledge proofs are probabilistic, we have to ensure that
each randomness is used only once. In a model without zero-knowledge proofs (as, e.g., [CW05]
CKKWO0G6D|) this can be done by requiring that for any randomness R, there is at most one
subterm containing R (but the same subterm may occur several times to allow for sending
several copies of a single ciphertext). In the presence of zero-knowledge proofs, however, such a
rule would be too restrictive. For example, an agent might want to send a ciphertext ¢ := {t}fk(a)

and then prove that ¢ satisfies some property P(t), i.e., it sends z := ZK? (R;t;c,a) with F :=
(81 = {al}gﬁ(ﬁz) A P(aq)). Since both ¢ and z contain R, such an agent would be disallowed.
To relax this restriction, we have to allow the use of a given randomness R in the (p-part of
the) witness of a zero-knowledge proof. However, allowing completely unrestricted use of R in
the witness could also lead to problems. For example, consider an agent creating and sending a
ciphertext ¢ using a given randomness R, and then trying to produce a zero-knowledge proof z
proving a statement about another ciphertext ¢’ using the same randomness R. In this case, the
adversary learns the ciphertext ¢ and whether the proof z is true (since the further actions of
the agent depends on whether it succeeded in constructing the proof or not). It is not clear that
the information whether the proof z is true might not already leak up to one bit of information
about c. We therefore have to ensure that a given randomness R occurs only in a single subterm
t plus additionally in the witness of zero-knowledge proofs as long as it is used in the formula to
produce the same term t. To capture this more formally, we introduce the notion of an effective
R-subpattern. Roughly, an effective R-subpattern of a pattern P is either a subterm of P, or
a subterm that results from substituting the arguments of a zero-knowledge proof in P into its
formula. Formally, we get the following definition:

Definition 3 (True and effective subpatterns). For a given R € Rand, we call P an R-pattern
if it is of the form {Pat}&, or [Pat]l, or ZKE, . ...(Rand*; Pat*; Pat*).
Let P be a pattern. We say that a pattern S is an effective subpattern of P if

e S is a subterm of P, or

e there is a subterm ZK?([; a;b) of P, and a ZK-term z in the ZK-formula F, such that S

is a subpattern of z{gig '

We call S an effective R-subpattern of P if it is an effective subpattern of P and an R-pattern.



M. Backes, D. Unruh / Computational Soundness of Symbolic Zero-Knowledge Proofs 15

We can now formulate the condition that randomness may not be reused: For any randomness
R, there is at most one effective R-subpattern in the role tree II(k) (but that subpattern may
occur in several places).

Protocol execution. The definition of the execution of a symbolic protocol II closely resembles
the one in [CKKWO0GD]. A symbolic trace for a k-party protocol II is a sequence of global states
with some restrictions on the possible transitions (detailed below). A global state is a triple
(Sid, f, p) where ¢ is the set of messages the adversary learned so far (the adversary knowledge,
initially set to Noncegq, ), the set Sid contains the ids of all sessions currently running, and the
function f maps every session id sid in Sid to the local state of that session. A session contains
exactly one agent a executing one role. However, since the intended protocol execution always
involves k parties, a session additionally specifies what other agents the agent a is (supposedly)
communicating with. The local state of a given session is a tuple (i,0,p, (a1,...,ar)). Here i is
the number of the role the agent a executes in this session. The tuple (a1, ..., ax) specifies the
indented communication partners for that session, in particular, a = a; is the agent executing
this session. The state of the agent a is given by the current node p of the role tree II(7) and
the mapping o that maps variables to (fragments of) messages received by the agent a in that
session. See the discussion of the role tree on page

We allow three kinds of transitions between global states, namely corrupt(as,...,aq;),
new(i,a1,...,a), and send(sid, m). In a corrupt(ay, ..., a;) transition, the adversary specifies
an list of agents a1, ..., a; whom it wants to corrupt. In consequence, the adversary’s knowledge
© in the next global state will be extended by {dk(a1),...,dk(a;),sk(a1),...,sk(a;)}, i.e., the
adversary learns all secrets of the corrupted parties. Only the first transition is allowed to be of
this type, i.e., we consider static corruptions. In a new(i, a1, ..., ax) transition, a new session id
sid is allocated and added to Sid. The local state of sid is initialized as (i, 0,¢, (a1, ..., ax)) where
¢ is the root of the role tree II(i) and o maps the variables A; to a; and the variables X%, to
fresh nonces. In other words, a new session is initialized in which agent a; runs role II(i) and sup-
posedly interacts with agents a1, ...,ar. The most important transition is send(sid, m). Here,
the agent a executing sid is given the message m and its answer m’ is added to the adversaries
knowledge . Assume that agent a has the local state (i,0,p,(a1,...,ax)). Then to compute
the answer m/, the first outgoing edge from p is searched such that its label (I, r) matches m and
produces an answer m’ that contains true proofs. Details on how this is done have already been
given in the discussion of roles on page If no such edge is found, both the local state as well
as the knowledge of the adversary are unmodified. A send(sid, m) transition can only be taken
if the adversary knows m, i.e., if ¢ - m. Note that the only change with respect to the modeling
in [CKKW06D] is that we have introduced the additional condition for taking an edge that the
answer should contain true proofs.

We call sequences of global states satisfying these rules symbolic traces or Dolev-Yao traces.
The set of Dolev-Yao traces for II is denoted Exec®(II). The full definition is given in the next
section.

3.1 Postponed definitions

In the following, let A; € X.a be pairwise distinct agent variables (for ¢ € N), and let XJJ;, e Xn
be pairwise distinct nonce variables (for j € N). Assume that X.a\ {4; : i € N} and X.n\ {X% :
j € N} are infinite.

By n®J* ¢ Nonce,y with a € A and j,s € IN we denote distinct nonces. By r&ds ¢ Randgg
with @ € A,j € Rand,,, s € IN we denote distinct symbolic randomnesses. By v** we denote a
mapping that maps every R € Rand,, to r®s.

For the following definition, we use the following notation: For an edge p R q in a labeled
tree, the free variables of (I,7) are the variables that occur in I or  but are not in the label of
any edge on the path from the root to p nor are in {4; : j € [k]} U{X} : j € N} (where k is the
number of parties).
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Definition 4 (Role). A role tree RT is an ordered edge-labeled finite tree where each edge is
labeled by an agent rule (I,7) where l,r € Pat. The patterns | are called parse-patterns and the
patterns r are called construct-patterns.

A role for agent i in a k-party protocol is a role tree RT satisfying the following conditions
for each node p of RT':

1. For every R € Rand,g, there is at most one effective R-subpattern in the labels of the path
to p (but that effective R-subpattern may occur several times).

2. For any subterm of | of the form {t}3 it holds that t' = ek(A;).

3. For any subterm of | of the form {t};",a"d it holds that t and t' do not contain free variables
nor _.

4. For any subterm of | of the form ZKE2" . (Rand*;a;b) it holds that a and b do not contain
free variables nor _.

5. 1 does not contain _ nor free variables that are not free in [.

6. For any subterm of I or r of the form ZKE(...;...;b) we have that if ek(B;) or vk(5;) is a
subterm of F', then b; € X.a.

7. For any subterm of I of the form [t]34 it holds that t' = sk(A;) and that t does not contain
free variables nor _.

8. For any subterm of r of the form [t]Rd it holds that t' = sk(A;).
9. For any subterm of | or r of the form dk(t) it holds that t = A,.

Note that the syntax of Pat (page[[2) imposes additional constraints that are not explicit in
[Definifion 4

Definition 5 (Symbolic protocol execution). Let a k-party protocol I1 be given.

A global state is a triple (Sid, f, ©) where  is a set of messages (the adversary knowledge ),
Sid is a finite set of session ids, and the function f maps every session id sid in Sid to the current
state of the session sid. This state is called the local state and is of the form (i,0,p, (a1,...,ax))
where © € [k] is the index of the role executed in this session, the partial function o : X — M is a
substitution mapping variables to messages, p is a node in the role tree II(z), and a; € A is the
agent identifier assigned to role j in this session (thus a; is the agent carrying out this session).

The initial state is qr = (&, D, Nonceygy ).

We allow three kinds of transitions between global states.

e Corruption. The adversary corrupts a subset of the parties involved in the protocol and
learns their private keys. This transition can only be applied in the beginning.

corrupt(ai,...,a;)

qq —————— (&, &, Nonceyq, U {dk(a;),sk(a;) : j € [I]})-
e Session initialization. The adversary can initialize new sessions.

(Sid, f,¢p) 2Bt (gl g ).

Here sid := |Sid|+1 is the identifier of the new session and Sid" := SidU{sid}. The function
[’ is defined as f'(sid") := f(sid") for sid" € Sid and f'(sid) := (i,0,¢, (a1, ...,ax)). Here
¢ is the root of the role tree II(i) and the substitution o is defined by o(A;) = a; for all
j € [k] and o(X,) == n*554 for every X3, occurring in TI(i).
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e Sending of messages. The adversary can send messages to agents.

send(sid,m)
R

(Sid, f,¢) (Sid, f',¢").

Here we require sid € Sid, m € M, o = m, and ¢’ and [’ are defined as follows. We define
f'(sid") := f(sid") for every sid’ # sid. Let (i,0,p,(ay,...,ax)) = f(sid). Then let (I,r)
be the label of the first outgoing edge from p such that the following holds:

— The message m matches the pattern ly%**%a. Let  denote the matcher.

— Let m := ry%%"gf. Then m contains true proofs.

If no such edge exists, let f'(sid) := f(sid) and ¢’ = ¢. Otherwise, let f'(sid) := (i,0 U
0,p,(a1,...,ar)) where p' is the successor of p along that edge, and let ¢’ := p U {m}.

A finite sequence of global states starting with q; with the above transitions is called a symbolic
trace or Dolev-Yao trace for II. The set of Dolev-Yao traces for 11 is denoted Exec®(II).

4 The Computational Model

Cryptographic assumptions. At this point, we list all the properties that the encryption
scheme, the signature scheme, and the zero-knowledge proof system used in the computational
model need to fulfill.
We assume that ZK is a symbolically-sound zero-knowledge proof system (Defnition TI).
We assume that the encryption scheme AE has the following properties:

e Valid encryption/decryption key pairs. It is well-defined which is the decryption key be-
longing to a given encryption key. Formally, there is a function f such that (a) given ek
and sk, it can be verified in deterministic polynomial time whether sk = f(ek) and (b) with
probability 1, the key generation algorithm produces a key pair (ek, sk) with sk = f(ek).
We call (ek, sk) with sk = f(ek) a valid encryption/decryption key pair.

e Perfect correctness. If (ek,sk) is a valid encryption/decryption key pair, then for any
message m, we have that encrypting m under ek and then decrypting the ciphertext using
sk succeeds yields m with probability 1.

o Deterministic decryption. The decryption algorithm is deterministic.

e IND-CCA. The encryption scheme satisfies the IND-CCA security notion. Roughly, IND-
CCA security means that the adversary that has access to an encryption oracle and a
decryption oracle cannot distinguish between the case that the encryption oracle encrypts
the message m it gets from the adversary, or the case where the encryption oracle encrypts
a random message m’ with |m| = |m/|. (Assuming that the adversary never queries the
decryption oracle with any ciphertext produced by the encryption oracle. See [Gol(4]
for details (there IND-CCA is called indistinguishability of encryptions under a posteriori
chosen ciphertext attacks).

We assume that the signature scheme SZG has the following properties:
o Deterministic verification. The verification algorithm is deterministic.

e Perfect correctness. For any message m and a verification/signing key pair (vk, sk) returned
by the key generation algorithm, signing m using sk and then verifying the resulting signa-
ture using vk succeeds with probability 1.

13This notion is similar in structure to the extraction zero-knowledge property presented on page Bl



M. Backes, D. Unruh / Computational Soundness of Symbolic Zero-Knowledge Proofs 18

e Unpredictability. The signature scheme SZG is unpredictable (in the sense that for a fixed
signature key and a fixed message, two honestly generated messages are equal only with
negligible probability). This implies that SZG has to be probabilistic. Alternatively, one
could have required SZG to be deterministic and removed the symbolic randomness in the
symbolic model. Then, however, we would have to exclude probabilistic signature schemes.

e Length-regularity. The signature scheme SZG is length regular in the following sense: Given
an honestly generated signing key sk and two messages mi, my of the same length, the
signatures for m; and mg will have the same length, too. See the discussion on length-
regularity on page [l

e Strong existential unforgeability. The signature is strongly existentially unforgeable.
Roughly, strong existential unforgeability means that no adversary with access to a signing
oracle can produce a valid message/signature pair (m, o) unless that pair was output by
the signing oracle. (Le., the adversary is not even allowed to produce a signature ¢’ for m
if he received a signature o # ¢’ for m from the signing oracle. See [Gol04] for details
(there strongly existentially unforgeable signatures are called super-secure signatures).

Note that for the encryption scheme AE, we also need the unpredictability and the length-
regularity properties. In the case of encryption schemes, however, they follow directly from the
IND-CCA property, so we do not need to require them explicitly.

We assume all security properties to hold against nonuniform polynomial-time adversaries.

Computational execution. We now proceed to define the computational execution of a pro-
tocol II. We use the same formalization of protocols II as in the symbolic model in the preceding
section, but the messages exchanged over the network now are bitstrings, and the patterns (I, r)
on the edges of the role tree specify how to parse or construct these bitstrings, respectively.

We first give a short overview over the computational execution model, stressing the design
issues particular to the include of zero-knowledge proofs. We give the detailed definitions in
bection 4,11

Fix a security parameter n € IN. A computational trace is a sequence of computational
global states of the form (Sid, g, C) where Sid is the set of session ids, g maps sessions ids to
computational local states and C' is the list of corrupted agents. A computational local state is of
the form (i, 7, p, (a1,...,ar)). As with the symbolic state, i is the role executed by a;, the node
p indicates which point of the role tree the agent a; has reached so far, and (a1, ..., ax) list the
communication partners. The mapping 7 maps variables to bitstrings (instead of terms) that
result from parsing incoming messages. The transitions between the global states are invoked by
a probabilistic polynomial-time adversary A. The adversary may invoke a corrupt(aq,...,q;)
transition (only in the first step) and will then learn the secret keys of the agents aq,...,q;.
Further the ids aq,...,a; are stored in the set C in the global state. The adversary may invoke
a new(i,ay,...,a;) transition. In this case a new session id sid with computational local state
(i,7,p, (a1,...,a;)) is allocated where in the mapping 7 the variables A; and X3, are preinitialized
to a; and fresh nonces, respectively. Finally, the adversary may invoke a send(sid, m) transition
where m is a bitstring. In this case, for each edge leaving the current node p, the following
is tried: Let (I,7) be the label of that edge. Then the bitstring m is parsed according to the
pattern [ using the variable substitution 7 (see below). This results in a new substitution 7’
where the variables that were free in [ are now assigned bitstrings. Then the pattern r is used
with the variable assignments 7’ to construct a new bitstring m’ (see below). If both parsing and
constructing succeed, this edge is taken, 7/ becomes part of the new local state of the session sid,
and the adversary gets m as input. If no edge matches, no action is taken.

14We require strong existential unforgeability instead of existential unforgeability. The latter notion does not
exclude that the adversary may modify the randomness of existing honestly generated signatures. As the symbolic
adversary cannot do this (because no corresponding rule exists in [Figure 1)), we need to use strong existential
unforgeability. (Alternatively, we could also have given the adversary additional power in as was done
in [CW05].)
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It is left to explain how a pattern is used to parse or construct a bitstring. For constructing
bitstrings, we first randomly choose a family of random values tape®*'® : Rand,, — {0,1}"
parametrized over the agent a, the session sid 11 Then we define a function construct(r, 7) taking
a pattern r and a partial mapping 7 : X — {0,1}*. If, e.g., r is an encryption r = {r’}i(b), the
function construct(r, 7) recursively invokes m’ := construct(r’, 7) and then encrypts m’ using the
public key of agent b and using randomness tape®**(R) for the encryption algorithm (here a
denotes the agent that invokes construct). Pairs and zero-knowledge proofs are handled similarly.
If r € X, then construct(r, 7) just returns the stored value 7(r). We give the details of the function
construct in [Definition 7 in Becfion 4.1l below. At this point, we would only like to comment
on the operation of construct(ZKg(z; a;b),7), i.e., on the construction of zero-knowledge proofs,
since it contains several relevant points.

To produce a zero-knowledge proof for witness r1,...,rs;a1,...,a, and public part by, ..., by,
(where we assume that r,a,b have already been assigned bitstrings using recursive calls to
construct), we first have to construct a circuit C' whose satisfiability we will prove in zero-

knowledge (such a circuit we call a ZK-circuit). For this, let I; := |a;|. Then by C := C;’Z’L
we denote the circuit that expects arguments a},...,a/, of lengths I,...,l, and arguments
ry,...,r. all of length 7, and then performs the operations described by the ZK-formula F'
where p; is instantiated with the input r;, «; with input af, and occurrences of §; are replaced
with the hardcoded value b;. Details are given in [Definition 6l in Becfion 4.1] below. Then the
prover of the zero-knowledge scheme is invoked for the circuit C' and for the witness r,a (as bit-
strings) using randomness tape®*®(R). Call the resulting proof z. Then the bitstring returned
by construct(ZKE(r; a; b), 7) is the tuple (z, F, s,n,1,b) with appropriate tagging to mark it as a
zero-knowledge proof. Note that this construction does not completely hide all information on
the witness since it leaks the length of the individual components. This is comparable to the situ-
ation with encryption schemes which also cannot completely hide the length of the plaintext If
the zero-knowledge proof fails (because r;a is not a witness for C) the function construct aborts

(and the next edge in the role tree is tried). Note that the circuit C' = C’;’Z’L can be constructed
given only F| s, n,l, b; this is important since for verifying a proof, we need to construct C first.

For parsing bitstrings, we define a function parse(m, [, 7) taking a bitstring m, a pattern /, and
a partial mapping 7 : X — {0,1}*. Then if, e.g., [ is an encryption pattern of the form {l’};k(Ai)
where ¢ is the role executed by agent a in the current session, the bitstring m is decrypted
with the secret key of agent a resulting in the plaintext m/, and then function parse(m’,l’,T)
is invoked. Pairs, signatures, and zero-knowledge proofs are handled analogously. When [ is
a free variable (i.e., unassigned in 7), it is checked whether m is of the right type and then
assigned to 7(I) (resulting in an extended mapping 7). If [ is a bound variable (assigned in 7),
it is checked whether m = 7(I). If [ is of the form {-}%, [|%, or ZK®(...) (i.e., contains explicit
randomness), the message m is not parsed further but compared to construct(l, 7) (this enables
matching against encryptions or ciphertexts an agent has produced itself). Finally, if all checks
succeeded, the (now possibly extended) mapping 7 is returned. We give a detailed definition of
the function parse in [Definition & in Rection 471

We assume explicit type information on each bitstring. We achieve this by requiring that every
bitstring carries a type tag distinguishing between agents, nonces, pairs, ciphertexts, signatures,
and zero-knowledge proofs. Furthermore, we require that a bitstring tagged as a zero-knowledge
proof is only considered to be of type zero-knowledge proof if it additionally passes the verification.
This is necessary since otherwise a bitstring could be assigned to a variable X.z that later will
not pass verification, in contrast to the symbolic case where only true proofs can be assigned to
X.z. For analogous reasons, only verified signatures are of type signature.

Thus for any adversary A and any security parameter n, we get a distribution on compu-
tational traces which we denote by Execpy 4(n). A detailed description of the computational

15For notational simplicity, we assume that any operation, be it encrypting or performing zero-knowledge
proofs, needs at most n bits of randomness. This can be easily achieved by using a pseudorandom generator if
the operation needs more randomness.

16Note however that in the case of zero-knowledge proofs, this is not a principal impossibility. For example,
[BGO2] present so-called universal arguments that can be transformed into length-hiding zero-knowledge proofs.
These schemes however are very complex and far from being practically usable.
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execution is given in the next section.

4.1 Postponed definitions

For the following definitions, we assume that tape®*¥(R) € {0,1}" are uniformly and indepen-
dently chosen for each a € A, sid € N, and R € Rand,,. In an implementation, these values
would, of course, be sampled upon first use. Similarly, we assume that crs is chosen according
to the CRS-generation algorithm K of ZK.

For convenience, we identify the set A of agent identifiers with the set {0, 1}* of all bitstrings.
This implies, that in the computational setting, any bitstring is a valid agent identifier.

Tags and types. To be able to recognize whether a given bitstring is a ciphertext, signature,
agent-id, zero-knowledge proof, etc., we use tagging. For this, we assume functions tag, which
intuitively take a tuple of bitstrings and returns a bitstring tagged with x. Formally, we assume
that tag, is efficiently computable, injective, and efficiently invertible, and that the ranges of
tag, and tag, for x # y are disjoint. We also assume that tag, is length-regular in the sense
that the length of tag,(a,b,c,...) depends only on the lengths of the bitstrings a, b, c,.... (See
also the discussion on length-regularity on page[d)

We will use the tags sig, enc, zk, pair, nonce, agent, dk, ek, vk, sk for signatures, ciphertexts,
zero-knowledge proofs, pairs, nonces, agent ids, decryption keys, encryption keys, verification
keys, and signing keys, respectively.

Based on the tags, we can define types of bitstrings:

o If m = tag,,(s,m’, vk) and s is a valid signature for m’ with respect to the verification key
vk, we say m has type signature.

s,n,l

o If m = tag,,(z, F,s,n,1,b) and the circuit C' := Cr,~ is defined and the verification
algorithm of ZK accepts the proof z for the circuit C, then we say m has type zero-
knowledge

o If m = tag,,.(m, ek), we say m has type ciphertext.
e If m = tag,,;, (m1, m2), we say m has type pair.

o If m = tag,,pne. (1), we say m has type nonce.

o If m = tag,4eni(a), we say m has type agent.

o If m = tagy(k), m = tag.(k), m = tag,,(k), or m = tag,, (k) we say m has type
decryption key, encryption key, verification key, or signing key, respectively.

Note that the types signature and zero-knowledge check more than the tagging and the arity,
they additionally ensure that the signature or the zero-knowledge proof are successfully verified.
Constructing bitstrings. We now present the definitions that are used in the process of

constructing bitstrings from terms.

Definition 6 (ZK-circuits). Fiz a security parameter n. Let a ZK-formula F of p-arity s, a-arity
n and B-arity m be given, as well as bitstrings by, ..., by, € {0,1}*. Let ly,...,l, € N.

ZK-terms: For a ZK-term T, the circuit C = C;’Z’é 1s recursively defined as follows:

o [t expects inputs r1,...,rs of length n, and inputs a1,...,a, of lengths ly,... 1, respec-
tively. (We assume that these inputs are concatenated to form a single bitstring w of length

sn+>21;.)

o If (T =ek(Bi) or T =vk(B;) or T = {'}ék(ﬁi)) and b; does not have type agent, then C is
undefined.

17We assume a single, globally available CRS that is used by the verifier of ZK, cf. [Definition d
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o If T = «, then C computes a; (i.e., C is a projection).
o IfT = f3;, then C returns b; (i.e., C computes a constant function}

o If T = ek(Bi) and b; has type agent, then let tag g, (b}) == b; and C returns tag,(ek)
where ek is the encryption key of agent b, (i.e., C' computes a constant function).

o If T = vk(Bi) and b; has type agent, then let tag,gen, (b;) := b; and C returns tag,(vk)
where vk is the verification key of agent b (i.e., C' computes a constant function).

o If T = (T, Ty, then C(w) computes my = C;’lnl’}(w) and mg = C;’Z"l’}(w), and then

returns the bitstring tag,q;, (mi, ma).

o If T ={T' Zi(ﬁj) and b; has type agent, then let tag ,ge,: (V) := b; and C(w) computes
m' = C;’,Tf;(w) and then computes the encryption ¢ of m’' under the encryption key ek of
b using randomness r;. It returns the bitstring tag.,.(c, ek).

ZK-atoms: For a ZK-atom T, the circuit C' = C;’Z’é is defined as follows:

o [t expects inputs r1,...,rs of length n, and inputs a1, ...,a, of lengths ly,... 1, respec-
tively.

o If T is of the form Ty = Ts where Ty and Ty are ZK-terms, then C computes m; =
C;;nb’l(z, a) fori=1,2 and returns the bit 0 if m1 # ma and the bit 1 if m1 = ma.

o If T is of the form Decrypt(Th,T2,T3) = Ty then C' computes m; := C;fb’é([, a) fori=
1,...,4. Then C checks whether my is of type ciphertext, ms of type decryption key, and ms
of type encryption key. C assigns tag.,.(c, ek') :=my, tag,(dk) := ma, tag.(ek) := ms.
Then C' checks whether ek’ = ek and (ek, dk) is a valid encryption/decryption key pair and
whether decrypting c using the decryption key dk succeeds and yields the plaintext my. If
all checks succeed, C returns 1. Otherwise, C returns 0.

o If T is of the form Verify(T1,Ts,T3) then C computes m; = C’;;?;;L(L a) fori=1,...,3.
Then C checks whether my is of type signature and ms of type verification key. C assigns
tag g (s, m’, vk) := my and tag,,, (vk') := m3. Then C checks whether m' = mg and whether
vk = vk’. If all checks succeed, C returns 1. Otherwise, C returns oM

ZK-formulas:
For a ZK-formula F = B(Th,...,T,) where B is a Boolean formula and T are ZK-atoms, the

circuit C;’_Z’l is defined as follows:
o [t expects inputs ri,...,rs of length n, and inputs a1,...,a, of lengths ly,... 1, respec-
tively.

e If s is not the p-arity of F, or n is not the a-arity of F, or |l| # n, or |b| is not the 3-arity
of F, then C is undefined.

e C computes t; := ;;nél for i € [q] and returns B(t). (If one of the circuits constructed

recursively in the process is undefined, then C is undefined, too.)

s,n,l

Note that by construction, C'z ;" is length-regular in the bitstrings b. I.e., if b and V' satisfy

|b;] = |b;] for all 4, then C;’Z’L = ;’Z}L. This property is important for the computational
soundness result, see the discussion on length-regularity on page [l It is important that the
length-regularity of the construction is also present in an implementation. In particular, when

18Here it is important that for different values b; of the same length, the corresponding circuits have the same
size. See the discussion on length-regularity on page [
19Note that the type check of m; already implies an invocation of the verification algorithm.
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performing some optimization of the circuit C’;’Z’L at runtime (e.g., identifying and merging

subcircuits that appear more than once, or removing dead “code”), it is important that the size
of the overall circuit does not depend on the actual values of the b.
Without loss of generality, we also assume an encoding of C;Z’é that uniquely determines
F,s,n,lb.
Note also the close relation between the validity of a formula (as in [Definition ) and the
r.a,b

definedness of C;’Z’L: For any ZK-formula F' and any r € Rand, a,b € M, the term F{pa—ﬁ

is valid if and only if for each subterm ek(8;) or vk(f;) of F, we have that b; € A. And for
any ZK-formula F and b € {0,1}*, the circuit C;’_Z’l is defined if and only if for each subterm
ek(B;) or vk(5;) of F the bitstring b; is of type ageﬁt and s,n,|b| is the p-, a-, and S-arity of F,
respectively, and || = n.

Definition 7 (Constructing bitstrings). Let a session id sid, an agent a € A, a pattern r, and
a mapping T from variables to bitstrings be given. We define construct®**(r, ) recursively as
follows:

Case r = x € X: If 7(x) is defined, return 7(x). Otherwise, abort.

Caser = ek(x): If 7(x) is not defined, abort. Let tag,,.,.(a’) := 7(x). Relrieve the encryption
key ek belonging to agent id o'. (Note that since A = {0,1}*, o’ is always a valid agent id.)
Return tag,,(ek).

Case r = vk(z): If () is not defined, abort. Let tag ,zen,(a’) := 7(z). Retrieve the verifica-
tion key vk belonging to agent id o’. (Note that since A ={0,1}*, o’ is always a valid agent id.)
Return tag,;, (vk).

Case v = dk(z): If 7(x) is not defined, abort. Let tag,ge,i(a’) := 7(x). If a # a', abort.
Retrieve the decryption key dk belonging to agent id a’. If no such decryption key exists, abort.
Otherwise return tag 4 (dk) Bl

Case r = (ry,r2): Set m; := construct®™**(r;, 7) for i = 1,2. Return tag,,;, (mi,ms).

Case r = {T/}i(z).' Let R := tape®**(R), If 7(x) is not defined, abort. Let tag ugent(a’) =
7(z) and let ek be the encryption key of agent a’. If a' is undefined, abort. Otherwise invoke
m' := construct®* (v’ 7). Compute the encryption m of m’' under encryption key ek using the
randomness R. Return tag,,,.(m, ek).

Caser = [r’]ﬁ(m): Let R := tape®**(R). If 7(x) is not defined, abort. Let tag sgent(a’) == 7()
and let sk and vk be the signing and the verification key of agent o’. If a # a’, abort. Otherwise
invoke m' := construct®*¥(r', 7). Compute the signature m of m’ using the signing key sk and
randomness R. Return tag ;g (m,m’, vk).

Case r = ZK?(Rl, ooy Rgia1, ... an; b, ... b)) For each subterm T of each ZK-term of
F, compute construct®**(T{ L0b Y 0y and discard the resultE] Let R := tape®*d(R) and

paf o
R; := tape®*(R;) for i € [s|. For all i € [n], compute a; = construct®**(a;, 1), and for all
i € [m], compute b; := construct®*(b;, 7). Set l; := |a;| for all i € [n], and let C := C;’Z’l. Set

w = Ry|...|Rslla1] ... ||an. If C is undefined or C(w) # 1, abort. Use the prover P of ZK
to produce a proof z for circuit C' and witness w where the prover uses the randomness rA If
z is not a valid proof for z (as determined by the verifier of ZK), we say a ZK-failure occurred.
Otherwise return tag . (z, F, s,n, 1, ﬁ)

20 We do not need a corresponding rule for signing keys because the syntax of patterns forbids the use of
signing keys except as part of a signature (and in the case of signatures, Construc‘c“’“d([-Lk(a)7 7) does not perform

a recursive invocation of construct® s (sk(a),)). In contrast, decryption keys can be used in the witness of a
zero-knowledge proof.
21This computation has no effect (except for that construct®*¢(r 7) might fail because an invocation

construct®$id (T{ 55’%},7) fails), but it ensures that any bitstring occurring in the computation of C(w) be-

low will already have been computed by construct® . This will allow for the construction of a function ¢ later
in the proof of the main theorem. When parsing bitstrings, this function performs a lookup in the list of values
computed by construct®*¢ so we need that list to contain all relevant bitstrings.

22We assume a single, globally available CRS that is used by the prover, cf.
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In any other case, abort (and if any of the recursive invocations of construct®**® aborts, abort,
too).

Parsing bitstrings. The next definitions specifies how incoming messages are parsed according
to a pattern.

Definition 8 (Parsing bitstrings). Let a bitstring m, a patternl, and a mapping T from variables
to bitstrings be given. We define parse®*(m, 1, T) recursively as follows:

Case |l = x € X: If the type of m does not match the sort of :L'E abort. If 7(x) = m, then
return 7. If T(x) is defined, but T(x) # m, abort. Otherwise return T[x := m].

Case I = ek(z) € ek(X.a): If m is not of type encryption key, abort. Otherwise, let
tag..(ek) = m. If there is an agent id b such that ek is the encryption key of b and 7(x)
is not defined or equals 1ag 40, (D), Teturn T[x := tag e, (b)]. Otherwise abort.

Case | = vk(z) € vk(X.a): If m is not of type encryption key, abort. Otherwise, let
tag,;(vk) := m. If there is an agent id b such that vk is the verification key of b and 7(x)
is not defined or equals tag ,gent (b), return 7z := tag 4, (b)]. Otherwise abort.

Case | = (l1,l2): If m is not of type pair, abort. Otherwise let tag,,,;,.(m1,m2) :=m and let

7' = parse®*(my, 1y, 7) and " := parse®*(mq, lo, 7). If 7' and " are not compatible, abort.
Otherwise return 7 U 7",
Casel € {Pat}eRf('ff;g) orle [Pat]ska('}gf‘g) orl e ZKEjrr:sflfa(Randzg; (Pat|dk(X.a))*; Pat™): Invoke

m' := construct®** (I, 7). If m # m/, abort. Otherwise, return T.

Case | = {l’};k(Aj) with j € [k]: If m is not of type ciphertext, abort. Otherwise, let
tag ope(c, ek) == m. If ek is not the encryption key belonging to the agent id T(A;), abort.
Otherwise decrypt ¢ with the secret key belonging to agent a and let m' be the corresponding
ciphertextBA If this fails, abort. Otherwise let 7/ = parse®*(m/ I',7) and return 7'.

Case | = [l’];k(z) with x € X.a: If m is not of type signature, abort. Otherwise, let
tag ., (s,m’, vk) := m. Let 7' := parse™*(tag,; (vk),vk(z),7) and 7" := parse™*(m/,l', 7).
If 7’ and 7" are not compatible, abort. Otherwise, return ™ U 7".

Case | = ZK (%55 t1, ..., tn): If m is not of type zero-knowledge proof, abort 23 Otherwise,
let tag,(z,F',s,n’,1,b) == m. If F # F' orn # n', abort. Otherwise for i = 1,...,n run
the following: T; := parse®*(b;, t;, 7). If the 7; are not pairwise compatible, abort. Otherwise
return |J; 7.

In any other case, abort (and if any of the recursive invocations of parse®** or construct®**
aborts, abort, too).

Definition 9 (Computational execution model). A computational global state is a triple
(Sid, g, C') where Sid is a finite set of session ids, and g is a function mapping every sid € Sid to
a computational local state, and C' is the set of corrupted parties.

A computational local state is of the form (i,7,p, (a1,...,ar)) where i € [k] is the index of
the role executed in this session, the partial function T : X — {0,1}* is a substitution mapping
variables to bitstrings, p is a node in II(7), and a; € A is the agent identifier assigned to role j
in this session.

Let a probabilistic interactive Turing machine A be given. The computational trace
ExechA(n) for security parameter n is a (distribution over) sequences of global states given by
the following algorithm.

o Initially, pick (crs, simtd, extd) using the key generation algorithm K from ZK. Discard
simtd and extd. The CRS crs is made available to the adversary A. Proofs and ZK-
verifications performed by construct®**¥ and parse®**® use this CRS.

o Whenever an encryption, decryption, signing, or verification key of some agent a € A is
used for the first time, the corresponding key pair is generated using the key generation

23If £ € X.z or & € X.s, this implies invoking the verification algorithm of ZK or SZG.
24Note that due to [Definition 4 condition B we always have 7(A;) = tag,gen; (a) here.
25By our definition of the type zero-knowledge proof, this implies invoking the verification algorithm of ZIC.
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algorithm of AE or STG, respectively. We further give A access to the encryption and veri-
fication keys of all agents. We also give A and all agents the possibility to perform a reverse
lookup: Given an encryption or verification key, it is possible to lookup the corresponding
agent id.

o The initial global state is (&, D, ). In the first step, A is invoked with input 17.

e When A outputs corrupt(ay,...,a;) with ay,...,a; € A in its first activation, the adver-
sary is given the decryption and signing keys of a1, ...,a; as input. The next global state
is (@,@,{al,. "aal})'

o When A outputs new (i, a1, ...,ax) in global state (Sid, g, C) where i € [k] and a1, ..., ax €
A, the next global state is (Sid’, g’, C).

Here sid := |Sid|+1 is the identifier of the new session and Sid" := SidU{sid}. The function
g’ is defined as ¢'(sid") = g(sid") for sid’ € Sid and ¢'(sid) = (i,7,¢, (a1,...,ax)). Here e
is the root of the role tree I1(i) and the substitution T is defined by T(A;) = tag,gent(a;)
for all j € [k] and 7(X%) = tagone. (1) for every X% occurring in TI(i) where the n; are
independently uniformly chosen n; € {0,1}7. The adversary is given empty input.

o When A outputs send(sid, m) in global state (Sid, g, C) where sid € Sid, the next global
state is (Sid, ¢’, C).

Here g'(sid") := g(sid’) for all sid # sid’, ¢'(sid) = (i,7',p’, (a1,...,ax)) is computed from
(i, 7,p, (a1,...,a)) := g(sid) as follows:

l . . . .
For each edge p == p starting in p (in their natural order, remember that the role

tree T1(i) has ordered edges), first invoke 1" := parse®*d(m,1,7). Then invoke m' :=
construct®-* (r, 7). If parse®*® or construct®-*® aborts, continue with the next edge.
Otherwise set 7' := 7" and p’ := p", let the next input of A be m’, and do not proceed with
the next edges.

If no edge lead to a definition of 7/, p" and an output for A, set 7/ := 7 and p' :=p and let
the next input of A be the empty string.

o When the adversary outputs anything else, the execution terminates and the computational
trace ends at this point.

5 Computational Soundness

In the preceding two sections, we have described the symbolic and the computational execution
model involving zero-knowledge proofs and encryptions. To be able to state our main compu-
tational soundness result, we have to formalize the statement that a given computational trace
t¢ corresponds to a given symbolic trace t°. Here we follow [MWO04 [CW05L [CKKWO06D] and
require that there exists a mapping ¢ that maps every message from t° to a bitstring of t¢ in
a consistent fashion. The exact definition is almost identical to the one of [CKKW06D], except
that we add the requirement that the adversary corrupts the same agents in the symbolic and
the computational trace.

Definition 10 (Computational instantiations). Let t° = (Sid3, f1, 1), ..., (Sid},, fm,¥m) be a
symbolic trace and t¢ = (Sidf, g1,C1), ..., (Sid;,, gn, Cn) a computational trace.

We say that the trace t¢ is a computational instantiation of t* with partial mapping c :
M — {0,1}* (written t* <€ t°) if m = n and for every £ € [n] it holds that Sid; = Sidj, and
Cy ={a:dk(a) € ¢}, and for every sid € Sid; the following holds:

For (o,i,p, (a1,...,ak)) := fe(sid) and (7,7,q,(b1,...,bk)) := ge(sid) we have that T = coo,
and i =j, and p = q, and (ai,...,ar) = (b1,...,bg).

We say that t° is o computational instantiation of t° (written t® < t°) if there exists a partial
injective function ¢ : M — {0,1}* such that t® <° t°.
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Equipped with this definition, we can formulate our soundness result. Namely, with over-
whelming probability, a computational trace is a computational instantiation of some symbolic
Dolev-Yao trace.

Theorem 1 (Computational soundness of zero-knowledge proofs). Assume that the encryption
scheme AE, the signature scheme SIG, and the zero-knowledge proof system ZIC satisfy the
requirements listed on page [T

Let TI be a k-party protocol. Let A be a nonuniform polynomial-time adversary. Then the
following probability is overwhelming in n:

Pr[Execf; 4(n) € {t: 3t° € Exec®(IT) such that t* < t°}].

We first give a proof sketch of the theorem that covers the main ideas. The full proof is then
given in

Proof sketch. To establish the theorem, it is sufficient to find an injective mapping ¢ that maps
bitstrings to terms such that a computational trace ¢ (chosen according to Execyy 4(n)) will be

mapped to a Dolev-Yao trace &(t¢). Then the inverse ¢~! satisfies ¢(t°) <& t¢, which proves
the theorem. The mapping ¢ is defined in the canonical way, namely by parsing every bitstring
m to a term. To this aim, we use the decryption keys to parse encryptions, and the extraction
trapdoor E of ZK to recover the witnesses of zero-knowledge proofs. Unparseable bitstrings
are mapped to distinct terms in Garbage. A small difficulty occurs when trying to extract the
randomness used for encryptions or zero-knowledge proofs. In general, an encryption scheme
may not allow to extract the randomness used when decrypting, even given knowledge of the
secret key@ Moreover, some of the randomness might even be information-theoretically lost, so
it is impossible to recover the randomness that is actually used. Thus for adversary-generated
bitstrings m, we do not aim to extract the randomness but instead consider the full bitstring m
as its own randomness.

We have to show that ¢(t°) constitutes a Dolev-Yao trace with overwhelming probability.
Assume that ¢(t¢) is not a Dolev-Yao trace. This can be because ¢(t¢) does not fulfill the
syntactic conditions of a trace (e.g., the knowledge of the adversary changes in an unexpected
way, or the local state of some machine does not correspond to the messages received), or because
the adversary sends a message that cannot be deduced from the messages that were output by
the honest agents. In this proof sketch, we will only consider the latter case. We will therefore
assume that with non-negligible probability, in step ¢, a message m is sent such that

Nonceyq, U {dk(a),sk(a) : a € CYU{&(m) : m € Sp} ¥ &(m) (1)

holds, where C' denotes the set of corrupted agents. From this we will derive a contradiction to
the cryptographic assumptions used in the theorem by transforming the computational execution
in several steps into an adversary that guesses some bitstrings of high entropy or that fakes a
signature.

Simulating the zero-knowledge proofs. As a first step towards a contradiction, we will
replace all zero-knowledge proofs by fake proofs produced by the simulator. For this, we first
introduce two oracles into our execution: A proof oracle Proof and an extraction oracle Extract.
Whenever an honest agent wants to produce a zero-knowledge proof of some statement z with
witness w, it invokes Proof (x,w); when the implementation of ¢ extracts the witness of some
zero-knowledge proof z, it invokes Extract(z). Note that for this, it must be guaranteed that
each zero-knowledge proof produced by honest agents uses a different randomness RE and that
this randomness is only used for the zero-knowledge proof. By the definition of valid roles, we
have that for any randomness R, there is at most one effective R-subpattern in any path of the
role tree of any agent. If this effective R-subpattern is a term of the form ZKE(...), then R

26E.g., the Cramer-Shoup cryptosystem, cf. foofnofe 111

2"Here and in the following, when we reason about a randomness R € Rand,g in the computational model, we
mean the symbolic value R that is used to select the corresponding bitstring from the random tape using the
function tape.
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does not appear in the witness of any zero-knowledge proof since terms of the form ZK? (...)
may not appear in ZK-formulas. Thus any randomness R that is used for some ZK-proof is used
only for that proof (if the proof is performed several times with the same witness, statement and
randomness, the Proof oracle will not be invoked again but the old result will be reused). Note
the following facts:

e The oracle Fxtract is never invoked with a proof z that has previously been output by
Proof. This holds since ¢ by definition only extracts proofs that have not been generated
by an honest agent, and only honest agents use Proof.

e The oracle Proof is never invoked with (z,w) such that w is not a witness of x. This holds
since honest agents check whether w is a witness before constructing a proof.

Hence, since both the execution of the computational trace, as well as the application of the
mapping ¢ run in polynomial-time, we can exploit that ZK has the extraction zero-knowledge
property, and hence replace the Proof oracle by a simulation oracle Simulate using the simu-
lation trapdoor of the CRS such that ¢(t¢) (which is the output of an efficient function ¢) is
computationally indistinguishable in both casesP] Whether a given symbolic trace is a Dolev-
Yao trace can be checked in polynomial-time. Thus from the computational indistinguishability
of the symbolic traces in both cases, it follows that the probability that the symbolic trace is a
Dolev-Yao trace changes only by a negligible amount when replacing Proof by Simulate. Thus
(@) still holds with non-negligible probability. Moreover, in contrast to Proof, the oracle Simulate
only expects the statement x as input, but no witness.

Using fake encryptions. The next step towards deriving a contradiction is to replace the
encryptions created by honest agents by fake encryptions. Since this step is very similar to the
introduction of the oracles Simulate and Extract, we only give a rough idea. All encryptions
and decryptions performed by honest agents (with respect to public keys of uncorrupted agents)
are replaced by calls to an encryption or decryption oracle. By performing a lookup in the list
of all encryptions produced so far, we can ensure that the decryption oracle is only invoked for
ciphertexts not produced by the encryption oracle. Then the IND-CCA property guarantees that
we can replace the encryption oracle by an oracle FakeFEncrypt that encrypts random messages
(and thus does not use its input). Some care has to be taken concerning the randomness: We do
not guarantee that the randomness used by the encryption oracle is used exactly once, but instead
may also use it in the witnesses of zero-knowledge proofs. However, exploiting that Simulate
does not need a witness, one can show that the replacement of the encryption by FakeEncrypt
leads to an indistinguishable trace. We refer to the full proof for details.

Identifying a underivable subterm. In order to derive a contradiction from (), we have to
identify a subterm of ¢(m) whose “fault” it is that ¢(m) cannot be derived. We will then use
this term to get a contradiction. For this, we need the following characterization of underivable
messages:

Lemma 1. Let C be the set of corrupted agents, let M := &(m), let S be the set of messages
output by honest agents up to step £, and let S’ := S U {dk(a),sk(a) : a € C} UNonceyq, (the
knowledge of the adversary after that step). Assume that S’ ¥ M (this follows from ([)).
Then there exists a term T € M and a context D such that M = D[T| and all terms on the
path from M = D[T] to T (not including T ) are of the form
(o) or (AR o ZKEI (L) or [l

Formula
Furthermore, we have that S' ¥ T and that T satisfies one of the following conditions:

(a) T € Nonce,g, or

28Note that here it is important that Z/C has the extraction zero-knowledge property and not only the zero-
knowledge property and the extractability individually, as we replace Proof by Simulate in the presence of calls
to an extraction oracle.
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Rand,,
(b) T = {'}eka(a)‘ , or

(¢) T =ZK3M (), or

Formula

(d) T = ZKRandaa (r;a;b) and for some i, S" ¥ r;.

Formula

(e) T = [-]fka(';d)“d“ where a ¢ C'U Garbage.

(1) T =y
(9) T =sk(a) or T = dk(a) for some a € A\ C.

Thus by (@) such a subterm T' of M = &(m) exists. We have to show that each of the seven cases
leads to a contradiction.

T is a nonce. In case (@) we have T' € Nonceyy. Since S’ ¥ T, for any message m sent to
the adversary, the nonce T occurs in &(m) only inside an encryption (with a public key ek(a)
with a ¢ C) or inside the witness of a zero-knowledge proof. Since honest agents construct such
encryptions and zero-knowledge proofs using the oracles Simulate and FakeEncrypt, the message
m is computed without using the bitstring corresponding to 7'; thus it is not possible to extract
that bitstring from m. On the other hand, from the message m sent by the adversary, we can
retrieve the nonce as follows. In M = &(m), the nonce T is protected only by terms of the form
(,), {-}eRf(rf;’“d”, ZKRandaar () or [-];k(.). The pair and the signature can directly be parsed (since

Formula

we assume that signatures are always tagged with the signed message), in the case of { ~}§|f('f;j“d“

or ZK?;::gﬁ‘{; (...), we can call the oracles Decrypt and Extract, respectively. Since these oracles
are also used by the function ¢ (at least for terms where ¢ assigns randomness Rand,q, and not
Randg,), these oracles will answer consistently with the parsing M = ¢(m) of m. Thus we can
guess the nonce T, leading to a contradiction. Cases (M), @), @), @), and (@ of LCemmaTl are
taken care of similarly: In the first three cases, the adversary guesses some randomized message m
that is never actually used; this contradicts the unpredictability of AE, ZIKC, or SZG, respectively.
In case (@) the adversary produces a signature m that was never produced by the signing oracle;
this contradicts the strong existential unforgeability of SZG. In case (g) the adversary guesses

some secret key m.

T is an adversary-generated zero-knowledge proof. In case ([l), we have that T =
ZKE;':S‘,‘; (r;a;b) and that S’ ¥. r;. In this case the argumentation used for case (@) cannot
be used because T does not correspond to a bitstring generated by an honest agent. However,
as in the preceding argument, the adversary can extract the bitstring corresponding to 7', and
using the oracle Eztract it can extract the computational randomness corresponding to r;. By
definition of the function ¢, this randomness will be the randomness used in an encryption with
respect to some encryption key ek(a) performed by an honest agent (otherwise the function &
would have assigned a randomness r; € Rand,g, implying S’ k. r;). We distinguish two cases:
a ¢ Cand a € C. If a ¢ C, then the encryption has been generated using the encryption
oracle Encrypt. Being able to retrieve the randomness used in that encryption contradicts the
IND-CCA property of AE. If a € C, then the randomness has been used to generate the bitstring
corresponding to a term ¢ = {t}ﬁfnd“g with a € C. Since 7; is not known, we have that S’ ¥ c.
With an analogous argument as above, we can see that all bitstrings sent by honest agents can
be computed without actually computing the bitstring corresponding to c. But in this case, that

fact that the adversary is able to guess the randomness used to produce c is a contradiction. O

6 Proof of the Main Theorem

Proof of [Thearem 1l In the following, let a k-party protocol IT and a polynomial-time adversary
A be fixed. We have to show that

Pr[Execf; 4(n) € {t: 3t° € Exec®(II) such that ¢* < }]
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is overwhelming in 7.

For this, we will give a construction of an injective mapping ¢ : {0,1}* — M that may depend
on 7 as well as of some of the values occurring in Exec; 4(7) such as the CRS, its extraction
trapdoor, the private keys of the parties, or their random tapes. We extend this mapping to
computational traces as follows: A computational trace t¢ = (Sidy, g1,C1),..., (Sidn, gn, Cr)
is mapped to a symbolic trace ¢(¢t¢) := (Sid1, f1,¢1),.--,(Sidn, fn,on) as follows. We let
fe(sid) = (i,¢o1,p,(a1,...,ar)) where (i,7,p, (a1,...,ar)) := ge(sid), and we define the ad-
versary’s knowledge @, as follows: We set ¢1 := Nonceyq,. For @41 we distinguish three cases.
If the /-th transition was a new-transition, we set wpy1 := @¢. If the ¢-th transition was a
corrupt(as, . ..,a;)-transition, we set poi1 := @p U {dk(a;),sk(a;) : j € [{]}. If the ¢-th transi-
tion was a send(sid, m)-transition, let m be the answer given to the adversary after taking that
transition, and set wp41 := e U {c(m)} (or ppi1 := @y if the adversary gets an empty answer).

We will then show that if ¢© is chosen according to the distribution Execy; 4(n), with some
overwhelming probability 1 — u(n) we have that &(¢*) is a Dolev-Yao trace.

Since ¢ is injective, we have that ¢ := ¢~! is an injective partial function, and if ¢(t¢) is a
Dolev-Yao trace, by construction of ¢(t¢) we have that ¢(¢¢) <¢ t¢. (Here, we use that ¢(¢¢) is a
Dolev-Yao trace to ensure that no dk(a;) or sk(a;) occurs in ¢, unless a; was corrupted in the
first step.) Thus, assuming that ¢(¢°) is a Dolev-Yao trace with probability 1 — u, we have

Pr[Execy; 4(n) € {t: 3t° € Exec’(I) such that ¢* < t°}] > 1 — pu(n).

Note that the construction of ¢ actually depends on the particular execution of I. For example,
the construction of ¢ may depend on the secret keys, or other random choices made during the
execution. Hence also ¢ will depend on these random choices. However, since [Definifion 10] only
requires the existence of ¢, not that it can efficiently be computed from the information contained
in t¢, such a randomness-dependent construction of ¢ is sufficient.

Thus in the remainder of this proof, let ¢ be distributed according to Execyy 4(n). We will
construct ¢ and show that ¢(t¢) is a Dolev-Yao trace with overwhelming probability. This then
establishes the theorem.

The mapping €. The mapping ¢ works by parsing any message m € {0,1}* in a manner
similar to the parse function from However, in contrast to parse, the mapping ¢ has
to parse any bitstring and not only terms matching some pattern. In particular, ¢ has to extract
the witnesses of the zero-knowledge proofs and to decrypt all ciphertexts. Moreover, ¢ will have
to assign symbolic randomness from Rand to any ciphertext or zero-knowledge proof.

Decrypting the ciphertexts is easy, since we allow ¢ to access the secret keys of all agents.
This allows to decrypt all ciphertexts that use a public key corresponding to an existent agent.
All other ciphertexts may be safely considered as invalid, since no honest party will ever be able
to decrypt them.

To extract the witnesses from the zero-knowledge proofs, we use the extractability property
of ZK. Using the extraction trapdoor for the CRS, ¢ can recover the witness for the proof and
use it for further parsing.

However, extracting the randomness is non-trivial. In general, an encryption scheme may
not allow to extract the randomness used when decrypting, even given knowledge of the secret
key@ Moreover, some of the randomness might even be information-theoretically lost, so even
an inefficient mapping would not be able to recover that randomness. Similar reasoning applies
to zero-knowledge proofs. Fortunately, it turns out not to be necessary that ¢ identifies the
actual randomness, but only some value such that different encryptions or proofs of the data will
result in different terms. Thus, instead of trying to extract the randomness from a message m
generated by the adversary, we interpret the whole message m as its randomness and map m to
a symbolic randomness R}, (in the case that m was generated by the adversary).

Furthermore, we will define ¢ in a way so that it can be efficiently evaluated without decrypting
the ciphertexts generated by honest agents or extracting from zero-knowledge proofs generated

29E.g., the Cramer-Shoup cryptosystem, cf. foofnofe 111
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by honest agents. This can be done because if an honest agent explicitly computed the bitstring,
we simply store the inputs of that operation.

For the actual definition of ¢, we fix arbitrary (but efficient) injective mappings, Rady :
{0,1}* — Randgady, Badw : {0,1}* — Nonceggy, and G : {0,1}* U {L} — Garbage and write
their arguments as superscripts. Intuitively, R, denotes the randomness used by the adversary
to construct the message m. Similarly, B, denotes the nonce m when m is generated by the

adversary. And finally, G™ will be used to abstractly represent unparsable bitstrings.

The term &(m) € M is then recursively defined as follows:

Case “‘m is of type agent”. Let tag,gent(a) :=m and return a.

Case “m is of type encryption key”. Let tag.;(ek) := m. Find a € A such that ek is the
encryption key for a. If no such a exists, return ek(G™). Otherwise return ek(a).

Case “m is of type verification key”. Analogous to the case of encryption keys.

Case “m s of type decryption key”. Let tag(dk) := m. Find a € A such that dk is the
decryption key for a. If no such a exists, return G™. Otherwise return dk(a).

Case “m is of type signing key”. Analogous to the case of decryption keys.

Case “m is of type pair”. Let tag,qi-(m1, m2) := m. Return (¢(my), c(mz)).

Case “m is of type nonce”. First check whether m was generated as the value of some vari-
able X3 by some honest agent a in some session sid. More exactly, check whether a global
state (Sid, g, C) occurs in the trace where g(sid) = (4, 7,-, (a1,...,ay)) for some i, 7, and

a, and 7(X%) = m for some j. If so, return n®+5»*@ (Remember that n®+7* is the nonce
that is assigned in the symbolic model to the nonce variable X3, in session sid run by agent
a;.) Otherwise, return B, .

Case “m s of type ciphertext and m has been generated by an honest agent”. ILe., m was
the result of a call constructavs“i({t}fk(z), 7) by agent a in session sid for some R € Rand,g,
r € X.a, and some mapping 7 from variables to bitstrings. Let ¢’ := ty**(co 7)@ Then

a,R,sid 0. R,sid

return {¢’ Yek(e(r(ay))- (Remember that r is the randomness that is actually used in

the symbolic model when agent a instantiates a pattern with randomness R in session sid.)

Case “m is of type ciphertext and m has not been generated by an honest agent”. Let
tag one(C, €k) := m. Let k := &(tag,(ek)). If k ¢ ek(M), return {GL}ka(yséek). Otherwise let
ek(a) := k. If a € Garbage, return {GL}i%). Otherwise, let dk be the secret key of agent
a and decrypt c using dk and call the result m/. If this fails, return {G+ }i;(r‘lj;) Otherwise,
return {E(m’)}i%;’).

Case “m s of type signature and m has been generated by an honest agent”. Le., m was the

result of an invocation of construct“’”d([t]i(z),7') by agent a in session sid for some

R € Randyy, = € X.a, and some mapping 7. Let tagg,,(s,m’, vk) := m. Let vk(a) :=
Ta,R,szd

é(tag,, (vk)). Return [E(m')]sk(a)

Case “m s of type signature and m has not been generated by an honest agent”. Let

m
adv

tag,(s,m’, vk) := m. Let vk(a) := ¢(vk). Return [E(m’)]i(a).

a,sid a,sid

30ty2:5id(z o 1) denotes the application of the substitution ¢o 7 to the term ty
is replaced by &(7(x)).

, i.e., the variable z in tvy
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Case “‘m s of type zero-knowledge proof and m has been generated by an honest agent”.

Le., m was the result of a call construct®*(ZKE(R1,...,Ri;ay,...,an;b1,...,bs),7) by
agent a in session sid for some R, R; € Randgg, ai,b; € M, and some mapping 7 from
variables to bitstrings. Let a) := a;v**¢(¢ o 7) and b} := b;y**4(¢ o 7). Then return

a,R,sid . . o .
ZK’% (ra-fusid 0 pasBusids g/ by (Remember that 1@ -5 is the randomness that is

actually used in the symbolic model when agent a instantiates a pattern with randomness
R; in session sid.)
Case “m s of type zero-knowledge proof and m has not been generated by an honest agent”.

Let tag,(z, F,s,m,1,b) := m. Compute the circuit C := ;Zl Apply the ZK extraction
algorithm to z and the extraction trapdoor of ZK (cf. Definition 1)) to extract a bitstring
w with C'(w) = 1. If the extraction algorithm fails or C'(w) # 1, return G™. In this case,
we say a ZK-break occurred. (We will later see that this happens only with negligible
probability.) Parse w as r1]|...||ri|la1] - ..||an with |r;| = n and |a;| = I;. Let b} := &(b;)
and a} := &(a;) for all 4. For each i € [s], compute the symbolic randomness r; as follows:
Let e be the unique subterm of F of the form e = {t'}}". Let ¢’ := C;’,?’l(w) (this gives
the bitstring that corresponds to e in an evaluation of C'). Then e’ will be a bitstring of
type ciphertext. Let ¢” := &(¢/). Then ¢” will have the form {...}® . Set 7/ := R’. Finally,

M
return ZKp " (r', &/, b).

Case “m does not match any of the above cases”. Return G™.

Later in the proof, we will also need the following function ¢* that will turn out to be the inverse
of ¢

e c*(a) = tag,gen(a) for a € A

o c*(ek(a)) := tag,.,(ekq) for a € A where ek, is the encryption key of agent a and analogously

for dk, vk, and sk.

o c*((t1,t2)) i= tag g, (c* (t1), ¢ (t2)).

o c*(n®¥5d) .= 7(X4) if there is a global state (Sid, g, C') with g(sid) = (i, 7, -, (a1, ..., ax)).

o ¢*(t) :=m for t € {G™, ek(G™),vk(G™), B™, , {-} o [ Faie zK R (.. )}

R,sid

ot = {t/ 2:('(1) for R € Rand,y and @ € A. Then the bitstring ¢*(¢) is produced like in a
computation of Constructa’“d({f}i(a), 7) for some 7 and 7 with 7(z) = tag e (@), except

that instead of computing the recursive m’ := construct®** (7, ) (which is then encrypted
to give m), we use m’ := c*(t'7**%(¢o 7)) instead. (Note that this does not depend on
the pattern 7 and the mapping 7, since construct“*“d({f}fk(a), 7) uses 7 and 7 only as the

argument to construct®* (7, 7).)

ot = [t’]::(:)’m for R € Randg, and a € A. Then the bitstring c¢*(¢) is produced like in a
computation of construct“*Sid([F]i(m), 7) for some 7 and 7 with 7(x) = tag , e, (@), except
that instead of computing the recursive m’ := construct®*! (7, 7) (which is then signed),
we use m’ := c*(t'y*>*4(¢ o 7)) instead.

o t = ZKy "™ (r;a;b) for R € Rand,, and a € A. Then the bitstring ¢* () is produced like

a,R,sid ~ ~
in a computation of ZK’» (r;a;b) for some a;, b;, except that instead of computing the
recursive @; := construct®*“(a;, 7) and b; := construct®**(b;,7) (which are then used for
constructing witness and circuit), we use @; := c*(a;y>*4(¢o7)) and b; := c¢*(b;y**"(¢oT))

instead.

Properties of ¢. Note that ¢ is injective: Fix some term ¢ = &(m). We need to see that ¢t has

only one preimage. If ¢ is a pair or an agent id this is obvious. If ¢ is of the form Bgfi,v, Gm,, lev,

ek(G™'), vk(G™ ), sk(G™), dk(G™), {-}Ruin, [|Fuin, ZKRuin(...), the preimage is determined by
m'.
If t = ek(a) for a € A, then the preimage of ¢+ must be tag,,.,,(a). Analogously for dk(a),

vk(a), and sk(a).
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For t = {}TERd we have that the preimage m was the result of a «call

construct®*@({... 17 7). In the session sid, any two calls construct®*“({-}7 7) and
construct®**({-}2 ') with the same R will satisfy that 7 C 7/ or 7/ C 7 (i.e., one of the
two substitutions is an extension of the other) because in any path of a role tree I1(7) associated
with the session sid, there can be at most one pattern of the form {-}% for a given R (uniqueness
of effective R-subpatterns, [Definition 4)). Since construct®**({-}7 1) and construct®**¢({-}% 7/)
will return the same bitstring if one of 7 and 7/ is an extension of the other (as long as both

invocations succeed), it follows that m is uniquely defined.
@, R,si a,R,sid .
Analogous reasoning applies for the cases t = [-]" T and t = ZK" " (...). Hence ¢ is

injective.

Furthermore, we see that ZK-breaks occur only with negligible probability: A ZK-break
implies that a witness w is extracted from a zero-knowledge proof z such that w is not a witness
for z, although the proof has been successfully verified. Since all machines involved in the
execution, as well as the construction of ¢ are polynomial-time, this is a contradiction to the
extractability property of ZX.

The following lemmas guarantee that the various definitions given so far are compatible. For
example, when computing m := construct®**(r, 7) and then parsing m using ¢, we get back r
(up to the substitution of the variables occuring in 7).

Lemma 2. Whenever a circuit C;g’é is constructed (through a call to construct®**(r, 7)), we

have that C;’g’i is defined.

. . s, . 5,10,0
Lemma 3. Whenever a circuit C;’g" is constructed and C;’g"(

Rill...[|Ril|ax]l ... ||an (indirectly through a call to constructa’;id(r, 7) with r = ZKE(R; a;b) ), we

have for every ZK-term T which is a subterm of F that C;’g’é(w) = constructa’Sid(T{pl’o%% ,T).

w) 1is evaluated with some w =

Lemma 4. Assume that in a computational execution, no two honestly generated nonces, encryp-
tion keys, verification keys, ciphertexts, signatures, or zero-knowledge proofs are equal. Assume
that no ZK-failure occurs.

Then for any invocation of construct®*(r,7) that is performed during the evecution, we
have that construct®*(r, 7) succeeds iff ry**"4(¢ o 7) contains true proofs and that in this case
¢(construct®*¥ (r, 7)) = ry®*4(¢o 7).

Lemma 5. Assume that in a computational execution, no two honestly generated nonces, encryp-
tion keys, verification keys, ciphertexts, signatures, or zero-knowledge proofs are equal. Assume
that no ZK-failure occurs.

Whenever ¢(m') is computed for some m’, &(m’) contains true proofs.

Lemma 6. Assume that in a computational execution, no two honestly generated nonces, encryp-
tion keys, verification keys, ciphertexts, signatures, or zero-knowledge proofs are equal. Assume
that no ZK-failure or ZK-break occurs.

Then for any invocation of parse®*(m, 1, 7) that is performed during the execution, we have
that parse®*® succeeds iff €(m) matches ly**(€o ) (let 6 be the matcher) and that in this case
¢o parse®*(m I, 1) = (CoT)UG.

Lemma 7. Assume that in a computational execution, no two honestly generated nonces, encryp-
tion keys, verification keys, ciphertexts, signatures, or zero-knowledge proofs are equal. Assume
that no ZK-failure occurs.

For all m € {0,1}*, ¢*(¢(m)) = m.

The proofs of these lemmas are very lengthy inductions and consist mainly of case distinc-
tions in which it is verified that two differently computed terms are indeed equal. Since these
proofs essentially only check that we did not make mistakes in writing down the definitions of
construct®*_ parse®*@ ¢ and c¢*, but do not involve actual cryptographic arguments, we defer

the proofs to
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Note that the assumptions of these lemmas are fulfilled with overwhelming probability:
Nonces are pairwise different with overwhelming probability because of their high entropy. If
encryption keys and verification keys were not pairwise different with overwhelming probability,
by honestly executing the key generation algorithm, there would be a non-negligible probability
of producing the secret key for a public key that is already being used, thus breaking the IND-
CCA or the strong existential unforgeability property, respectively. Encryptions of the same
message are pairwise different with overwhelming probability because otherwise one could dis-
tinguish between the encryption of a given message m and of a random string by reencrypting
m, thus breaking the IND-CCA property. Signatures and zero-knowledge proofs are pairwise
different because of the unpredictability property. The probability than a ZK-failure occurs is
negligible because of the completeness of ZXC. As discussed before, ZK-breaks also occur only
with negligible probability.

The trace ¢(t°) is a pre-DY trace. In the following, by a pre-DY trace we denote a symbolic
trace that satisfies[Definition Bl with the (possible) exception of the condition that in the transition
(Sid, f, ) “H, (Sid, f, ),
we have ¢ - m. That is, in a pre-DY trace we allow the symbolic adversary to send messages it
cannot derive.

To see that ¢(t°) is a pre-DY trace with overwhelming probability, we have to check that for
any ¢, the ¢-th transition in ¢(¢¢) is a valid transition. If £ = 1 and the ¢-th transition of ¢ is of
the form

(®7®7® ®7®7{a1""’al})’

.. t(ai,...,
then & maps that transition to (&, &, Nonceggy ) M

j € [1]}) which is a valid symbolic transition.
If the ¢-th transition of t¢ is of the form

(@, @, Noncegq, U{dk(a;), sk(a;) :

(Sid, g, ¢) 2Vt (i g1 )

then ¢ maps that transition to (Sid, f, ¢) now(e1,0h), (Sid’, f', ) for some ¢ and with f(sid) =
(i,¢oT,p,a) where (i,7,p,a) := g(sid) and f’ analogously. As g and g’ only differ in sid’ := |Sid|+
1, s0 do f and f’. Furthermore, ¢'(sid") = (i,7,¢, (a1,...,ax)) where ¢ is the root of II(i) and
T(X}) = tagonee (1) and T(Aj) = tag,gent(aj). Then, by definition of ¢, co 7(X3) = pi-dsid’

If the ¢-th transition of ¢¢ is of the form

send(sid,m)
_

(Sid, g,C) (Sid,¢",C),

(where the adversary gets answer 7m) then ¢ maps that transition to

(Sid, f,¢) "N, (5iq, f7, o)

for some ¢ where ¢’ = p U{é(m)} and f(sid) = (i,¢ o 7,p,a) where (i,7,p,a) := g(sid) and f’
analogously. Furthermore, from the definition of the computational trace, we have that ¢'(sid) =
(i,7,p', (a1,...,ax)) where p’ is the node reached through the first edge (I, r) leaving p such that
7" = parse®*"(m, 1, 7) and m’ := construct® **(r 7"’) succeed, and in that case 7’ := 7" and
m :=m'. (If no such edge exists, 7/ = 7 and p’ = p.)

When the assumptions of Lemmas @ and H are fulfilled (and this happens with overwhelming
probability as discussed above), by LemmasB and Bl p’ is also the node reached through the first
edge leaving p such that &(m) matches [7%+*"¢(¢o7) (with matcher §) and ry®*((¢o7)Uf) =
ry®:54(¢ o 7)0 contains true proofs (or no such edge exists). In this case (still by the same
lemmas), we have that éo7' = (¢o7)U# and &(m) = ry®*((coT)Uf) = ry%:54(coT)0. Hence

send (sid,c(m))
_—

(Sid, f,¢) (Sid, f',¢")
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is a valid symbolic transition in a pre-DY trace (cf. [Definition 5 remember that for pre-DY
traces, we do not need ¢ + &(m)).

The initial state (&, &, @) of t° is mapped to the valid initial state (&, &, Nonceyq, ) of &(t°).

Thus with overwhelming probability, ¢(t¢) is a pre-DY trace. Furthermore, by construction of
¢ (as extended to traces) we have that ¢y = Nonce,q, U {dk(a),sk(a) : a € C}U{é(m) : m € Sp}
where @y is the adversary knowledge in the ¢-th step of ¢(¢¢), C denotes the corrupted agents and
Sy are the messages given to the adversary in the send transitions in the computational model
up to the transition leading to ¢y.

The trace &(t°) is a Dolev-Yao trace. We will now proceed to show that ¢(¢¢) is a Dolev-Yao
trace with overwhelming probability. Since we already know that ¢(¢¢) is a pre-DY trace, and
that the adversary’s knowledge @y in the ¢-th step of ¢(t¢) is ¢y = Noncegq, U {dk(a),sk(a) : a €
CruU{e(m) : m € Se} (where C denotes the corrupted agents and Sy the messages given to the
adversary), it will be enough to show that in every send(sid, m) transition in the computational
model, we have that

Nonceyq, U {dk(a),sk(a) : a € CYU{e(m) : m € Se} F ¢(m)

(with overwhelming probability).
In order to prove this, we will assume that this is not the case, i.e., that with non-negligible
probability, in step ¢, a message m is sent such that

Nonceygy U {dk(a),sk(a) : a € CYU {e(m) : m € Se} ¥ &(m) (2)

From this we will derive a contradiction by transforming the computational execution in several
steps using the security properties of ZX, SZG, and AE.

Emulating construct®*® and parse®*?. We will now redefine construct®*¢ and parse®**
in such a way that they still compute the same functions but are more amenable to certain
modifications later on.

By [Cemma 4 &(construct®*(r, 7)) = ry»*4(¢ o 7) where construct®**(r,7) succeeds iff
ry®%(Z o 7) contains true proofs. Thus we can redefine construct®*(r, 1) := c¢*(ry»*4(¢o 7))
(or construct®®(r, ) := L if ry**4(¢ o 7) does not contain true proofs).

Note also that whenever m := construct®**(r, 1) is computed and sent, we have that ¢(m) =
ry®%4(¢o 1) and m = construct®**(r, 1) = c*(ry**4(¢o 7)) = ¢*(é(m)). Hence, whenever a
message m is sent by the protocol, we have that m was the result of an invocation ¢*(t) where
t = ¢&(m) (although ¢ was not necessarily computed as é(m), it just happens to coincide with
é(m)).

By [Cemma 6l coparse®*(m, [, 7) = (¢o7)Uf where 6 is the matcher of ¢(m) and Iy%%¢(¢oT)
(or ¢ o parse®**(m, [, 7) = L if there is no match).

Note that the redefined construct®**@ only uses 7 := ¢ o 7, but never 7 directly. And we can
also compute ¢ o parse®*(m, [, 7) directly from éo 7. Hence instead of computing and storing
7 in the computational trace, we can instead directly store 7 := ¢ o 7 in the trace and use the
following modified functions construct®*@(r,7) := c¢*(ry®*@#) (or construct®*(r,7) := L if
ry®*4(Zo 1) does not contain true proofs) and parse®**(m, [, 7) := ¥ U@ where 0 is the matcher
of &(m) and Iy**(¢ o ) (or parse®**(m,[,7) := L if there is no match).

Note that the changed construct®*® and parse®**¢ do not directly access any secrets any
more, all accesses and cryptographic operations are performed through ¢ and c¢*.

Simulating the zero-knowledge proofs. As a first step towards a contradiction, we will
replace all zero-knowledge proofs by fake proofs produced by the simulator. For this, we first
introduce two oracles into our execution: A proof oracle Proof and an extraction oracle Extract.
A query to the Proof takes a circuit and a witness as argument and outputs a zero-knowledge
proof (honestly generated using the publicly available CRS). A query to the Eztract oracle takes
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a zero-knowledge proof and applies the extraction algorithm to it (using the extraction trapdoor
that was generated together with the CRS).

We now modify ¢* and € as follows: Whenever ¢*(t) with ¢t = ZK®™ () would produce
a zero-knowledge proof for the circuit C' and the witness w, it queries the Proof-oracle instead
(with C and w as arguments). Furthermore, we change ¢*(t) not to query the Proof-oracle twice
for the same term t. Instead, the result of the last query is cached. And when ¢ would use the
extraction algorithm for extracting a witness w from a zero-knowledge proof z (in the case of not
honestly generated zero-knowledge proofs), then ¢ queries the Extract-oracle instead.

Obviously, this modification changes the computational trace only if ¢* uses some randomness
for some ZK-proof, and the same randomness is used for a later ZK-proof or for a different
operation (i.e., encryption or signing). However, [Definition 4 condition [l guarantees that the
original construct®**?_ if it uses some randomness tape®**¢(R) to construct some zero-knowledge
proof, it uses that randomness only for producing the same proof again. Hence also ¢* does not
reuse randomness used for producing ZK-proofs. Hence replacing the proof and the extraction
algorithm does not change the probability of ().

We introduce yet another oracle Simulate: A query to Simulate consists of a circuit C' and
a witness w, and Simulate runs the simulation algorithm on the circuit C' using the simulation
trapdoor that was produced together with the CRS (and the witness w is ignored).

Lemma 8. No polynomial-time machine M can distinguish between O := Proof and O :=
Simulate (with more than negligible probability), even when given access to the Extract-oracle,
as long as M obeys the following rules: M mnever queries the Extract-oracle with C,z where z
was the output of a query to O with input C,w, and M never invokes O with C,w such that

C(w) # 1.

Proof. Assume a polynomial-time machine M that distinguishes with non-negligible probability
between Proof and Simulate given access to the Frtract-oracle (and that obeys the rules stated
in the lemma). We define an oracle H; that behaves like Proof for the first i-proofs and like
Simulate afterwards. Let g be a polynomial upper bound on the number of queries performed by
M. Since M distinguishes between Proof and Simulate, we have that M also distinguishes with
non-negligible probability between H; and H;11 for some i (that may depend on the security
parameter). We now construct an adversary A that has access to an oracle O and to Extract,
and that expects as input the CRS and the corresponding simulation trapdoor. This adversary
then simulates M. All queries of M sent to the Fxtract-oracle are forwarded to that oracle. The
first @ queries that M sends to O, A answers by invoking the prover P of ZK. The (i + 1)-st
query A forwards to the oracle O that was given to A. All further queries A answers by invoking
the simulator S of ZK (note that .4 knows the simulation trapdoor, thus he can execute the
simulator). When M terminates with some output, then A terminates with that output. By
construction, A with access to Simulate simulates an execution of M with access to H;. And A
with access to Proof simulates an execution of M with access to H;11. Since M distinguishes H,;
and H;11 with non-negligible probability, A distinguishes between O := Proof and O := Simulate
with non-negligible probability, and A performs only a single query to that oracle. Furthermore,
since M obeys the rules given in the lemma, A4 never queries (C, proof) from FExtract where
C' is the circuit send to O and proof the answer of O. And A only sends (C,w) to O with
C(w) = 1. Thus A is an adversary that contradicts the extraction zero-knowledge property

(Defnition ). 0

We show that ¢ queries the Extract-oracle with arguments (C, z) only if z was not the output
of a query to Proof with arguments (C,w): The only case where ¢ invokes the Ezxtract is when
given m = tag,(z, F, s,n,l,b) where m was not produced by construct®*“. Hence, if z was the
output of the Proof-oracle, then it was produced by construct®*¢ as part of a message m’ =
tag (2, F',s',n/,I',b) with (F',s'",n',l',b') # (F,s,n,l,b). Since C;g’é determines F,s,n,l,b,
we have that 2z was produced by a query to the Proof-oracle with a circuit C* ,’%I’L =+ C;’Z’l =:C.
Hence z was not the output of a query to Proof with arguments (C, w) for any w. B
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Furthermore, we have that ¢* never queries the Proof-oracle on (C,w) with C(w) # 1 since
¢* checks whether C(w) # 1 and aborts otherwise (this check is inherited from the original
construction of construct®*i).

Thus, by virtue of we can replace all queries to the Proof-oracle by queries to the
Simulate-oracle, and the probability of () changes by at most a negligible amount. Thus, in a
computational execution using the Simulate-oracle, (@) holds with non-negligible probability.

Reducing direct access to the random tape and private keys. The functions ¢ and c*
access the random tape tape®*® and the decryption and signing keys of uncorrupted agents in
various places:

e ¢ uses the decryption keys for decrypting.
e ¢* uses the signing keys for signing.

e ¢ uses the decryption when parsing a bitstring m = tag 4. (dk) that is tagged as a decryption
key. In this case, however, it is sufficient that ¢ can compare dk to all decryption/signing
keys of honest agents. Analogously for the signing keys.

e ¢* uses the random tape to get the randomness for encrypting and signing. (The random-
ness for zero-knowledge proofs is not taken from the random tape but produced by the
Simulate-oracle directly.)

e ¢* uses the random tape and the decryption keys to produce witnesses w for the zero-
knowledge proofs. More precisely, ¢* uses w to check whether C;’Z’l(w) = 1, and to

compute the length of w that is given to the Simulate-oracle.

In order to relate @) to the security of ZXC, AE, and SZG, we have to minimize the direct
accesses that ¢* and ¢ perform to secret data, and instead ensure that ¢* and ¢ only access this
data through well-defined oracles.

First, we get rid of the computation of the witnesses through ¢*(t) with t = ZK%(r;a;b).
Observe that the length of w can be computed given only ¢ because all our primitives are

length regular (and the lengths of nonces are fixed). Furthermore, ¢*(¢) accesses the wit-
ness w to check whether C’;’Z’L(w) = 1 holds for the circuit C;’Z’L. However, since c¢*(t) is
only executed by the modified construct®*(r,7) if ¢ contains true proofs, in which case a
call to the original construct®**(r,7) with ¢ = r7 would succeed (Cemma 4), we have that

c*(t) = construct®**(r, 7) succeeds. Since c*(t) = construct®*¥(r, 1) would fail if C;’Z’L(w) #1,

we know that when ¢*(¢) is invoked by the modified construct®*, we always have C;Z’é(w) =1.
sl )
Fb

c*. Thus ¢* does not compute the witness any more. This removes all access to the random tape

and the decryption keys during to the computation of the witness by construct®*,

Since c*(t) is only invoked by construct®*®, we can hence remove the check C%"*(w) = 1 from

In order to get rid of the remaining access to the random tape, we introduce two more oracles,
an encryption, a decryption, and a signing oracle.

The encryption oracle Encrypt supports the following queries: Generate key pair: This pro-
duces a new encryption/decryption key pair and returns the encryption key. Encrypt: This takes
a message m and a previously generated encryption key ek and returns the encryption of m under
ek. Check key: This takes a decryption key dk and returns if this decryption key was produced
in a call to generate key pair, and if so, what the corresponding encryption key was. Decrypt:
This takes a previously generated encryption key ek and a ciphertext c. Then it looks up the
decryption key dk corresponding to ek and decrypts ¢ using dk and returns the plaintext. Get
decryption key: This takes a previously generated encryption key and returns the corresponding
decryption key.

The signing oracle Sign supports the following queries: Generate key pair: This produces
a new verification/signing key pair and returns the verification key. Check key: This takes a
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signing key sk and returns whether this signing key was produced in a call to generate key pair,
and if so, what the corresponding verification key was. Sign: This takes a previously generated
verification key vk and a message m. Then it looks up the signing key sk corresponding to vk and
signs m using sk and returns the resulting signature. Get signing key: This takes a previously
generated verification key and returns the corresponding signing key.

We now change ¢ and ¢* to use these oracles instead of decrypting and signing directly.
Furthermore, we change ¢* not to query the encryption or signing oracle twice for the same
term t. Instead, the result of the last query is cached. Furthermore, when ¢ parses a bitstring
tagged as a decryption or signing key, it uses the check key query of Encrypt and Sign.

Hence, with the modified definitions of ¢ and ¢*, [ still holds, and the decryption and signing
keys of uncorrupted agents are only accessed through the encryption and signing oracles, and
the random tapes are never accessed.

Using fake encryptions. We now introduce a new oracle FakeEncrypt. This oracle behaves
like Encrypt with the following difference: Upon encrypt query with encryption key ek and
message m, if no get decryption key query has earlier been performed for ek, the oracle encrypts
the plaintext 01! using ek (instead of encrypting m). If a get decryption key query has earlier
been performed, the message m is encrypted (as in the oracle Encrypt).

Lemma 9. No polynomial-time machine M can distinguish between Encrypt and FakeEncrypt
(with more than negligible probability), as long as M obeys the following rules: No get decryption
key query for some encryption key ek may be preceded by an encrypt call with respect to the same
query. No decrypt query may be given a ciphertext ¢ that was the result of an encrypt query
with respect to the same key.

Proof. Assume a polynomial-time machine M that distinguishes with non-negligible probability
between Encrypt and FakeEncrypt (and that obeys the rules stated in the lemma). We de-
fine an oracle H; that behaves like Encrypt with respect to the first ¢ encryption keys and like
FakeEncrypt afterwards. Let ¢ be a polynomial upper bound on the number of queries performed
by M. Since M distinguishes between Encrypt and FakeEncrypt, we have that M also distin-
guishes with non-negligible probability between H; and H;;1 for some i (that may depend on
the security parameter). We now construct an adversary B that has access to an oracle O. This
adversary then simulates M. All oracle queries by M with respect to the first i encryption keys
are answered by B. For this, B picks his own encryption/decryption key pair and then simulates
the oracle Encrypt. The queries with respect to the (i+1)-st encryption key are forwarded to the
oracle O that is given to B. Queries with respect to all following encryption keys are answered by
B by simulating the oracle FakeEncrypt (again picking his own key pair). Check key queries are
answered by B as follows: Let dk be the argument of the check key query. For each encryption
key ek (including those chosen by B and the one chosen by the oracle O given to B), B picks a
random message m, encrypts m with ek, and decrypts the resulting ciphertext with dk. If this
returns m again, then B returns ek as answer to the query. If this fails for all ek, B returns “no”
as answer to the query.

Then B with access to O := Encrypt is a faithful simulation (up to a negligible error) of M
with access to H;41. (For this, note that encrypting a message with ek and decrypting with dk
will succeed (except for a negligible probability) only given the right decryption key.) And B
with access to O := FakeEncrypt is a faithful simulation (up to a negligible error) of M with
access to H;. Since M distinguishes between H; and H,;y; with non-negligible probability, B
distinguishes between O := Encrypt and O := FakeEncrypt with non-negligible probability.

Furthermore, since M obeys the rules stated in the lemma, B queries O only with respect to
a single encryption key, does not perform check key queries, never performs a decrypt query on
a ciphertext that was returned by an encrypt query, and it only performs encrypt queries if no
get decryption key query was performed before.

From B we construct another adversary A’ that also has access to an oracle O. A’ chooses
a random bit b, and then simulates B and forwards B’s oracle queries to O. If b = 0 and B
performs a get decryption key query, A’ aborts with no output. If b = 1 and B does not perform
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a get decryption key query, A’ aborts with no output. Since b is independent of the actions
of B, A" aborts with probability 1, and the distribution of the output of A’ conditioned on a
non-abort is equal to the distribution of B. Hence A’ also distinguishes between O := Encrypt
and O := FakeEncrypt with non-negligible probability.

Now we construct an adversary A from A’. If b = 1, A simulates an instance of Encrypt for
A’ (and ignores the oracle O it gets as input). If b = 0, A forwards all queries of A’ to the oracle
O that is given to A. Given access to O := Encrypt, the distributions of the outputs of 4 and
A’ are equal by construction. Given O := FakeEncrypt, A and A’ behave slightly differently: If
b =1, A simulates Encrypt, while A’ has access to FakeEncrypt. However, in the case b = 1, no
encrypt queries are performed by A’ (since it performs a get decryption key query). Thus, since
Encrypt and FakeEncrypt differ only in their handling of encrypt queries, also given access to
O := FEncrypt, the distributions of the outputs of A and A’ are equal. Hence A distinguishes
between O := Encrypt and O := FakeFEncrypt with non-negligible probability.

The adversary A only performs one generate key pair query, no check key or get decryption
queries, and never performs a decrypt query on a ciphertext it received from an encrypt query.
Thus the adversary A is a valid adversary against the IND-CCA property that succeeds with
non-negligible probability@ Thus we have a contradiction against the IND-CCA property of AE
which shows that no machine M with the properties stated in the lemma exists. [l

Since in the computational execution, get decryption key queries are only performed at the
very beginning of the execution, no encrypt query precedes a get decryption key query. Fur-
thermore, both ¢* and ¢ only perform decryption queries for messages that were not generated
honestly, hence no decrypt query is given a ciphertext ¢ that was the result of an encrypt query
with respect to the same key.

Thus we can replace the Encrypt-oracle by the FakeEncrypt-oracle, and by the
probability that () holds changes only by a negligible amount. Hence (@) holds with non-
negligible probability in the modified execution that uses the FakeEncrypt-oracle.

Reducing direct access to the random tape and private keys (even more). Since the
FakeEncrypt-oracle does not use the plaintext it is given (only its length) in an encrypt query
with respect to an encryption key of some agent a ¢ C, we can modify ¢* as follows: Instead of
performing an encrypt query with arguments ek and m’ = ¢*(t') for some t’, it uses the arguments
ek and m := 0™l Furthermore, the length of m’ can be computed given only ¢’ because all our
primitives are length regular (and the lengths of nonces are fixed). Hence we can modify ¢* such
that m can be computed without invoking ¢*(¢'). Summarizing, using the modified construction,
c({¥ i(a)) with R € Rand,q, will not invoke c*(¢') any more for a € A\ C.

Identifying an underivable subterm. In order to derive a contradiction from (@), we have
to identify a subterm of ¢(m) whose “fault” it is that ¢(m) cannot be derived. We will then use
this term to construct an attack against the IND-CCA property of AE or the strong existential
unforgeability of SZG. For this, we need the following characterization of underivable messages:

Lemma 10. Fiz C CA, SCM and M € M and set S’ := SU{dk(a),sk(a) : a € C} UNonceggy.
Assume S ¥ M. Assume further that M contains true proofs.

Then there exists a term T € M and a context D such that M = D[T| and all terms on the
path from M = DI[T)] to T (not including T') are of the form

() or {'}Ef('?(;ad” or ZKEmun () or [lagy

Furthermore, we have that S’ ¥ T and that T satisfies one of the following conditions:

(a) T € Noncegg.

31We assume the definition of IND-CCA where the adversary is allowed to perform an arbitrary number of
encryption queries. One also commonly defines IND-CCA with respect to adversaries that perform only a single
encryption query; however, the two variants of IND-CCA are well-known to be equivalent.
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Rand,,
(b) T = {'}eka(ay .

(c) T =ZKZM ().

Formula

(d) T = ZKE2 ato (r- q:b) and for some i, S' ¥ r;.

Formula

(e) T = [~]§ka(':1d)“d“ where a ¢ C'U Garbage.

Rand,,
(f) T = Hsk(a) :
(9) T =sk(a) or T = dk(a) for some a € A\ C.
Proof. We prove the lemma by structural induction on M. We distinguish the following cases:

Case 1: “M is an agent identifier, an encryption or a verification key, or garbage”.
In this case, we have S’ M, so the premises of the lemma do not hold and there is nothing
to show.

Case 2: “M is a nonce”.
If M € Noncegqy, S’ = M holds and there is nothing to show. If M € Nonce,,, the
conclusion of the lemma is fulfilled with 7" := M.

Case 3: “M = sk(a) or M = dk(a)”.
Ifa € C, S’ F M holds and there is nothing to show. If a ¢ C, the conclusion of the lemma
is fulfilled with T := M.

Case 4: “M = (M, Ms)”.
Since S’ ¥ M, we have S" ¥ M, for some i € {1,2}. Hence there exists a subterm T of M;
satisfying the conclusion of the lemma for M; instead of M, and this T is also a subterm
of M satisfying the conclusion for M.

Rand,,

Case 5: “M = {~}ek(a)

b ¢ C U Garbage”.
In these cases T' := M fulfills the conclusion of the lemma.

or M = ZKEMw (-..) or M =[50 or M = [J555 with

Case 6: “M = {M’ }eRf('f)“d” 7.

In this case, since S ¥ M, by the rules from we have that S ¥ M’. Hence there
exists a subterm T of M’ satisfying the conclusion of the lemma for M’, and this T is also
a subterm of M satisfying the conclusion for M.

Case 7: “M = [M’]Sf(r;’)“d“ with a € C'U Garbage”.

In this case, since S ¥ M, by the rules from we have that S ¥ M’. Hence there
exists a subterm T of M’ satisfying the conclusion of the lemma for M’, and this T is also
a subterm of M satisfying the conclusion for M.

Case 8: “M = ZKE;:;:STZ (r;a;b) and S' . 1.

Since S’ k. r, if we had S’ I a,b we would also have S’ + M. Thus for some M’ € {a,b}
we have S’ ¥ M’. Hence there exists a subterm T of M’ satisfying the conclusion of the
lemma for M’, and this T is also a subterm of M satisfying the conclusion for M.

Case 9: “M = zKRandaw (r;a;b) and for some i, S" ¥ r;”.

Formula

Then T := M fulfills the conclusion of the lemma.
O

In a trace satisfying (@), we can apply this lemma with C being the set of corrupted agents
and S := {&(m) : m € S¢} being the messages received by the adversary up to the ¢-th step, and
M := &(m) being the message in the ¢-th step. By M contains true proofs. Thus,
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since (@) holds with non-negligible probability, we have that with non-negligible probability, a
subterm T of M with the properties specified in exists.

So the term T satisfies one of the properties (@Hg) with non-negligible probability. In the
following, we will examine each of these conditions separately and in each case derive a contra-
diction.

T is a nonce (Case @)). In Case @) we have T' € Nonce,,, so T is of the form T = n®J%id,
As discussed on page B3l each message m’ sent by the protocol has been produced as ¢*(t) where
t = ¢(m'). Hence all messages m’ € S; sent by the protocol were computed as m’ = c¢*(¢)
with t € S = {é(m) : m € S¢}. Furthermore, since ¢* is only invoked to compute messages
that are to be sent, it follows that for every invocation of ¢*(¢) we have that t € S and hence
{t} U {dk(a),sk(a) : a € C} UNoncegqy, ¥ T. Hence T occurs in t only as a subterm of an
encryption {~}§<(a) with a ¢ C or as a subterm of the witness of ZK-proof ZK%(...) (because
otherwise the deduction rules would allow to derive T' from {t}U{dk(a),sk(a) : a € C}UNonce,q4y)-
Hence, by definition of ¢*, in the computation of ¢*(t), the recursive call ¢*(T) = ¢*(n®7*4) will
never be performed (remember that we changed ¢* not to compute the witnesses of ZK-proofs
nor the plaintexts of encryptions). Hence ¢* will never read the bitstring 7(X%;) (where 7 is the
substitution the from session sid). Furthermore, by construction, an invocation ¢ might read the
bitstring 7(X%,), but only for comparing it to another bitstring m”. Note that the adversary

does not have access to T(X]];,). Hence the only operation performed on 7(X f\,) before receiving
the message m from the adversary is a comparison to already computed strings (and only a
polynomial number of these comparisons are performed). Hence it is information-theoretically
impossible to guess 7(X%;) (except for a negligible probability).

On the other hand, by [Cemma IO ¢(m) = M = D[T] where all terms on the path from D[T]
to T are of the form (-,-) or {-}eR:'(rf;i“d” or ZKE;:::;?;(. ..)or [-]‘Sk(_). By definition of ¢, ¢(m) = D[T]
then implies that there was a recursive invocation ¢(rm) (indirectly through ¢&(m)) such that
¢(m) = T = n®3s_ By definition of ¢, this implies that 7 = 7(X%). Thus 7(X%) occurs
in the computation of ¢. This is a contradiction to the fact that it is information-theoretically
impossible to guess 7(X?3,).

T is an honestly-generated encryption (Case (Hl)) Fully analogous as in the case of T
being a nonce (Case (@)), we have that the ¢*(T') will never be computed during the execution,
and that ¢(rn) is executed with ¢(ri) = T. However, by definition of ¢, ¢(7h) =T = {T"’ i(a) with
R € Rand,, implies that 1 is the result of a prior invocation construct®*(r, 7) with r = {r’}fk,(w)

o ;o . o .
and 7/y>547 = T’ and R = r»f 54 and 7(z) = a. Hence ry®*¢7 = T. Since we have defined

construct®* (r, 7) to compute c*(ry»**47) = ¢*(T'), this is a contradiction to the fact that ¢*(T)
is never executed.

T is an honestly-generated signature or zero-knowledge proof (Cases () and (@)).
These cases are analogous to the case of T being an honestly-generated encryption.

T is an adversary-generated zero-knowledge proof (Case (). Then T = ZKE(r;a;b)
and R € Rand,4, and S’ ¥, r;. Fully analogous to the case of T' being a nonce (Case (@)), we
have that ¢(m) is executed with ¢(rn) = T for some bitstring /. By definition of ¢, we have that
é(m) = T = ZKZ(r; a; b) with R € Rand,g, implies that

e The Extract-oracle returns a witness w on input (C*"*, 2) where tag (z, F, s,n,1,b) := .

Fb ’
sl _
. CF,§ ~(w) = 1.~
e Let Ry||...||Ri|l@1]--.||@n := w. Then there is a subterm e = {e'}ﬁi(ﬁ_) of F such that

e(Ce(w)) = {t}(,) = g for some a € A and t. (We abbreviate C := C’:’;’L.)
Furthermore, since S’ ¥, r;, we have that r; € Randyg. Since ¢(Ce(w)) =g = T{t :ﬁ(a) with r; €

Rand ,,, by definition of &, we have that C..(w) is the result of a prior invocation construct®*(r, 7)
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a,R’,sid a,sid ~

with r = {r’}fk,(w) and r"y"'f“"d% =tandr; =r and 7(x) = a. Hence ry®**7 = g. Since
we have defined construct®**(r,7) to compute c*(ry®*47) = c¢*(g), it follows that c¢*(g) has
been computed at some point in time and that Ce(w) = ¢*(g).

We distinguish the following cases:

Case 1: ‘ac C”.
In this case, since S’ ¥, r; and S’ I dk(a), we have S’ ¥ {t};i(a). Hence (like in the case
of T being a nonce) we have that ¢*(g) is never computed in contradiction to the fact that
c*(g) was computed at some point.

Case 2: ‘a ¢ C”.
In this case, by definition of ZK-circuits, C.(w) = ¢*(g) implies that encrypting m’ :=
Ce(w) using the encryption key of agent ¢(Cps,(w)) = a and randomness 7 := C, (w)
results in the ciphertext C.(w) = ¢*(g). However, since a ¢ C, ¢*(g) was produced by an
encrypt query to the FakeEncrypt-oracle with respect to a key for which no get decryption
key query has been performed. Hence we can guess the randomness used in an encryption
performed by the FakeEncrypt-oracle which can be easily seen to contradict the IND-CCA
property of AE.

T is an adversary-generated signature (Case (@)). Fully analogous to the case of T being
a nonce (Case ([@)), we have that the ¢*(T") will never be computed during the execution, and that
é(m) is executed with é(m) = T. Since ¢(ih) =T = [T’]ﬁ(a) for some T”,a, R with R € Rand 4,
and a € A\ C, we have that m = tagsig(m, s', vk) where vk is the verification key of agent a and
s’ is a valid signature on m with respect to vk. Furthermore, i was not computed by ¢* since
otherwise ¢(r) would have been [~].Rand”g . Since only ¢* performs signing queries, this implies
that the signature s’ has not been produced by a call to the signing oracle with arguments m, vk.
Furthermore, since a ¢ C, no get signing key query has been made with argument vk. Thus a
pair (s’,m) has been produced where s’ is a valid signature on m with respect to vk although s’
has never been produced by the signing oracle with respect to that same key vk, and the secret
key has never been revealed. This is a direct contradiction to the strong existential unforgeability
of SZG.

T is a decryption or signing key (Case (g)). Fully analogous to the case of T being a
nonce (Case (@)), that ¢(m) is executed with &(rh) = T. Assume first that T = dk(a) with
a € A\ C. By definition of ¢, é(7h) = dk(a) means that a check key query with argument m
succeeded and returned the encryption key vk of agent a (i.e., 7 is the decryption key of agent
a). Furthermore, since a ¢ C, no get decryption key query has been performed with argument vk.
In other words, a decryption key has been guessed given only encryption and decryption queries;
this is a contradiction to the IND-CCA property of AE. In the case T = sk(a), we analogously
get a signing key is guessed using only signing queries; this contradicts the strong existential
unforgeability of SZG. O

7 Conclusions

We have presented the first computational soundness theorem for (non-interactive) symbolic
zero-knowledge proofs. This allows to analyze protocols in a simple symbolic model supporting
encryptions, signatures, and zero-knowledge proofs; the computational soundness theorem then
guarantees that the trace properties shown in the symbolic model carry over to the computational
implementation.

Open questions and directions for further research include:

e Show analogous computational soundness results for zero-knowledge proofs in other frame-
works, e.g., the BPW model [BPW03a] or the CoSP-framework [BHUOY. We believe that
our techniques can easily be integrated into these frameworks under essentially the same se-
curity assumptions. In particular a proof of the computational soundness of zero-knowledge
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proofs in the CoSP-framework would be worthwhile because computational soundness in
that framework automatically entails computational soundness for established symbolic
calculi like the applied m-calculus that can be analyzed with standard tools (e.g., ProVerif
[BIa01]).

e Give computational soundness results for zero-knowledge proofs under relaxed assumptions.
We require a property called extraction zero-knowledge which is a very strong requirement.
More efficient zero-knowledge schemes might be possible under weaker requirements such
as extractability alone. Of course, since this gives additional power to the computational
adversary, the deduction relation for the symbolic adversary needs to be adapted as well
to make the symbolic adversary stronger, too. First results in this direction have been
achieved in [Moh(9].

e Extend our framework to handle interactive zero-knowledge proofs. These need a com-
pletely different symbolic modeling as it does not make sense to, say, sign or store an
interactive proof. Interactive zero-knowledge proofs exist under weaker assumptions and
are often more efficient, so a result for interactive zero-knowledge proofs can lead to more
efficient computational protocols.

e Give general criteria for the computational soundness of zero-knowledge proofs when inter-
acting with other cryptographic primitives. In this paper, we showed that zero-knowledge
proofs together with encryptions and signatures are computationally sound. If another
primitive is added, the proof needs to be redone. General criteria might allow to add more
primitives to the model without having to redo all proofs each time.

e Find a simpler proof. Currently, the largest part of our proof is devoted to checking that
various seemingly obvious conditions hold. Using a simpler (or at least more uniform)
symbolic and computational model might allow to strongly reduce the complexity of the
proof. Alternatively, an automated or semi-automated verification of these conditions might
be desirable.
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German Research Foundation (DFG) through the Cluster of Excellence “Multimodal Computing
and Interaction” and the DFG grant 3194/1-1.

A Postponed proofs

Proof of [Lemma 3 By [Definition 6] C;’Z’L is defined if the following two conditions are satisfied:

(a) For any subterm of the form ek(f;) or vk(3;) of F, we have that b; is of type agent.
(b) s is the p-arity of F, n is the a-arity of F, |I| = n, and |b| is the S-arity of F.

By definition of construct®**(r,7), when C;’Z’L is constructed, we have that r =
ZKE(Ry, ... Rgiay, ... an:b1,. .. by), b = construct®*(b;, 1), |§| = m, and |l] = n. By
the definition of the syntax of patterns (page [[2), we have that the p-, a-, and S-arity of F are
s, n, and m, respectively. Hence () is fulfilled.

By Definition 4 condition B, for any subterm of the form ek(3;) or vk(3;) of F' we have that
b; € X.a. Hence 7(b;) has type agent. By [Delinition 7 we have that b; = construct®** (b;, 7) =
7(b;). Thus b; has type agent and (@) is fulfilled. O

Proof of [Lemma 3. C;Z’é(w) is constructed and invoked by construct®*(r,7) with w =
Ri|...||Rs||@y]| .. .||@n. By definition of construct®** (Definition ), this only happens if r =
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ZKR(Rl, o, Rsiar, ... an;be,. .. bm) with |I| = n and I; = |a;| and @; = construct®**(a;, )
and b; = construct“ sid (bz, 7) and R; = tape®*'¢(R;). We perform an induction on the structure
of T. (And abbreviate Cr == Cy Ly
Case 1: “T is a ZK-term of the form ek(53;)”. )
By [Definifion 4 condition B, b; € X.a and thus b; = construct®*(b;,7) = 7(b;) =
tag ygent (b}) for some bj. Then by definition of construct®*“ (Definifion 7) and of ZK-

circuits (Definition @), we have construct®s*( T{;’S’g ,7) = construct®** (ek(b;),7) =

tag.x(eky ) = Cr(w) where ek is the encryption key of agent b;.

Case 2: “T is a ZK-term of the form vk(53;)”.
Fully analogous to the previous case.

Case 3: “T' is a ZK-term of the form «;”.
We have that O (w) = @; = construct®*(a;, ) = construct®*( T{ T’a’b ,T).

Case 4: “T' is a ZK-term of the form (3;”.

We have that Cp(w) = b; = construct®*(b;, 7) = construct®*( T{;’Z’g ,T).

Case 5: “T' is a ZK-term of the form (T1,T»)".
By definition of construct®** (Definifion 1) and of ZK-circuits (Definition 6)), and

using the induction hypothesis, we have that Cr(w) = tag,,; (Cr, (w),Cr,(w)) =
tag g4, (construct® = (T, {;Z% 7), construct® (T, {;gg , 7))

construct®* ((Ty {;sg} Tg{;;g ), T) = construct®*¥( T{;aag ,T)-
Case 6: “T is a ZK-term of the form {T'}% ek(ﬁ )

By [Definition 4 condition B, b; € X.a and thus b; = construct®*(b;,7) =
7(bj) = tagggen:(bj) for some bj.  Then by definition of construct™**, we have
construct® ¥ ( T{;;Z ,T) = constructavsw({T’{/:;Z } ,T) = tag en.(m, eky; ) where

ekb; is the encryption key of agent b;-, and m is the result of encrypting m’ :=
construct(7” {% ,7) using the key ek, and the randomness tape® s"d(R;) = R;. Fur-
thermore, by definition of ZK-circuits, Cr(w) = tag,,,. (m,ekb;) where m is the result of
encrypting m’ := Cp/ (w) using the key ekb/j and the randomness R;. By induction hypoth-

esis, m’ = m/, and hence m = m and thus Cr(w) = construct®* (T'{ ;’z’g ,T).

O

Proof (of Lemmas [ and[). In the following, we abbreviate 5 (zo7) as A and v*' (o 1)
as A,
We show the following three statements:

(a) For any invocation of construct®*(r,7) that is performed during the execution, we
have that construct®®® succeeds iff r/\ contains true proofs and that in this case
¢(construct®® (r, 1)) = rA.

(b) Whenever a circuit C®"% is  constructed and C®"w) is  evaluated

Fb F.b
with some w = Ri|l...||Ril|ay]| ... ||@, (indirectly —through a call to
construct®*(r, 1) with r = ZKE(R;a;b)), we have that CS o l( ) = 1 iff
ZKy " pasBasid | paBusid a5 (an)ie(hy), . . e(bs)) s a true proof.

(c) Whenever ¢(m') is computed for some m’, é(m’) contains true proofs.
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Lemmas Bl and Bl then follow from statements (@) and (@).

We prove the statements (@), (), and (@ by induction on the point in time where the
computation is performed (more exactly, the point in time at which the computation finishes).
That is, when showing that (@) holds, we can assume that @), (H), and @) hold for all earlier
points in time; and similarly for (@) and (@).

Showing (@). We distinguish the following cases depending on r. (Note that r is a subterm of
a pattern; cf. page [ for the syntax of patterns):

Casemr1: “r e X"

In this case r is a variable in a construct-pattern occurring in a role. By [Definition 4,
condition B, it is guaranteed that r is a free variable of a parse-pattern occurring earlier on
the same path in the role. Hence 7(r) will be defined in the invocation of construct®*(r, 7).
Then construct®*(r, 7) succeeds and returns 7(r). Thus é(construct®*¥(r, 7)) = &(7(r)).
Furthermore rA = r(¢o7) = &(7(r)). Hence &(construct®*(r, 7)) = r/A. Furthermore, by
induction hypothesis, @) holds for m := 7(r), hence rA = &(m) contains true proofs. Thus
construct®*(r, 7) succeeds iff A\ contains true proofs (namely always).

Case @-2: “r = ek(x) for some x € X.a”.
As in the case r € X, we have that 7(z) is defined. Furthermore, since x € X.a we
have that 7(z) is of type agent. Thus 7(x) = tag,ge,(a’) for some o’ € A. Hence
&(construct®**(r, 7)) = &(tag,(eka)) where ek, is the encryption key of agent a’. Since
ekqs is the encryption key of an existing agent o, ¢(tag.(ekq)) = ek(a’). Moreover r/AA =
ek(z)(cor) = ek(e(r(x))) = ek(é(tagagent(a'))) = ek(a’). Thus &(construct®**(r, 7)) = rA.
Furthermore, as ek(a’) does not contain any ZK-subterms, it always contains true proofs.

Case @3: “r = vk(z) for some x € X.a”.
Fully analogous to the previous case.

Case @4: “r = dk(x) for some x € X.a”.
Let ¢ be such that the session sid executes the i-th role. By [Definifion 4] condition [
it follows that x = A;, and hence 7(r) = tag,gen(a). Hence ¢(construct®*¥ (r, 1)) =
é(tag 41, (dks)) where dk, is the decryption key of agent a. Since dk, is the decryption key
of an existing agent a, ¢(tag 4, (dk,)) = dk(a). Moreover rA = dk(z)(¢o 1) = dk(&(r(x))) =
dk(e(tag gens(a))) = dk(a). Thus &(construct®**(r, 7)) = rA. Furthermore, as dk(a) does
not contain any ZK-subterms, it always contains true proofs.

Case @-5: “r =sk(z)”
This case does not occur because a pattern can contain the subterm sk(z) only
within ... ]5 ) However, a call construct“’“d([...];k'(m),...) does not invoke

construct®*(sk(z),...) but instead accesses the needed signing key directly. Hence no
call of the form construct®**(sk(z),...) will ever be performed.

Case @-6: “r = (r1,rs)".

By definition, construct®*®(r,7) = tag,,; (construct®**(ry, ), construct®*(ry, 7).
Hence construct®®(ry,7) is invoked before the completion of the computation of
construct®*(r, 7). And if construct®*¢(ry, 1) succeeds, construct®**(ry, 1) is invoked
before the completion of the computation of construct®**(r, 7).

Assume that construct®*(r;,7) or construct®**(ry,7) does not succeed.  Then
construct®*(r, 7) does not succeed. And by induction hypothesis, 1 A or ro/A does not
contain true proofs. Hence rA = (r1 A, r3/\) does not contain true proofs either. Thus in
this case, construct®**(r, 7) succeeds iff r/A contains true proofs (namely never).

Assume that both construct®**(ry,7) and construct®*(ry, 1) succeed. Then
construct®*(r,7)  succeeds. And by the induction hypothesis, r;A and
ro/A  contain true proofs. Thus rA = (ri,r/A\) contains true proofs.
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Thus in this case, construct®*(r,7) succeeds iff rA contains true proofs
(namely  always). Furthermore, again wusing the induction hypothesis,
é(construct“’“'d. (r,7)) = E(tagpa" (construct®* (ry, T), construct®* (rq, 7))) =
(¢(construct®*¥ (ry, 7)), &(construct®*(ry, 7))) = (11 A, 1o A) = rA.

Case @-7: “r= {r’}fk(w) with R € Randyy and © € X.a”.
As in the case 7 = ek(x), we have that 7(z) is defined and 7(z) = tag,g.,(a’) for some
a’ € A. By definition, construct®**(r,7) invokes construct®**(r’ 7) and succeeds iff
construct®* (1’ ) succeeds. Hence construct®**(r’, 1) is invoked before the completion of
the computation of construct®**(r, 7). From the induction hypothesis, it then follows that
construct®* (1’ 1) succeeds iff ' A contains true proofs. Since '\ contains true proofs iff
R,sid

r\ = {T/A}:;:(a ) contains true proofs, it follows that construct®* (r, 7) succeeds iff rA
contains true proofs.

In the case that construct®*(r, 7) succeeds, construct®* (r, 7) = construct®** ({r/ ek(m))

is of type ciphertext, and hence ¢(construc = {r A}e:(f(:(dm))) (we are in the case

of the definition of ¢ where the argument of ¢ is of type ciphertext and has been generated
a,R,sid

by a call to construct®*). Since rA = {r’ A}ek(c(r(ma widyyy = = {r A}ek(c (r(x)))> W€ have
that &(construct®*(r, 7)) = rA.

ta,sui(

Case @8: “r = [r’]sk(x) where R € Rand,y, and x € X.a”
Let ¢ be such that the session sid executes the i-th role By [Definition 4 condition B we
have that z = A; and hence we have that 7(z) is defined and 7(x) = tag g, (a). By defi-
nition, construct®**(r, 7) invokes construct®** (s, 7) and succeeds iff construct®** (s’ )
succeeds. Hence construct®*(y/, 7) is invoked before the completion of the computation of

construct®*(r, 7). From the induction hypothesis, it then follows that construct®*¥ (r/, )
succeeds iff ¥’ A contains true proofs. Since A contains true proofs iff rA = [/ A]S:(:)”d

contains true proofs, it follows that construct®*¢(r, 7) succeeds iff r/A contains true proofs.

Let vk, and sk, be the verification and signing key of agent a. In the case
that construct®*(r,7) succeeds, construct®*(r,7) = construct®**([r']f )

t@sd (' 1) and s is a signature of m’ using skq.
Then construct®*(r, 1) is of type signature and ¢(construct®*¥(r, 7)) = [E(m’)]gf:(’:)’“d (we

are in the case of the definition of ¢ where the argument of ¢ has been generated by a call
to construct®*@). From the induction hypothesis, we have that &(m’) = /A and hence

rA = [ Al = )i Thus e(construct™ (r, 7)) = ra.

tag g, (s,m’, vk,) where m’ = construc

Case@9: “r={r'};,, orr=[lyq, orr=2ZKp( " 7r)"
This case cannot occur, since r contains _ which is excluded by [Definifion 4l condition

Case @-10: “r = ZK?(Rl, ooy Rssar, .. an;bi,. .., by) where R, R € Rand,,”.
We begin by showing that construct®**(r, 7) succeeds iff rA contains true proofs. To ease
formulations, we introduce abbreviations {l)—(ddl) for the following statements:

(i) construct®*(r, r) succeeds.

construct®**(T{ ;’S’Z 7) succeeds for all subterms T of F.

)
(iii) For all t € {a,b}, construct®*¢(¢,7) succeeds (we denote the return values as Q E)
s,m,l . ~ =~ ~
) C = CF,§ is defined and C'(w) = 1 where w := R1||...||Rs||@1]| - .. ||@n and l; := |a|
and R; := tape®**(R;).
(v) T{ L.a:b }A contains true proofs for all subterms T' of F.
(vi) For Call ¢ € {a, b}, tA contains true proofs.

(vii) rA is a true proof.
(viii) rA\ contains true proofs.



M. Backes, D. Unruh / Computational Soundness of Symbolic Zero-Knowledge Proofs 45

By definition of construct®*¢, we have ({l) < (@) A () A (™). (Note that construct®** (¢, 1)
may also abort if a ZK-failure occurs, however, this is explicitly excluded by the assump-
tions of [Cemmadl) Since the calls to construct®** in statements (fl) and () are performed
before the completion of the invocation construct®**(r, 7), we can apply the induction hy-
pothesis and get @) A [@) < @) A @&). Hence @) < @) A @) A (™) & @) A &) A D).

Moreover, by induction hypothesis we have &(@;) = ¢(construct®**(a;,7)) = a;/\ and
analogously &(b;) = b;A. By I we have that C' = C, (” is defined, hence ([x)
holds iff C(w) = 1. By the induction hypothesis, (@) holds for C(w), thus C(w) =1

a,R,sid

iff z = ZK% (ro-fusid 2 E(ay),...;@(by),...) is a true proof. Since &(d;) = a;A
and @(b;)) = b;/A\, we have that z = rA. Thus C(w) = 1 iff 7A is a true proof,

hence (M) < (). Hence @) & @ N &) A () & @) A &) A @&). Since rA =
a,R,sid .

ZK% (ra-frusid a5/, .. ) =: z contains true proofs iff z is a true proof and

all proper subterms of z contain true proofs, we have that [l < (G2 A @d). Hence

@< @A) A @) < @ A G@E. Assume that (@) does not hold, i.e., for some sub-
term T of F, T{LM}A does not contain true proofs. Since F' and hence T does not

contain a ZK-constructor itself, this implies that X{ ;EB }A does not contain true proofs
for some x € {a,3}. Since X{ﬁi%}A = ¢t/ for some t € {a,b}, and tA is a subterm

of r/\, this implies that rA does not contain true proofs, i.e., (i) does not hold. Thus
by contraposition, (i) = (@) and hence {l) & @) A (i) < E4d). Hence we have that
construct®* (r, 7) succeeds iff /A contains true proofs.

In the case that construct®**(r, 7) succeeds, construct®*(r, 7) returns a bitstring of type
zero-knowledge proof (unless a ZK-failure occurs which is excluded by the assumptions
of Cemma 4l). Hence by definition of & (in the case of honestly generated zero-knowledge

proofs), we have that ¢(construct®*(r, 7)) = ZK% " ml( aRusid g ANy A) = 1A
This covers all cases for r and thus shows (@) (assuming the induction hypothesis).

Showing (H). In case (), C;’Z’l(w) is constructed and invoked by construct®*¥(r, 7) with
= R1|| e ||Rs||d1|| o.|lan and r = ZK?(Rl, ooy Resa, ... an; by, ... by). By definition

of construct®* this implies |I| = n and I; = |@;| and a@; = construct®*¢(a;,7) and b; =
construct®*(b;, 7) and R; = tape®**(R;). In the following, we abbreviate Cp := C’;’E’L for
any subterm T of F. Note that from the induction hypothesis, for any subterm 7" of F' we have
T{s%2 b }A = &(construct™*"(T{L£:22 LY 7)) e (Cr(w)). (3)

P a, Jayet ﬁ
By definition of ZK-formulas, F' can be written as B(T1, ..., T,) where B is a Boolean formula
and T1,...,T, are ZK-atoms. We first show that for every i € [g], we have that

Ti{gfgg}A true <=  COp(w)=1. (4)

Here “true” is used in the sense of

Note that whenever some ek(3;) or vk(3;) occurs in 7', then by [Definifion 4 condition B, it
follows that b; € X.a, hence 7(b;) = tag,gen: (') for some agent ', and thus b;A = ¢&(7(bj)) =
b € A. Hence, in the following we will implicitly use the facts that if ek(3;) or vk(3;) occurs in
T, then b;A € A and b; A = ¢&(7(b;)) and 7(bj) = taggen: (b; D).

We distinguish three cases for T := T;:

CaseB-1: “T' = (t1 =t9) for ZK-terms t1,ts”.
By [Definifion 21 we have that T{ L.a.b }A is true iff t1{ £.a.b }A = tg{/fc%%}A. By @),
this holds iff &(Cy, (w)) = &(Ct, (w)). By the injectivity of ¢, thls holds iff Ct, (w) = Ct, (w).

And by the definition of ZK-circuits, this holds iff Cp(w) = 1. Hence T{ L.0:b }A is true iff
CT (’LU) =1.
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Case [B}2: “T" = (Decrypt(t1, o, ek(5;)) = t2) for ZK-terms t1,t2”.
To facilitate notation, we introduce the abbreviations {l)—(®) for the following statements:

i T{T“b}A is true.

{;ZZ}A {t2{ Tab} }ek(b y for some R’ € Rand.

(i)
i) ¢
iii) a; A = dk(b;A).
(iv) C, (w) is of type ciphertext. In this case, let tag,,.(c, ek’) := Cy, (w).

) Cq,(w) is of type decryption key. In this case, let tag g (dk) := Cy, (w).

i) Cex(s,)(w) is of type encryption key. In this case, let tag,(ek) := Cerg,)-
(vii) ek = ek’
(viii) (ek, dk) is a valid encryption/decryption key pair.
(ix) Decrypting ¢ using the decryption key dk yields the plaintext Cy, (w).

(x) Cr(w) =1.
{T :2:b }A is_equal to (Decrvpt(h{ LGBV A A ek(biA)) = { b1 A, BVlDeﬁni-
tion 2, T{ﬁg% JA is true iff it has the form Decrypt ({11} a,) ( ) ek(ay)) = my for

some terms 71, m1,a;. Combining these two facts, we have that T{ ﬁi* FA s true iff ()
and (@) hold. Thus @) < @) A (). -
Furthermore. ) A (@) A &) A G A &) A (X)) < ([®) by definition of ZK-circuits (Defi-

nition 6).

To show @) A @) < &) A @) A &) A &) A E) A () and thus conclude the proof of

@) < ), we need to distinguish two subcases:

Case [B-2.1: “Cy, (w) equals the result of some earlier call construct® 54" ({¢/ ﬁ/(/l,), 7') for
some a', sid' ,R" ', t', 1"

Assume that (@) and ([ hold. Then 2’ € X.a and b := ¢(7'(z)) € A. Then, by
definition of construct® 5@’ it follows that Cy, (w) = tag,,,.(c, k') where ek’ is the
encryption key of agent ', and ¢ is the result of encrypting m := construct® ' (¢ 7')
with encryption key ek’. Hence (1) holds. Moreover, we have

a’ R sid’

(N Yoey ™ B e(construct™ ({5, 7)) = &(Ch, (w))
@ r.a,b r,a,b
= { o }A_{t2{pa,ﬁ} }ek(b ~y- (5)
From (@), we have that &' = b;A. Then, by definition of ZK-circuits, Cec(s,)(w) =

tag..(ek") since ek’ is the encryption key of agent b'. Thus (&) and () follow.
Let dk denote the decryption key of agent ¥'. Then

e(tag g, (dk)) = dk(b') = dk(b;A) D a; A = ai{ 222 }A &(Co, (w)).

Since ¢ is injective, we have C,, (w) = tag 4, (dk). This shows (@) and i) (the latter
because we already know that Cey(s,)(w) = tag.,(ek) where ek is the encryption key
of v').
Then

e(m) = ¢(construct® * ' (¢’ 7)) 2y A’ B tg{é’i’b 1A R, (w).

Since ¢ is injective, we have that Cy,(w) = m. Furthermore, since c is the result of
encrypting m with encryption key ek’, and since dk is the decryption key corresponding
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to ek’ = ek, we have that decrypting ¢ using the decryption key dk yields the plaintext
m = C, (w). Thus (X)) holds.

Summarizing, we have that ) A ([{) = @) N @) A &) A G@) A G) A ().

Assume now that [) A @) A &) A &) A G&3) A (&) holds.

Let 0" := b;A. Then Ces,)(w) = tag.,(ek) where ek is the encryption key of b'.
Furthermore, since (ek, dk) is a valid encryption/decryption key pair (by (&), and
since for every encryption key, there is at most one corresponding decryption key, we

have that dk is the decryption key of &’. Hence a;A = ai{fi’%}A 2 HCa, (w) 2
(tag 4 (dk)) = dk(b') = dk(b A). Hence () holds. -

Since Cy, (w) = construct® 5" ({¢/ }RN '), by definition of construct® 5’ we have

that C;, = tag,,.(¢, ek) where ek is the encryption key of agent ¢(7'(2')) and ¢

is the result of encrypting m := construct® * (¢’ 7/) under ek. Since Cy, (w) =

tag,,.(c, ek'), it follows that ¢ = ¢ and ek = ek’ @ ck. Since dk and ek are the

decryption and encryption key of &/, decrypting ¢ with dk then yields m. With (Ix))
this implies m = Cy, (w).

Then using the induction hypothesis &(Cy, (w)) = &(m) = &(construct®-=id’ (' 7)) 2
t'A'. And by @), ¢(Cy, (w)) = t2 {ZSZ}A Thus t/ A =ty {;52}&. And since ek =

ek is the encryption key of b = b; A and of ¢(7'(z")), we have that ¢(7/(z)) = b;A.
Then with R := ¢ R"5id" e get

t {222 YA B E(Cy, (w) = (construct® ' ({¢} ), 7))

ek(z’)
r,a,b !
=R N }ek(c(‘r/(w’))) = {t2{;7;5}A}§<(bjA)

This proves ().

Thus we have that () A @) A &) A G&) A &) A (&) = @) A @).

So altogether, we have () A @) A () A (&) A (&) A (X) < @) A @) in Case [BE2T1
Case [B-2.2: “Cy, (w) is not the result of some earlier call construct® i’ ({t/ }iﬁz,) 7’7

Assume that @) and (@) hold. Let b’ := b A. By @), we have &(Cy, (w)) =

t1{ gri g }A. Using (@), this implies ¢(Cy, (w)) = {t2f ;; g }A}ek p)- Furthermore,

since G+ occurs in the range of ¢ only under {} and G+ does not occur in ty,a,b,

we have ¢5{ 5’5’% A # G By definition of ¢ (the case of ciphertexts not generated

by an honest agent), ¢(Ct, (w)) = {t2{ T,a b }A}ek(b, with #5 55% A # G+ can only

happen if Cy, (w) = tag,,.(c, ek ) for some ¢ and ek’ where ek’ is the encryption key of
agent b’ and decrypting ¢ with the decryption key dk of agent b’ results in a plaintext
m’ such that ¢(m’) = Q{%}A. This shows ().

Then, by definition of ZK-circuits, Cey(s,) = tag,.. (k') since ek’ is the encryption key
of agent b'. Thus () and (&) follow.
Let dk denote the decryption key of agent &’. Then

d(tagg(dk)) = dk(®) = dk(b;8) D g = o {Z22IA R 5, (w)

Since ¢ is injective, we have Cq, (w) = tag 4, (dk). This shows (@) and [{ddl) (the latter
because we already know that Cey(s,)(w) = tag,;(ek") where ek’ is the encryption key

of v).
Finally, as noted above, decrypting ¢ with the decryption key dk results in a plaintext
m’ with ¢(m’) = tg{gc%’%}A. By @), ¢(C,(w)) = tg{gc%’%}A. Thus ¢é(m’) =

e(Cy (w)), and using the injectivity of ¢ we have m’ = C},(w). This shows ().
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Thus we have that [{) A (@) = @) A @ A G&) A G A ) A ().
Assume now that () A @) A &) A (&) A () A () holds. As in Case BEZT] ()

follows and ek’ = ek is the encryption key of agent b’ := b;A and dk is the decryption
key of agent b’. By (X]) and the definition of & (the case of not honestly generated

ciphertexts) we have that ¢(Cy, (w)) = {&(Cy, (w R with R := Rctl(w). Hence
p 1 2 ek(b')

adv

n{22518 2 dCuw) = {eCu)iip, = {{Z25}8Y0,0

P»O¢7

Hence (@) follows.
Thus we have shown that () A @) A &) A &) A G&) A &) = @) A @).
Thus altogether we have shown ([¥) A @) A &) A &) A (&) A (&) < @) A @).

Thus we have shown

@ < @ A &)
< @) A @) A (6 A () A () A @D

& (@),

S0 T{é’i’%}& is true iff Cp(w) = 1.

This concludes the proof of Case

Case [BF3: “T" = Verify(t1,t2,vk(3;)) for ZK-terms ti,ts”.
To facilitate notation, we introduce the abbreviations ({l)— (&) for the following statements:

i T{;g%}& is true.

{z,gb }A tg{/fi% Sk(b A) for some R’ € Rand.

Ct, (w) is of type signature. In this case, let tag,;, (s, m’, vk) := Cy, (w).

m' = Cy, (w).
vk = ok’
CT(’LU) =1.

(vi
(vii
Let b’ :=b; A\ = B;{ =22 £.a.b }A. By Definifion 2 T{ L.e.b }A is true iff ¢, { =22 Lab }A s of the

P, P
form [tg{i’i:% A]R/ by - Since b = g {22 b }A, this implies () < (@).

(g, { 253 }a) ol
By definition of ZK-circuits (Definifion 6l), we have that (&) < () A () A @) A E).

To show (@) < @) A @) A @) A @) and conclude the proof of {) < {dl), we need to
distinguish two subcases:

(i)
i) ¢
iii)
(iv) Cikg,)(w) is of type verification key. In this case, let tag, (vk") := Ci(s,)(w).
)
i)
)

Case [B-3.1: “Cy, (w) equals the result of some earlier call construct® 5@’ ([t/ ]sk(z,), 7') for

some a', sid' ,R" ', t', 1"
Assume that (@) holds. By [Definifion 4 condition B we have that =’ € X.a
and hence 7'(2') = tag,gen (0') for some v’ € A. Let b" := b;A. Since Cy, (w) =

construct®sid’ ([t']sk(x,), 7/, by definition of construct® 54’ C;, (w) = tag,(s,m’, vk)
where m’ = construct® *' (', 7') and vk and sk are the verification and signing key
of agent b’ and s is the signature resulting from signing m’ using sk. Hence Ci, (w)
is of type signature and (i) holds. Furthermore Cy(g,)(w) = tag,;(vk") where vk’ is
the verification key of agent b”. Hence () holds.
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We have

" R sid’ @)

[ Ay = elconstruct” Y ([1]5,1), 7)) = &(Ch, (w))

—t{Zig}AZ 2{252}&5% ny = [t2 {;g’%}ﬂsk(b” (6)

Hence b’ = b”. Since vk and vk’ are the verification keys of agent b’ and b”, respectively,
we have vk = vk" and thus (&) holds.

Moreover, we have

em') = &(construct® (¢, 7)) B ¢ g {;SZ}A 2 ¢(Ct, (w))
Since ¢ is injective, this implies m’ = C}, (w) and thus (@).
Thus (@) = @) A ) A @) A &) holds in Case BEZT1
Assume now that we have @) A @) AN @ A (Ei]) Since Cf (w) =
construct®sid’ ([t’]ﬁl(,l,), ), by definition of construct® ¥4, Cy, (w) = tag g, (3, M/, vk)
where i/ = construct® s (', 7') and vk and sk are the verification and signing key of
the agent b’ with 7/(z/) = tagagem(l;’ ) and § is the signature resulting from signing 7’
using sk. By (@) we have s = 3, Ct, (w ) m' =/ and vk’ 2 vk = ok. Furthermore,
by () and definition of ZK-circuits, we have that vk’ is the verification key of agent

b :=b;A. Since vk is also the verification key of agent b, we have b’ = b'. We then
have

tg{wb}A 2 C,(w) = em) = e(construct® ¥ (¢ 7)) B ¢ A (7)

jares

Then we have with R’ = r@ -RB":sid" that

n{E25}A R e(Chy (w)

= E(construct“/’”d (0

&

]i/(/x/)’ )) [t A ] k(b’

tg{é’ig}ﬂ

IIS

sk(®) tg{é’i Z YAIE sk(b; A)

Hence () holds. This shows () A () A @) A () = (@) in Case BE3T1
Hence we have that () < @) A () A @) A (&) in Case BE3T1
Case [B-3.2: “Ci,(w) does mnot equal the result of some earlier  call
construct® ¥ ([t']g’((l,), ')
Assume that (@) holds. Then

&(Chy (w —t{Zig}A t2{,§§§ sk(bA)

By definition of ¢ this only happens if Ci, (w) is of type signature and Ci, (w) =
tag s, (s, m’, vk) for some s, m/, and vk where ¢(m') = to ng }A and vk is the
verification key of agent b’ := b;A. Hence (i) holds. Furthermore , by definition of ZK-
circuits, Cyy(g,)(w) = tag,; (vk") where vk’ is the verification key of b = 3;{ £22 b A

P
Hence (1) holds. Furthermore, since vk’ and vk are veriﬁcation keys of the same
agent, vk = vk’ and thus (&) holds. Moreover we have ¢(m’) = to {;g%

¢(Cy,(w)). Since ¢ is injective, this imphes m’ = Ci,(w), so (@) holds. This shows
@ = @ A @) A @ A @) in Case BEZ2A

Assume now that we have ([ A @) A @) A @&). By definition of ZK-circuits and
from () we have that vk’ D 1k is the verification key of agent b;A. By (i) and the
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definition of ¢ (the case of not honestly generated signatures) we have that ¢(Cy, (w)) =
[e(m)E, ay for R = Ry

ady - Hence

/

0{ 22510 2 e(Chy (w)) = [e<m'>1£§’(bjg>9[a(asz(w))]iﬁ(b,m

r,a,b
t {paﬁ sk(b A)-

Thus (@) holds. This shows (@) A () A @) A &) = @) in Case
Hence we have that () < @) A () A @) A (&) in Case BEZ2

Thus we have shown

(i) < (&)
< () A () A @) A &)
< (B4
S0 T{%}A is true iff Cr(w) = 1.
This concludes the proof of Case

o

13

)
et

This covers all cases for T, hence for every i € [gq], we have shown that T; { }A is true iff

Cr,(w) = 1.

Let g; := True if Ti{%}A is true and g; := False otherwise. Then g; = Cr,(w). (We
associate True with 1 and False with 0.)

We proceed to show that ZK%GWRWM (Ta’Rl’Sida e hiA L) = Zistrue iff Op(w) = 1.
By [Defintfion 4l condition [ if a subterm ek(8;) or vk(8;) occurs in Z, then b; € X.a. In this case,
bi/A = ¢(7(z)) € A, hence Z is valid in the sense of Definition A Thus Z is true iff B(g) = True.
Thus Z is true iff Cp(w) = B(Cr, (w),...,Cr,(w)) = B(g) = 1. This shows () (assuming the
induction hypothesis).

>
I

Showing ([@). If¢(m’) outputs a term that does not contain true proofs, then there is a recursive
invocation of &(m) for some m such that &(m) is of the form ZK%(r; a;b) and &(m) is not a true
proof. Hence we can assume that &(m) = ZKE(r; a;b), and to show (@), it is sufficient to show
that ZK?([; a;b) is a true proof.

&(m) outputs a term of the form ¢, := ZK&(r; a; b) only if m is of type zero-knowledge proof. If
m was output by a call to construct® i’ (', 1) for some @', sid’, 7', 7', by the induction hypothesis
@), we have that +'A’ contains true proofs and that &(m) = &(construct® 54 (r/ 7)) = r' A’
Thus &(m) contains true proofs and hence &(m) = ¢, is a true proof. Hence we assume in the
following that m is not the output of a call to construct. In this case, by definition of ¢, if
&(m) = ZK%(r; a; b) the follow holds:

We have that m = tag (2, F, s,n,l, b) such that Cr := C;Z s defined (this is implied by the

type zero-knowledge). There is a bitstring w with Cp(w) = 1 and w = 71| ... ||7]|a1]| . . . ||@n and
a; = ¢(a;) and b; = &(b;) for all 4. If T is a subterm of F of the form {-}?*, then ¢(Cr(w)) = {-}"

s,n,l
where Cp := CTb .

Since CF is defined, it follows by definition of ZK-circuits that if there is a subterm ek(t) or
vk(t) in F, then t = 3; for some i, and b; = tag ggent (b) for some b" € A. Then b; = a(bi) =0 € A.
We first show that for all ZK-terms 7' that are subterms of F, we have that

= r.a,b
(Cr(w)) = T{éﬂvﬁ . (8)
We prove this by induction on the structure of T'.

Case@1: “I'=qo;”.
Then ¢(Cp(w)) =
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Casem2: “I'=03;"
Then ¢(Cr(w)) = &(b;) = b; = T{ ,

o 1=
R|=
| lic
—

Case @3: “T' = (T1,Ts)".

Then Cr(w) = tag,q(Cr, (w), Cr,(w)) and hence using the induction hypothesis (@),

(
&(Cr(w)) = (&(Or, (w)), &(Cr, (w))) B (T1{ 225} To{ 222 }) = T{ 222},

Case @+4: “T = ek((;)”.
In this case Cr(w) = ek where ek is the encryption key of agent b’ = b;. Then ¢(ek) =

ek(bi) = T{;55}-

Case @5: “T' = vk((;)”.
In this case Cr(w) = vk where vk is the encryption key of agent b’ = b;. Then ¢(vk) =

vk(bi) = T{ 755}

Case6: “I'={T) }ek(ﬁ X
In this case, Cp(w) is of type ciphertext. We distinguish two cases.

Case @6.1: “Cr(w) is the result of an earlier call construct® = (v/ 7/} with ' =
{tl}i(x/) ”
Note that then 2’ € X.a and hence b* := E(T'(m’)) € A. By the induction hy-
pothesis @), &(Cr(w)) = &(construct® i@’ (' 7/)) & /A = {#'A }ek o)
r; = R'A’ (see the properties of r; mentioned before (). By deﬁnition of
construct® *®" construct® * (', 7') = tag,,.(eky-, m’) where m’ is the result of en-
crypting construct® *@ (¢ 7') using the encryption key eky- of agent b*. And by def-
inition of ZK-circuits, Cr(w) = tag.,.(eky,, m") where m” is the result of encrypting

Hence

Cr, (w) using the encryption key ek, of agent b;. Since Cr(w) = construct® 5’ (r/ /)
this implies that Cp, (w) = construct® @’ (', 7') and eky. = ek, , and thus b* = b;. By
induction hypothesis (@), we also have &Cr, (w)) = &(construct® ' (', 7)) 2 ¢/ A,
And by induction hypothesis ®), e(Cr, (w)) & Tl{ Lob } and thus ' A" = T { Lob

pa,Bt”
Thus &(Cr(w)) = {t'A}E {Tl{éc%% ) = T{Eﬂgé.

ek(b*

Case @6.2: “Cr(w) is not the result of an earlier call construct® s (' ') with r' =
{5
By definition of ZK-circuits, Cr(w) is the result of encrypting Cr, (w) using using the
encryption key eky, of agent b;. Hence ¢(Cr(w)) = {¢(Cr, (w))}i(bj) for some R’.
Hence r; = R’ (see the properties of r; mentioned before ([{)). By induction hypothe-

sis @), e(Cr, (w)) = Tl{é’ié}. Thus ¢(Cr(w)) = {T1 %ﬂb ;i(b =T iaé )

This shows ().

By definition of ZK-formulas, F' can be written as B(T1, ..., T;) where B is a Boolean formula
and T4, ..., T, are ZK-atoms. We claim that for every i € [g], we have that T; { L.0.b 5} is true (in
the sense of [Definition 2)) iff Cr, (w) = 1. The proof of this fact is identical to that of @ (i.e.,
to Cases BFIHEET)), except that all occurrences of A are removed (or equivalently, A is defined as
the empty substitution), and @) is used instead of (Bl). (Note that A’ is used unchanged, i.e.,
A — 'ya/’Sid/(Eo 7))

Let g; := Trueiff Ti{ %} is true and g; := False otherwise. Then g; = Cr, (w). (We associate

True with 1 and False Withb.) By assumption (see the discussion at the beginning of the proof

f @), Cr(w) = 1. By definition of ZK-circuits, Cr(w) = B(Cr, (w),...,Cr,(w)) = B(g), so
we have that B(g) = True. Since we assumed that b; € A for all occurrences of ek(ﬁl) and vk(ﬁz)
in F, we have that t, = ZK¥(r; a; ) is valid in the sense of [Definition A Hence by [
t, is a true proof. This concludes the proof of (@).
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Summarizing, we have shown @), ([[)) and @). Since (@) implies [Cemma 4 and (@) implies
Lemma 7l this concludes the proof. |

Proof of [Lemma 8 We prove the lemma by induction over the structure of the pattern I. We
distinguish the following cases for the pattern I:

Case 1: 1=zeXand 7(x)=L1"
By definition of ¢, we have that: ¢(m) € A iff m is of type agent. ¢(m) € Nonce iff m is
of type nonce. ¢(m) = (-,-) iff m is of type pair. é(m) = {-}, iff m is of type encryption.
¢(m) = []: iff m is of type signature. ¢(m) = ZK(...) iff m is of type zero-knowledge (since
we assume that no ZK-break occurs).

We have that ¢(m) matches z iff ¢(m) is of the type corresponding to the sort of z. (E.g., if
x € X.c, é(m) matches z iff &(m) = {-}..) Since there are only variables of sorts agent, nonce,
pair, ciphertext, signature, and ZK-proof, it follows that ¢(m) matches z iff m is of the type
corresponding to the sort of x. Furthermore, by definition of parse®*@, parse®*(m,I, 1)
succeeds iff the type of m matches the sort of [ = z. Thus parse®**(m, [, 7) succeeds iff
¢(m) matches [y (¢o7) = z.

@sid(gor) = xis § = (v — ¢&(m)). And the
asid(m 1, 7) = (z +—

In that case, the matcher of ¢(m) and Il
return value of parse®*(m,[,7) is (z — m) U 7. Hence ¢ o parse
¢m))U(CoT)=0U(Cor).

Case 2: 1=z€cX and 7(x) # L".
parse®**(m, 1, 7) is defined iff 7(x) = m (note that in this case, the type of 7(x) already
matches the sort of 2). And &(m) matches I7**(¢o7) = &(7(z)) iff &(m) = &(7(x)). Since &
is injective, this happens iff m = 7(x). Thus &(m) matches I7**¢(¢o7) iff parse®*¥ (m, [, T)
is defined.
In this case, the matcher is § = &, and the return value of parse
¢oparse®*(m,l,7) =coT =0U (CoT).

@sid(m 1, 7) is 7. Hence

Case 3: = ek(z) with x € X.a and 7(z) = L".
parse®*(m, 1, 7) succeeds iff m is the encryption key of some agent b. &(m) matches
Iy**(coT) = ek(x) iff &(m) = ek(b') for some b' € A. This happens iff m is the encryption
key of some agent b’. Hence parse®**(m, [, 7) succeeds iff ¢(m) matches [y**¢ (o 7).
In this case, the matcher is § = (x + b’), and the return value of parse®*(m,[,7) is
Tl = tag ,gen; (V)] = (2 tag 4en; (b)) UT. Hence coparse®*(m,l,7) = (z +— b')UcoT =
OU(eor).

Case 4: 7= ek(z) with x € X.a and 7(z) # L".
parse®**(m, 1, 7) succeeds iff m is the encryption key of some agent b’ and 7(z) =
tag 4gens (). €(m) matches 1y (cor) = ek(e(r(x))) iff ¢(m) = ek(b') for some b’ € A with
¢(r(z)) = b". This holds iff m is the encryption key of some agent b’ and 7(z) = tag ,4en. (b)-
a,sid( a78id(éo7‘)_

Hence parse m, 1, T) succeeds iff ¢(m) matches Iy

In this case, the matcher is # = @, and the return value of parse®*¥(

tag 4gen: ()] = 7. Hence ¢ o parse®**(m,l,7) = cor =0 U (coT).

m,l,7) is T[x =

Case 5: 1 = vk(z) with x € X.a and 7(x) = L".
Analogous to the [ = ek(x) case.

Case 6: = vk(z) with x € X.a and 7(x) # L".
Analogous to the | = ek(z) case.

Case 7: 1= (l1,15)".

parse®*(m,1,7) succeeds iff m = tag poir (M1, ma) for some mi,my and 7, :=
parse mg,l;, T) succeeds for i = 1,2 and 7 and 75 are compatible. By induction
hypothesis, 7; := parse®*"(m;, l;, 7) succeeds iff ¢(m;) matches [;4%%¢(¢o ) (let §; denote
the matcher). Furthermore, in this case o 7; = (¢o7) U6;. Since [;y**¥(¢o 7) does

a,sid(
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not, contain variables in the domain of ¢ o 7, ¢ o 7 and 6#; have disjoint domains. Hence 6
and 0y are compatible iff (o 7) U 6; and (¢ o 7) Uy are compatible. Since ¢ is injective
and ¢o7; = (€oT)U#;, this holds iff 7, and 7» are compatible. Thus parse®*(m,[,T)
succeeds iff m = tag,,;,(m1,ms) for some my, my and &(m;) matches 1;7**"*(¢ o 7) and
the resulting matchers 6y and 6, are compatible. By definition of ¢, this happens iff ¢(m)
matches 7% (¢o 1) = (I17*%4(c o 7),lay>* (e 0 7)).

In this case, parse®*(m, [, 7) = 7y U T2 and the matcher of é(m) and Iy**"(¢oT) is 0 :=
61 U6s. By induction hypothesis, cor; = (¢oT)U#); for i = 1,2, hence coparse®*(m, [, 1) =
corpUcCom=(CoT)UB U (CoT)Uby = (coT)UBb.

Case 8: 1 € {Pat}gx s orl € [Patl, (¢ orl € ZKgomst (Randy,; (Pat|dk(X.a))*; Pat™) .

Formula ag’
In this case, parse®*(m, 1, 7) succeeds iff L # construct®*(l,7) = m. Note also that I
does not contain free variables (due to[Definition 41 conditions Bl B and [), hence I does not
contain variables outside the domain of 7 and thus [7**4(¢o7) does not contain variables.

First consider the case that I7%*4(¢ o 7) does not contain true proofs. Then by [Cemma 4}
construct®*(l,7) = L and hence parse®**¢(m, [, 7) fails. Furthermore, by [Cemma 5, ¢(m)
contains true proofs, hence &(m) # Iy»*4(¢o 7). Since I7***(¢ o 7) does not contain
variables, this implies that &(m) does not match [y%*4(¢ o 7). Thus in the case that
17 (Zo 7) does not contain true proofs, we have that parse®**(m, [, 7) succeeds iff &(m)
matches [7**(¢ o 7) (namely never).

Now consider the case that 17 (¢o 7) contains true proofs. In this case, by [Cemma 4]
construct®* (1, 7) succeeds and &(construct®**@(l,7)) = Iy**%(¢ o 7). We have that
parse“’”d(m,l,r) succeeds iff construct“’”d(l,r) = m. Since ¢ is injective, this holds
iff ¢(construct®*®(I,7)) = &(m). Since I7**¥(¢ o 7) does not contain variables and
¢(construct®*(l, 7)) = Iy (¢ o 7), this holds iff &(m) matches Iy**"¢(¢o 7).

a,sid(

Hence in both cases, parse a,sid(

a,sid(

m, 1, 7) succeeds iff ¢(m) matches Iy corT).
m,l,7) = 7 and the matcher of &(m) and [y**¢(co7) is § = @.

m,l,7)=¢or = (CoT)Ub.

In this case, parse
Hence ¢ o parse®**(

Case 9: 1= {l'}5,)"
Let j € [k] such that the session sid executes the j-th role. Then by [Definition 4l
condition Bl z = A;. Hence 7(x) = 7(4;) = tag,geni(a) and &(r(z)) = a. Hence
parse®** (m, 1, 7) succeeds iff m = tag,,,(c, ek,) where ek, is the encryption key of agent
a and decrypting ¢ with decryption key dk, succeeds and results in a plaintext m’ such
that parse®**(m’, I, 7) succeeds. In this case, parse®*(m, [, 1) = parse®*(m/,I',7). We
distinguish two cases for m:

»”

Case 9.1: “m was the result of some call construct“/’”d/({t}i(y), ')
In this case, by Cemmadl, é(m) = {tv* 54 (¢ o TI)}i/(b,) with R’ := ro’-Bsid’ anq
b := &(7(y)). So &(m) matches [y**4(co 1) = {I'v**(¢o ) }ek(ay ty* st (G o 71)
matches I'y**4(¢o 7) and b’ = a.
By definition of construct®-*' we have that b’ = a iff m = tag,,,(c, ¢kq) for some
¢ where ek, is the encryption key of agent a. And in that case, using the decryption
key skq of agent a, ¢ decrypts to m’ := construct® 5@’ (¢, 7). By [Cemmadl, ¢(m’) =
ty*%4" (¢ o 7). Thus &(m) matches Iy (¢ o 7) iff m = tag,,,(c, ekq) for some ¢
such that decrypting ¢ using the decryption key sk, results in a plaintext m’ such that
¢(m’) matches I'y**4(¢ o 7). By induction hypothesis, &(m’) matches I'y**(¢ o 7)
iff parse®*(m/,I',7) succeeds. Together with the observations at the beginning of
[Case A it follows that &(m) matches 7% (¢ o 7) iff parse®**(m, [, ) succeeds.
In this case, parse®*(m,[,7) = parse®*(m’,I’,7). And the matcher 6 of &(m) =
{ty" 5" (¢ o T’)}i/(a,) and [y>*4(co 1) = {I'y»*(¢ o 7)}Yek(ay and the matcher ¢’
of &m’) = ty* 54" (¢ o 7/) and I'y**4(¢ o 7) are equal. By induction hypothesis,
¢o parse®*(m/ I’ 7) = (€o7) U@ Hence ¢o parse®*d(m,l,7) = (EoT)UH.
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Case 9.2: “m was not the result of some call Construct“/’”d/({t}fk(y), 77

Then &(m) matches [y (o 1) = {I'y*"(CoT)}y ) iff m = tag.,.(c, eks) where

ek, is the encryption key of agent a and decrypting ¢ with decryption key dk, succeeds

and results in a plaintext m’ such that &(m’) matches I'y**(¢o 7). By induction
hypothesis, &(m’) matches I'y®*4(¢o1) iff parse®*(m’,I’, ) succeeds. Together with

the observations at the beginning of [Case 9, we have that &(m) matches 7% (¢ o 7)

iff parse®*¥(m, [, T) succeeds.

In this case, the unifier § of &(m) and [y®*¥(
é(m’) and 'y (o 7). Furthermore, parse m, 1, T) = parse
induction hypothesis, coparse®*(m’,l’, 7) = (¢o7)U#’. Hence coparse
(CoT)UB.

¢ o 7) is the same as the unifier " of
a,szd( a,sid (m', l/, 7_) and by
a,szd(m’ l, 7_) —

Case 10: 1= [I']3 ) withx € X.a”.

By definition of parse®*¥, we have that parse m,l,7) succeeds iff s is of type sig-
nature and m = tagg,(s,m’,vk), and 7 := parse®*(tag, (vk),vk(z),7) and T :=
a,sid(

a,sid(

arse m’,l', 7) succeed and 71 and T are compatible. We distinguish several cases:
) )

Case 10.1: “m is not of type signature”.
Then parse®**(m,[,7) fails. And &(m) is not of the form [-]:, hence &(m) does not

match [y»*4(co 7) = [l;7** (¢ o T)_]Ek(ma,sid(aw))' Thus parse®*(m, 1, T) never suc-
ceeds and ¢(m) never matches [y**(¢ o 7), so the lemma is vacuously true in this
case.

We can hence assume in the next cases that m is of type signature and that m =
tag,(s,m’, vk) for some bitstrings s, m’, vk.
Case 10.2: “vk is not the verification key of some agent”.

Then parse®**(tag,, (vk),vk(x),7) fails and hence parse®*(m,l,7) fails. More-
over, in this case m was not generated by some call construct® ¢ ([t]ﬁ(z),T), and
m is not of the form tag,, (s, m’,vk) with vk being the verification key of some
agent. Hence, by definition of ¢, &(m) will not be of the form [, for some
b € A. Since zy**4(¢o 1) € X.a UA, this implies that &m) does not match
Iy45 (g o 1) = [l3y»* (e o 7)) Thus parse®*(m, [, T) never succeeds

and ¢(m) never matches Iy

Nsk(aryarsid(cor))”
@5id(z o 1), s0 the lemma is vacuously true in this case.
We can hence assume in the next cases that vk is the verification key of some agent b.

Case 10.3: “r(v) # L and 7(x) # tag yen, (b) "

Hence 7(z) = tag ,yen; (b') for some b’ # b. Then parse®*“(tag,, (vk),vk(z), 7) fails
@sid(m, [, 1) fails (since vk is the verification key of agent b). And &(m)
asid(o7) = [l1y»*(c o T)];k(b,).

and hence parse
is of the form [ ). Thus &(m) does not match Iy
Thus the lemma is vacuously true in this case.

We can hence assume in the next cases that 7(x) = L or 7(x) = tag e, (b) and hence
7 = 2y**"(¢o7) € {x,b}. Moreover, since vk is the verification key of agent b, both
for 7(z) = L and 7(x) = tag 4yen;(b), 71 := parse®*(tag,,. (vk), vk(z), 7) succeeds and
T =Tr = tagagem(b)].

Case 10.4: “m was the result of some call construct“/’”d/([t]i(y),T’)”.

By Cemma 4l ¢(m) = &(construct” - (X, 7)) = [ty (eo 7/)|F ) with R’ :=
pBosid” and b = &(7'(y)). Hence &(m) matches ly%5(co 1) = [I'y*5(z o Tk
iff ty2"-5id’ (z o 7/) matches Iy> (¢ o 1) (with some matcher ') and ¢ is compatible
with 6" where 6" := (z — b) if 7(2) = L and §” := @ otherwise. Moreover, ' and 6"
are compatible iff ' U (¢o 7) and (z — b) are compatible.

By definition of construct® s and since constructa,*“d,([t]ﬁ(y),T’) = m =
tag g, (s, m’, vk), we have that m’ = construct® @ (¢, 7').  Hence, by [Cemma 4,
ém’) = tv“/’”d/(é oT).
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Thus &(m) matches [y**"(¢ o 7) iff &(m’) matches I'y**4(¢o 7) (with some matcher
0') and 8’ U (€oT) and (z — b) are compatible.

By induction hypothesis, &(m’) matches I'y**(¢ o 7) (with some matcher ¢') iff
parse®*(m/ I’ T) succeeds and in this case, ¢ o (parse®*(m’ I, 7)) = (oT) U .
Thus &(m) matches 74 (¢ o 7) iff 75 := parse®*(m’,l’, ) succeeds and ¢o 75 and
(x +— b) are compatible.

Since we assume that m = tagg,(s,m',vk) is of type signature, that 7 :=
parse™*?(tag, . (vk),vk(z),7) succeeds, and that 7 = T[x := tag,g...(b)], we have
that parse®*(m, [, ) succeeds iff 7 := parse®*(m’,l’,7) succeeds and 7 is com-

patible with the partial function (z + tag,gen:(b)). (Note that 7 = 7 wherever 7
is defined.) Since ¢ is injective, 72 and (z  tag,gen:(b)) are compatible iff ¢ o 7
and (z — b) = Co (¢ — 1ag,gen:(b)) are. Thus parse®*(m,l,7) succeeds iff
@sid(m! 1’ 1) succeeds and ¢ o 75 and (z + b) are compatible, which
@sid(zor).

Ty 1= parse
in turn holds iff ¢(m) matches Iy
In this case, parse®™*(m,l,7) = 1 UTy = 7 UT[x := tag,pen(b)] = 72 U (z —
tag 4gent (b)). Moreover, the matcher of é(m) and Iy**"(¢o 1) = [I'y**(co T)sk(z)
is 0 := ¢ U@’. By induction hypothesis we have that ¢om = (o 7) U ¢. Hence
¢oparse®*(m,l,r) = (o) U (x —b) = (CoT)UH UH" = (EoT)UB.

Case 10.5: “m was not the result of some call constructa,’sml([t]ﬁ(y),7') 7,
Since we assume that m = tagg,(s,m’, vk) is of type signature and that vk is the
verification key of agent b, we have that ¢(m) = [E(m')]ﬁ/(b) for some R’. Hence ¢(m)

matches [7**(¢o7) = [I'y>*4(co 7)Jsk(z) iff €(m’) matches I'v®5d(go 1) (with some

matcher 6') and ¢ and 0" are compatible where §” := (z — b) if 7(z) = L and
0" .= @& otherwise. Moreover, ¢’ and ¢ are compatible iff ' U (¢o 1) and (x +— b) are
compatible.

By induction hypothesis, &(m’) matches I'y**(¢ o 7) iff 75 := parse®*(I',m/, )
succeeds, and in this case we have ¢o 1 = (Co7) U €. From the injectivity of ¢
we have in this case that 0’ U (¢o7) = com and (v — b) = €0 (z > tag,gen: (b))
are compatible iff 7 and (z — 1ag .40, (b)) are. So &(m) matches Iy**(c o 7) iff
T := parse™ ¥ (I’ m/, 1) succeeds and 75 and (x — tag, .., (b)) are compatible.
Since we assume that m = tag,(s,m',vk) is of type signature, that 7 :=
parse™*(tag, . (vk),vk(z),7) succeeds, and that 7 = T[x := tag,g...(b)], we have
that parse®*(m,[,7) succeeds iff 7 := parse®*(m/ I',7) succeeds and 75 and
(2 — tag 4yent (b)) are compatible. Thus parse®*(m, [, 7) succeeds iff ¢(m) matches
Iy*5id(go 7).

In this case, parse®*“(

m,l,7) =M Um = U7z = tagagem(b)] =7nU( —
tag 4gent(b)). Moreover, the matcher of é(m) and Iy**"(co 1) = [I'y**(co i)
is § := 0" U6”. By induction hypothesis we have that ¢om = (o 7) U#'. Hence
¢oparse®*(m, [, r) = (o) U (x — b) = (CoT)UH UH" = (coT)UH.

Case 11: 9= ZKp(*; 551, ..., tn) "

Then parse®*d(m, [, 7) succeeds iff m is of type zero-knowledge, m = tag (..., F’, ... ,é)
with F/ = F, 7; := parse“*Sid(l;i,ti,T) succeeds for all 7 € [n], and all 7; are compatible.
(The condition n = n’ from the definition of parse®* is automatically fulfilled if m is of
type zero-knowledge because the latter implies that the circuit C;’Z’L is defined.) In this
a,sid(

case, parse m, 1, 7) = J; 7. We distinguish three cases for m:

Case 11.1: “m was the result of some call Construct“/’Sid/(ZKgl (R;a;b), 7).
Then by Cemmadl ¢(m) = ZKE, (R';a/;b') for some R, R',a/ and b, := by 54’ (o7’).
Hence ¢(m) matches [y (¢ o 1) = ZKp(_*; % ty@*4 (¢ o 7)) iff F = F’ and for all
i € [n], b} matches t;y>*¥(¢ o 7) (with some matcher ;) and all matchers 6; are
compatible.
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Moreover, by definition of construct, we have that m = tagzk(...,ﬁ) with b; =
construct® @ (b;, 7/). Thus by Cemma 4, &(b;) = b;. Then by induction hypothe-
sis, b matches t;y»* (¢ o 1) iff 7; := parse“’Sid(l;i,ti,T) succeeds and in this case,
¢ot; = (CoT)UB;. Moreover, the matchers 6; are compatible iff all o7, = (¢o7)UH;
are compatible (because the domains of 7 and 6; are disjoint). Because of the injec-
tivity of ¢, this holds iff all 7; are compatible. Thus &(m) matches [y**(¢ o 7) iff
F=F, 6 1= parse“*Sid(l;i,ti,T) succeeds for all 4, and all 7; are compatible. Thus
&(m) matches 174 (¢ o 1) iff parse®**(m, [, ) succeeds.
In this case, the matcher of &(m) and Iy**¢(co7) is § := (J,6;. And 7 :=
parse®*(m,1,7) = (J;7;. By induction hypothesis, ¢o7; = (¢o7) U#6;. Hence
cor=;((€oT)Ub;) = (coT)U,0; = (coT)UP.

Case 11.2: “m is not of type zero-knowledge”.
Then parse®**(m, [, 7) fails and &(m) is not of the form ZK(...) and hence does not
match 7% (¢ o 7). Thus the lemma is vacuously true.

Case 11.3: “m is of type zero-knowledge but m was mnot the result of some call
construct® 54" (ZKE, (R; a; b), 7).
Then m = tag(...,F’,...,b) for some F’ and b. And &(m) = ZKR:(E/;Q/;QI) for
some R/, R a’ and b, := &(b;). (The case &@m) = G™ does not occur because we
assume that no ZK-break occurs.)
Hence ¢(m) matches (7**(¢o 1) = ZKn(_*; _*;ty»*4(c o 7)) iff F = F’ and for all
i € [n], b} matches t;y>*¥(¢ o 7) (with some matcher ;) and all matchers 6; are
compatible.
By induction hypothesis, b, matches ;7% (¢o7) iff 7; := parse®sié(b;, t;, 7) succeeds
and in this case, co7; = (Co 1) U6;. Moreover, the matchers ; are compatible iff
all ¢or; = (Co7)U0; are compatible (because the domains of 7 and 6; are disjoint).
Because of the injectivity of ¢, this holds iff all 7; are compatible. Thus é(m) matches
Iyvsd(coT) iff F = F', 7; := parse“’Sid(l;i,ti,T) succeeds for all 7 and all 7; are
compatible. Thus &(m) matches 17> (¢ o 7) iff parse®*(m, [, T) succeeds.
In this case, the matcher of ¢(m) and Iv**¢(co7) is 0 = (J,0;. And 7 :=
parse®*d(m,l,7) = |J; 7. By induction hypothesis, ¢o7; = (¢o7) U#6;. Hence
cor=;((€om)Ub;) =(coT)U;0; = (coT)UH.

Case 12: “All other values of 1”.
According to the syntax of patterns (page [[2), the only missing case is [ = {I’ };k(z) with
x ¢ {A1,..., Ax}. But by Definition 41 condition B, such a pattern [ cannot occur in a role.
Hence parse®*(m, [, 7) will never be invoked.

O

Proof of[Lemima ] We prove the lemma by induction on the length of m. All cases except
a,R,sid Ta,R,szd

c(m) ={t'} o0y »em) = [tl5, clm)= ZK}E’R’M (r; a;b) follow directly from the definition
of c.

In the case ¢(m) = {¢' Z:(:)’m, by definition of ¢, we have that m = construct®**({r’ ﬁ(z), T)
where /754 (¢oT) = t' and 7(z) = tag 4 e, (a). By Lemmadl we have ¢(construct®(r/, 7)) =
7454 (go 1) and thus by induction hypothesis, construct®* (v’ 1) = ¢*(r'y®54(

,ra,R,szd

by construction of ¢*, we have that c*({t'} ) ) = construct“*Sid({r’}fk(m),T) = m. Hence

¢o7)). Hence

c*(é(m)) = m.
a,R,sid a,R,sid

The cases ¢(m) = [t']4,) - &(m) = ZKE (r;a; b) are handled analogously. O
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