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Abstract. The interaction of multiple computer systems during multi-center
randomized controlled trials (RCTs) is a hurdle for IT-specialists as well as medical
staff. A common workflow for the initial registration of a patient requires the
generation of a pseudonym by a pseudonymization service, a manual transmission
of the pseudonym to a randomization service, and a manual transfer of the
pseudonym and assigned study arm into an electronic data capture (EDC) system.
This interaction is often time consuming and error prone due to multiple system
changes. Objective of this work is to enhance a commonly used EDC system,
Research Electronic Data Capture (REDCap), as a single source of interaction for
multi-center RCTs. This is achieved by providing two modules for a seamless
integration of a pseudonymization service, i.e., Mainzelliste, and a randomization
service, i.e., RandIMI. Thus, no site-specific system changes are required, which
increases time efficiency and reduces errors. From a technical perspective, only
authentication credentials and firewall exposure for a single system must be
managed. To evaluate the usability of our implementation, the system usability scale
was employed. The increase of time efficiency was measured in laboratory
conditions by a comparison of the time for patient registrations with and without our
modules. An “excellent” usability was shown and an average time reduction by
nearly 64 %. Both open-source modules are available from the REDCap Repository
of External Modules.
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1. Introduction

Carrying out multi-center randomized controlled trials (RCTs) is an organizational
challenge. Especially, the interaction of multiple computer systems, which includes the
management of authentication credentials for each system and individual firewall
settings are a hurdle for IT-specialists as well as medical staff. Main systems of a clinical
trial are an electronic data capture (EDC) system, a pseudonymization service, and a
randomization service. The collection of medical data should be done in EDC systems,
which are specifically tailored for traceability and reproducibility. As the European
Medicines Agency (EMA) and European General Data Protection Regulation (GDPR)
stated, data collection should be performed in a pseudonymized way, i.e., replacing the
identifying data of a subject with an arbitrary string [1,2]. While most EDCs support the
automated generation of pseudonyms, for multi-center studies a centralized
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pseudonymization service is required to ensure that identical patients at different sites
always are assigned the identical pseudonyms. Finally, a randomization service is
required for RCTs, which uses specific randomization algorithms to assign participants
to different study arms by chance, e.g., control or intervention. Often these services
require the patient’s pseudonym for traceability and reproducibility. Thus, a common
workflow for the registration of a patient requires the generation of a pseudonym in the
pseudonymization service, a manual transmission of the pseudonym to the
randomization service for randomization, and a manual transfer of the pseudonym and
assigned study arm into the EDC system. This interaction requires multiple system
changes and is thus often time consuming and error prone, since manual copying of
information always implies the risk of human mistakes.

Objective of this work is to enhance a commonly used EDC system as a single source
of interaction for multi-center RCTs. This is achieved by a seamless integration of a
pseudonymization and randomization service. Thus, no site-specific system changes are
required, which increases efficiency and reduces errors. From a technical point of view,
only authentication credentials and firewall exposure for a single system must be
managed. To evaluate the usability of our implementation, the system usability scale
(SUS) was applied [3]. Furthermore, the increase of time efficiency was measured by
comparison of the time that is required to register a patient with and without the newly
developed system.

2. Methods
2.1. REDCap and its Modules

Research Electronic Data Capture (REDCap) is one of the most popular EDC systems
[4]. Although it is no open-source software, it is still free to use under its REDCap
license. Like all EDC systems, REDCap allows capturing trial data in electronic case
report forms (eCRF), which can also be assigned to different study arms. During the
registration process of a new patient, a pseudonym is required and, if applicable, a
manual assignment to a study arm. By default, REDCap supports the automated
generation of simple pseudonyms, but no record linkage functionality as required for
multi-center or longitudinal studies. An automated randomization is not supported.

Although REDCap is no open-source software, it includes the External Module
Framework to enhance its existing functionality. All published modules are available
from the REDCap Repository of External Modules [5] and can easily be installed. In
this work, we utilize the External Module Framework to achieve the seamless
integration.

2.2. Used Pseudonymization and Randomization Service

As pseudonymization service, the so-called “Mainzelliste”, developed at the University
of Mainz, has been used [6]. It supports record linkage and provides a REST API for the
pseudonymization [7,8]. In Germany, it is recommended by the Technologie- und
Methodenplattform fiir die vernetzte medizinische Forschung e.V. (TMF) and is used,
for instance, in a 43-center register study for multiple sclerosis and by the German market
leader for bio-banking software [9,10]. A module for the integration of the Mainzelliste
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into REDCap has already been published and is publicly available [11]. This module
uses the Mainzelliste’s REST API for communication.

As randomization service, “RandIMI”, a development of the Institute of Medical
Informatics, has been used. RandIMI supports different randomization algorithms and
stratifications, i.e., different randomizations based on patient attributes like gender or
age. Stratums can be defined as numeric intervals or enumerations. For traceability,
RandIMI requires credentials, the patient’s pseudonym and the current study center. Like
the Mainzelliste, it also provides a REST API for automated integrations. At the time of
writing, RandIMI has not yet been published, but an open-source release is planned.

2.3. Evaluation Setup

The usability and time efficiency improvements of our work have been evaluated in
laboratory conditions. To evaluate the usability, the system usability scale (SUS) has
been applied. The time efficiency was evaluated by comparing the required time needed
for a registration, if the pseudonymization and randomization are performed in separate
systems (a) in comparison to our seamless integrated version in REDCap (b). Participants
were asked to pseudonymize and randomize five patients for each workflow, while the
time in seconds for each registration was measured. For each participant, the execution
order of workflow (a) and (b) was randomized to mitigate potential learning biases.
Before each workflow, a training took place, where the participants were able to practice
the entire process with a test patient. The workflow (a) was the following: (1) Login to
the Mainzelliste’s web-service and enter first name, last name and date of birth to request
a pseudonym, (2) login to RandIMI, copy the pseudonym and apply the randomization,
(3) login to REDCap, copy the pseudonym and study arm and apply the registration. For
workflow (b), the procedure was: (1) Login to REDCap and enter first name, last name
and date of birth in the pseudonymization module and apply the registration including
randomization.

3. Results
3.1. Randomization Module and its Configuration

The integration of the randomization service RandIMI has been implemented as
REDCap module [12] and is available from REDCap’s Repository of External Modules.
As configuration, the URL of the RandIMI server, the associated Study ID in RandIMI,
and the authentication credentials of RandIMI must be defined. Afterwards, the module
can be used in REDCap. To perform a randomization, the patient’s pseudonym and the
current study center must be entered. It is worth noting, that the study center can be
selected from a drop-down menu but is restricted to the sites a user has access to in
REDCap. If an error occurs during the randomization, a localized error message is
presented to the user. Otherwise, the new patient is registered in REDCap with the study
arm and pseudonym. It is important to note that the study arms in RandIMI and REDCap
must be named equally to enable an automated mapping.

The configuration of stratums is not needed in the module. During the initialization
of the module, all required stratum parameters are requested from RandIMI and the input
form is dynamically rendered. Thus, stratums like age can be entered in numeric inputs,
while enumerated stratums can be selected via drop-down menus.
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The seamless integration with the pseudonymization module has been achieved by
extending its configuration. There is now an additional option to include the
randomization module. If chosen, the pseudonymization module does not automatically
create a new patient record after a successful pseudonymization, but transfers the
generated pseudonym to the randomization module. Thus, the second module is opened
automatically and only the study center and potential stratum parameters must be entered.
The entire workflow is depicted in Figure 1.
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Figure 1. Workflow of the patient registration in REDCap.
3.2. Evaluation Results

The evaluation was conducted with 12 participants (6 female, 6 male). The average age
of all participants was 29.2 + 3.4. They all had a background in medical informatics and
were familiar with the procedure of patient registration and EDC systems. Regarding the
time efficiency, an average time of 74.5 + 10.8 seconds was conducted for workflow (a)
and an average time of 26.5 + 2.8 seconds for workflow (b). This results in an average
time reduction of 63.9 + 4.8 %. The SUS showed an average value of 94.4 + 6.6 which
equals an “excellent” usability [13].

4. Discussion

We developed and published modules for the popular EDC system REDCap that
seamlessly integrate the process of pseudonymization and randomization. Both modules
are freely available in REDCap’s Repository of External Modules under the MIT open-
source license. The evaluation has shown an increase in time efficiency by nearly 64 %.
The increase is mainly caused by the used single sign-on mechanism, which avoids
switching systems and re-authentication. Moreover, a generated pseudonym is
automatically passed from the pseudonymization module to the randomization module,
which then automatically redirects the user to the respective patient record.

An “excellent” usability has been stated. However, these results must be seen with
caution. The evaluation was performed in laboratory conditions with participants being
computer affine. Thus, long-term results in real setups have to be evaluated. At the time
of writing, both modules are used in real clinical trials and first feedback is gathered.
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This work has limitations. While Mainzelliste is openly available and widely
established in Germany, RandIMI is currently being internally developed. However,
RandIMI will be documented and provided as open-source project in the near future. A
current version can be obtained on request by the authors.

5. Conclusion

In this work, we have presented the combined usage of two REDCap modules to allow
a seamless pseudonymization and randomization directly within REDCap. Thus, only a
single system is needed as point of interaction. An evaluation under laboratory conditions
have shown an “excellent” usability of this approach and a time efficiency improvement
of nearly 64 %. Both modules are freely available from the REDCap repository.
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