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Abstract 

Partner Notification (PN) processes are typically part of wider 
combination prevention efforts and focus on the notification of 
sexual partners to prevent Sexually Transmitted Infections 
(STIs), including Human Immunodeficiency Viruses and viral 
hepatitis. We present a free, voluntary, anonymous and GDPR-
compliant Partner Notification service that offers enhanced 
security and privacy through a web and mobile application via 
a unique random codes.  
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Introduction 

Partner Notification (PN) is a process which focuses on the 

identification and the voluntary notification of sexual partners, 

to prevent the transmission of STIs. The INTEGRATE Joint 

Action1 has developed RiskRadar; a free, publicly available 

web and mobile toolkit to support combination prevention, test-

ing and linkage to care activities for STIs and Tuberculosis2. In 

this poster we present RiskRadar’s technical solution to support 

the PN process while also trying to tackle any privacy issues. 

Methods 

The methodology for the development of the INTEGRATE PN 

service is presented in Figure 1. Firstly a comprehensive desk 

review identified relevant Information and Communication 

Technologies (ICT) tools which were reviewed and ranked re-

garding their suitability to the purpose and the adaptability to 

 
1 https://integrateja.eu/  

accommodate the relevant disease areas. The highest-ranking 

tools were used to drive the proposal for the initial design of 

RiskRadar. During this process data security and privacy was 

highlighted as one vital limitation of existing tools, which was 

also identified by the respective literature [1]. The development 

phase applied an iterative design and prototype development 

process; the PN service prototypes were presented to relevant 

stakeholders to tailor it to the identified priority groups and to 

ensure its correct adaptation to all four diseases. Furthermore 

the effective communication strategies proposed by ECDC and 

WHO were adopted during the design phase.  

To address the major security and privacy considerations, a 

Data Protection Impact Assessment was composed specifically 

for the PN service component of RiskRadar. Access control is 

implemented to avoid any misuse of the PN service, in the form 

of a unique random passcode provided to the index patient by 

an authorised healthcare professional. 

Results 

RiskRadar’s PN service is available through a web and mobile 

app for index patients that can be accessed only via the gener-

ated passcodes while the backend handles the unique passcode 

generation, and the SMS sending mechanism. To maintain pri-

vacy, log encryption and pseudonymisation of the phone num-

bers were applied; in addition, the phone numbers are automat-

ically and permanently deleted from the system once the notifi-

cation messages are delivered to the recipients. 

 

2 https://integrateja.eu/riskradar/  
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Figure 1. Methodology for the development of the Partner Notification service 

The RiskRadar website is freely accessible to anyone and the 

RiskRadar app is freely available to download from the official 

stores3,4. The index patient can access the PN component 

through the web application or the dedicated mobile app. Then 

he/she is prompted to type or scan the issued passcode (see Fig-

ure 2a) and once the code is decrypted (see Figure 2b), the user 

can enter the mobile phone number(s) of sexual partners to be 

notified. The partners receive an SMS notifying them of a pos-

sible exposure to an STI (including HIV and hepatitis) and rec-

ommending that they get tested, offering a link to the Test 

Finder functionality of RiskRadar while also providing contact 

information for testing points nearby for linkage to testing and 

care (see Figure 2c). 

 

 

 

Figure 2. Passcode decryption and notification message on the RiskRadar mobile app. 

Conclusions 

The presented PN service emphasizes the importance of secure, 

anonymous and voluntary partner notification through a digital 

solution. We argue that piloting the proposed service within a 

variety of target populations would highlight its usefulness in 

mitigating the inherent ethical, privacy-related and cost-effec-

tiveness concerns in traditional PN approaches. 
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3 https://play.google.com/store/apps/details?id=com.tdermaris.integratetoolkit  
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